
1 

https://certempire.com 

ISC2 SSCP Exam Questions 

Total Questions: 1380+ 

Demo Questions: 35 

Version: Updated for 2025 

Prepared and Verified by Cert Empire – Your Trusted IT Certification 

Partner 

For Access to the full set of Updated Questions – Visit: 

ISC2 SSCP Exam Questions by Cert Empire 

https://certempire.com/
https://certempire.com/exam/sscp-pdf-dumps/
https://certempire.com/


2 

https://certempire.com 

Question: 1 

What kind of encryption is realized in the S/MIME-standard? 

A. Asymmetric encryption scheme

B. Password based encryption scheme

C. Public key based, hybrid encryption scheme

D. Elliptic curve based encryption

Answer: 

C 

Explanation: 

S/MIME (Secure/Multipurpose Internet Mail Extensions) utilizes a hybrid encryption scheme. This 

method combines the efficiency of symmetric encryption with the secure key distribution of 

asymmetric (public key) cryptography. The actual message content is encrypted using a fast, 

randomly generated symmetric session key (e.g., using AES). This session key is then encrypted 

using the recipient's public key (e.g., using RSA). The encrypted message and the encrypted 

session key are sent together. The recipient uses their corresponding private key to decrypt the 

session key, which is then used to decrypt the message. This two-step process is the definition of 
CertEmpire 

a public key-based, hybrid encryption scheme. 

Why Incorrect Options are Wrong: 

A. This is incomplete; S/MIME uses both asymmetric and symmetric encryption, making it a

hybrid system, not purely asymmetric. 

B. S/MIME's core mechanism relies on digital certificates and public/private key pairs, not

user-generated passwords for encryption. 

D. Elliptic curve cryptography is a type of asymmetric algorithm that S/MIME can use, but the

standard itself is a framework supporting various algorithms, not exclusively ECC. 

References: 

1. Internet Engineering Task Force (IETF). (2019). Secure/Multipurpose Internet Mail Extensions

(S/MIME) Version 4.0 Message Specification (RFC 8551). Section 2.7, "Creating an 

Enveloped-data Message". This section explicitly describes the process of encrypting a 

symmetric session key with a recipient's public key. Available at: 

https://doi.org/10.17487/RFC8551 

2. National Institute of Standards and Technology (NIST). (2016). Trustworthy Email (NIST

Special Publication 800-177). Section 3.1, "S/MIME Overview". The document states, "S/MIME 

uses a hybrid cryptosystem, where a symmetric key is used to encrypt the email and the 

symmetric key is encrypted using an asymmetric (public) key." 
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3. Stallings, W. (2017). Cryptography and Network Security: Principles and Practice (7th ed.). 

Pearson. Chapter 20, "Electronic Mail Security", Section 20.1 "S/MIME". The text describes 

S/MIME's functionality, including the generation of a random symmetric key for message 

encryption and the use of the recipient's public key to encrypt that symmetric key. 
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Question: 2 

What is the main problem of the renewal of a root CA certificate? 

 
A. It requires key recovery of all end user keys 

B. It requires the authentic distribution of the new root CA certificate to all PKI participants 

C. It requires the collection of the old root CA certificates from all the users 

D. It requires issuance of the new root CA certificate 

 

Answer: 

B 

 

Explanation: 

The main problem with renewing a root CA certificate is establishing trust in the new certificate 

across all participants in the Public Key Infrastructure (PKI). The root certificate is the ultimate 

trust anchor. When it is renewed (typically with a new key pair), the new public key must be 

securely and authentically distributed to all relying parties (e.g., users, servers, devices). This 

process, known as trust anchor propagation, is a significant logistical and security challenge. If an 

attacker can trick users into accepting a malicious root certificate, the integrity of the entire PKI is 

compromised. This distribution must often occur through a secure out-of-band channel, as the old 
CertEmpire 

PKI cannot be used to validate the new root. 

 

Why Incorrect Options are Wrong: 

A. Key recovery is a process for retrieving lost end-user private keys and is unrelated to the 

lifecycle management of the CA's own certificate. 

C. There is no requirement to collect old root certificates. Once they expire, relying parties' 

systems will automatically cease to trust them based on their validity period. 

D. The issuance of the new certificate is a standard, internal procedure for the CA. The primary 

challenge is not the creation but the secure distribution to all participants. 

References: 

1. National Institute of Standards and Technology (NIST) Special Publication 800-57 Part 1 Rev. 

5, Recommendation for Key Management: Part 1 - General. Section 5.3.5, "Key Replacement," 

discusses the process for CAs. It states, "The public key of a new trust anchor needs to be 

securely distributed to all the entities that will be using the key." This highlights distribution as the 

critical step. 

2. Internet Engineering Task Force (IETF) RFC 4210, Internet X.509 Public Key Infrastructure 

Certificate Management Protocols (CMP). Section 5.1.1, "CA Key Update," describes the process 

and notes the challenge: "The new CA public key must be securely distributed to the end 

entities... so that the EEs can verify the new certificates." 
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3. Microsoft, AD CS: Root CA certificate renewal. In the official documentation for Active Directory 

Certificate Services, the section on renewal procedures emphasizes the challenge of distributing 

the new root certificate to clients. It states, "The most important part of renewing a root CA 

certificate is to ensure that all clients receive the new root CA certificate." This confirms that 

distribution is the main operational problem. 
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Question: 3 

Virus scanning and content inspection of SMIME encrypted e-mail without doing any further 

processing is: 

A. Not possible 

B. Only possible with key recovery scheme of all user keys 

C. It is possible only if X509 Version 3 certificates are used 

D. It is possible only by "brute force" decryption 

 

Answer: 

A 

 

Explanation: 

S/MIME provides end-to-end confidentiality through encryption. This means the message body 

and attachments are converted into unreadable ciphertext before leaving the sender's client and 

are only decrypted by the recipient's client. Virus scanners and content inspection systems 

operate by analyzing the actual content (plaintext) for malicious signatures or policy violations. As 

these intermediary systems do not have the recipient's private key, they cannot decrypt the 

message. The question's constraint "without doing any further processing" explicitly prohibits 
CertEmpire 

decryption. Therefore, inspecting the opaque ciphertext for plaintext content is fundamentally not 

possible. 

 

Why Incorrect Options are Wrong: 

B. Only possible with key recovery scheme of all user keys: This describes a method to enable 

inspection by decrypting the message at the gateway, which is a form of "further processing" 

forbidden by the question's premise. 

C. It is possible only if X509 Version 3 certificates are used: The version of the X.509 certificate 

used to exchange public keys does not alter the cryptographic principle that encrypted content is 

unreadable without the corresponding private key. 

D. It is possible only by "brute force" decryption: Brute-force attacks against modern encryption 

algorithms are computationally infeasible for real-time inspection and constitute an extreme form 

of "further processing," which is disallowed by the question. 

References: 

1. National Institute of Standards and Technology (NIST) Special Publication 800-45 Version 2, 

Guidelines on Electronic Mail Security. Section 3.3, "Security Gateways," states: "If the message 

is encrypted, the gateway cannot scan the message content for malicious code or filter it for 

inappropriate content unless the gateway has access to the recipient's private key." This confirms 

that inspection is not possible on the encrypted data itself. 
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2. Internet Engineering Task Force (IETF) RFC 8551, Secure/Multipurpose Internet Mail 

Extensions (S/MIME) Version 4.0 Message Specification. Section 1, "Introduction," describes one 

of the primary services of S/MIME as "confidentiality -- protection against disclosure to 

unauthorized parties." An intermediary scanning gateway is considered an unauthorized party in 

an end-to-end encryption context. 

3. Stanford University, CS 155: Computer and Network Security, Lecture 10: "Network Security & 

E-mail Security". The lecture notes explain the concept of end-to-end security provided by 

protocols like S/MIME, where intermediaries (like mail servers or gateways) cannot read the 

message content, contrasting it with link-level encryption where they can. This principle makes 

gateway-level inspection of encrypted content impossible. 
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Question: 4 

What attribute is included in a X.509-certificate? 

 
A. Distinguished name of the subject 

B. Telephone number of the department 

C. secret key of the issuing CA 

D. the key pair of the certificate holder 

 

Answer: 

A 

 

Explanation: 

An X.509 v3 digital certificate is a data structure that binds a public key to a specific identity. A 

fundamental component of this structure is the 'Subject' field, which identifies the entity (person, 

server, organization) that owns the corresponding private key. This identity is formally represented 

as a Distinguished Name (DN), an X.500 standard for uniquely identifying entries in a directory. 

The DN is composed of several attributes, such as Common Name (CN), Organization (O), and 

Country (C), providing a verifiable identity for the certificate holder. 
 

Why Incorrect Options are Wrong: 
CertEmpire 

B. Telephone number of the department: While a telephone number can technically be included in 

a DN, it is not a standard, required, or common attribute in the primary certificate structure. 

C. secret key of the issuing CA: The Certificate Authority's (CA) secret (private) key is used to 

digitally sign and validate the certificate. Including it within the certificate would completely 

compromise the entire PKI trust model. 

D. the key pair of the certificate holder: The certificate contains only the public key of the subject. 

The corresponding private key must be kept secret by the subject and is never included in the 

certificate. 

References: 

1. Internet Engineering Task Force (IETF). RFC 5280: Internet X.509 Public Key Infrastructure 

Certificate and Certificate Revocation List (CRL) Profile. (May 2008). Section 4.1, "Certificate 

Fields," and specifically Section 4.1.2.6, "Subject," state: "The subject field identifies the principal 

associated with the public key stored in the subject public key info field... The name is an X.501 

type Name X.501." This directly confirms the subject's Distinguished Name is a core attribute. 

2. National Institute of Standards and Technology (NIST). Special Publication 800-32: Introduction 

to Public Key Technology and the Federal PKI Infrastructure. (February 2001). Section 2.1.1, 

"What is a Public Key Certificate?", lists the basic components of a certificate, including: "A name 

of the certificate subject (the entity whose public key is being certified)" and "A public key of the 
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certificate subject." This supports that the subject's name is included, while only the public key 

(not the pair) is present. 

3. Boneh, D. (2020). CS 255: Introduction to Cryptography, Lecture 15 Notes. Stanford University. 

The lecture notes on Public Key Infrastructure detail the contents of an X.509 certificate, explicitly 

listing "Subject: entity name" as a standard field. The notes also clarify that the certificate contains 

the "Subject's public key," not the private key. 
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Question: 5 

What is the primary role of smartcards in a PKI? 

 
A. Transparent renewal of user keys 

B. Easy distribution of the certificates between the users 

C. Fast hardware encryption of the raw data 

D. Tamper resistant, mobile storage and application of private keys of the users 

 

Answer: 

D 

 

Explanation: 

The primary role of a smartcard within a Public Key Infrastructure (PKI) is to provide a secure, 

hardware-based environment for the user's private key. Smartcards are designed to be 

tamper-resistant, preventing unauthorized physical or logical access to the key. Critically, the 

private key is generated on and never leaves the card. All cryptographic operations requiring the 

private key, such as digital signing or decrypting a session key, are performed by the processor on 

the card itself. This protects the key from being compromised by malware on the host computer 

and provides strong non-repudiation, as the user must physically possess the card and typically 
CertEmpire 

provide a PIN to authorize its use. 

 

Why Incorrect Options are Wrong: 

A. Key renewal is a PKI management process; the smartcard is a secure endpoint for this 

process, not the primary enabler of renewal itself. 

B. Public certificates are distributed by Certificate Authorities (CAs) and directories, not primarily 

by users exchanging smartcards. 

C. While smartcards perform cryptographic operations, they are not designed for high-speed bulk 

data encryption; dedicated Hardware Security Modules (HSMs) serve that role. 

References: 

1. National Institute of Standards and Technology (NIST) FIPS 201-3, Personal Identity 

Verification (PIV) of Federal Employees and Contractors, January 2022. Section 6.2, "PIV 

Cryptographic Keys," states, "Private keys are generated on the PIV card and are not exportable." 

This highlights the card's role as a secure, non-exportable container for private keys. 

2. National Institute of Standards and Technology (NIST) SP 800-73-4, Interfaces for Personal 

Identity Verification - Part 1: PIV Card Application Namespace, Data Model, and Representation, 

January 2015. Section 3.1.1, "PIV Card," specifies, "The PIV Card is used to store PIV identity 

credentials and to perform cryptographic computations." This directly supports the role of secure 

storage and application of keys. 

https://certempire.com/
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3. Stallings, W., & Brown, L. (2018). Computer Security: Principles and Practice (4th ed.). 

Pearson. Chapter 22, "Public-Key Cryptography and Message Authentication," discusses the 

critical need to protect private keys, stating that hardware tokens like smartcards "provide 

tamper-resistant storage of private keys." 

4. Microsoft Documentation, Smart Card Architecture. The documentation explains that a smart 

card's Cryptographic Service Provider (CSP) or Key Storage Provider (KSP) ensures that 

"authentication and other private key operations are performed on the smart card and not on the 

host computer," reinforcing the principle of secure application and storage. 
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Question: 6 

What kind of certificate is used to validate a user identity? 

 
A. Public key certificate 

B. Attribute certificate 

C. Root certificate 

D. Code signing certificate 

 

Answer: 

A 

 

Explanation: 

A public key certificate, standardized as X.509, is the primary digital credential used to validate a 

user's identity within a Public Key Infrastructure (PKI). Its fundamental purpose is to bind a 

specific identity (the "Subject," which can be a person, device, or service) to a public key. A 

trusted third party, known as a Certificate Authority (CA), digitally signs the certificate, attesting 

that it has verified the subject's identity. This allows others to trust that the public key genuinely 

belongs to the user, enabling secure authentication, data encryption, and digital signatures. 
 

Why Incorrect Options are Wrong: 
CertEmpire 

B. Attribute certificate: This certificate binds attributes (like roles or permissions) to an identity, but 

it does not establish or validate the identity itself; it supplements an existing public key certificate. 

C. Root certificate: This is a self-signed certificate that identifies a root CA and serves as the 

ultimate trust anchor for a PKI, used to validate other certificates, not a specific end-user. 

D. Code signing certificate: This is a specific type of public key certificate used to validate the 

identity of a software publisher and ensure the integrity of their code, not a general user. 

References: 

1. Internet Engineering Task Force (IETF). RFC 5280: Internet X.509 Public Key Infrastructure 

Certificate and Certificate Revocation List (CRL) Profile. May 2008. Section 1, Introduction, 

states: "The X.509 v3 certificate format is used to convey a public key and the identity of its 

owner." 

2. National Institute of Standards and Technology (NIST). Special Publication 800-32: Introduction 

to Public Key Technology and the Federal PKI Infrastructure. February 2001. Section 2.1.1, 

"Public Key Infrastructure," states: "A digital certificate is an electronic credential that binds the 

identity of the certificate owner to a public key." 

3. Pfleeger, C. P., Pfleeger, S. L., & Margulies, J. (2015). Security in Computing (5th ed.). Pearson 

Education. Chapter 5, "Cryptography in Practice," Section 5.4, "Public Key Infrastructure," 

describes a certificate as a "digitally signed statement binding a person's or machine's identity to 
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a public key." 

4. MIT OpenCourseWare. 6.857 Computer and Network Security. Fall 2017. Lecture 11 notes on 

Public Key Infrastructure define a certificate as: CertA = "Alice", PKA SKCA, explicitly showing the 

binding of an identity ("Alice") to a public key (PKA), signed by a CA. 
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Question: 7 

What does the directive of the European Union on Electronic Signatures deal with? 

 
A. Encryption of classified data 

B. Encryption of secret data 

C. Non repudiation 

D. Authentication of web servers 

 

Answer: 

C 

 

Explanation: 

The primary purpose of the European Union's directive on Electronic Signatures (initially Directive 

1999/93/EC, now superseded by the eIDAS Regulation) is to create a legal framework that gives 

electronic signatures the same legal standing as handwritten signatures. This legal recognition is 

fundamental to establishing non-repudiation, which ensures that a party to a contract or 

communication cannot later deny the authenticity of their signature on a document. The 

framework provides the legal certainty required for secure electronic commerce and transactions 

by making electronic agreements legally binding and enforceable. 
CertEmpire 

Why Incorrect Options are Wrong: 

A. Encryption of classified data: This directive focuses on the legal validity of signatures, not on 

data confidentiality or the specific handling requirements for classified government data. 

B. Encryption of secret data: The directive's goal is to ensure the authenticity and integrity of the 

signer's agreement, not to provide confidentiality for the data through encryption. 

D. Authentication of web servers: While digital certificates are used to authenticate web servers 

(e.g., TLS/SSL), the directive's scope is much broader, covering the legal effect of signatures for 

all types of electronic transactions, not just server identity. 

--- 

 

References: 

1. Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 

on electronic identification and trust services for electronic transactions in the internal market 

(eIDAS Regulation). 

Reference: Article 25, "Legal effects of electronic signatures," states: "2. A qualified electronic 

signature shall have the equivalent legal effect of a handwritten signature." This provision directly 

establishes the legal basis for non-repudiation. 

2. Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on 

a Community framework for electronic signatures. (The original directive) 
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Reference: Article 5, "Legal effects of electronic signatures," established that advanced electronic 

signatures satisfy the legal requirements of a signature. This legal equivalence is the foundation 

for preventing repudiation. 

3. Poullet, Y. (2001). The Directive on Electronic Signatures. In: Information Technology and Law 

Series, vol 1. T.M.C. Asser Press, The Hague. https://doi.org/10.1007/978-90-6704-541-110 

Reference: Section 10.3, "The Legal Effects of Electronic Signatures," discusses how the 

directive's goal was to ensure that electronic signatures could not be denied legal effect, thereby 

providing the legal security and enforceability that underpins non-repudiation in digital 

transactions. 
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Question: 8 

A X.509 public key certificate with the key usage attribute "non repudiation" can be used for which 

of the following? 

A. encrypting messages 

B. signing messages 

C. verifying signed messages 

D. decrypt encrypted messages 

 

Answer: 

C 

 

Explanation: 

The X.509 keyUsage extension defines the purpose of the public key contained within the 

certificate. The nonRepudiation bit, when asserted, indicates that the public key is used to verify a 

digital signature. This verification provides assurance that the signer cannot falsely deny having 

signed the data, which is the core principle of non-repudiation. The certificate, by containing the 

public key and this attribute, is the instrument used by a relying party to perform this verification. 

The act of signing itself is performed with the corresponding private key, not the public key 
CertEmpire 

certificate. 

 

Why Incorrect Options are Wrong: 

A. encrypting messages: This function is governed by the keyEncipherment or dataEncipherment 

key usage bits, which are distinct from nonRepudiation. 

B. signing messages: Signing is performed using the private key associated with the certificate. 

The certificate itself contains the public key and is used for verification, not signing. 

D. decrypt encrypted messages: Decryption is performed using the private key. The public key in 

the certificate is used for the corresponding encryption operation. 

References: 

1. Internet Engineering Task Force (IETF). RFC 5280: Internet X.509 Public Key Infrastructure 

Certificate and Certificate Revocation List (CRL) Profile. May 2008. 

Section 4.2.1.3. Key Usage: "The nonRepudiation bit is asserted when the subject public key is 

used to verify a signature on data where the signature's purpose is to prevent the signer from 

falsely denying some action... When the nonRepudiation bit is asserted, the digitalSignature bit 

MUST also be asserted." This directly states the public key is used to verify a signature for 

non-repudiation. 

2. National Institute of Standards and Technology (NIST). Special Publication 800-32: Introduction 

to Public Key Technology and the Federal PKI Infrastructure. February 2001. 

https://certempire.com/
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Section 2.3, Digital Signatures: "The verifier of a digital signature requires the signer's public key... 

Non-repudiation is the assurance that the signer cannot deny a previously signed message." This 

clarifies that the public key (found in the certificate) is used for verification to achieve 

non-repudiation. 

3. Pfitzmann, B., & Waidner, M. (2001). "Digital Signatures and Non-Repudiation." In Foundations 

of Security Analysis and Design (pp. 111-129). Springer, Berlin, Heidelberg. 

DOI: https://doi.org/10.1007/3-540-45602-94 

This academic paper discusses the cryptographic protocols for non-repudiation, emphasizing that 

verification of a signature by a third party using the public key is the essential step to prevent 

repudiation by the originator. 
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Question: 9 

Which of the following would best describe certificate path validation? 

 
A. Verification of the validity of all certificates of the certificate chain to the root certificate 

B. Verification of the integrity of the associated root certificate 

C. Verification of the integrity of the concerned private key 

D. Verification of the revocation status of the concerned certificate 

 

Answer: 

A 

 

Explanation: 

Certificate path (or chain) validation is the process performed by a relying party to confirm that 

each certificate in the chain-from the end-entity certificate up through every intermediate CA to 

the trust anchor (root CA)-is valid. The validation engine checks that every certificate is correctly 

signed by its issuer, is within its validity period, complies with policy and name constraints, and is 

not revoked. Only when every certificate in the chain passes these tests is the end-entity 

certificate accepted as trustworthy. Therefore, the option that describes verifying "the validity of all 

certificates of the certificate chain to the root certificate" most precisely captures certificate path 
CertEmpire 

validation. 

 

Why Incorrect Options are Wrong: 

B. Looks only at integrity of the root certificate; path validation covers every certificate, not just the 

root. 

C. Private-key integrity is not part of certificate path validation; it is a separate key-management 

concern. 

D. Revocation checking is just one step; full path validation involves additional checks on every 

certificate. 

References: 

1. RFC 5280, "Internet X.509 Public Key Infrastructure Certificate and CRL Profile," Section6.1 

Certification Path Validation, pp. 69-70. 

2. Microsoft Docs, Windows Server PKI - "Certificate chaining and path validation," Step 2, last 

updated 2023. 

3. MIT OpenCourseWare, 6.857 "Computer and Network Security," Lecture 5: Public-Key 

Infrastructure, slides 23-26 (Fall 2014). 

4. Adams, C., & Farrell, S. (1999). "Internet X.509 Public Key Infrastructure," Communications of 

the ACM, 42(6), 45-52. DOI:10.1145/303849.303861. 
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Question: 10 

Which of the following can best define the "revocation request grace period"? 

 
A. The period of time allotted within which the user must make a revocation request upon a 

revocation reason 

B. Minimum response time for performing a revocation by the CA 

C. Maximum response time for performing a revocation by the CA 

D. Time period between the arrival of a revocation request and the publication of the revocation 

information 

Answer: 

D 

 

Explanation: 

The "revocation request grace period" is a formally defined term within Public Key Infrastructure 

(PKI) policy frameworks. It specifies the maximum allowable time that can elapse between the 

moment a Certificate Authority (CA) receives a valid revocation request and the moment it makes 

the revocation status publicly available, typically by publishing an updated Certificate Revocation 

List (CRL) or updating an Online Certificate Status Protocol (OCSP) responder. This period is a 
CertEmpire 

critical parameter defined in a CA's Certificate Policy (CP) and Certification Practice Statement 

(CPS), as it represents a window of risk during which a compromised certificate may still be 

trusted by relying parties. 

Why Incorrect Options are Wrong: 

A. This describes a subscriber's obligation to report a compromise, not the CA's processing and 

publication timeframe. 

B. A grace period defines a maximum allowed time, not a minimum; CAs aim to process 

revocations as quickly as possible. 

C. This is less precise. "Performing a revocation" is ambiguous, whereas "publication of the 

revocation information" is the specific, externally visible event that concludes the process. 

References: 

1. Internet Engineering Task Force (IETF). RFC 3647: Internet X.509 Public Key Infrastructure 

Certificate Policy and Certification Practices Framework. November 2003. 

Section 4.9.4, "Revocation request grace period," states: "The certificate policy may specify a 

grace period between the time a revocation request is received and the time the CA posts the 

revocation information. If so, this section shall specify that period." This directly defines the term 

as the time between request arrival and publication. 

2. National Institute of Standards and Technology (NIST). Special Publication (SP) 800-32: 
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Introduction to Public Key Technology and the Federal PKI Infrastructure. February 2001. 

Section 4.3, "Revocation," discusses the importance of timely revocation, stating, "Once a 

certificate is revoked, the CA must publicize this fact to the PKI community... CAs periodically 

issue a signed list of all unexpired certificates that have been revoked. This list is called a 

certificate revocation list (CRL)." This emphasizes the critical step of publication. 

3. Ford, W., & Baum, M. S. Secure Electronic Commerce: Building the Infrastructure for Digital 

Signatures and Encryption. Prentice Hall, 2001. (This foundational text is often referenced in 

university-level security courses). 

Chapter 9, "Certificate Revocation," discusses the operational timelines for CAs. It explains that 

the Certification Practice Statement (CPS) must specify the processing time for revocation 

requests, which corresponds to the grace period before the revocation status is published in a 

CRL. 
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Question: 11 

Which is NOT a suitable method for distributing certificate revocation information? 

 
A. CA revocation mailing list 

B. Delta CRL 

C. OCSP (online certificate status protocol) 

D. Distribution point CRL 

 

Answer: 

A 

 

Explanation: 

A CA revocation mailing list is not a suitable method for distributing certificate revocation 

information for automated systems. While it can be used for administrative notifications to 

humans, it is not a standardized, scalable, or machine-readable protocol that client applications 

(like web browsers or servers) can use to automatically check a certificate's validity. The other 

options-Delta CRL, OCSP, and Distribution Point CRL-are all standardized and widely 

implemented technical mechanisms designed specifically for this purpose within a Public Key 

Infrastructure (PKI). 

 
Why Incorrect Options are Wrong: 

CertEmpire 

B. Delta CRL: A Delta Certificate Revocation List (CRL) is an official, standardized method that 

contains only the certificates revoked since the last full CRL was issued, making revocation 

checking more efficient. 

C. OCSP (online certificate status protocol): OCSP is a standardized internet protocol used for 

obtaining the revocation status of a single X.509 digital certificate in real-time, offering a more 

timely alternative to CRLs. 

D. Distribution point CRL: A CRL Distribution Point (CDP) is a standard extension embedded 

within a certificate that provides URLs where the client can download the relevant CRL for 

validation. 

References: 

1. Internet Engineering Task Force (IETF) RFC 5280, "Internet X.509 Public Key Infrastructure 

Certificate and Certificate Revocation List (CRL) Profile," May 2008. 

Section 5, "CRL and CRL Extensions Profile": This section details the format and use of CRLs, 

including Delta CRLs (Section 5.2.4) as a method to "publish a small, periodic CRL that contains 

just the changes from a prior CRL." 

Section 4.2.1.13, "CRL Distribution Points": This section defines the CDP extension, which 

"identifies the location of the CRL from which the status of the certificate can be obtained." 
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2. Internet Engineering Task Force (IETF) RFC 6960, "X.509 Internet Public Key Infrastructure 

Online Certificate Status Protocol - OCSP," June 2013. 

Section 1, "Introduction": This document specifies OCSP as a protocol that "enables applications 

to determine the (revocation) state of an identified certificate. OCSP may be used to satisfy some 

of the operational requirements of providing more timely revocation information than is possible 

with CRLs." 

3. National Institute of Standards and Technology (NIST) Special Publication 800-32, "Introduction 

to Public Key Technology and the Federal PKI Infrastructure," February 2001. 

Section 3.3.3, "Revocation": This section explicitly names CRLs and OCSP as the primary 

mechanisms for certificate revocation. It states, "The two common methods for checking a 

certificate's status are Certificate Revocation Lists (CRLs) and the On-Line Certificate Status 

Protocol (OCSP)." A mailing list is not mentioned as a technical method. 
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Question: 12 

Which of the following is true about digital certificate? 

 
A. It is the same as digital signature proving Integrity and Authenticity of the data 

B. Electronic credential proving that the person the certificate was issued to is who they claim to 

be 

C. You can only get digital certificate from Verisign, RSA if you wish to prove the key belong to a 

specific user. 

D. Can't contain geography data such as country for example. 

 

Answer: 

B 

 

Explanation: 

A digital certificate is an electronic credential used within a Public Key Infrastructure (PKI) to 

prove ownership of a public key. A trusted third party, known as a Certificate Authority (CA), 

verifies the identity of an entity (e.g., a person, server, or organization) and then issues a 

certificate that cryptographically binds that identity to their public key. This allows others to trust 

that the public key genuinely belongs to the entity specified in the certificate, thus verifying their 
CertEmpire 

claimed identity. 

 

Why Incorrect Options are Wrong: 

A. A digital certificate is a credential used to verify a public key's owner, whereas a digital 

signature is a cryptographic mechanism created with a private key to ensure data integrity, 

authenticity, and non-repudiation. 

C. Many organizations, known as Certificate Authorities (CAs), can issue digital certificates. While 

Verisign (now DigiCert) and RSA are well-known, they are not the exclusive providers; others 

include Let's Encrypt, GlobalSign, and private CAs. 

D. The X.509 standard, which defines the format for digital certificates, explicitly includes fields for 

geographical data such as Country (C), State (ST), and Locality (L) within the Subject's 

Distinguished Name (DN). 

References: 

1. National Institute of Standards and Technology (NIST). (2001). Special Publication 800-32: 

Introduction to Public Key Technology and the Federal PKI Infrastructure. 

Page 9, Section 2.1, "Public Key Certificate": Defines a public key certificate as "a set of data that 

uniquely identifies an entity, contains the entity's public key, and is digitally signed by a trusted 

party (i.e., a CA)." This directly supports the correct answer (B). 

Page 8, Section 2.1, "Digital Signature": Defines a digital signature separately, clarifying that it is 
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not the same as a certificate, which refutes option (A). 

2. Cooper, D., Santesson, S., Farrell, S., Boeyen, S., Housley, R., & Polk, W. (2008). RFC 5280: 

Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile. 

Internet Engineering Task Force (IETF). 

Page 101, Appendix A.1, "X.520 Distinguished Name Attributes": This section lists standard 

attributes for the Distinguished Name field, including countryName, stateOrProvinceName, and 

localityName. This directly refutes the claim in option (D). DOI: https://doi.org/10.17487/RFC5280 

3. Rivest, R. L. (2002). Lecture Notes, 6.857 Computer and Network Security. Massachusetts 

Institute of Technology: MIT OpenCourseWare. 

Lecture 12, "Public-Key Infrastructure (PKI)": The lecture notes define a certificate as a signed 

statement binding a name to a public key (CertCA(A, PKA)). This reinforces the concept of a 

certificate as a credential (B) and highlights the role of various CAs, implicitly refuting the 

exclusivity mentioned in option (C). 
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Question: 13 

What kind of Encryption technology does SSL utilize? 

 
A. Secret or Symmetric key 

B. Hybrid (both Symmetric and Asymmetric) 

C. Public Key 

D. Private key 

 

Answer: 

B 

 

Explanation: 

SSL (and its successor, TLS) employs a hybrid cryptographic model. It uses asymmetric 

(public-key) cryptography during the initial "handshake" phase to authenticate the server (and 

optionally the client) and to securely negotiate a shared secret key. Once this shared key is 

established, the protocol switches to faster and more efficient symmetric (secret-key) 

cryptography to encrypt the actual data being exchanged for the remainder of the session. This 

approach combines the security of asymmetric key exchange with the performance of symmetric 

bulk encryption. 

 
Why Incorrect Options are Wrong: 

CertEmpire 

A. This is incorrect because asymmetric cryptography is a critical component used for the initial 

secure key exchange and authentication. 

C. This is incorrect because public-key (asymmetric) cryptography is too slow for encrypting large 

amounts of data and is only used during the handshake. 

D. This is incorrect as the private key is only one part of the asymmetric process; the protocol as 

a whole is not based solely on it. 

References: 

1. Dierks, T., & Rescorla, E. (2008). The Transport Layer Security (TLS) Protocol Version 1.2. 

IETF RFC 5246. Section 7.4, "Handshake Protocol," describes the use of public-key cryptography 

to establish a shared mastersecret. Section 6.1, "Connection States," specifies how this secret is 

used to generate symmetric keys for the Record Protocol. 

2. MIT OpenCourseWare. (2017). 6.857 Computer and Network Security, Lecture 11: SSL/TLS. 

The lecture notes explicitly detail the SSL/TLS handshake process, showing the use of public-key 

algorithms like RSA for key transport, followed by the use of symmetric algorithms like AES for 

encrypting application data in the record layer. 

3. Rescorla, E. (2018). The Transport Layer Security (TLS) Protocol Version 1.3. IETF RFC 8446. 

Section 1.2, "Major Differences from TLS 1.2," and the protocol overview in Section 2 illustrate the 
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continued use of a hybrid approach, where the handshake uses asymmetric cryptography (like 

Diffie-Hellman) to establish shared symmetric keys for record protection. 
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Question: 14 

What is the name of a one way transformation of a string of characters into a usually shorter 

fixed- length value or key that represents the original string? Such a transformation cannot be 

reversed? 

A. One-way hash 

B. DES 

C. Transposition 

D. Substitution 

 

Answer: 

A 

 

Explanation: 

A one-way hash is a cryptographic function that meets all the criteria described. It takes an input 

of arbitrary length (a string of characters) and produces a fixed-length string, known as a hash 

value or message digest. The core properties of a cryptographic hash function are that it is 

deterministic (the same input always produces the same output), fast to compute, and, crucially, 

"one-way." This one-way property, also known as preimage resistance, makes it computationally 
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infeasible to determine the original input string from its hash value, meaning the transformation 

cannot be reversed. 

 

Why Incorrect Options are Wrong: 

B. DES: This is a symmetric-key encryption algorithm. It is a two-way, reversible process used for 

confidentiality, not a one-way transformation. 

C. Transposition: A classical encryption cipher that rearranges the order of characters. It is 

reversible and does not produce a fixed-length output. 

D. Substitution: A classical encryption cipher that replaces characters with other characters. It is 

also reversible and does not produce a fixed-length output. 

References: 

1. National Institute of Standards and Technology (NIST). (2015). FIPS PUB 180-4, Secure Hash 

Standard (SHS). Section 1, "Introduction," states, "A hash algorithm is used to compute a 

condensed representation of a message or a data file... For a given algorithm, the message 

digests are of a fixed length..." 

2. Katz, J., & Lindell, Y. (2014). Introduction to Modern Cryptography (2nd ed.). CRC Press. In 

Chapter 5, Section 5.1, a hash function is defined as a function that maps arbitrary-length strings 

to a fixed-length output. The property of being "one-way" is formally defined as preimage 

resistance. 
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3. Stallings, W. (2017). Cryptography and Network Security: Principles and Practice (7th ed.). 

Pearson. Chapter 11, Section 11.1, "Secure Hash Algorithms," describes the fundamental 

requirements for a cryptographic hash function, including the one-way property (preimage 

resistance) and the production of a fixed-length hash value. 
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Question: 15 

Which of the following is NOT an asymmetric key algorithm? 

 
A. RSA 

B. Elliptic Curve Cryptosystem (ECC) 

C. El Gamal 

D. Data Encryption System (DES) 

 

Answer: 

D 

 

Explanation: 

The Data Encryption System (DES) is a symmetric-key algorithm. Symmetric-key cryptography 

uses a single, shared secret key for both encrypting and decrypting information. In contrast, 

asymmetric key algorithms (also known as public-key cryptography) use a pair of keys: a public 

key, which can be shared openly, and a private key, which must be kept secret. RSA, Elliptic 

Curve Cryptosystem (ECC), and El Gamal are all foundational examples of asymmetric key 

algorithms that rely on this public-private key pair structure for their operation. Therefore, DES is 

the correct answer as it does not use an asymmetric key pair. 
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Why Incorrect Options are Wrong: 

A. RSA: This is a foundational public-key (asymmetric) cryptosystem used for both secure data 

transmission and digital signatures. 

B. Elliptic Curve Cryptosystem (ECC): This is a modern and efficient class of public-key 

(asymmetric) algorithms that provides high security with smaller key sizes. 

C. El Gamal: This is a well-known public-key (asymmetric) cryptosystem based on the 

computational difficulty of the discrete logarithm problem. 

References: 

1. National Institute of Standards and Technology (NIST). (1999). FIPS PUB 46-3, Data 

Encryption Standard (DES). Section 1, "Specification," describes the DES algorithm, which is 

based on a single cryptographic key, characteristic of symmetric ciphers. 

2. National Institute of Standards and Technology (NIST). (2023). FIPS PUB 186-5, Digital 

Signature Standard (DSS). Section 6, "The RSA Digital Signature Algorithm," and Section 7, "The 

Elliptic Curve Digital Signature Algorithm (ECDSA)," specify RSA and ECC as asymmetric 

algorithms for generating and verifying digital signatures. 

3. Rivest, R. (2017). Lecture 3: Block Ciphers, DES, AES. MIT OpenCourseWare, 6.857 

Computer and Network Security, Fall 2017. Slide 13 explicitly categorizes DES as a 

symmetric-key block cipher. 
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4. Rivest, R. (2017). Lecture 5: Public-Key Cryptography. MIT OpenCourseWare, 6.857 Computer 

and Network Security, Fall 2017. Slides 10 and 28 introduce RSA and El Gamal, respectively, as 

examples of public-key (asymmetric) cryptosystems. 
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Question: 16 

Which of the following is NOT a symmetric key algorithm? 

 
A. Blowfish 

B. Digital Signature Standard (DSS) 

C. Triple DES (3DES) 

D. RC5 

 

Answer: 

B 

 

Explanation: 

The Digital Signature Standard (DSS) is a U.S. federal government standard for digital signatures. 

It specifies the use of asymmetric (public-key) algorithms, such as the Digital Signature Algorithm 

(DSA), RSA, and ECDSA. Asymmetric cryptography utilizes a key pair-a private key for signing 

and a public key for verification. In contrast, symmetric key algorithms use a single, shared secret 

key for both encryption and decryption. Blowfish, Triple DES (3DES), and RC5 are all well-known 

examples of symmetric block ciphers that operate using a single shared key. Therefore, DSS is 

not a symmetric key algorithm. 

 
Why Incorrect Options are Wrong: 

CertEmpire 

A. Blowfish is a symmetric-key block cipher designed by Bruce Schneier, which uses a single key 

for encryption and decryption. 

C. Triple DES (3DES) is a symmetric-key block cipher that applies the Data Encryption Standard 

(DES) cipher algorithm three times to each data block. 

D. RC5 is a symmetric-key block cipher designed by Ronald Rivest, notable for its variable block 

size, key size, and number of rounds. 

References: 

1. National Institute of Standards and Technology (NIST). (2013). FIPS PUB 186-4: Digital 

Signature Standard (DSS). Section 1, Page 1. This document specifies the algorithms for DSS, 

stating, "This Standard specifies three techniques for the generation and verification of digital 

signatures... the Digital Signature Algorithm (DSA), the Elliptic Curve Digital Signature Algorithm 

(ECDSA) and the Rivest-Shamir-Adleman Algorithm (RSA)," all of which are asymmetric 

algorithms. 

2. National Institute of Standards and Technology (NIST). (2017). Special Publication 800-67 

Revision 2: Recommendation for the Triple Data Encryption Algorithm (TDEA) Block Cipher. 

Abstract, Page iii. This document defines TDEA (Triple DES) as a symmetric-key block cipher. 

3. Schneier, B. (1994). Description of a New Variable-Length Key, 64-Bit Block Cipher (Blowfish). 
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In: Anderson, R. (eds) Fast Software Encryption. FSE 1993. Lecture Notes in Computer Science, 

vol 809. Springer, Berlin, Heidelberg. https://doi.org/10.1007/3-540-58108-11. The abstract 

explicitly refers to Blowfish as a "new secret-key block cipher," where "secret-key" is synonymous 

with "symmetric-key." 

4. Rivest, R. L. (1995). The RC5 Encryption Algorithm. In: Preneel, B. (eds) Fast Software 

Encryption. FSE 1994. Lecture Notes in Computer Science, vol 1008. Springer, Berlin, 

Heidelberg. https://doi.org/10.1007/3-540-60590-87. The paper introduces RC5 as a "fast 

symmetric block cipher." 
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Question: 17 

Which of the following ASYMMETRIC encryption algorithms is based on the difficulty of 

FACTORING LARGE NUMBERS? 

A. El Gamal 

B. Elliptic Curve Cryptosystems (ECCs) 

C. RSA 

D. International Data Encryption Algorithm (IDEA) 

 

Answer: 

C 

 

Explanation: 

The RSA (Rivest-Shamir-Adleman) algorithm is a widely used asymmetric cryptosystem. Its 

security is fundamentally based on the computational difficulty of the integer factorization 

problem. The public key consists of a modulus n (the product of two large, secret prime numbers) 

and a public exponent e. To derive the corresponding private key, an attacker would need to 

determine the original prime factors of n. For sufficiently large numbers, factoring n is 

computationally infeasible with current technology, which ensures the security of the private key. 
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Why Incorrect Options are Wrong: 

A. El Gamal: Its security is based on the difficulty of solving the Discrete Logarithm Problem 

(DLP) over a finite field. 

B. Elliptic Curve Cryptosystems (ECCs): Security relies on the Elliptic Curve Discrete Logarithm 

Problem (ECDLP), a more complex variant of the DLP. 

D. International Data Encryption Algorithm (IDEA): This is a symmetric-key block cipher and does 

not use the principles of asymmetric cryptography like factoring or discrete logarithms. 

References: 

1. Paar, C., & Pelzl, J. (2010). Understanding Cryptography: A Textbook for Students and 

Practitioners. Springer. In Chapter 6, Section 6.2, "The RSA Cryptosystem," it is stated: "The 

security of RSA relies on the fact that it is difficult to factor large integers." (p. 161). 

2. Katz, J., & Lindell, Y. (2014). Introduction to Modern Cryptography (2nd ed.). CRC Press. 

Chapter 11, Section 11.3, "The RSA Assumption," directly connects the security of the RSA 

cryptosystem to the hardness of the factoring problem. (p. 378). 

3. National Institute of Standards and Technology (NIST). (2013). FIPS PUB 186-4: Digital 

Signature Standard (DSS). Section 5.1.1, "RSA Key Pair Generation," details the process where 

the modulus n is the product of two secret primes, p and q, establishing that the security relies on 

the secrecy of these factors. (DOI: https://doi.org/10.6028/NIST.FIPS.186-4). 
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4. Boneh, D. (1999). Twenty Years of Attacks on the RSA Cryptosystem. Notices of the American 

Mathematical Society, 46(2), 203-213. The paper's introduction states, "The security of the RSA 

system is based on the assumption that factoring a large number is difficult." (p. 203). 
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Question: 18 

The Diffie-Hellman algorithm is primarily used to provide which of the following? 

 
A. Confidentiality 

B. Key Agreement 

C. Integrity 

D. Non-repudiation 

 

Answer: 

B 

 

Explanation: 

The Diffie-Hellman (DH) algorithm is a foundational cryptographic protocol used for key exchange 

or key agreement. Its primary function is to allow two parties, with no prior shared secret, to jointly 

establish a shared secret key over an insecure communication channel. This generated key can 

then be used for a symmetric encryption algorithm (like AES) to secure subsequent 

communications. The DH protocol itself does not perform encryption, integrity checks, or provide 

non-repudiation; its sole purpose is the secure establishment of a shared secret. 
 

Why Incorrect Options are Wrong: 
CertEmpire 

A. Confidentiality: DH enables confidentiality by creating a key for symmetric ciphers, but it does 

not provide confidentiality directly. 

C. Integrity: DH offers no mechanism to verify that data has not been altered. This is the function 

of hashing algorithms like SHA-256. 

D. Non-repudiation: DH does not provide proof of origin. This is achieved with digital signature 

algorithms like RSA or ECDSA. 

References: 

1. National Institute of Standards and Technology (NIST) Special Publication 800-56A Revision 3, 

Recommendation for Pair-wise Key-Establishment Schemes Using Discrete Logarithm 

Cryptography, April 2018. 

Page 1, Section 1 (Introduction): "This Recommendation specifies key-establishment schemes... 

Such a scheme is called a Diffie-Hellman (DH) or Elliptic Curve Diffie-Hellman (ECDH) 

key-agreement scheme, and the process is called key agreement." 

2. Internet Engineering Task Force (IETF) RFC 2631, Diffie-Hellman Key Agreement Method, 

June 1999. 

Page 1, Section 1 (Introduction): "The Diffie-Hellman method allows two parties to agree upon a 

shared secret value in a manner that is secure against eavesdroppers. This value can then be 

converted into cryptographic keying material." 
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3. Rivest, R. L., Shamir, A., & Adleman, L. (1978). A method for obtaining digital signatures and 

public-key cryptosystems. Communications of the ACM, 21(2), 120-126. 

Page 124, Section VI (Public-Key Schemes): The paper, while introducing RSA, references the 

work of Diffie and Hellman, stating, "Diffie and Hellman have proposed a scheme... in which user 

A can send a message to user B so that only B can read it." It clarifies this is achieved by first 

establishing a key, describing the DH protocol as a "public-key distribution system." DOI: 

https://doi.org/10.1145/359340.359342 

4. Katz, J., & Lindell, Y. (2014). Introduction to Modern Cryptography (2nd ed.). CRC Press. 

Page 356, Section 10.3 (The Diffie-Hellman Protocols): "The Diffie-Hellman key-exchange 

protocol is a method by which two parties can compute a shared key... The protocol is secure 

against an eavesdropper who observes the entire interaction." 
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Question: 19 

Which protocol makes USE of an electronic wallet on a customer's PC and sends encrypted 

credit card information to merchant's Web server, which digitally signs it and sends it on to its 

processing bank? 

A. SSH ( Secure Shell) 

B. S/MIME (Secure MIME) 

C. SET (Secure Electronic Transaction) 

D. SSL (Secure Sockets Layer) 

 

Answer: 

C 

 

Explanation: 

Secure Electronic Transaction (SET) is a protocol designed specifically for securing credit card 

transactions over the internet. A key feature of the SET protocol is its use of client-side "electronic 

wallet" software to store the user's payment credentials. During a transaction, the payment 

information is encrypted and sent along with the order details to the merchant. The merchant can 

decrypt the order details but not the sensitive payment information. The merchant then digitally 
CertEmpire 

signs the encrypted payment block and forwards it to their bank or a payment gateway for 

processing, ensuring confidentiality and authentication throughout the process. 

 

Why Incorrect Options are Wrong: 

A. SSH ( Secure Shell): SSH is a network protocol for secure remote login, command execution, 

and other secure network services. It does not define an e-commerce transaction workflow. 

B. S/MIME (Secure MIME): S/MIME is a standard for encrypting and digitally signing email 

messages. It is not designed for real-time financial transactions or electronic wallets. 

D. SSL (Secure Sockets Layer): SSL (and its successor, TLS) is a protocol that creates an 

encrypted channel between a client and a server. While it secures the data in transit, it does not 

define the specific e-commerce workflow involving wallets and merchant digital signatures as SET 

does. 

References: 

1. Stallings, W. (2017). Cryptography and Network Security: Principles and Practice (7th ed.). 

Pearson. In Chapter 18, "Electronic Mail Security," and Chapter 19, "IP Security," the text 

differentiates between application-specific protocols like S/MIME and SET, and transport-layer 

security like SSL/TLS. The description of SET aligns with the question's scenario. 

2. Kessler, G. C. (2001). An Overview of Cryptography. In L. L. Heath, (Ed.), University of 

Montana Courseware. Retrieved from 
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http://www.cs.umt.edu/classes/cs557/spring2001/kessler/crypto.pdf. Page 23 describes the 

Secure Electronic Transaction (SET) protocol, mentioning its development by Visa and 

MasterCard and its use of digital signatures and encryption to protect payment card transactions. 

3. Lo Iacono, L., & Ruland, C. (2001). The SET protocol and its security features. In Proceedings 

of the 17th Annual Computer Security Applications Conference (ACSAC '01). IEEE Computer 

Society. https://doi.org/10.1109/ACSAC.2001.991528. The paper details the SET architecture, 

explicitly mentioning the "cardholder software (the so-called wallet)" (Section 2.1) and the process 

of dual signatures where the merchant forwards payment instructions to the acquirer (Section 

2.2). 
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Question: 20 

Which of the following algorithms does NOT provide hashing? 

 
A. SHA-1 

B. MD2 

C. RC4 

D. MD5 

 

Answer: 

C 

 

Explanation: 

The question asks to identify the algorithm that is not a hashing function. Hashing algorithms are 

one-way functions that generate a fixed-size digest from a variable-size input. SHA-1, MD2, and 

MD5 are all well-known cryptographic hash functions (also called message digest algorithms) 

designed for this purpose. 

RC4 (Rivest Cipher 4), in contrast, is a symmetric stream cipher. It is an encryption algorithm 

used to transform plaintext into ciphertext and vice-versa using a shared secret key. Unlike 

hashing, encryption is a two-way process designed for confidentiality, not for generating a unique, 
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fixed-length digest for integrity verification. 

 

Why Incorrect Options are Wrong: 

A. SHA-1 (Secure Hash Algorithm 1) is a cryptographic hash function that produces a 160-bit 

hash value, as defined by NIST. 

B. MD2 (Message Digest 2) is an early cryptographic hash function that produces a 128-bit 

message digest, as specified in RFC 1319. 

D. MD5 (Message Digest 5) is a widely used cryptographic hash function that produces a 128-bit 

message digest, as specified in RFC 1321. 

References: 

1. National Institute of Standards and Technology (NIST). (2015). FIPS PUB 180-4: Secure Hash 

Standard (SHS). U.S. Department of Commerce. Page 19, Section 6.1, "SHA-1," describes the 

algorithm as one of the secure hash algorithms. 

2. Kaliski, B. (1992). RFC 1319: The MD2 Message-Digest Algorithm. Internet Engineering Task 

Force (IETF). The abstract states its purpose is to produce a "128-bit 'fingerprint' or 'message 

digest'". 

3. Rivest, R. (1992). RFC 1321: The MD5 Message-Digest Algorithm. Internet Engineering Task 

Force (IETF). The abstract describes the algorithm as producing a "128-bit 'message digest'". 

4. Rivest, R. L. (1994). The RC4 Encryption Algorithm. RSA Data Security, Inc. (Note: While the 
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original algorithm was a trade secret, its description is widely available in academic contexts). It is 

universally classified as a stream cipher for encryption. 

5. Katz, J., & Lindell, Y. (2014). Introduction to Modern Cryptography (2nd ed.). CRC Press. 

Chapter 5, "Hash Functions and Applications," categorizes SHA-1 and MD5 as hash functions. 

Chapter 3, "Private-Key Encryption," describes stream ciphers like RC4 as a fundamental type of 

symmetric-key encryption scheme. 
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Question: 21 

In what type of attack does an attacker try, from several encrypted messages, to figure out the 

key used in the encryption process? 

A. Known-plaintext attack 

B. Ciphertext-only attack 

C. Chosen-Ciphertext attack 

D. Plaintext-only attack 

 

Answer: 

B 

 

Explanation: 

A ciphertext-only attack is a cryptanalytic model where the attacker is assumed to have access 

only to a set of encrypted messages (ciphertexts). The objective is to recover the secret key or 

the corresponding plaintext without any other information. The attacker analyzes the ciphertext for 

statistical patterns, linguistic properties, or flaws in the encryption algorithm to break the cipher. 

This scenario precisely matches the question, where the attacker possesses "several encrypted 

messages" and attempts to "figure out the key." It is considered the most difficult attack scenario 
CertEmpire 

for an adversary due to the minimal amount of information available. 

 

Why Incorrect Options are Wrong: 

A. Known-plaintext attack: This attack requires the adversary to have access to pairs of plaintext 

and their corresponding ciphertext, which is more information than described. 

C. Chosen-ciphertext attack: This is an even stronger attack model where the adversary can 

select arbitrary ciphertexts and obtain their decrypted plaintext from the system. 

D. Plaintext-only attack: This is not a standard term in cryptanalysis. The scenario described 

involves analyzing encrypted messages, not just plaintext. 

References: 

1. Katz, J., & Lindell, Y. (2014). Introduction to Modern Cryptography (2nd ed.). CRC Press. In 

Section 3.2.1, "Attack Scenarios," the ciphertext-only attack is defined as the scenario where "the 

adversary just sees a ciphertext... and must determine the underlying plaintext." (p. 63). 

2. Paar, C., & Pelzl, J. (2010). Understanding Cryptography: A Textbook for Students and 

Practitioners. Springer. Chapter 1, Section 1.4, "Types of Attacks," describes the ciphertext-only 

attack: "The only thing the cryptanalyst has is a string of ciphertext... This is the most difficult 

attack for a cryptanalyst." (p. 7). 

3. Boneh, D. (n.d.). CS255 Introduction to Cryptography, Course Notes. Stanford University. In 

Chapter 2, "What is Cryptography?", the section on Attack Scenarios defines a Ciphertext-only 
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attack as one where the "Attacker is given a ciphertext c and wishes to find m or k." This aligns 

perfectly with the question's scenario. 
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Question: 22 

Which encryption algorithm is BEST suited for communication with handheld wireless devices? 

 
A. ECC (Elliptic Curve Cryptosystem) 

B. RSA 

C. SHA 

D. RC4 

 

Answer: 

A 

 

Explanation: 

Elliptic Curve Cryptography (ECC) is the best choice for resource-constrained environments like 

handheld wireless devices. ECC provides a level of security equivalent to other asymmetric 

algorithms, such as RSA, but with significantly smaller key sizes. This reduction in key size leads 

to lower computational overhead, faster processing times, and reduced power consumption. 

These efficiency gains are critical for devices with limited processing power, memory, and battery 

life, making ECC the optimal solution for securing communications on such platforms without 

compromising security strength. 

 
Why Incorrect Options are Wrong: 

CertEmpire 

B. RSA: RSA requires much larger key sizes and more computational resources than ECC to 

achieve the same level of security, making it less suitable for power- and processor-constrained 

handheld devices. 

C. SHA: The Secure Hash Algorithm (SHA) is a family of hashing functions used for data integrity 

and digital signatures, not an encryption algorithm designed to provide confidentiality. 

D. RC4: RC4 is a stream cipher that is now considered insecure due to significant cryptographic 

vulnerabilities. It has been deprecated and should not be used in modern secure communication 

protocols. 

--- 

 

References: 

1. National Institute of Standards and Technology (NIST). (2020). Special Publication (SP) 800-57 

Part 1 Rev. 5: Recommendation for Key Management. 

Section 5.6.1.1, "ECC Advantages," Page 51: "The primary benefit of ECC is that it can provide 

the same level of cryptographic strength as an RSA-based system with a much smaller key size... 

The use of smaller key sizes can result in performance improvements in environments where 

processing power, storage, or power consumption are constrained." 

Table 2-1, "Comparable strengths," Page 53: This table explicitly shows that a 224-255 bit ECC 
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key provides a comparable security strength (112 bits) to a 2048-bit RSA key, illustrating the 

significant size advantage. 

2. Paar, C., & Pelzl, J. (2010). Understanding Cryptography: A Textbook for Students and 

Practitioners. Springer. 

Chapter 9, "Elliptic Curve Cryptography," Section 9.1, Page 228: "The main advantage of ECC is 

that the key length can be chosen much shorter than for RSA... This is especially important for 

applications in constrained environments such as smart cards, cell phones or other handheld 

devices." 

3. Hankerson, D., Menezes, A., & Vanstone, S. (2004). Guide to Elliptic Curve Cryptography. 

Springer. 

Chapter 1, "Introduction," Page 1: "The primary advantage that elliptic curve systems have over 

systems based on the integers (e.g., RSA...) is that they appear to offer a higher 

strength-per-bit... This can be a critical factor in environments where processing power, storage, 

or power consumption are constrained." (DOI: https://doi.org/10.1007/b97644) 
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Question: 23 

Which of the following keys has the SHORTEST lifespan? 

 
A. Secret key 

B. Public key 

C. Session key 

D. Private key 

 

Answer: 

C 

 

Explanation: 

A session key is a single-use, symmetric key designed for encrypting all messages during one 

communication session. By definition, its lifespan, or cryptoperiod, is limited to the duration of that 

specific session. Once the session ends, the key is destroyed. This ephemeral nature is a 

security feature that limits the amount of data compromised if a key is exposed (a principle known 

as forward secrecy). In contrast, public, private, and other long-term secret keys have significantly 

longer lifespans, often lasting for months or years, to facilitate ongoing operations like digital 

signing or data-at-rest encryption. 

 
Why Incorrect Options are Wrong: 

CertEmpire 

A. Secret key: This is a broad term. While a session key is a type of secret key, other secret keys 

(e.g., for disk encryption) have long lifespans. 

B. Public key: Has a long lifespan, typically one to two years, as defined by its digital certificate to 

allow for widespread distribution and trust. 

D. Private key: Is paired with a public key and shares its long lifespan to provide consistent 

authentication and decryption capabilities over time. 

References: 

1. National Institute of Standards and Technology (NIST). (2020). Special Publication (SP) 800-57 

Part 1 Rev. 5: Recommendation for Key Management. Section 5.3.6, "Session Keys," states, 

"Symmetric key-establishment keys are used to establish session keys... The session keys are 

then used to protect the data." The document's principles imply these keys are for a single 

session, contrasting with the longer cryptoperiods for signing or static data encryption keys 

discussed in Table 2. 

2. Stallings, W. (2017). Cryptography and Network Security: Principles and Practice (7th ed.). 

Pearson. Chapter 14, "Key Management and Distribution," describes session keys as 

"temporary," created for a "short period of time," and "used for the duration of a logical 

connection." 
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3. Rivest, R. L. (2017). 6.857 Computer and Network Security, Fall 2017. Massachusetts Institute 

of Technology: MIT OpenCourseWare. Lecture 11, "Public Key Infrastructure," slide 23 discusses 

the TLS handshake, where a short-lived symmetric session key is established for the 

communication after the initial asymmetric key exchange. This highlights the ephemeral nature of 

session keys compared to the long-term public/private keys of the server. 
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Question: 24 

What is the RESULT of a hash algorithm being applied to a message ? 

 
A. A digital signature 

B. A ciphertext 

C. A message digest 

D. A plaintext 

 

Answer: 

C 

 

Explanation: 

A cryptographic hash algorithm is a one-way function that takes an input message of any length 

and produces a fixed-length output. This output is formally known as a message digest. The 

digest acts as a unique digital fingerprint of the input data. Its primary use is to verify data 

integrity; if even a single bit of the original message changes, the resulting message digest will be 

completely different. The process is computationally infeasible to reverse, meaning the original 

message cannot be derived from its digest. 
 

Why Incorrect Options are Wrong: 
CertEmpire 

A. A digital signature: This is incorrect because a digital signature is created by encrypting a 

message digest with the sender's private key, not by the hash algorithm alone. 

B. A ciphertext: This is the result of an encryption algorithm, which is a two-way process designed 

for confidentiality. Hashing is a one-way function for integrity. 

D. A plaintext: This is the original, readable message that serves as the input to a hash or 

encryption algorithm, not the output. 

References: 

1. National Institute of Standards and Technology (NIST). (2015). FIPS PUB 180-4: Secure Hash 

Standard (SHS). U.S. Department of Commerce. In Section 4, "Secure Hash Algorithms," the 

document states, "For a message of length l bits, the SHA-1, SHA-224, and SHA-256 algorithms 

process the message to produce a message digest." (Page 8). 

2. National Institute of Standards and Technology (NIST). (2012). Special Publication 800-107 

Revision 1: Recommendation for Applications Using Approved Hash Algorithms. U.S. Department 

of Commerce. Section 3, "Definitions and Abbreviations," explicitly defines "Message Digest" as 

"The result of applying a hash function to a message." (Page 4). 

3. Rivest, R. L. (2017). 6.857 Computer and Network Security, Lecture 7: Hashing. MIT 

OpenCourseWare. The lecture notes define a hash function H as a function that maps bit-strings 

of arbitrary length to a fixed-length bit-string, with the output y = H(x) being called the "hash" or 
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"message digest" of x. (Slide 4). 
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Question: 25 

Secure Sockets Layer (SSL) uses a Message Authentication Code (MAC) for what purpose? 

 
A. message non-repudiation. 

B. message confidentiality. 

C. message interleave checking. 

D. message integrity. 

 

Answer: 

D 

 

Explanation: 

A Message Authentication Code (MAC) is a cryptographic checksum generated using a secret 

key shared between the sender and receiver. Within the Secure Sockets Layer (SSL)/Transport 

Layer Security (TLS) Record Protocol, a MAC is calculated for each message fragment. The 

receiver performs the same calculation on the received message and compares its result with the 

MAC sent by the originator. If the MACs match, it provides assurance that the message has not 

been altered during transmission, thus ensuring message integrity. The MAC also provides 

message authentication, confirming the message originated from a party possessing the shared 
CertEmpire 

secret key. 

 

Why Incorrect Options are Wrong: 

A. message non-repudiation. 

Non-repudiation requires asymmetric cryptography (digital signatures), as a MAC uses a shared 

symmetric key, meaning either party could have generated it. 

B. message confidentiality. 

Confidentiality is provided by symmetric encryption algorithms (e.g., AES) applied to the data, not 

by the MAC, which is a separate integrity check. 

C. message interleave checking. 

This is not a standard term. SSL/TLS uses sequence numbers within the MAC calculation to 

protect against replay and reordering attacks, but the MAC's primary purpose is integrity. 

--- 

 

References: 

1. Dierks, T., & Rescorla, E. (2008). The Transport Layer Security (TLS) Protocol Version 1.2. 

RFC 5246. Internet Engineering Task Force (IETF). 

Section 1, Page 2: "The primary goal of the TLS protocol is to provide privacy and data integrity 

between two communicating applications." 

Section 6.2.3, Page 23: This section details the MAC calculation process. The entire mechanism 
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is designed to "protect message integrity." The text explains that the MAC is a keyed hash 

(HMAC) computed over the sequence number, message type, version, length, and the data 

fragment itself. 

2. Rivest, R. L. (2014). 6.857 Computer and Network Security, Lecture 15: Network Security I: 

SSL/TLS. MIT OpenCourseWare. 

Slide 20 ("TLS Record Protocol"): The slide explicitly lists the functions of the protocol for each 

fragment: "MAC for integrity" and "Encrypt for confidentiality." This clearly separates the function 

of the MAC (integrity) from the function of encryption (confidentiality). 

3. Stallings, W. (2017). Cryptography and Network Security: Principles and Practice (7th ed.). 

Pearson. 

Chapter 16.2, "SSL Record Protocol Operation": "The Record Protocol takes an application 

message to be transmitted, fragments the data into manageable blocks, optionally compresses 

the data, applies a MAC, encrypts, and transmits the result." The text further clarifies, "The first 

step is to compute a message authentication code over the compressed data." This confirms the 

MAC's role in providing data integrity before encryption. 
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Question: 26 

Which of the following services is NOT provided by the digital signature standard (DSS)? 

 
A. Encryption 

B. Integrity 

C. Digital signature 

D. Authentication 

 

Answer: 

A 

 

Explanation: 

The Digital Signature Standard (DSS), specified in FIPS 186-4, defines algorithms for generating 

and verifying digital signatures. The primary security services provided by a digital signature are 

authentication (verifying the sender's identity), data integrity (ensuring the message has not been 

altered), and non-repudiation (preventing the sender from denying the message). DSS is not 

designed to provide confidentiality. While the underlying algorithms like RSA can be used for 

encryption, the standard itself is exclusively for creating signatures, not for encrypting data to 

keep it secret. 

 
Why Incorrect Options are Wrong: 

CertEmpire 

B. Integrity: DSS provides integrity by using a secure hash function on the message before 

signing. Any change to the message results in a different hash, causing signature verification to 

fail. 

C. Digital signature: This is the core function of the standard. DSS explicitly defines the methods 

and algorithms (DSA, RSA, ECDSA) for creating and verifying digital signatures. 

D. Authentication: DSS authenticates the origin of a message. Since the signature is created with 

the signer's private key, successful verification with the public key proves the message came from 

the claimed sender. 

References: 

1. National Institute of Standards and Technology (NIST). (2013, July). FIPS PUB 186-4: Digital 

Signature Standard (DSS). U.S. Department of Commerce. In Section 1, "Specification," the 

document states its purpose is for applications requiring a digital signature to "detect unauthorized 

modifications to data and to authenticate the identity of the signatory." It makes no mention of 

providing encryption or confidentiality. (Page 1, Section 1). 

2. Purdue University. (n.d.). CS 555: Introduction to Cryptography - Lecture 20: Digital Signatures. 

"The main goal of digital signatures is to provide authenticity, including data integrity and origin 

authentication. It also provides non-repudiation... Digital signatures do not provide confidentiality." 
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(Slide 3). 

3. Katz, J., & Lindell, Y. (2014). Introduction to Modern Cryptography (2nd ed.). CRC Press. In 

Chapter 12, the text clearly distinguishes the security goals of digital signatures (integrity and 

authentication) from those of encryption schemes (confidentiality). DSS is presented as a 

standard for the former. (Chapter 12, Section 12.1, "Definition of Secure Signatures"). 
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Question: 27 

What can be defined as an instance of two different keys generating the same ciphertext from the 

same plaintext? 

A. Key collision 

B. Key clustering 

C. Hashing 

D. Ciphertext collision 

 

Answer: 

B 

 

Explanation: 

Key clustering is a weakness in a cryptographic algorithm where different keys produce the same 

ciphertext from the same plaintext. This is an undesirable property because it effectively reduces 

the size of the key space, making the cipher more susceptible to brute-force attacks. If an 

attacker finds one key that decrypts a ciphertext to a meaningful plaintext, other keys might also 

work, undermining the security principle that each key should produce a unique permutation. 
 

Why Incorrect Options are Wrong: 
CertEmpire 

A. Key collision: This is not a standard cryptographic term. The term "collision" is formally 

associated with hash functions where two different inputs produce the same output. 

C. Hashing: This is a one-way function used for creating a fixed-size digest to ensure integrity, not 

a reversible encryption process as described in the scenario. 

D. Ciphertext collision: This is not a standard term. The weakness is a property of the keys and 

the algorithm's interaction, which is correctly termed key clustering. 

--- 

 

References: 

1. National Institute of Standards and Technology (NIST). (2020). Glossary of Key Information 

Security Terms (NISTIR 7298 Rev. 3). Page 50. The document defines "Clustering" as: "A 

characteristic of some encryption algorithms in which a number of different keys all decrypt a 

given ciphertext to the same plaintext." This is the inverse description of the same phenomenon. 

2. Stallings, W. (2017). Cryptography and Network Security: Principles and Practice (7th ed.). 

Pearson. In Chapter 3, "Block Ciphers and the Data Encryption Standard," the text discusses 

design principles and weaknesses of ciphers, including properties like key clustering where the 

mapping from key to permutation is not one-to-one. 

3. Schneier, B. (1996). Applied Cryptography: Protocols, Algorithms, and Source Code in C (2nd 

ed.). John Wiley & Sons. In Chapter 9, "Introduction to Cryptography," Schneier discusses 

https://certempire.com/


54 
 

https://certempire.com 

properties of strong algorithms, noting that weaknesses like key clustering (where different keys 

result in the same encryption function) should be avoided. 
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Question: 28 

Which of the following is true about link encryption? 

 
A. Each entity has a common key with the destination node. 

B. Encrypted messages are only decrypted by the final node. 

C. This mode does not provide protection if anyone of the nodes along the transmission path is 

compromised. 

D. Only secure nodes are used in this type of transmission. 

 

Answer: 

C 

 

Explanation: 

Link encryption secures data over a specific communication link, such as between two routers. 

Data is encrypted as it leaves a node and decrypted upon arrival at the next node in the path. At 

this intermediate node, the data exists in plaintext before being re-encrypted for the next hop. 

Consequently, if any intermediate node is compromised, an attacker can access the decrypted, 

plaintext data, completely undermining the security of the transmission. This is a fundamental 

vulnerability of the link encryption model. 

 
Why Incorrect Options are Wrong: 

CertEmpire 

A. This describes end-to-end encryption, where the source and final destination share a key, not 

link encryption where adjacent nodes share keys. 

B. This is a characteristic of end-to-end encryption. In link encryption, messages are decrypted 

and re-encrypted at every intermediate node. 

D. This is an operational goal, not an inherent property of link encryption. The vulnerability exists 

precisely because nodes can be compromised. 

References: 

1. National Institute of Standards and Technology (NIST). (2020). Special Publication (SP) 800-57 

Part 1 Rev. 5: Recommendation for Key Management: Part 1 - General. Section 5.4.1, 

"End-to-End vs. Link Encryption," states, "In link encryption, individually secured links are chained 

together... The information is decrypted and re-encrypted at each link... The information is in 

plaintext form in the relay nodes and is, therefore, susceptible to access by personnel or 

processes at the relay node." 

2. Stallings, W., & Brown, L. (2018). Computer Security: Principles and Practice (4th ed.). 

Pearson. In Chapter 21, "IP Security," the text distinguishes between link and end-to-end 

encryption, noting that with link encryption, "the data are in the clear and vulnerable to snooping 

and modification" at each intermediate router. 
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3. Kurose, J. F., & Ross, K. W. (2017). Computer Networking: A Top-Down Approach (7th ed.). 

Pearson. Chapter 8, "Security in Computer Networks," discusses link-layer security protocols 

(e.g., WEP/WPA) where encryption occurs between adjacent nodes, leaving the data unprotected 

within the nodes themselves. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
CertEmpire 

https://certempire.com/


57 
 

https://certempire.com 

Question: 29 

What uses a key of the same length as the message where each bit or character from the 

plaintext is encrypted by a modular addition? 

A. Running key cipher 

B. One-time pad 

C. Steganography 

D. Cipher block chaining 

 

Answer: 

B 

 

Explanation: 

The One-time pad (OTP) is a stream cipher defined by its unique properties. It requires a 

pre-shared secret key that is truly random and at least as long as the plaintext message. The 

encryption process involves a modular addition of the plaintext with the key to produce the 

ciphertext. For binary data, this operation is equivalent to a bitwise XOR. When implemented 

correctly-meaning the key is random, used only once, and kept secret-the OTP provides perfect 

secrecy and is theoretically unbreakable. The question's description precisely matches the 
CertEmpire 

operational mechanism of the one-time pad. 

 

Why Incorrect Options are Wrong: 

A. Running key cipher: This cipher uses a long, non-random key, such as text from a book, 

making it susceptible to cryptanalysis, unlike a true one-time pad. 

C. Steganography: This is the practice of concealing the existence of a message within another 

medium, not a method of encrypting its content with a key. 

D. Cipher block chaining: This is a mode of operation for block ciphers, not a cipher itself. It uses 

a fixed-length key, which is not equal to the message length. 

References: 

1. Katz, J., & Lindell, Y. (2021). Introduction to Modern Cryptography (3rd ed.). CRC Press. In 

Chapter 2, Section 2.1, "The One-Time Pad," it is stated: "Let the plaintext be a bit string of length 

l. The key is a uniformly chosen bit string of the same length l... Encryption is done by XORing the 

plaintext and the key." (p. 26). 

2. Stallings, W. (2017). Cryptography and Network Security: Principles and Practice (7th ed.). 

Pearson. In Chapter 2, Section 2.3, "One-Time Pad," the author describes the cipher: "The 

one-time pad... uses a random key that is as long as the message... The encryption operation is 

the exclusive-OR (XOR)." (p. 41). 

3. University of California, Berkeley. (2020). CS 161: Computer Security, Lecture 6: "Stream 
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Ciphers & One-Time Pad". The lecture notes specify the requirements for a one-time pad: "Key is 

a truly random sequence of bits of the same length as the message... C = P K". (Slide 18). 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
CertEmpire 

https://certempire.com/


59 
 

https://certempire.com 

Question: 30 

What can be defined as secret communications where the very existence of the message is 

hidden? 

A. Clustering 

B. Steganography 

C. Cryptology 

D. Vernam cipher 

 

Answer: 

B 

 

Explanation: 

Steganography is the practice of concealing a message, file, or other data within another, 

non-secret file or message. The fundamental goal of steganography is to hide the very existence 

of the secret communication. Unlike cryptography, which encrypts the content of a message but 

leaves the ciphertext visible, steganography aims to embed data in a carrier (such as an image, 

audio, or video file) in a way that the presence of the hidden message is undetectable to casual 

observers. The carrier file appears normal, thus achieving security by obscuring the fact that a 
CertEmpire 

secret message is being transmitted at all. 

 

Why Incorrect Options are Wrong: 

A. Clustering: This is a data analysis and machine learning technique used to group similar data 

points; it is unrelated to secret communications. 

C. Cryptology: This is the broad study of secret codes, encompassing cryptography 

(code-making) and cryptanalysis (code-breaking), which focuses on making message content 

unintelligible, not hiding its existence. 

D. Vernam cipher: This is a specific, perfectly secure encryption algorithm (one-time pad) that 

makes a message's content unreadable but does not hide the existence of the encrypted 

message itself. 

References: 

1. Provos, N., & Honeyman, P. (2003). Hide and seek: An introduction to steganography. IEEE 

Security & Privacy, 1(3), 32-44. In the introduction (p. 32), the authors state, "Steganography's 

goal is to hide messages inside other harmless messages in a way that does not allow any 

enemy to even detect that there is a second secret message present." DOI: 

https://doi.org/10.1109/MSECP.2003.1203220 

2. Kessler, G. C. (2004). An Overview of Steganography for the Computer Forensics Examiner. 

SANS Institute InfoSec Reading Room. On page 2, the paper defines the term: "Steganography is 
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the art and science of writing hidden messages in such a way that no one, apart from the sender 

and intended recipient, suspects the existence of the message..." 

3. Katz, J., & Lindell, Y. (2014). Introduction to Modern Cryptography (2nd ed.). CRC Press. 

Chapter 2, Section 2.1, discusses the one-time pad (Vernam cipher) as a method of encryption 

that achieves perfect secrecy for the content of a message, but it is presented as a cryptographic 

primitive, not a method for hiding the message's existence. 

4. Stanford University. (n.d.). CS224W: Machine Learning with Graphs, Lecture 5: Community 

Detection. In the lecture notes, clustering is defined as a method for "unsupervised discovery of 

node groups," which is a data analysis task entirely distinct from secure communications. 
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Question: 31 

What is the maximum number of different keys that can be used when encrypting with Triple 

DES? 

A. 1 

B. 2 

C. 3 

D. 4 

 

Answer: 

C 

 

Explanation: 

Triple DES (3DES), also known as the Triple Data Encryption Algorithm (TDEA), operates by 

applying the DES cipher three times. It supports three distinct keying options. The option that 

provides the highest nominal key length uses three independent and different keys: K1, K2, and 

K3. This mode is often referred to as 3TDEA or three-key 3DES. The encryption process is an 

Encrypt-Decrypt-Encrypt (EDE) sequence using these three separate keys. While other options 

exist that use one or two keys for backward compatibility or implementation efficiency, the 
CertEmpire 

question specifically asks for the maximum number of different keys, which is three. 

 

Why Incorrect Options are Wrong: 

A. 1: This refers to a 3DES mode where all three keys are identical (K1=K2=K3), which is 

functionally equivalent to single DES and is not the maximum. 

B. 2: This describes two-key 3DES, where the first and third keys are the same (K1=K3) and the 

second key (K2) is different. This is a valid mode but not the maximum. 

D. 4: The 3DES/TDEA standard is defined with a maximum of three sequential cipher operations 

and does not have a four-key implementation. 

References: 

1. National Institute of Standards and Technology (NIST). (2017). Special Publication 800-67 

Revision 2: Recommendation for the Triple Data Encryption Algorithm (TDEA) Block Cipher. 

Section 3, "TDEA Keying Options," p. 6. This document explicitly states, "TDEA has three keying 

options: (1) The three keys, K1, K2, and K3, are independent." 

2. Stallings, W. (2017). Cryptography and Network Security: Principles and Practice (7th ed.). 

Pearson. In Chapter 6.2, "Triple DES," the text describes the three keying options, including the 

use of three distinct keys (K1 = K2 = K3) as the most secure and primary variant. 

3. Menezes, A. J., van Oorschot, P. C., & Vanstone, S. A. (1996). Handbook of Applied 

Cryptography. CRC Press. Chapter 7, "Block Ciphers," Section 7.4.3, "Multiple encryption," p. 
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258. The text discusses triple-encryption and notes the use of three independent keys (k1, k2, k3) 

as a standard configuration. 
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Question: 32 

What algorithm has been selected as the AES algorithm, replacing the DES algorithm? 

 
A. RC6 

B. Twofish 

C. Rijndael 

D. Blowfish 

 

Answer: 

C 

 

Explanation: 

The U.S. National Institute of Standards and Technology (NIST) initiated a process to select a 

successor to the Data Encryption Standard (DES). After a multi-year public competition, the 

Rijndael algorithm, developed by Belgian cryptographers Joan Daemen and Vincent Rijmen, was 

chosen. In 2001, NIST formally adopted Rijndael as the Advanced Encryption Standard (AES) in 

the Federal Information Processing Standards (FIPS) Publication 197. AES has since become the 

global standard for symmetric-key encryption, used for securing sensitive government, 

commercial, and private data. 

 
Why Incorrect Options are Wrong: 

CertEmpire 

A. RC6: This was one of the five finalist algorithms in the AES competition but was ultimately not 

selected as the standard. 

B. Twofish: This was also a strong contender and one of the five finalists in the AES competition, 

but it was not the winning algorithm. 

D. Blowfish: This is a symmetric-key block cipher designed before the AES competition; it was not 

submitted as a candidate for the AES standard. 

References: 

1. National Institute of Standards and Technology (NIST). (2001, November 26). FIPS PUB 197: 

Advanced Encryption Standard (AES). U.S. Department of Commerce. In the Foreword, it states, 

"This standard specifies the Rijndael algorithm, a symmetric block cipher that can process data 

blocks of 128 bits, using cipher keys with lengths of 128, 192, and 256 bits." (Page ii). 

2. Nechvatal, J., et al. (2000, October 2). Report on the Development of the Advanced Encryption 

Standard (AES). National Institute of Standards and Technology. The report's abstract states, 

"This report summarizes the major events in the development of the Advanced Encryption 

Standard (AES). It describes the process that was established and followed to select the Rijndael 

algorithm for the AES." (Page 1). 

3. Daemen, J., & Rijmen, V. (2002). The Design of Rijndael: AES - The Advanced Encryption 
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Standard. Springer. The book provides a complete specification of the algorithm that was selected 

as the AES. Chapter 1 details the history of the AES selection process. 

4. Pfleeger, C. P., Pfleeger, S. L., & Margulies, J. (2015). Security in Computing (5th ed.). Pearson 

Education. In Chapter 2, "Toolbox: Authentication, Access Control, and Cryptography," the text 

discusses the AES competition and notes, "In 2001, NIST announced that the winner was an 

algorithm called Rijndael... NIST standardized Rijndael as AES." (Section 2.4.2, The Advanced 

Encryption Standard). 
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Question: 33 

Which of the following is a symmetric encryption algorithm? 

 
A. RSA 

B. Elliptic Curve 

C. RC5 

D. El Gamal 

 

Answer: 

C 

 

Explanation: 

RC5 (Rivest Cipher 5) is a symmetric-key block cipher, which means it utilizes a single, shared 

secret key for both the encryption and decryption processes. Symmetric algorithms are 

characterized by their speed and efficiency, making them suitable for encrypting large volumes of 

data. In contrast, the other options listed are all examples of asymmetric (or public-key) 

cryptography, which use a pair of keys: a public key for encryption and a private key for 

decryption. This fundamental difference in key management distinguishes RC5 as the sole 

symmetric algorithm among the choices. 

 
Why Incorrect Options are Wrong: 

CertEmpire 

A. RSA is a foundational asymmetric (public-key) algorithm used for secure data transmission and 

digital signatures, not a symmetric one. 

B. Elliptic Curve Cryptography (ECC) is a type of public-key cryptography that provides a 

framework for asymmetric algorithms like ECDH and ECDSA. 

D. El Gamal is an asymmetric cryptosystem based on the Diffie-Hellman key exchange, used for 

both encryption and digital signatures. 

References: 

1. Rivest, R. (1996). The RC5, RC5-CBC, RC5-CBC-Pad, and RC5-CTS Algorithms. RFC 2040. 

Internet Engineering Task Force (IETF). Section 1, Introduction, states, "RC5 is a fast symmetric 

block cipher designed by Ronald L. Rivest for RSA Data Security, Inc." Available at: 

https://doi.org/10.17487/RFC2040 

2. Stallings, W. (2017). Cryptography and Network Security: Principles and Practice (7th ed.). 

Pearson. 

Chapter 6, Section 6.5, describes RC5 as a symmetric block cipher. 

Chapter 9 is dedicated to the RSA algorithm, classifying it as a public-key (asymmetric) 

cryptosystem. 

Chapter 10, Sections 10.3 and 10.4, detail ElGamal and Elliptic Curve Cryptography as public-key 
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schemes. 

3. Rivest, R. (2017). Lecture 6: Public-Key Crypto I. MIT OpenCourseWare, 6.857 Computer and 

Network Security. This lecture material explicitly categorizes RSA and El Gamal as public-key 

(asymmetric) cryptosystems, contrasting them with the symmetric-key algorithms discussed in the 

preceding lecture. Available at: https://ocw.mit.edu/courses/6-857-computer-and-network-security 

-fall-2017/resources/lecture-6-public-key-crypto-i/ 
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Question: 34 

Which of the following is NOT a property of the Rijndael block cipher algorithm? 

 
A. The key sizes must be a multiple of 32 bits 

B. Maximum block size is 256 bits 

C. Maximum key size is 512 bits 

D. The key size does not have to match the block size 

 

Answer: 

C 

 

Explanation: 

The Rijndael block cipher algorithm, upon which the Advanced Encryption Standard (AES) is 

based, specifies a variable block length and a variable key length. Both the block and key lengths 

can be independently specified as any multiple of 32 bits, with a minimum of 128 bits and a 

maximum of 256 bits. Therefore, the statement that the maximum key size is 512 bits is false; the 

actual maximum key size for Rijndael is 256 bits. 

 

Why Incorrect Options are Wrong: 

A. The key sizes must be a multiple of 32 bits 

 

 
CertEmpire 

This is a true property. The Rijndael specification explicitly defines both key and block sizes as 

multiples of 32 bits, ranging from 128 to 256 bits. 

B. Maximum block size is 256 bits 

This is a true property. The Rijndael algorithm supports a maximum block size of 256 bits, 

alongside other sizes like 128, 160, 192, and 224 bits. 

D. The key size does not have to match the block size 

This is a true property. Rijndael was designed to allow the key and block sizes to be chosen 

independently from the set of supported sizes (128, 160, 192, 224, 256 bits). 

References: 

1. Daemen, J., & Rijmen, V. (1999). AES Proposal: Rijndael. National Institute of Standards and 

Technology (NIST). In Section 4, "Parameters," page 9, the document states: "The block length 

and the key length of Rijndael can be any multiple of 32 bits, with a minimum of 128 bits and a 

maximum of 256 bits." This directly refutes option C and confirms options A, B, and D. 

2. Daemen, J., & Rijmen, V. (2002). The Design of Rijndael: AES - The Advanced Encryption 

Standard. Springer. In Chapter 3, Section 3.4, "Block and Key Length," page 39, the authors 

state: "The block length and the key length can be independently specified to be 128, 192, or 256 

bits." This confirms that the key and block sizes are independent (D) and that the maximum size 

is 256 bits (refuting C). 
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3. Boneh, D. (n.d.). Cryptography I, Course Handout #10: AES. Stanford University. In the section 

"The AES Cipher," page 2, it is noted: "The Rijndael family of ciphers supports key sizes and 

block sizes of 128, 160, 192, 224, and 256 bits." This academic source verifies the valid sizes, 

confirming the maximum is 256 bits. 
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Question: 35 

Which of the following is not a property of the Rijndael block cipher algorithm? 

 
A. It employs a round transformation that is comprised of three layers of distinct and invertible 

transformations. 

B. It is suited for high speed chips with no area restrictions. 

C. It operates on 64-bit plaintext blocks and uses a 128 bit key. 

D. It could be used on a smart card. 

 

Answer: 

C 

 

Explanation: 

The Rijndael block cipher, which was standardized as the Advanced Encryption Standard (AES), 

operates on a fixed block size of 128 bits. The original Rijndael submission to the NIST AES 

competition allowed for variable block lengths of 128, 192, or 256 bits, but it never included a 

64-bit block size. A 64-bit block size is a characteristic of older ciphers like the Data Encryption 

Standard (DES) and Triple DES (3DES), which AES was designed to replace. Therefore, the 

statement that Rijndael operates on 64-bit plaintext blocks is factually incorrect. 
CertEmpire 

Why Incorrect Options are Wrong: 

A. Rijndael's round function is composed of distinct, invertible transformation layers (SubBytes, 

ShiftRows, MixColumns) that provide confusion and diffusion, which are fundamental properties 

of a secure block cipher. 

B. Rijndael was specifically designed for high performance in both hardware and software. Its 

structure is well-suited for efficient implementation on high-speed processors and dedicated 

cryptographic hardware. 

D. A key design requirement for the AES candidates was efficiency on constrained platforms. 

Rijndael's low memory footprint and simple byte-oriented operations make it highly suitable for 

devices like smart cards. 

References: 

1. National Institute of Standards and Technology (NIST). (2001). FIPS PUB 197: Advanced 

Encryption Standard (AES). 

Page 15, Section 5, "Algorithm Specification": "The input and output for the AES algorithm each 

consist of sequences of 128 bits (digits with values of 0 or 1). These sequences are referred to as 

blocks..." This directly contradicts option C, which claims a 64-bit block size. 

2. Daemen, J., & Rijmen, V. (2002). The Design of Rijndael: AES - The Advanced Encryption 

Standard. Springer. 
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Page 30, Section 3.2, "Block and Key Length": "Rijndael is a block cipher with a variable block 

length and a variable key length. The block length and the key length can be independently 

specified to 128, 192, or 256 bits." This confirms that 64 bits was never a supported block length. 

Page 1, Section 1.1, "Design Criteria": The authors list suitability for smart cards as a key design 

criterion, supporting option D. 

Page 33, Section 3.4, "The Round Transformation": This section details the distinct layers of the 

round transformation: SubBytes, ShiftRows, and MixColumns, supporting option A. 

3. Katz, J., & Lindell, Y. (n.d.). Introduction to Modern Cryptography (Courseware based on the 

book). University of Maryland. 

Chapter 6, "The Advanced Encryption Standard," Section 6.2, "The Basic Structure of AES": 

"AES is a block cipher with a 128-bit block length... The key length can be 128, 192, or 256 bits." 

This university-level material confirms the 128-bit block size. 
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