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Question: 1

In the context of Oracle Cloud Infrastructure (OCI), which feature does not directly contribute to
enhancing data security?

A
Identity and Access Management (IAM)

B.
Key Management

C.
Resource Manager

D.
Data Encryption

Answer:

C

Explanation:

Oracle Cloud Infrastructure (OCIl) Resource Manager is an Infrastructure as Code (laC) service
that uses Terraform to automate the provisioning and management of OCI resources. Its primary
function is to ensure consistent and repeatable infrastructure deployment. While it can be used to
deploy a secure architecture, it does not, by itself, perform a direct data security function like
controlling access, managing encryption keys, or encrypting data. Its contribution to security is
indirect, through the reliable deployment of pre-configured secure environments.

Why Incorrect Options are Wrong:

A. Identity and Access Management (IAM): This service directly enhances data security by
controlling who can access which resources and what actions they can perform, enforcing the
principle of least privilege.

B. Key Management: This service is fundamental to data security as it manages the lifecycle of
encryption keys, which are used to protect data at rest and in transit.

D. Data Encryption: This is a core data security mechanism that directly protects data
confidentiality by rendering it unreadable to unauthorized parties, both at rest and in transit.

References:

1. Oracle Cloud Infrastructure Documentation, Resource Manager, Overview: "Oracle Cloud
Infrastructure Resource Manager is an Oracle-managed service that can provision all the Oracle
Cloud Infrastructure resources and services in your tenancy. You can use Resource Manager to
install, configure, and manage resources using the 'infrastructure-as-code' model." (This defines
its role as an automation/provisioning service, not a direct security enforcement tool).
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2. Oracle Cloud Infrastructure Documentation, Security, Identity, and Compliance, Identity and
Access Management (IAM), Overview: "Oracle Cloud Infrastructure Identity and Access
Management (IAM) service lets you control who has access to your cloud resources. You can
control what type of access a group of users has and to which specific resources." (This confirms
its direct role in access control security).

3. Oracle Cloud Infrastructure Documentation, Security, Identity, and Compliance, Key
Management, Overview: "Oracle Cloud Infrastructure Key Management is a managed service that
lets you manage and control the lifecycle of encryption keys that protect your data." (This
establishes its direct function in data protection via encryption).

4. Oracle Cloud Infrastructure Documentation, Security, Identity, and Compliance, Security
Services, Data Encryption: "Oracle Cloud Infrastructure offers encryption by default for data at
rest and in transit. For data at rest, all data is encrypted, including block volumes, boot volumes,
object storage, and file storage." (This highlights encryption as a direct, foundational security
feature).
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Question: 2

Which Oracle Cloud Infrastructure (OCI) storage service is specifically designed to efficiently
manage structured data from applications in a fully managed, serverless environment, providing
seamless scalability and integration with OCI services?

A.
OCI Autonomous Database

B.
OCI File Storage

C.
OCI Object Storage

D.
OCI Block Volume

Answer:

A

Explanation:

Oracle Autonomous Database is a fully managed, preconfigured database environment
specifically designed for structured data workloads. Its serverless deployment option automates
all database and infrastructure management, tuning, and patching. This allows applications to
connect and use the database without managing the underlying servers, providing seamless
scalability of compute and storage resources independently and automatically. It is the only
service listed that is purpose-built for managing structured data in a serverless model.

Why Incorrect Options are Wrong:

B. OCI File Storage: This service provides a network file system (NFS) for storing and managing
unstructured data within a hierarchical file structure, not structured data.

C. OCI Object Storage: This is a high-performance storage platform for managing large amounts
of unstructured data, such as images, videos, and log files, as objects.

D. OCI Block Volume: This service provides raw block-level storage for compute instances. It
does not inherently manage structured data; it is the underlying storage for systems that do.

References:

1. Oracle Cloud Infrastructure Documentation, "Overview of Autonomous Database": "Oracle
Autonomous Database is a fully managed, preconfigured database environment... With
Autonomous Database, you have a 'load and go' database service... You can choose a serverless
deployment, where the database can scale elastically to meet workload demands." This source
confirms its fully managed, serverless, and scalable nature for database (structured data)
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workloads.

2. Oracle Cloud Infrastructure Documentation, "Overview of File Storage": "The Oracle Cloud
Infrastructure File Storage service provides a durable, scalable, secure, enterprise-grade network
file system... You can connect to a File Storage service file system from any bare metal, virtual
machine, or container instance..." This defines it as a file system, which is for unstructured data.
3. Oracle Cloud Infrastructure Documentation, "Overview of Object Storage": "Object storage lets
you securely store any type of data in its native format. It is ideal for storing an unlimited amount
of unstructured data..." This explicitly states its purpose is for unstructured data.

4. Oracle Cloud Infrastructure Documentation, "Overview of Block Volume": "The Oracle Cloud
Infrastructure Block Volume service lets you dynamically provision and manage block storage
volumes. You can create, attach, connect, and move volumes, as well as change volume
performance, as needed, to meet your storage, performance, and application requirements." This
describes it as a raw storage component, not a managed data service.
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Question: 3

In the context of Oracle Cloud Infrastructure (OCI) Identity and Access Management (IAM)

services, which of the following statements correctly describe functionalities provided by OCI
IAM? Select two.

A

Enables users to manage access to their OCI resources through policies written in a JSON
format.

B.
Automatically encrypts data at rest within OCI databases without any need for configuration.

C.
Supports the creation and management of user groups for streamlined access control.

D.
Offers integrated DDoS protection for applications running on OCI.

E.

Allows the creation of Virtual Cloud Networks (VCNs) to enhance network security and
connectivity.

Answer:
A, C

Explanation:

Oracle Cloud Infrastructure (OCI) Identity and Access Management (IAM) is the service that
controls access to OCI resources. A core feature is the use of policies to grant permissions. While
the policy syntax itself is a human-readable language, these policies are managed as JSON
objects when interacting with the OCI API or CLI, making statement A correct in the context of
programmatic management. Additionally, IAM allows administrators to create groups, assign
users to these groups, and then apply policies to the groups. This practice simplifies permission
management by granting access to a collective of users rather than individuals, which confirms
statement C as a fundamental IAM capability.

Why Incorrect Options are Wrong:

B. Data encryption at rest is a security feature of specific OCI services like Block Volume, Object
Storage, and Database services, not a direct function of the IAM service.

D. DDoS protection is provided by OClI's network security services, such as the Web Application
Firewall (WAF), not by the IAM service, which focuses on user authentication and authorization.
E. Virtual Cloud Networks (VCNs) are a fundamental component of the OCI Networking service.
IAM controls who can manage VCNSs, but it is not the service that creates them.
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References:

1. Oracle Cloud Infrastructure Documentation, Overview of IAM: "IAM lets you control who has
access to your cloud resources. You can control what type of access a group of users has and to
which specific resources." This statement directly supports the functionality described in option C.
Source: Oracle Cloud Infrastructure Documentation, "Overview of IAM," Section: "Core
Components."

2. Oracle Cloud Infrastructure Documentation, Managing Groups: "Groups are a collection of
users who all need the same type of access to a particular set of resources. Instead of adding the
same policy to multiple users, you can create a group, add the users to the group, and then
create a policy that grants access to the group.”

Source: Oracle Cloud Infrastructure Documentation, "Managing Groups."

3. Oracle Cloud Infrastructure Documentation, REST APIs, IAM Service API, CreatePolicy: The
documentation for the CreatePolicy API operation shows that the request body is a JSON object.
This object contains the policy details, including the statements which are provided as a JSON
array of strings. This supports the concept that policies are managed in a JSON format via the
API.

Source: Oracle Cloud Infrastructure Documentation, "REST APIs," IAM Service API, CreatePolicy
operation, Request Body example.

4. Oracle Cloud Infrastructure Documentation, Overview of Networking: "A virtual cloud network
(VCN) is a software-defined network that yous et up. in_the Oracle Cloud Infrastructure data
centers in a particular region." This confirms VCNs are a Networking service component, making
option E incorrect.

Source: Oracle Cloud Infrastructure Documentation, "Overview of VCNs and Subnets."
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Question: 4

In the context of deploying a highly available application on Oracle Cloud Infrastructure (OCI),
which of the following approaches best leverages OCl's capabilities to ensure maximum uptime
and resilience against region-wide failures?

A

Utilize multiple compute instances across different regions, synchronizing data using Oracle's
Ccross-
region data replication services.

B.

Rely solely on Oracle Cloud Guard for application deployment and runtime protection.

C.
Deploy the application on a single compute instance in one availability domain.

D.

Implement an auto-scaling configuration for compute instances within a single availability domain.

Answer:
A

Explanation:

To achieve maximum resilience against a complete region-wide failure, a disaster recovery (DR)
architecture is required. This involves deploying the application's infrastructure across at least two
geographically distinct OCI regions. Option A correctly identifies this strategy. By running compute
instances in a secondary region and using OCl's native cross-region data replication services
(such as Block Volume cross-region replication, Object Storage cross-region replication, or Oracle
Data Guard for databases), an organization can fail over its entire application stack to the
secondary region if the primary region becomes unavailable, thus ensuring maximum uptime.

Why Incorrect Options are Wrong:

B. Oracle Cloud Guard is a security posture management service that detects and remediates
misconfigurations; it does not provide high availability or disaster recovery for application
workloads.

C. Deploying on a single compute instance in one availability domain creates multiple single
points of failure and offers no protection against instance, availability domain, or region failures.
D. Auto-scaling within a single availability domain provides resilience against individual compute
instance failures but does not protect against an availability domain or region-wide outage.
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References:

1. Oracle Cloud Infrastructure Documentation, "Learn about designing a disaster recovery
solution": This document explicitly states, "For the highest level of protection against failure, we
recommend deploying your application across multiple regions. If a natural disaster or other
large-scale event makes your primary region unavailable, you can bring up your application in the
disaster recovery region." This directly supports the multi-region approach in option A.

2. Oracle Cloud Infrastructure Documentation, "Best practices for your cloud topology," Section:
"High Availability and Disaster Recovery": This guide details the OCI architectural constructs for
resilience. It describes using multiple regions as the strategy for disaster recovery, which protects
against events that affect an entire region, aligning perfectly with the question's requirement.

3. Oracle Cloud Infrastructure Documentation, "Block Volume," Section: "Cross-Region Volume
Replication": This source provides a concrete example of the services mentioned in option A. It
describes the feature that allows for asynchronous replication of block volumes to other regions,
which is a critical component for a multi-region DR strategy for stateful applications.
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Question: 5

Which two Oracle Cloud Infrastructure (OCI) Compute services would best support a
high-performance computing (HPC) application requiring both high throughput and low-latency
network capabilities?

A
OCI Virtual Machine (VM) Instances

B.
OCI Bare Metal Instances

C.
OCI Functions

D.
OCI Block Volume

Answer:

A, B

Explanation:

Oracle Cloud Infrastructure (OCI) provides specialized compute instances for High-Performance
Computing (HPC) that leverage cluster networking. This networking technology uses Remote
Direct Memory Access (RDMA) over Converged Ethernet (RoCE v2) to deliver ultra-low latency
and high-throughput, which are critical for tightly-coupled HPC applications. Both OCI| Bare Metal
instances and specific OCI Virtual Machine (VM) shapes are designed to be part of a cluster
network. Bare Metal instances offer dedicated physical servers for maximum performance and
isolation, while specific VM shapes provide the flexibility of virtualization while still supporting the
low-latency networking required for HPC workloads.

Why Incorrect Options are Wrong:

C. OCI Functions: This is a serverless compute service designed for short-running, event-driven
tasks, not for the long-running, tightly-coupled workloads typical of HPC.

D. OCI Block Volume: This is a high-performance storage service, not a compute service. While
essential for HPC data, it does not execute the application's computational tasks.

References:

1. Oracle Cloud Infrastructure Documentation, "Overview of High-Performance Computing": This
document explicitly states, "Oracle Cloud Infrastructure offers bare metal and virtual machine
(VM) compute instances that are suited for a variety of HPC workloads." It further details the use
of cluster networks for these instances.

2. Oracle Cloud Infrastructure Documentation, "Cluster Networks": This section describes the
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technology that enables HPC on OCI. It specifies, "A cluster network is a collection of RDMA
network-enabled instances that are connected by a high-bandwidth, ultra-low-latency network."
The documentation lists both Bare Metal (e.g., BM.HPC2.36) and VM shapes (e.g.,
VM.Standard.E4.Flex) as supported instance types for cluster networks.

3. Oracle Cloud Infrastructure Documentation, "Compute Shapes", Section: "HPC and GPU
Shapes": This page details the specific Bare Metal and VM instance shapes optimized for HPC. It
highlights their suitability for workloads requiring "high-performance computing servers with
RDMA networking for massively parallel HPC workloads."

https://certempire.com
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Question: 6

In Oracle Cloud Infrastructure (OCIl), what is the significance of regions and availability domains
in designing a resilient cloud infrastructure?

A.
A single region can contain an unlimited number of availability domains to ensure infinite
scalability

for OCI services.

B.

Regions are interconnected networks that share resources to ensure that a failure in one region
can

be immediately compensated by another.

C.

Availability domains are interconnected data centers within a region that share resources and
data

storage for cost efficiency.

D.

Each region operates independently of others and is designed to be completely isolated,
enhancing

global fault tolerance.

Answer:
D

Explanation:

Oracle Cloud Infrastructure (OCI) is architected around geographically isolated regions. Each
region is a separate geographic area that operates independently and is completely isolated from
other regions. This intentional isolation is a core design principle for achieving high availability and
fault tolerance. By deploying applications across multiple regions, an organization can design a
disaster recovery strategy that protects against large-scale, region-wide events, thereby
enhancing global resilience and ensuring service continuity.

Why Incorrect Options are Wrong:

A. OCI regions contain a finite number of availability domains (typically one or three), not an
unlimited number. The concept of "infinite scalability" is an overstatement.

B. Regions are intentionally isolated, not interconnected to share resources for automatic
compensation. Cross-region connectivity must be explicitly configured for disaster recovery, but
they do not inherently share resources.

C. Availability domains are designed to be isolated from each other within a region, with
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independent power, cooling, and networking to prevent single points of failure. They do not share
these critical resources.

References:

1. Oracle Cloud Infrastructure Documentation, "Regions and Availability Domains": "An Oracle
Cloud Infrastructure region is a localized geographic area... Regions are independent of other
regions and can be separated by vast distances-across countries or even continents." This
statement directly supports the concept of region isolation for fault tolerance (Answer D). The
document also clarifies, "A region is composed of one or more availability domains," refuting the
"unlimited" claim in option A.

2. Oracle Cloud Infrastructure Documentation, "Resilience in Oracle Cloud Infrastructure":
"Availability domains are isolated from each other, are fault tolerant, and are very unlikely to fail
simultaneously... Because the availability domains do not share physical infrastructure, such as
power or cooling, or the internal availability domain network, a failure that impacts one availability
domain is unlikely to impact the availability of the others." This directly refutes the idea of shared
resources for cost efficiency as stated in option C.
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Question: 7

A development team is looking to build a complex application that requires custom database
configurations, specific development tools and languages, and the ability to scale resources
dynamically based on traffic. Which Oracle Cloud service model would best meet these
requirements?

A
Database as a Service (DBaaS)

B.
Infrastructure as a Service (laaS)

C.
Platform as a Service (PaaS)

D.
Software as a Service (SaaS)

Answer:

C

Explanation:

Platform as a Service (PaaS) is the most suitable model as it provides a complete development
and deployment environment in the cloud. It allows developers to focus on building the application
without managing the underlying infrastructure. PaaS includes infrastructure (servers, storage,
networking) but also middleware, development tools, business intelligence services, and
database management systems. This directly addresses the team's need for specific
development tools, languages, and custom database configurations, while the platform itself
manages dynamic resource scaling based on demand.

Why Incorrect Options are Wrong:

A. Database as a Service (DBaaS): This service is too specific, only addressing the database
requirement. It does not provide the comprehensive platform needed for the application's
development tools and language runtimes.

B. Infrastructure as a Service (IaaS): While laaS offers maximum control, it would require the
development team to manage the operating system, middleware, and runtimes, increasing
operational overhead and distracting from the primary goal of application development.

D. Software as a Service (SaaS): This model provides ready-to-use software applications over the
internet. It is intended for end-users, not for a team looking to build, customize, and deploy their
own complex application from the ground up.
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References:

1. Oracle Cloud Infrastructure Documentation, "What is PaaS? Platform as a Service": "Platform
as a service (PaaS) is a cloud computing model where a third-party provider delivers hardware
and software tools to users over the internet. Usually, these tools are needed for application
development... A PaaS provider hosts the hardware and software on its own infrastructure. As a
result, PaaS frees developers from having to install in-house hardware and software to develop or
run a new application." This source directly supports PaaS as the model for application
development environments.

2. Oracle Cloud Infrastructure Documentation, "Learn about the basics of Oracle Cloud
Infrastructure": This document outlines the shared responsibility model. For PaaS, it states that
Oracle manages the infrastructure, OS, and runtime, while the customer manages the application
and data. This aligns with the scenario where a development team wants to focus on building
their application, leveraging a managed platform that supports their tools and scaling needs.

3. Armbrust, M., et al. (2010). "A View of Cloud Computing." Communications of the ACM, 53(4),
50-58. (A foundational academic paper on cloud computing). Section 2.1, "Classes of Utility
Computing," defines PaaS as a model where "the developer has control over the deployed
applications and possibly application hosting environment configurations," which precisely
matches the requirements for custom configurations and specific tools. DOI:
https://doi.org/10.1145/1721654.1721672
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Question: 8

What is a significant advantage of using Oracle Cloud Infrastructure (OCI) Virtual Cloud Network
(VCN) for network setup?

A
Manual configuration of security rules after every deployment.

B.
Direct connection to the internet without any security lists or gateways.

C.
Requires physical hardware for connectivity.

D.
Complete control over your virtual networking environment, including selection of your own IP
address range, creation of subnets, and configuration of route tables and network gateways.

Answer:
D

Explanation:

An Oracle Cloud Infrastructure (OCI) Virtual Cloud Network (VCN) provides a customizable and
private network environment within the Oracle cloud. A significant advantage is the complete
control it offers users, mirroring a traditional on-premesis network. This includes the ability to
define a private IP address space (CIDR block), segment the network into subnets, create route
tables to direct traffic, and configure various gateways (like Internet, NAT, and Dynamic Routing
Gateways) to manage connectivity. This level of control is fundamental to designing a secure and
efficient cloud architecture.

Why Incorrect Options are Wrong:

A. Manual configuration after every deployment is a disadvantage, not an advantage. OCI
networking is designed for automation and persistent configurations.

B. VCNs do not provide direct, unsecured internet connections. They use security lists and
network security groups to enforce firewall rules and require gateways for internet access.

C. AVCN is a virtual, software-defined network. It explicitly eliminates the need for customers to
manage physical networking hardware.

References:

1. Oracle Cloud Infrastructure Documentation - Overview of VCNs and Subnets: "A VCN is a
customizable, software-defined network that you set up in an Oracle Cloud Infrastructure region.
Like a traditional data center network, it gives you complete control over your network
environment. This includes assigning your own private IP address space, creating subnets,
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creating route tables, and configuring stateful firewalls." (Section: "Virtual Cloud Networks
(VCNs)", Paragraph 1).

2. Oracle Cloud Infrastructure Documentation - Security Lists: "A security list acts as a virtual
firewall for your compute instances... You configure your security lists with ingress and egress
rules that specify the types of traffic allowed in and out of the instances." (Section: "Security
Lists", Paragraph 1). This contradicts option B's claim of no security.

3. Oracle Cloud Infrastructure Documentation - VCNs and Subnets: "When you create a VCN,
you assign a contiguous IPv4 CIDR block of your choice." (Section: "Key Concepts and
Terminology", ltem: "VCN IPv4 CIDR block"). This supports the control aspect mentioned in
option D.

https://certempire.com
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Question: 9

In the context of OCI Identity and Access Management (IAM), which feature specifically allows
the delegation of authority by enabling a user to pass their own permissions onto a cloud
resource or service?

A

Tagging Policies
B.
Compartments

C.
Instance Principals

D.
Resource Groups

Answer:

C

Explanation:

Instance Principals is a feature within OCI IAM designed specifically to give a cloud resource,
such as a Compute instance, its own identity. This allows the instance to act as a principal and
make secure API calls to other OCI services. Authority is delegated by creating a dynamic group
containing the instance and then writing an 1AM policy that grants permissions to that dynamic
group. This process eliminates the need to store long-lived user credentials (like APl keys) on the
instance, enhancing security by allowing the resource to inherit permissions to act on its own
behalf.

Why Incorrect Options are Wrong:

A. Tagging Policies are used to enforce rules on metadata tags for resource organization and cost
tracking, not for delegating operational permissions.

B. Compartments are logical containers used to organize and isolate cloud resources and to
apply access control policies at a broad level.

D. Resource Groups are not a native OCI IAM feature for delegating authority; this terminology is
more common in other cloud platforms.

References:

1. Oracle Cloud Infrastructure Documentation, "Calling Services from an Instance".

Reference: In the overview section, it states, "This feature is called instance principals. It lets you
authorize an instance to make API calls in Oracle Cloud Infrastructure services. After you set up
the required resources and policies, an application running on an instance can call OCI public
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services, removing the need to configure user credentials or a configuration file."

2. Oracle Cloud Infrastructure Documentation, "Managing Dynamic Groups".

Reference: Under the "How Dynamic Groups Work with Instance Principals" section, it explains,
"You can think of a dynamic group as, essentially, the 'instance principals' group... You then write
a policy to grant permissions to the dynamic group." This directly links the delegation of authority
to the instance principal via dynamic groups.
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Question: 10

Which Oracle Cloud Infrastructure (OCI) feature is primarily designed to help organizations
manage costs and analyze spending over time, facilitating budgetary control and financial
governance?

A.
Tags

B.
Compartments

C.
Cost Analysis Tool

D.
Resource Manager

Answer:

C

Explanation:

The Oracle Cloud Infrastructure (OCI) Cost Analysis tool is the primary feature designed for
financial governance. It provides a rich, interactive dashboard for visualizing, exploring, and
analyzing cloud spending data over time. Organizations can filter costs by various dimensions,
including service, compartment, and tags, to understand spending patterns and enforce
budgetary controls. This tool directly addresses the need to manage costs and analyze spending,
which is central to the question's focus on budgetary control and financial governance.

Why Incorrect Options are Wrong:

A. Tags: Tags are metadata for organizing resources. While crucial for filtering costs in the
analysis tool, they are not the analysis tool itself.

B. Compartments: Compartments are a fundamental component for organizing and isolating
resources, primarily for access control, not direct cost analysis.

D. Resource Manager: Resource Manager is an Infrastructure as Code (laC) service for
automating the provisioning of resources, unrelated to financial analysis.

References:

1. Oracle Cloud Infrastructure Documentation - Cost Analysis Overview: "The Cost Analysis
dashboard in the Console helps you visualize and explore your spending data... You can use the
Cost Analysis tool to view your Oracle Cloud Infrastructure spending." This document explicitly
defines the tool's purpose for analyzing and visualizing spending.

Source: Oracle Cloud Infrastructure Documentation, "Billing and Cost Management," Section:
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"Cost Analysis Overview."

2. Oracle Cloud Infrastructure Documentation - Tagging Overview: "Tagging allows you to add
metadata to your resources, which enables you to define keys and values and associate them
with resources. You can then use the tags to organize and list resources based on your business
needs." This highlights tagging's role as an organizational mechanism, not an analysis tool.
Source: Oracle Cloud Infrastructure Documentation, "Tagging," Section: "Overview of Tagging."
3. Oracle Cloud Infrastructure Documentation - Managing Compartments: "Compartments are a
fundamental component of Oracle Cloud Infrastructure for organizing and isolating your cloud
resources... A common approach is to create a compartment for each major part of your
organization." This confirms compartments are for organization and isolation, primarily for access
control.

Source: Oracle Cloud Infrastructure Documentation, "ldentity and Access Management," Section:
"Managing Compartments."
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Question: 11

Which two services are considered core storage services in Oracle Cloud Infrastructure (OCI)?
Select two.

A
OCI Streaming Service

B.
OCI Block Volume

C.
OCI Object Storage

D.
OCI Virtual Cloud Network (VCN)

E.
OCI DNS Service

Answer:

B, C

Explanation:

Oracle Cloud Infrastructure (OCI) provides several distinct storage services designed for different
use cases. OCI Block Volume offers high-performance, persistent network block storage for
compute instances, analogous to a virtual hard drive, and is ideal for workloads requiring low
latency like databases. OCI Object Storage is a highly scalable and durable internet-scale storage
platform for unstructured data like images, logs, and backups. These two services, along with File
Storage, are considered the foundational or core storage offerings within OCI.

Why Incorrect Options are Wrong:

A. OCI Streaming Service is a real-time messaging and event-streaming platform, not a primary
persistent data storage service.

D. OCI Virtual Cloud Network (VCN) is a foundational networking service used to create and
manage private networks, not a storage service.
E. OCI DNS Service is a networking service that provides domain name resolution and traffic

management, not data storage.
References:

1. Oracle Cloud Infrastructure Documentation, "Overview of Storage": This document introduces
the main storage services offered by OCI. It explicitly lists "Block Volume," "File Storage," "Object
Storage," and "Archive Storage" as the primary storage solutions.

https://certempire.com
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Reference Location: Oracle Cloud Infrastructure Documentation Storage Overview of Storage.

2. Oracle Cloud Infrastructure Documentation, "Overview of Block Volume": This page details the
Block Volume service, describing it as a "high-performance network storage" solution for OCI
compute instances.

Reference Location: Oracle Cloud Infrastructure Documentation Core Services Block Volume
Overview of Block Volume.

3. Oracle Cloud Infrastructure Documentation, "Overview of Object Storage": This document
describes Object Storage as an "internet-scale, high-performance storage platform" for
unstructured data.

Reference Location: Oracle Cloud Infrastructure Documentation Core Services Object Storage
Overview of Object Storage.

4. Oracle Cloud Infrastructure Documentation, "Overview of Networking": This section categorizes
Virtual Cloud Network (VCN) and DNS as core networking services, distinguishing them from
storage services.

Reference Location: Oracle Cloud Infrastructure Documentation Core Services Networking
Overview of Networking.
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Question: 12

A FinTech startup is deploying a highly sensitive workload on Oracle Cloud Infrastructure (OCI)
that processes personal financial data. Given the critical nature of the data and the regulatory
requirements it must meet, the startup is concerned about understanding its security
responsibilities within the OCI Shared Security Model. Which of the following measures should
the startup take to ensure compliance with financial regulations and safeguard the personal
financial data under the OCI Shared Security Model?

A

Updating and patching the physical servers, storage, and networking infrastructure used by their
OCI services.

B.

Ensuring the global compliance of OCI services with all financial regulations by directly liaising
with

regulatory bodies.

C.

Implementing and managing customer-side encryption for data at rest and in transit.

D.
Securing physical access to the data center facilities where their workloads are hosted.

Answer:

C

Explanation:

Under the Oracle Cloud Infrastructure (OCI) Shared Security Responsibility Model, the customer
is responsible for security in the cloud. This includes securing their data, workloads, and access
controls. Implementing and managing customer-side encryption for data at rest and in transit is a
fundamental customer responsibility. For a FinTech handling sensitive financial data, this is a
critical measure to protect the data from unauthorized access and to meet stringent regulatory
compliance requirements like PCI DSS. While OCI provides encryption by default for many
services, the customer is ultimately responsible for its configuration, key management (e.g., using
OCI Vault), and ensuring it aligns with their security policies.

Why Incorrect Options are Wrong:

A. Updating and patching physical infrastructure is Oracle's responsibility as the cloud provider,
covering the security of the cloud.

B. Oracle is responsible for the compliance of its cloud infrastructure, not for the customer's
specific application compliance or liaising on their behalf.

D. Securing physical access to data centers is a core responsibility of Oracle as part of managing
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the underlying cloud infrastructure.

References:

1. Oracle Cloud Infrastructure Documentation, Security Guide, "Shared Security Responsibility
Model": This document explicitly outlines the division of responsibilities. It states, "You are
responsible for the security of... your data," which includes classification and encryption.
Conversely, it lists "Physical security of the data centers" and "Hardware/Software/Networking" as
Oracle's responsibilities. (Oracle Cloud Infrastructure Documentation, Security Guide, Doc ID:
E91492-18, Section: "Shared Security Responsibility Model").

2. Oracle Cloud Infrastructure Documentation, "Overview of Security": This overview reinforces
the model, showing that customers are responsible for securing their platform, applications, and
data. It specifies customer responsibilities for "Workload and Data Classification" and "ldentity
and Access Management," which are directly related to controlling and encrypting data. Oracle's
responsibilities are shown at the foundational infrastructure level. (Oracle Cloud Infrastructure
Documentation, Get Started, "Overview of Security").
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Question: 13

Within Oracle Cloud Infrastructure (OCI), which service is primarily responsible for continuously
monitoring, detecting, and helping remediate security threats across all OCI resources?

A
Oracle Web Application Firewall (WAF)

B.
Oracle Cloud Guard

C.
Oracle Audit

D.
Oracle Identity and Access Management (IAM)

Answer:
B

Explanation:

Oracle Cloud Guard is a cloud-native service designed to provide a unified view of security
posture across an entire Oracle Cloud Infrastructure (OCI) tenancy. It continuously monitors OCI
resources and user activities for security weaknesses and misconfigurations. Upon detection,
Cloud Guard identifies these issues as "problems" and can be configured to automatically
remediate them using pre-defined security recipes and responder rules. This comprehensive
approach of monitoring, detecting, and remediating security threats across all resources is its
primary function.

Why Incorrect Options are Wrong:

A. Oracle Web Application Firewall (WAF): WAF is a specialized service that protects web
applications from malicious internet traffic. Its scope is limited to HTTP/S traffic and does not
monitor all OCI resources.

C. Oracle Audit: The Audit service records API calls made against OCI resources, creating a log
of events. While essential for security analysis, it is a logging mechanism, not an active threat
detection and remediation service.

D. Oracle Identity and Access Management (IAM): IAM is the core service for managing user
identities and controlling access to resources through policies. It enforces security, but it does not
continuously monitor for threats or misconfigurations across the tenancy.
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References:

1. Oracle Cloud Infrastructure Documentation, "Overview of Cloud Guard": "Oracle Cloud Guard
is a cloud-native service that helps customers monitor, identify, achieve, and maintain a strong
security posture on Oracle Cloud. Use the service to examine your Oracle Cloud Infrastructure
resources for security weakness related to configuration, and your operators and users for risky
activities. Upon detection, Cloud Guard can suggest, assist, or take corrective actions, based on
your configuration."

Source: Oracle Cloud Infrastructure Documentation, Document Version 20240507.

2. Oracle Cloud Infrastructure Documentation, "Overview of Web Application Firewall": "Oracle
Cloud Infrastructure Web Application Firewall (WAF) is a cloud-based, Payment Card Industry
(PCI) compliant, global security service that protects applications from malicious and unwanted
internet traffic."

Source: Oracle Cloud Infrastructure Documentation, Document Version 20240507.

3. Oracle Cloud Infrastructure Documentation, "Overview of Audit": "The Oracle Cloud
Infrastructure Audit service automatically records calls to all supported Oracle Cloud Infrastructure
public application programming interface (API) endpoints as log events. ....The log events
captured by the Audit service include information about the API activity, such as the time of the
event, the source and target of the event, the action taken, and the response."

Source: Oracle Cloud Infrastructure Documentation, Document Version 20240507.
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Question: 14

A company requires a highly scalable storage solution in Oracle Cloud Infrastructure (OCI) to
store and manage unstructured data such as photos and videos, with the ability to access it from
anywhere on the internet. Which OCI service should they choose?

A.
OCI Block Volume

B.
OCI Data Transfer Service

C.
OCI Object Storage

D.
OCI File Storage

Answer:

C

Explanation:

Oracle Cloud Infrastructure (OCI) Object Storage is the ideal service for this requirement. It is an
internet-scale, high-performance storage platform designed to store an unlimited amount of
unstructured data, such as photos and videos. Data is managed as objects in buckets and can be
accessed directly from anywhere on the internet using unique, REST-based URLs and the HTTPS
protocol. Its high durability, scalability, and native internet accessibility make it the perfect choice
for managing and serving large volumes of media content globally.

Why Incorrect Options are Wrong:

A. OCI Block Volume: This service provides network-attached block storage for compute
instances. It is not directly accessible from the internet and is unsuitable for managing
unstructured data at a large scale.

B. OCI Data Transfer Service: This is a service for migrating large datasets into OCI storage
services like Object Storage. It is not a storage solution itself.

D. OCI File Storage: This service provides a shared network file system (NFS) for instances
within a Virtual Cloud Network (VCN). It is not designed for direct access from the public internet.
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References:

1. Oracle Cloud Infrastructure Documentation, "Overview of Object Storage": "Object Storage is
an internet-scale, high-performance storage platform that offers reliable and cost-efficient data
durability... You can safely and securely store or retrieve data directly from the internet or from
within the cloud platform." This document explicitly states its suitability for unstructured data and
internet accessibility.

2. Oracle Cloud Infrastructure Documentation, "Overview of Block Volume": "The Block Volume
service lets you dynamically provision and manage block storage volumes. You can create,
attach, connect, and move volumes, as needed, to meet your storage and application
requirements." This confirms its role as storage attached to compute instances, not as a
standalone, internet-facing repository.

3. Oracle Cloud Infrastructure Documentation, "Overview of File Storage": "The File Storage
service provides a durable, scalable, secure, enterprise-grade network file system... You can
connect to a File Storage service file system from any bare metal, virtual machine, or container
instance in your Virtual Cloud Network (VCN)." This highlights its access model, which is
restricted to within a VCN.

4. Oracle Cloud Infrastructure Documentation, "Overview of Data Transfer": "Oracle Cloud
Infrastructure Data Transfer is a data migration service that lets you securely move petabytes of
data from your data center to Object Storage or Archive Storage." This defines its purpose as a
migration tool, not a permanent storage repository.
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Question: 15

Your organization requires secure, private connectivity from your on-premises network to your
Oracle Cloud Infrastructure (OCI) resources. Which OCI component should you use to achieve
this without using the public internet?

A
Service Gateway

B.
Dynamic Routing Gateway

C.
NAT Gateway

D.
Internet Gateway

Answer:

B

Explanation:

A Dynamic Routing Gateway (DRG) is a virtual router that provides a private traffic path between
a Virtual Cloud Network (VCN) and a network outside the VCN, such as an on-premises network.
To establish a secure, private connection that does not traverse the public internet, you would use
OCI FastConnect. A DRG is a mandatory component for connecting your on-premises network to

your VCN using FastConnect. It acts as the single point of entry for this private traffic, ensuring
the connection remains isolated from the public internet as required.

Why Incorrect Options are Wrong:

A. Service Gateway: Provides private access from a VCN to public Oracle services (like Object
Storage), not for connecting to an on-premises network.

C. NAT Gateway: Enables resources in a private subnet to access the public internet for outbound

connections, which is the opposite of the stated requirement.

D. Internet Gateway: Provides a path for traffic between a VCN and the public internet, which the

question explicitly seeks to avoid.

References:

1. Oracle Cloud Infrastructure Documentation, "Dynamic Routing Gateways".

Section: Overview of Networking

"A DRG is a virtual router that provides a path for private network traffic between your VCN and
on-premises network. You can use a DRG to connect your on-premises network to a VCN by
using Site-to-Site VPN or Oracle Cloud Infrastructure FastConnect."
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2. Oracle Cloud Infrastructure Documentation, "FastConnect".

Section: Overview of FastConnect

"Oracle Cloud Infrastructure FastConnect provides an easy way to create a dedicated, private
connection between your data center and Oracle Cloud Infrastructure. FastConnect provides
higher-bandwidth options, and a more reliable and consistent networking experience when
compared to internet-based connections." This document confirms FastConnect avoids the public
internet and requires a DRG.

3. Oracle Cloud Infrastructure Documentation, "Gateways".

Section: Service Gateway

"A service gateway lets resources in your VCN privately access specific Oracle services, without
exposing the data to the public internet." This clarifies its purpose is for VCN-to-OCI services, not
on-premises connectivity.

4. Oracle Cloud Infrastructure Documentation, "NAT Gateway".

Section: NAT Gateway

"A NAT gateway gives resources in a private subnet access to the internet without exposing them
to incoming internet connections." This confirms its function is for outbound internet access.
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Question: 16

A fintech startup is planning to migrate its core banking application to Oracle Cloud Infrastructure
(OCI). The application has strict requirements for security, scalability, and performance. It
processes sensitive financial transactions, thus necessitating high security and compliance
standards. The startup wants to utilize Core OCI Services to meet these requirements. Which of
the following architectures would best serve the startup's needs?

A.
Utilize OCI Bare Metal instances exclusively for the application, relying on physical isolation for
security, and manual scaling to manage performance.

B.
Deploy the application in a single Availability Domain using OCI Virtual Cloud Network (VCN) for
network isolation and OCI Object Storage for logging.

C.

Deploy the application on OCI Compute instances, using OCI Object Storage for data backups,
and

OCI Identity and Access Management (IAM) for security controls.

D.
Use OCI Functions for the entire application to automatically scale and manage resources, with

data stored in OCI Block Volume.

Answer:
C

Explanation:

This option presents a foundational and well-architected approach for a secure, scalable, and
high-performance application on OCI. It correctly identifies the roles of core services:

OCI Compute instances provide the flexible and scalable processing power for the application.
OCI Object Storage is the ideal service for durable, cost-effective data backups, which is critical
for compliance and data protection in a financial application.

OClI Identity and Access Management (IAM) is the cornerstone of OCI security, providing granular
control over user access and permissions, which is essential for meeting strict security and
compliance standards.

This combination of services creates a robust and secure foundation that directly addresses the
startup's primary requirements.
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Why Incorrect Options are Wrong:

A. Relying on manual scaling is inefficient and cannot meet the dynamic performance and
availability demands of a core banking application. Security requires more than just physical
isolation.

B. Deploying a critical application in a single Availability Domain creates a single point of failure,
which is unacceptable for a fintech service requiring high availability.

D. OCI Functions are designed for event-driven, stateless workloads, not for hosting an entire
complex, stateful core banking application. Functions also cannot directly attach to Block
Volumes.

References:

1. Oracle Cloud Infrastructure Documentation, "Overview of Identity and Access Management":
"IAM lets you control who has access to your cloud resources... You can control what type of
access a group of users has and to which specific resources." This supports the use of IAM for
fundamental security controls as stated in option C.

(Source: Oracle Cloud Infrastructure Documentation, Service Guides, Identity and Access
Management, "Overview of IAM")

2. Oracle Cloud Infrastructure Documentation, "Overview of Object Storage": "Use Object Storage
for data that is accessed infrequently, but requires long retention periods... Use Object Storage for
database backups and for storing large dataset.-s_." T _h_is_ validates the use of Object Storage for
backups as described in option C.

(Source: Oracle Cloud Infrastructure Documentation, Service Guides, Object Storage, "Overview
of Object Storage")

3. Oracle Architecture Center, "Deploy a secure landing zone that meets the CIS Foundations
Benchmark for Oracle Cloud": This reference architecture establishes a secure foundation using a
combination of core services, including IAM for access control, VCNs for network isolation, and
Compute for workloads, which aligns with the principles in option C. It emphasizes a multi-layered
security approach over a single method.

(Source: Oracle Architecture Center, Reference Architectures, ID:
RA-secure-landing-zone-cis-oci-benchmark)

4. Oracle Cloud Infrastructure Documentation, "High Availability and Disaster Recovery": This
document explains that to achieve high availability, resources should be distributed across
multiple fault domains or Availability Domains. This directly contradicts the single Availability
Domain approach in option B, highlighting it as a poor practice for critical systems.

(Source: Oracle Cloud Infrastructure Documentation, Solutions and Platform, "High Availability
and Disaster Recovery")
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Question: 17

A healthcare organization is planning to migrate its legacy patient management system to Oracle
Cloud Infrastructure (OCI) to improve scalability, performance, and compliance with health data
regulations. The system requires a highly available, secure database solution capable of handling
large volumes of sensitive data, with automated backups and disaster recovery capabilities.
Which OCI Database service would best meet these requirements?

A.
OCI Autonomous Database

B.
OCI MySQL Database Service

C.
OCI NoSQL Database

D.
OCI Virtual Machines for RDBMS

Answer:

A

Explanation:

OCI Autonomous Database is the optimal choice as it is a fully managed, preconfigured database
environment designed for mission-critical applications. It automates all routine database tasks,
including backups, patching, and security, which is crucial for a healthcare organization handling
sensitive data. Its "self-securing" capabilities, such as always-on encryption, data masking, and
auditing, directly support compliance with health data regulations like HIPAA. Furthermore, its
"self-repairing" nature provides extreme availability with features like Autonomous Data Guard for
disaster recovery and built-in high availability, meeting all the specified requirements for
scalability, performance, and security with minimal administrative overhead.

Why Incorrect Options are Wrong:

B. OCI MySQL Database Service: While a capable managed service, it lacks the advanced,
built-in security and compliance features (e.g., Database Vault, Data Safe integration) inherent to
the Autonomous Database.

C. OCI NoSQL Database: This is unsuitable as a legacy patient management system is typically
built on a relational model. Migrating to NoSQL would require a significant and complex
application re-architecture.

D. OCI Virtual Machines for RDBMS: This option places the full burden of managing high
availability, security, backups, and patching on the customer, contradicting the goal of leveraging
a managed cloud service for automation.
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References:

1. Oracle Cloud Infrastructure Documentation, "Overview of Autonomous Database": This
document details the self-driving, self-securing, and self-repairing capabilities. It states,
"Autonomous Database is a complete, fully managed service with Oracle Database, running on
an optimized Exadata infrastructure... It handles all routine database tasks without human
intervention." (Section: What is Autonomous Database?)

2. Oracle Cloud Infrastructure Documentation, "Security Features of Autonomous Database": This
source outlines the comprehensive security controls. It notes, "Autonomous Database provides a
secure-by-default configuration... Data is encrypted at rest using Transparent Data Encryption
(TDE) and in transit using TLS 1.2." This is critical for regulatory compliance. (Section: Security
Features)

3. Oracle Cloud Infrastructure Documentation, "High Availability with Autonomous Database":
This reference confirms the built-in HA and DR capabilities. "Autonomous Database is built on a
high availability infrastructure... For disaster recovery, you can enable Autonomous Data Guard."
(Section: High Availability)

4. Oracle Cloud Infrastructure Documentation, "Database Options in the Oracle Cloud": This page
compares various database services, highlighting that Autonomous Database is designed for the
highest levels of automation and is optimized for mission-critical workloads, unlike user-managed
services like DB on VMs. (Section: Oracle Database Cloud Service Offerings)
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Question: 18

In a complex scenario where a multinational corporation is planning to migrate its data-intensive
applications to the Oracle Cloud Infrastructure (OCI), the IT team needs to understand the OCI
pricing model to optimize costs effectively. Given the corporation's requirements for high
availability, data redundancy, scalability, and global reach, which of the following best describes
how the OCI pricing model would accommodate these needs while ensuring cost-effectiveness?

A
Pay-As-You-Go

B.
Subscription-Based

C.
Tiered Pricing

D.
Fixed Pricing

Answer:
A

Explanation:

The Oracle Cloud Infrastructure (OCI) pricing model that best accommodates the described
needs is Pay-As-You-Go (PAYG). This model allows the corporation to pay only for the specific
resources they consume, with no upfront commitment or minimum service period. This directly
supports cost-effectiveness for dynamic requirements like scalability, where resources can be
provisioned or de-provisioned on demand. For high availability and global reach, resources can
be deployed across multiple regions and availability domains, and the costs are incurred only for
the active infrastructure, aligning expenses directly with usage and preventing payment for idle
capacity.

Why Incorrect Options are Wrong:

B. Subscription-Based: This model involves a fixed-term commitment, which can lead to paying
for unused resources if demand is lower than anticipated, making it less cost-effective for
fluctuating workloads.

C. Tiered Pricing: This is a feature of pricing for specific services (e.g., storage, data transfer)
where the unit cost decreases with volume, not the overarching pricing model itself.

D. Fixed Pricing: This model is rigid and does not accommodate the dynamic scaling required,
leading to either significant over-provisioning costs or an inability to meet peak demand.
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References:

1. Oracle Cloud Infrastructure Documentation, "Overview of Billing and Cost Management": This
document outlines the primary OCI payment models. It describes "Pay As You Go (PAYG)" as a
model where "you are billed in arrears for the resources you use... with no upfront commitment."
This directly supports the flexibility and cost-effectiveness required in the scenario. (See section:
"Payment Models").

2. Oracle Cloud Infrastructure Pricing Page: The official pricing page states, "With Pay As You Go,
you pay only for the services you consume with no commitment." This principle is the foundation
for cost-effectively managing scalable, global, and highly available applications, as costs directly
mirror resource utilization. (See section: "Pay As You Go").

3. Oracle Cloud Infrastructure Documentation, "Cost and Usage Reports Overview": This
documentation explains how OCI provides detailed reports on consumption, which is a core tenet
of the PAYG model. It enables organizations to "track your Oracle Cloud Infrastructure
consumption" and "optimize your spending," which is essential for the cost-effectiveness
mentioned in the question. (See section: "Overview").
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Question: 19

Which storage service is specifically designed for storing unstructured data such as photos,

videos, and backups, providing high durability and scalability, and is accessible from anywhere
over the internet?

A.
OCI Block Volume

B.
OCI Archive Storage

C.
OCI Object Storage

D.
OCI File Storage

Answer:

C

Explanation:

Oracle Cloud Infrastructure (OCI) Object Storage is an internet-scale, high-performance storage
platform designed to store an unlimited amount of unstructured data, such as images, videos, and
backups. It provides high durability by redundantly storing data across multiple fault domains. The

service is inherently scalable and accessible from anywhere on the internet via standard
HTTP-based REST APlIs, making it the ideal choice for the scenario described. It serves as the
primary storage solution for data lakes, content repositories, and archival purposes.

Why Incorrect Options are Wrong:

A. OCI Block Volume: This service provides network-attached block storage for compute
instances, similar to a physical hard drive, and is not designed for direct internet access to
individual files.

B. OCI Archive Storage: This is a specific, low-cost storage tier within the OCI Object Storage

service, intended for long-term data retention with retrieval times of several hours, not immediate

access.

D. OCI File Storage: This is a managed Network File System (NFS) service for shared access
among compute instances within a Virtual Cloud Network (VCN), not for general internet-based
access.
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References:

1. Oracle Cloud Infrastructure Documentation, "Overview of Object Storage": "The Object Storage
service can store an unlimited amount of unstructured data of any content type, including analytic
data and rich content, like images and videos... You can safely and securely store or retrieve data
directly from the internet or from within the cloud platform."

2. Oracle Cloud Infrastructure Documentation, "Overview of Block Volume": "The Block Volume
service lets you dynamically provision and manage block storage volumes. You can create,
attach, connect, and move volumes... to your compute instances."

3. Oracle Cloud Infrastructure Documentation, "Overview of Archive Storage": "Archive Storage is
a storage tier for storing data that is accessed infrequently and requires long retention periods.
Access to Archive Storage is not immediate."

4. Oracle Cloud Infrastructure Documentation, "Overview of File Storage": "The File Storage
service provides a durable, scalable, secure, enterprise-grade network file system... You can
connect to a File Storage service file system from any bare metal, virtual machine, or container
instance in your Virtual Cloud Network (VCN)."
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Question: 20

What feature within Oracle Cloud Infrastructure (OCI) Pricing Model helps organizations manage
costs by setting spending limits on cloud resources?

A.
Resource Manager

B.
Free Tier

C.
Budgets and Alerts

D.
Cost Analysis Tools

Answer:

C

Explanation:

The Oracle Cloud Infrastructure (OCI) Budgets service is specifically designed to help manage
cloud costs. It allows organizations to set spending thresholds (soft limits) on their OCI resource
consumption for a specific compartment or the entire tenancy. When actual or forecasted
spending approaches or exceeds the defined budget, the service can trigger alerts (e.g., via email
or notifications) to inform administrators. This proactive notification system enables organizations
to monitor their spending against planned limits and take corrective action to avoid cost overruns.

Why Incorrect Options are Wrong:

A. Resource Manager: This is an Infrastructure as Code (laC) service for automating the
provisioning and management of OCI resources using Terraform, not for setting spending limits.
B. Free Tier: This is a pricing offer that provides a set of "Always Free" services and a free trial; it
does not allow users to set custom spending limits on their overall cloud usage.

D. Cost Analysis Tools: These tools provide dashboards and reports to visualize and analyze
historical and current cloud spending patterns, but they do not set or enforce spending limits.

References:

1. Oracle Cloud Infrastructure Documentation, "Overview of Budgets": "Budgets are used to set
soft limits on your Oracle Cloud Infrastructure spending. You can set alerts on your budget to let
you know when you might exceed your budget, and you can view all of your budgets and
spending from one single place in the Oracle Cloud Infrastructure console."

Source: Oracle Cloud Infrastructure Documentation, Cost Management, Budgets.

2. Oracle Cloud Infrastructure Documentation, "Cost Management and Billing": This section
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details the suite of tools available for managing OCI costs. It clearly distinguishes between
Budgets (for setting thresholds and alerts), Cost Analysis (for visualization), and other features.
Source: Oracle Cloud Infrastructure Documentation, Billing and Cost Management, Overview of
Cost Management.

3. Oracle Cloud Infrastructure Documentation, "Overview of Resource Manager": "Resource
Manager is an Oracle Cloud Infrastructure service that allows you to automate the process of
provisioning your Oracle Cloud Infrastructure resources." This confirms its purpose is
provisioning, not cost control.

Source: Oracle Cloud Infrastructure Documentation, Developer Services, Resource Manager.
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Question: 21

In Oracle Cloud Infrastructure (OCI) Identity and Access Management (IAM), what mechanism
allows for the secure delegation of access between different OCI services without sharing API
keys or passwords?

A
Resource Groups

B.
Dynamic Groups

C.
Network Security Groups

D.
Cross-Region Replication

Answer:

B

Explanation:

Dynamic groups are a core component of OCI IAM that allows grouping of OCI resources, such
as Compute instances, as principal actors. By defining matching rules based on resource
metadata (e.g., compartment ID or tags), instances are automatically included in a dynamic
group. You can then write IAM policies to grant permissions to this group, enabling the instances
to securely call other OCI services using the instance principals feature. This method eliminates
the need to store and manage long-lived credentials like APl keys or passwords on the instances
themselves, providing a secure delegation mechanism.

Why Incorrect Options are Wrong:

A. Resource Groups: This is not a native OCI IAM concept for delegating permissions; OCI uses
compartments for resource isolation and organization, and dynamic groups for resource
principals.

C. Network Security Groups: These are virtual firewalls that control network traffic to and from
resources (VNICs). They operate at the network layer, not the identity and access management
layer.

D. Cross-Region Replication: This is a data availability and disaster recovery feature for services
like Object Storage and Block Volume, and is unrelated to IAM permissions.
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References:

1. Oracle Cloud Infrastructure Documentation, "Managing Dynamic Groups": "Dynamic groups
allow you to group Oracle Cloud Infrastructure compute instances as "principal" actors (similar to
user groups). You can then create policies to permit instances to make API calls against Oracle
Cloud Infrastructure services." (Service: IAM, Section: Dynamic Groups).

2. Oracle Cloud Infrastructure Documentation, "Calling Services from an Instance": "The instance
principals feature lets you authorize an instance to make API calls against other Oracle Cloud
Infrastructure services... To enable this, you: 1. Create a dynamic group... 2. Create a policy that
grants permissions to the dynamic group..." (Service: IAM, Section: Policies).

3. Oracle Cloud Infrastructure Documentation, "Network Security Groups": "Network security
groups (NSGs) act as a virtual firewall for your compute instances and other kinds of resources...
An NSG consists of a set of ingress and egress security rules that apply only to a set of VNICs of
your choice in a single VCN." (Service: Networking, Section: Security Rules).
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Question: 22

In Oracle Cloud Infrastructure (OCI), how can you ensure high availability and fault tolerance for
your cloud applications? Select two.

A
Use multiple Availability Domains within the same region for your application deployments.

B.
Use OCI Object Storage across regions for data redundancy.

C.
Deploy applications in a single Availability Domain within a region.

D.

Utilize a single compute instance for all applications to ensure centralized management.

E.
Deploy applications across multiple regions.

Answer:

A E

Explanation:

Oracle Cloud Infrastructure (OCI) is designed with core principles for high availability (HA) and
fault tolerance. The primary methods to achieve this for applications are distributing resources
across physically and logically isolated locations. Deploying an application across multiple
Availability Domains (ADs) within a single region protects it from a failure of an entire data center.
For the highest level of fault tolerance and disaster recovery (DR), deploying the application
across multiple geographically distinct regions ensures it can withstand a complete regional
outage. These two strategies, used in combination or separately, are fundamental to building
resilient cloud applications on OCI.

Why Incorrect Options are Wrong:

B. Using Object Storage across regions is a strategy for data redundancy and disaster recovery,
but it does not ensure the high availability of the entire application stack (e.g., compute,
database).

C. Deploying in a single Availability Domain creates a single point of failure. If that AD
experiences an outage, the entire application will become unavailable.

D. Using a single compute instance is the antithesis of high availability, as it introduces a critical
single point of failure for all dependent applications.
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References:

1. Oracle Cloud Infrastructure Documentation, Resiliency, High Availability: "To make your
application highly available, deploy it across multiple ADs. This architecture ensures that if one
AD goes down, the application instances in the other ADs are still available. ADs in the same
region are connected by a low-latency, high-bandwidth network, which allows you to build
replicated systems with synchronous or asynchronous replication between ADs." (This supports
option A).

2. Oracle Cloud Infrastructure Documentation, Resiliency, Disaster Recovery: "A disaster is a
sudden, unplanned event that causes great damage or loss to a region... To ensure business
continuity and to meet your RTO and RPO goals, you can design your applications to span
across regions. By distributing your cloud resources and infrastructure across multiple regions,
you can mitigate the effects of a regional disaster." (This supports option E).

3. Oracle Cloud Infrastructure Documentation, Best Practices, Best practices for designing
reliable and resilient cloud topologies: "Design for failure. Identify single points of failure in your
architecture and add redundancy to eliminate them. For example, to make your application
resilient to the failure of an availability domain, deploy redundant resources in different availability
domains. To make your application resilient to the failure of a region, deploy redundant resources
in different regions." (This supports both A and E as fundamental design principles).
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Question: 23

In Oracle Cloud Infrastructure (OCI), which database service is designed to provide a fully
managed, scalable NoSQL database environment with flexible schema design, suitable for
applications requiring high performance at any scale?

A
OCI Object Storage

B.
OCI Autonomous Transaction Processing (ATP)

C.
OCI NoSQL Database Cloud Service

D.
OCI MySQL Database Service

Answer:

C

Explanation:

Oracle NoSQL Database Cloud Service is a serverless, fully managed database service designed
for applications that require low-latency data retrieval, flexible data models, and elastic scaling. It
supports document (JSON), columnar, and key-value data models, providing the flexible schema
design mentioned in the question. The service is engineered to deliver predictable, single-digit
millisecond response times at scale, making it ideal for high-performance applications such as
loT, user personalization, and fraud detection. Oracle manages all aspects of infrastructure,
maintenance, and scaling, aligning perfectly with the "fully managed" requirement.

Why Incorrect Options are Wrong:

A. OCI Object Storage: This is a service for storing large amounts of unstructured data like files
and backups, not a structured or semi-structured database service with query capabilities.

B. OCI Autonomous Transaction Processing (ATP): This is a fully managed relational (SQL)
database service optimized for transaction processing workloads. It enforces a rigid schema and
is not a NoSQL database.

D. OCI MySQL Database Service: This is a fully managed service based on the MySQL relational
database. It uses a predefined schema and SQL, making it unsuitable for NoSQL use cases.
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References:

1. Oracle Cloud Infrastructure Documentation - Overview of NoSQL Database Cloud Service:
"Oracle NoSQL Database Cloud Service is a serverless, fully managed database service that is
designed for reliable, fast, and flexible data management... It supports document, columnar, and
key-value data models, providing flexible schema design. It delivers predictable single-digit
millisecond response times with high availability."

Source: Oracle Cloud Infrastructure Documentation, "Overview of NoSQL Database Cloud
Service," Section: "What is Oracle NoSQL Database Cloud Service?".

2. Oracle Cloud Infrastructure Documentation - Overview of Autonomous Database: "Oracle
Autonomous Database is a fully managed, preconfigured database environment... It is a relational
database that uses a predefined schema."

Source: Oracle Cloud Infrastructure Documentation, "Overview of Autonomous Database,"
Section: "What is Autonomous Database?".

3. Oracle Cloud Infrastructure Documentation - Overview of MySQL HeatWave: "MySQL
HeatWave is a fully managed database service... It is the only MySQL cloud service built on
MySQL Enterprise Edition..." (MySQL is an open-source relational database).

Source: Oracle Cloud Infrastructure Documentation, "Overview of MySQL HeatWave," Section:
"What is MySQL HeatWave?".

4. Oracle Cloud Infrastructure Documentation - Overview of Object Storage: "Object Storage is an
internet-scale, high-performance storage platform. tha t offers reliable and cost-efficient data
durability. The Object Storage service can store an unlimited amount of unstructured data..."
Source: Oracle Cloud Infrastructure Documentation, "Overview of Object Storage," Section: "How
Object Storage Works".
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Question: 24

A multinational corporation is deploying a global-scale application on Oracle Cloud Infrastructure
(OCI) that requires a combination of high-performance read/write operations, long-term data
retention for compliance, and temporary storage for computation-heavy operations. Given these
diverse requirements, which OCI storage services configuration should the corporation implement
to optimize performance, compliance, and cost?

A
Object Storage for all three requirements.

B.
File Storage for high-performance operations, Object Storage for long-term data retention, and
Block Storage for temporary computational data.

C.
Block Storage for high-performance operations, Archive Storage for long-term data retention, and
Object Storage for temporary computational data.

D.
File Storage for long-term data retention, Archive Storage for high-performance operations, and
Object Storage for temporary computational data.

Answer:
C

Explanation:

This configuration optimally maps each requirement to the most suitable Oracle Cloud
Infrastructure (OCI) service.

1. Block Storage is used for high-performance operations because it provides low-latency,
high-IOPS block-level storage, ideal for demanding applications and databases.

2. Archive Storage, a tier of Object Storage, is the most cost-effective solution for long-term data
retention for compliance, as it is designed for data that is accessed infrequently but must be
preserved for extended periods.

3. Object Storage (Standard tier) serves well as a durable, scalable, and cost-effective repository
for temporary data used in computation-heavy operations, such as staging large datasets for big
data analytics.

Why Incorrect Options are Wrong:

A: Object Storage is not suitable for high-performance, low-latency read/write operations required
by primary applications, making it a poor choice for all three requirements.

B: File Storage is typically used for shared access, and while performant, Block Storage offers
higher dedicated performance. Using standard Object Storage for long-term retention is less
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cost-effective than Archive Storage.
D: This option incorrectly maps the services. Archive Storage is a cold tier and is not suitable for
high-performance operations. File Storage is not designed for low-cost, long-term archival.

References:

1. Oracle Cloud Infrastructure Documentation - Overview of Block Volume: "The Oracle Cloud
Infrastructure Block Volume service lets you dynamically provision and manage block storage
volumes... For workloads that require the highest I/O performance, Oracle Cloud Infrastructure
offers an ultra high performance (UHP) option..." This supports using Block Volume for
high-performance requirements.

Source: Oracle Cloud Infrastructure Documentation, "Overview of Block Volume," Section:
"Performance”.

2. Oracle Cloud Infrastructure Documentation - Overview of Object Storage: "Archive Storage is a
storage tier for storing 'cold' data that is accessed infrequently, but must be retained and
preserved for long periods of time. The cost of storing data in Archive Storage is significantly
lower than storing data in Object Storage." This validates Archive Storage for long-term
compliance data.

Source: Oracle Cloud Infrastructure Documentation, "Overview of Object Storage," Section:
"Archive Storage".

3. Oracle Cloud Infrastructure Documentation - Overview of Object Storage: "Use Object Storage
for storing large amounts of unstructured data, such as analytic data... Object Storage is a
regional service... This makes Object Storage an ideal candidate for storing data that needs to be
shared across multiple compute instances for large-scale analytics." This confirms its role in
staging data for computation.

Source: Oracle Cloud Infrastructure Documentation, "Overview of Object Storage," Section: "Use
Cases".
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Question: 25

A software development company is implementing a DevOps pipeline in Oracle Cloud
Infrastructure (OCI) for a project that involves multiple teams, including developers, QA
engineers, and operations staff. The project requires strict access controls to ensure that team
members can only access resources and services relevant to their specific roles within the project
lifecycle. Furthermore, the company needs to automate the provisioning of resources based on
the project phase. Which feature of OCI Identity and Access Management (IAM) services is most
crucial for setting up this granular and dynamic access control system?

A.
Resource Tags

B.
User Groups

C.
Instance Principals

D.
Policies

Answer:

D

Explanation:

OCI IAM Policies are the core mechanism for defining and enforcing access control. They are
human-readable statements that specify which principals (e.g., user groups for developers, QA)
can perform what actions on which resources. For the described DevOps pipeline, policies are the
most crucial feature for creating the required granular, role-based permissions. Policies directly
implement the principle of least privilege and can incorporate conditions, such as resource tags,
to dynamically grant access based on the project phase, fulfilling the need for a strict and
automated access control system.

Why Incorrect Options are Wrong:

A. Resource Tags: Tags are metadata used to organize resources. While they are powerful when
used as conditions within policies for dynamic access, they do not grant permissions by
themselves.

B. User Groups: Groups are collections of users that simplify management. However, the actual
permissions are granted to the group via a policy, not by the group itself.

C. Instance Principals: This feature allows compute instances to act as principals for automated
service-to-service calls, which is not the primary requirement for managing human user access in
this scenario.
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References:

1. Oracle Cloud Infrastructure Documentation, "Overview of IAM," section "Policies": This section
explicitly states, "A policy is a document that specifies who can access which Oracle Cloud
Infrastructure resources that your company has, and how. .... Access is granted by policies, which
are written in a human-readable format..." This establishes policies as the fundamental
component for granting access.

2. Oracle Cloud Infrastructure Documentation, "How Policies Work," section "Policy Attachment":
This document details that policies are attached to a compartment or the tenancy, and they
control access for principals (like groups) to resources within that compartment. This highlights
the central role of policies in the access control model.

3. Oracle Cloud Infrastructure Documentation, "Tagging," section "Using Tags to Manage
Access": This source clarifies the relationship between tags and policies: "You can use tags to
control access to resources. To do so, you create a policy that gives a group access to only the
resources that have a specific tag." This confirms that tags are a conditional element within a
policy, not the primary access control feature itself.

4. Oracle Cloud Infrastructure Documentation, "Managing Groups," section "Overview of Groups":

The documentation states, "You can give all users in a group the same permissions by writing a
policy that specifies the group." This shows that groups are the target of a policy, but the policy is
the mechanism of control.
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Question: 26

In Oracle Cloud Infrastructure (OCI), which service is primarily designed to facilitate the
deployment and management of containerized applications using Kubernetes?

A
Oracle Cloud Infrastructure Block Storage

B.
Oracle Cloud Infrastructure Container Engine for Kubernetes (OKE)

C.
Oracle Cloud Infrastructure Functions

D.
Oracle Cloud Infrastructure Compute

Answer:

B

Explanation:

Oracle Cloud Infrastructure (OCI) Container Engine for Kubernetes (OKE) is the fully-managed,
scalable, and highly available service specifically designed for deploying and managing
containerized applications. It uses upstream, open-source Kubernetes, ensuring compatibility and
portability. OKE automates the creation, scaling, and management of the Kubernetes control
plane and worker nodes, integrating seamlessly with other OCI services like Load Balancing for
traffic distribution and Block Volumes for persistent storage. This allows developers to focus on
their applications rather than the underlying orchestration infrastructure.

Why Incorrect Options are Wrong:

A. Oracle Cloud Infrastructure Block Storage provides persistent block-level storage volumes for
compute instances and containers but does not manage the Kubernetes cluster itself.

C. Oracle Cloud Infrastructure Functions is a serverless, event-driven platform for running code
and is not designed for orchestrating or managing containerized applications with Kubernetes.
D. Oracle Cloud Infrastructure Compute provides the virtual machine and bare metal instances
that can serve as worker nodes, but it is not the primary management service for Kubernetes.

References:

1. Oracle Cloud Infrastructure Documentation. "Overview of Container Engine for Kubernetes."
Oracle Help Center. Accessed Current Date. "Container Engine for Kubernetes is a
fully-managed, scalable, and highly available service that you can use to deploy your
containerized applications to the cloud." (Doc ID: container-engine-for-kubernetes.html, Section:
Overview)

https://certempire.com



https://certempire.com/

53

2. Oracle Cloud Infrastructure Documentation. "Overview of the Block Volume Service." Oracle
Help Center. Accessed Current Date. "The Oracle Cloud Infrastructure Block Volume service lets
you dynamically provision and manage block storage volumes." (Doc ID: block-volume.html,
Section: Overview)

3. Oracle Cloud Infrastructure Documentation. "Overview of Functions." Oracle Help Center.
Accessed Current Date. "Oracle Functions is a fully managed, multi-tenant, highly scalable,
on-demand, Functions-as-a-Service (FaaS) platform." (Doc ID: functions.html, Section: Overview)
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Question: 27

An international news organization is planning to use Oracle Cloud Infrastructure (OCI) to host its
digital archives. The archives will be accessed by journalists, researchers, and content creators
from various global locations. Given the sensitive nature of some archived materials, the
organization needs to implement an IAM strategy that ensures only authorized personnel can
access specific archives based on their clearance level, role, and the geographic origin of the
access request. Which OCI IAM feature would best meet these multifaceted access
requirements?

A.
Policies

B.
Identity Federation

C.
Compartments

D.
Tagging

Answer:

A

Explanation:

OCI IAM Policies are the fundamental mechanism for defining and enforcing granular access
control. A policy is a document that specifies who can access which OCI resources and how. The
policy syntax allows for the creation of multifaceted rules by defining a subject (who, e.g., a group
representing a role or clearance level), a resource (what, e.g., archives in a specific
compartment), and conditions. The where clause in a policy statement is critical for this scenario,
as it can enforce rules based on the request's context, such as the source IP address (to control
by geographic origin) or tags on resources (to control by clearance level).

Why Incorrect Options are Wrong:

B. Identity Federation: This feature links an external identity provider to OCI for user
authentication. It manages who the users are, not the specific permissions they have within OCI.
C. Compartments: Compartments are used to organize and isolate cloud resources. While
policies are applied to compartments, the compartment itself is a container, not the
rule-enforcement mechanism.

D. Tagging: Tagging applies metadata to resources. While tags can be used as conditions within a
policy for fine-grained control, tagging itself does not enforce any access rules.
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References:

1. Oracle Cloud Infrastructure Documentation, "How Policies Work": This document details the
structure of IAM policies: Allow to in where . It explicitly states that policies are the way to grant
permissions and that the conditions block allows for more granular control. (See section: "Policy
Syntax").

2. Oracle Cloud Infrastructure Documentation, "Policy Reference": This reference lists the
variables that can be used in the where clause of a policy. The variable
request.networkSource.publicSourcelp can be used to restrict access based on the originating IP
address, directly addressing the "geographic origin" requirement. (See section: "Variables for
General Use").

3. Oracle Cloud Infrastructure Documentation, "Overview of Identity and Access Management":
This overview clarifies the roles of different IAM components. It describes policies as the core
component that "ties all the other components together" to specify the type of access a group of
users has to specific resources. (See section: "Core Components").
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Question: 28

In Oracle Cloud Infrastructure (OCI), which service or feature enables the segmentation of a
Virtual Cloud Network (VCN) into smaller, manageable sections, each capable of hosting
resources with differing security and connectivity requirements?

A
Security Lists

B.
Internet Gateway

C.
Subnets

D.
Route Tables

Answer:

C

Explanation:

In Oracle Cloud Infrastructure (OCI), a Virtual Cloud Network (VCN) is divided into one or more
subnets. Subnets are the primary mechanism for segmenting the VCN's IP address space into
smaller, manageable sections. Each subnet is a contiguous range of IP addresses that do not
overlap with other subnets in the VCN. This segmentation allows for the isolation of resources,
enabling the application of distinct security rules (via Security Lists) and routing policies (via

Route Tables) to each segment, thereby accommodating different security and connectivity
needs.

Why Incorrect Options are Wrong:

A. Security Lists: These are virtual firewall rules applied to subnets to control traffic, not the
network segments themselves.

B. Internet Gateway: This component provides a path for network traffic between a VCN and the
public internet; it does not segment the VCN.

D. Route Tables: These contain rules that direct traffic from subnets to external destinations; they
are associated with subnets but are not the segments.

References:

1. Oracle Cloud Infrastructure Documentation, "VCNs and Subnets": "A VCN covers a single,
contiguous IPv4 CIDR block of your choice. You divide the VCN's address range into one or more
subnets. A subnet is a subdivision of a VCN... Each subnet has a contiguous range of IP
addresses... You can use subnets to isolate resources from each other for security and traffic
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management." (Document ID: VCNs and Subnets, Section: "Subnets")

2. Oracle Cloud Infrastructure Documentation, "Security Lists": "A security list acts as a virtual
firewall for your compute instances... A security list consists of a set of ingress and egress
security rules that apply to all the VNICs in any subnet that the security list is associated with."
(Document ID: Security Lists, Section: "Overview of Security Lists")

3. Oracle Cloud Infrastructure Documentation, "Routing Tables": "Each subnet uses a single route
table... The route table has rules that determine where network traffic is directed." (Document ID:
VCN Route Tables, Section: "Route Tables")
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Question: 29

Which of the following best describes the Oracle Cloud Infrastructure (OCI) Pricing Model?

A.
Free Tier Only

B.
Subscription-Based Pricing Model

C.
Pay-As-You-Go (PAYG) Pricing Model

D.
Fixed Pricing Model

Answer:

C

Explanation:

The fundamental pricing model for Oracle Cloud Infrastructure (OCl) is Pay-As-You-Go (PAYG).
This model allows customers to pay only for the resources they consume without any upfront
commitment or minimum service period. It provides maximum flexibility, enabling users to scale
services up or down based on real-time demand and pay in arrears for their actual usage. While
other purchasing options like subscriptions (Universal Credits) and a Free Tier exist, PAYG is the
core, underlying model that best describes how OCI services are priced and billed based on
consumption.

Why Incorrect Options are Wrong:

A. The Free Tier is a specific, limited offering for new customers and select services, not the
overall pricing model for the entire platform.

B. While subscriptions are available (Universal Credits), they are a payment option for PAYG
consumption, not the fundamental pricing model itself.

D. OCI pricing is variable and based on resource usage, which is the opposite of a fixed pricing
model where costs are static.

References:

1. Oracle Cloud Infrastructure Documentation, "Pricing Models": "Oracle Cloud Infrastructure
offers Pay As You Go (PAYG) and Oracle Universal Credits pricing models. With Pay As You Go
(PAYG) pricing, you are billed for services you use in arrears. You are billed only for the resources
you use."

Source: Oracle Cloud Infrastructure Documentation, Billing and Cost Management, "Pricing
Models".
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2. Oracle Cloud Price List: The official pricing page prominently features "Pay As You Go" as a
primary option. It states, "Pay only for what you use, with no upfront commitment. Stop any
service at any time."

Source: Oracle.com, "Oracle Cloud Price List".

3. Oracle Cloud Infrastructure Service Level Agreement: The agreement details how service
credits are calculated based on monthly usage fees, which inherently supports a
consumption-based (PAYG) model rather than a fixed one.

Source: Oracle.com, "Oracle Cloud Infrastructure Service Level Agreement", Section 4: Service
Credits.
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Question: 30

Which two of the following features accurately describe key functionalities of Oracle Cloud
Infrastructure (OCI) Networking services?

A.
FastConnect

B.
Block Volume

C.
Autonomous Database

D.
Virtual Cloud Network (VCN)

E.
Object Storage Gateway

Answer:

A D

Explanation:

Virtual Cloud Network (VCN) is the fundamental networking construct in Oracle Cloud
Infrastructure (OCI). It is a customizable, software-defined network that provides complete control
over the cloud networking environment, including subnets, route tables, and gateways.
FastConnect is a dedicated networking service that provides a private, high-bandwidth connection
between a customer's on-premises environment and their VCN, offering a more reliable and
consistent networking experience compared to internet-based connections. Both are core
services within the OCI Networking portfolio.

Why Incorrect Options are Wrong:

B. Block Volume is a high-performance, network-attached block storage service, categorized
under OCI Storage services, not Networking.

C. Autonomous Database is a fully managed database service. It resides within the Oracle
Database service category.

E. Object Storage Gateway is a storage appliance that connects on-premises applications with
OCI Object Storage, classified as a Storage service.
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References:

1. Oracle Cloud Infrastructure Documentation, Overview of Networking: This document introduces
the core networking services. It explicitly lists "Virtual Cloud Network (VCN) and Subnets" as the
foundational component and "FastConnect" for private on-premises connections.

Source: Oracle Cloud Infrastructure Documentation, "Overview of Networking", Section:
"Networking Components".

2. Oracle Cloud Infrastructure Documentation, VCNs and Subnets: "A VCN is a virtual, private
network that you set up in Oracle data centers. It is a software-defined version of a traditional
network-including subnets, route tables, and gateways-on which your instances run."

Source: Oracle Cloud Infrastructure Documentation, "VCNs and Subnets", Section: "Overview of
VCNSs and Subnets".

3. Oracle Cloud Infrastructure Documentation, FastConnect: "Oracle Cloud Infrastructure
FastConnect provides an easy way to create a dedicated, private connection between your data
center and Oracle Cloud Infrastructure. FastConnect provides higher-bandwidth options, and a
more reliable and consistent networking experience when compared to internet-based
connections."

Source: Oracle Cloud Infrastructure Documentation, "FastConnect", Section: "Overview of
FastConnect".

4. Oracle Cloud Infrastructure Documentation, Overview of Block Volume: This document
categorizes Block Volume as a storage service. " T-h e . O racle Cloud Infrastructure Block Volume
service lets you dynamically provision and manage block storage volumes."

Source: Oracle Cloud Infrastructure Documentation, "Overview of Block Volume", Section: "How
Block Volume Works".
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