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Question: 1 

A company wants to implement data loss prevention by restricting user access to social media 

platforms and personal cloud storage on workstations. Which of the following types of filtering 

should the company deploy to achieve these goals? 

A. Port

B. DNS

C. MAC

D. Content

Answer: 

D 

Explanation: 

Content filtering is a security control that restricts access to specific websites or types of web 

content based on predefined policies. To implement data loss prevention (DLP) by blocking social 

media and personal cloud storage, a content filter is the most appropriate tool. It operates at the 

application layer to inspect web traffic, identify requested URLs or content categories (e.g., "social 

media," "file sharing"), and block them if they violate the company's security policy. This directly 
CertEmpire 

prevents users from accessing these platforms and potentially exfiltrating sensitive data. 

Why Incorrect Options are Wrong: 

A. Port: Port filtering blocks traffic based on TCP/UDP port numbers. Since social media and

cloud storage use standard web ports (80, 443), blocking them would disable all web access, not 

just the targeted platforms. 

B. DNS: DNS filtering blocks access by preventing the resolution of domain names for prohibited

sites. While effective for category blocking, it is generally less granular and can be bypassed 

more easily than a dedicated content filter that inspects actual traffic. 

C. MAC: MAC filtering controls which devices are allowed to connect to a network based on their

physical hardware address. It does not inspect or control the user's activity or the destinations 

they can reach on the internet. 

References: 

1. Kurose, J. F., & Ross, K. W. (2021). Computer Networking: A Top-Down Approach (8th ed.).

Pearson. In Chapter 8, Section 8.6.3, the text describes application gateways (proxies) which 

"can look into the application data and filter based on content." This is the principle behind content 

filtering used to block specific sites or types of content. 

2. NIST Special Publication 800-41 Rev. 1, Guidelines on Firewalls and Firewall Policy. Section

3.3.3, "Application-proxy gateway," describes how these systems can "filter traffic based on the 
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specific content of the data, such as filtering e-mail for spam or viruses, or filtering Web traffic for 

inappropriate content." This directly supports the use of content-aware filtering for policy 

enforcement. 

3. University of California, Berkeley, Information Security Office. (n.d.). Data Loss Prevention 

(DLP) FAQ. The documentation explains that DLP solutions work by "content inspection and 

contextual analysis of data" to identify and block sensitive information from leaving the network. 

This aligns with the function of a content filter in a DLP strategy. The FAQ states DLP tools "can 

be configured to block access to personal email, cloud storage, and social media sites." 
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Question: 2 

A company recently rearranged some users' workspaces and moved several users to previously 

used 

workspaces. The network administrator receives a report that all of the users who were moved 

are 

having connectivity issues. Which of the following is the MOST likely reason? 

 
A. Ports are error-disabled. 

B. Ports have an incorrect native VLAN. 

C. Ports are having an MDIX issue. 

D. Ports are trunk ports. 

 

Answer: 

B 

 

Explanation: 

When multiple users are moved to previously used workspaces and all experience connectivity 

issues, it strongly suggests a common switch port configuration problem. The most likely scenario 

is a VLAN mismatch. If the ports were previously configured for a different purpose (e.g., for IP 
CertEmpire 

phones, servers, or another department), they would be assigned to a specific VLAN. If these 

ports were left configured as 802.1Q trunks, any untagged traffic from the new users' PCs would 

be placed on the port's native VLAN. If this native VLAN is not the correct data VLAN for the 

users, they will fail to get the correct IP address via DHCP and will be unable to access their 

required network resources. 

Why Incorrect Options are Wrong: 

A. Ports are error-disabled. 

An error-disabled state is a port shutdown due to a specific violation (e.g., port security). It is less 

likely that all moved users would trigger this condition simultaneously. 

C. Ports are having an MDIX issue. 

Auto MDI-X is a standard feature on modern network interfaces that automatically corrects for 

incorrect cable types (straight-through vs. crossover), making this issue highly improbable. 

D. Ports are trunk ports. 

While the ports being trunks is the underlying misconfiguration, the direct cause of the 

connectivity failure is that the user traffic is placed on the incorrect native VLAN. This answer is 

less precise than B. 

--- 
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References: 

1. Odom, W. (2019). CCNA 200-301 Official Cert Guide, Volume 1. Cisco Press. 

Chapter 13, "VLANs and VLAN Trunks," explains the concept of the native VLAN. It states, "When 

a trunk port receives a frame that does not have an 802.1Q header (called an untagged frame), 

the switch assumes that the frame is part of the native VLAN." (p. 314). This supports the 

reasoning that if a user's PC (which sends untagged frames) is connected to a trunk port, its 

traffic will be forwarded to the native VLAN, causing a connectivity issue if that VLAN is incorrect 

for the user. 

2. Kurose, J. F., & Ross, K. W. (2021). Computer Networking: A Top-Down Approach (8th ed.). 

Pearson. 

Section 6.4, "Link-Layer Switches," discusses VLANs. The text explains that switch ports are 

configured to be in specific VLANs. If a host is moved to a port configured for a different VLAN, it 

will be logically isolated from its intended network segment. "The key idea is that a VLAN is a 

subnet, and hosts in a VLAN can only communicate with hosts in the same VLAN without 

intervening routers." (p. 561). This principle underlies the problem described in the question. 

3. IEEE Std 802.1Q-2018, IEEE Standard for Local and Metropolitan Area Networks-Bridges and 

Bridged Networks. 

Clause 6.7, "VLAN-aware Bridges," defines the behavior of VLANs and trunking. It specifies how 

untagged frames are handled, associating them with the Port VLAN Identifier (PVID), which is the 

functional equivalent of the native VLAN in th is Cceor tnE mtepxi r et .  This standard confirms that a device 

sending untagged frames on a trunk link will have its traffic associated with a pre-configured 

VLAN on that port. 
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Question: 3 

As part of an attack, a threat actor purposefully overflows the content-addressable memory 

(CAM) 

table on a switch. Which of the following types of attacks is this scenario an example of? 

 
A. ARP spoofing 

B. Evil twin 

C. MAC flooding 

D. DNS poisoning 

 

Answer: 

C 

 

Explanation: 

A MAC flooding attack specifically targets the Content-Addressable Memory (CAM) table of a 

network switch. The attacker sends a massive number of Ethernet frames with different, spoofed 

source MAC addresses to the switch. The switch attempts to learn each new source MAC 

address and store it in its CAM table. This action eventually exhausts the table's memory, causing 

it to overflow. Once the CAM table is full, the switch can no longer learn new addresses and 
CertEmpire 

enters a "fail-open" mode, where it broadcasts all incoming frames to all ports within the VLAN, 

effectively operating like a hub. This allows the attacker to capture traffic not originally intended 

for them. 

Why Incorrect Options are Wrong: 

A. ARP spoofing: This attack targets the ARP caches of host devices on a network, not the 

switch's CAM table, by sending forged ARP messages to associate an attacker's MAC with a 

victim's IP. 

B. Evil twin: This is a wireless network attack where a rogue access point mimics a legitimate one 

to trick users into connecting, which is unrelated to overflowing a wired switch's CAM table. 

D. DNS poisoning: This attack corrupts a DNS server's cache to redirect users to malicious 

websites. It operates at the application layer and does not involve Layer 2 switch functions like 

the CAM table. 

References: 

1. Cisco Systems, Inc., "Catalyst 9300 Series Switches Security Configuration Guide, Cisco IOS 

XE Gibraltar 16.12.x". In the "Configuring Port Security" chapter, section "Understanding Port 

Security," it states: "A security attack can occur when an intruder...sends a large number of 

frames with different source MAC addresses to the switch. This attack uses all the available 

space in the CAM table and prevents the switch from learning new addresses. As a result, the 
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switch floods all incoming frames to all interfaces in the same VLAN..." 

2. Kurose, J. F., & Ross, K. W. (2021). Computer Networking: A Top-Down Approach (8th ed.). 

Pearson. In Chapter 6, "The Link Layer and LANs," section 6.4.3 "Link-Layer Switches," the text 

describes switch operation and vulnerabilities, explaining that an adversary can "send a deluge of 

packets with different source MAC addresses, thereby filling the switch table with bogus entries" 

to force the switch to broadcast frames. 

3. University of Waterloo, David R. Cheriton School of Computer Science., "CS 456: Computer 

Networks, Lecture 18: Network Security". The lecture notes on "Layer 2 and 3 security" describe 

MAC flooding: "Attacker sends a flood of packets to the switch, each with a different, random 

source MAC address... The switch's MAC table fills up... Switch starts acting like a hub: it floods 

all packets." 

4. Al-Duwairi, B., & Al-Hammouri, A. (2008). A Survey on Layer Two Attacks and Their Mitigation 

in Switched Ethernet Networks. 2008 3rd International Conference on Information and 

Communication Technologies: From Theory to Applications. DOI: 10.1109/ICTTA.2008.4530191. 

Section II-A, "CAM Table Overflow Attack," describes the attack as sending a large number of 

frames with forged source MAC addresses to fill the CAM table, forcing the switch into 

broadcasting mode. 
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Question: 4 

A network engineer is completing a wireless installation in a new building. A requirement is that 

all 

clients be able to automatically connect to the fastest supported network. Which of the following 

best supports this requirement? 

A. Enabling band steering 

B. Disabling the 5GHz SSID 

C. Adding a captive portal 

D. Configuring MAC filtering 

 

Answer: 

A 

 

Explanation: 

Band steering is a feature on dual-band or tri-band access points that encourages capable client 

devices to connect to the faster and less congested 5GHz or 6GHz frequency bands instead of 

the 2.4GHz band. The 5GHz/6GHz bands offer wider channels and are less susceptible to 

interference, resulting in higher throughput. The access point actively "steers" clients by making 
CertEmpire 

the 5GHz/6GHz connection more attractive or by temporarily ignoring 2.4GHz association 

requests from dual-band clients. This automated process ensures clients connect to the fastest 

available network, directly fulfilling the stated requirement. 

Why Incorrect Options are Wrong: 

B. Disabling the 5GHz SSID: This action would prevent any device from connecting to the faster 

5GHz network, forcing all clients onto the slower 2.4GHz band, directly contradicting the 

requirement. 

C. Adding a captive portal: A captive portal is a web-based authentication method used for access 

control. It does not influence the frequency band a client uses for its connection. 

D. Configuring MAC filtering: MAC filtering is a Layer 2 security mechanism that allows or denies 

network access based on a device's hardware address. It has no role in performance optimization 

or band selection. 

References: 

1. Cisco Systems, Inc., "Band Steering on Catalyst 9800 Series Wireless LAN Controllers," Cisco 

Catalyst 9800 Series Wireless Controller Software Configuration Guide, Cisco IOS XE Cupertino 

17.9.x. Section: "Information About Band Steering." This document states, "Band steering is a 

feature that encourages dual-band capable clients to connect to the 5-GHz band instead of the 

2.4-GHz band. The 5-GHz band offers a better end-user experience because it is less prone to 
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interference and has more channels available." 

2. Aruba, a Hewlett Packard Enterprise company, "Configuring Radio Parameters," Aruba Instant 

8.11.0.x User Guide. Section: "Band Steering." The documentation explains, "Band Steering 

steers dual-band capable clients to the 5 GHz band on dual-band APs. This feature reduces 

co-channel interference and high channel utilization on the 2.4 GHz band." 

3. Karakus, M., & Durresi, A. (2016). "Experimental Evaluation of Band Steering in IEEE 802.11ac 

Networks." 2016 IEEE Wireless Communications and Networking Conference. This 

peer-reviewed publication analyzes the mechanism, stating, "Band steering (BS) is a promising 

technique to balance the load between 2.4 GHz and 5 GHz bands by steering the dual-band 

stations to the 5 GHz band." (DOI: https://doi.org/10.1109/WCNC.2016.7564799, Section I. 

Introduction, Paragraph 2). 
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Question: 5 

Which of the following does a full-tunnel VPN provide? 

 
A. Lower bandwidth requirements 

B. The ability to reset local computer passwords 

C. Corporate Inspection of all networktraffic 

D. Access to blocked sites 

 

Answer: 

C 

 

Explanation: 

A full-tunnel VPN is a configuration where all network traffic from the client device is routed 

through the encrypted VPN tunnel to the corporate network. This includes traffic destined for the 

internet as well as for internal corporate resources. By forcing all data through the corporate 

gateway, the organization's security appliances (e.g., firewalls, Intrusion Prevention Systems, 

content filters) can inspect, log, and apply security policies to 100% of the user's traffic. This 

centralized inspection and control is a primary security feature and a defining characteristic of a 

full-tunnel VPN. 

 
Why Incorrect Options are Wrong: 

CertEmpire 

A. A full-tunnel VPN typically increases bandwidth requirements on the corporate internet 

connection, as it must process all user traffic, not just internal traffic. 

B. VPNs are a network layer technology for secure remote access; they do not provide 

functionality for managing local operating system user accounts or passwords. 

D. Access to sites depends on the corporate network's filtering policies. A full-tunnel VPN may 

actually block more sites than the user's local network allows. 

--- 

 

References: 

1. Academic Publication: Georgiev, M., & Iyengar, S. (2016). A Study of Enterprise VPN Security 

and Usability. In Proceedings of the 9th USENIX Workshop on Cyber Security Experimentation 

and Test (CSET '16). USENIX Association. Section 2, "Background," states: "In a full-tunnel 

configuration, all of the client's network traffic is routed through the VPN gateway... This allows the 

enterprise to enforce security policies on all of the client's traffic." 

2. Vendor Documentation: Cisco. (2023). Cisco Secure Client (including AnyConnect) 

Administrator Guide, Release 5.1. "VPN Split Tunneling," Section. The documentation explains 

that when split tunneling is disabled (i.e., a full tunnel is used), "all traffic from the user's computer 

is sent through the VPN tunnel," which subjects it to the policies enforced by the headend security 
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gateway. 

3. University Courseware/Documentation: University of California, Berkeley, Information Security 

Office. (n.d.). VPN Explained. Retrieved from https://security.berkeley.edu/education-awareness/s 

elf-service-resources/securing-your-devices-and-data/vpn-explained. The document clarifies: "In a 

full-tunnel, all of your traffic is sent to the VPN server. The server then forwards the traffic to the 

public internet on your behalf. This is the most secure configuration because it prevents any of 

your traffic from 'leaking' out of the VPN tunnel," thereby enabling complete oversight. 
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Question: 6 

A virtual machine has the following configuration: 

•IPv4 address: 169.254.10.10 

•Subnet mask: 255.255.0.0 

The virtual machine can reach colocated systems but cannot reach external addresses on the 

Internet. Which of the following Is most likely the root cause? 

A. Thesubnet mask is incorrect. 

B. TheDHCP server is offline. 

C. TheIP address is an RFC1918 private address. 

D. TheDNS server is unreachable. 

 

Answer: 

B 

 

Explanation: 

The IP address 169.254.10.10 falls within the 169.254.0.0/16 range, which is reserved for 

Automatic Private IP Addressing (APIPA), also known as link-local addressing. An operating 

system will self-assign an APIPA address when it is configured to obtain an IP address via DHCP 
CertEmpire 

but fails to receive a response from a DHCP server. This allows the device to communicate with 

other APIPA-configured devices on the same local network segment (colocated systems). 

However, since no DHCP server provided a default gateway or DNS server information, the 

device cannot route traffic to external networks like the internet. Therefore, an offline or 

unreachable DHCP server is the most likely root cause. 

Why Incorrect Options are Wrong: 

A. The subnet mask 255.255.0.0 is the correct default mask for the 169.254.0.0/16 APIPA 

address block, so it is not the source of the connectivity issue. 

C. The 169.254.0.0/16 range is defined by RFC 3927 for link-local addressing, not by RFC 1918, 

which specifies different private address ranges (e.g., 10.0.0.0/8). 

D. While an unreachable DNS server would cause issues with name resolution, it would not 

prevent the virtual machine from obtaining a valid IP address or from reaching internet IP 

addresses directly. 

References: 

1. Internet Engineering Task Force (IETF). (May 2005). RFC 3927: Dynamic Configuration of IPv4 

Link-Local Addresses. Section 1.6, "Applicability," states: "In the absence of a stateful address 

configuration protocol such as DHCP... a host may automatically configure an interface with an 

IPv4 address... This is especially useful in the absence of a DHCP server." 
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2. Microsoft Corporation. (January 2021). TCP/IP addressing and subnetting. Microsoft Learn. In 

the "Automatic Private IP Addressing (APIPA)" section, it is documented that "If the DHCP server 

is down... the Windows client can automatically assign itself an IP address... from a range known 

as Automatic Private IP Addressing (APIPA)." 

3. Stallings, W. (2016). Foundations of Modern Networking: SDN, NFV, and Cloud Computing. 

Pearson Education, Inc. Chapter 18.2, "Dynamic Host Configuration Protocol (DHCP)," describes 

the process where a client broadcasts a DHCPDISCOVER message and, if no DHCPOFFER is 

received, it may resort to self-assigning a link-local address. 
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Question: 7 

Which of the following provides an opportunity for an on-path attack? 

 
A. Phishing 

B. Dumpster diving 

C. Evil twin 

D. Tailgating 

 

Answer: 

C 

 

Explanation: 

An on-path attack, also known as a Man-in-the-Middle (MitM) attack, involves an attacker 

positioning themselves between two communicating parties to intercept, monitor, or alter traffic. 

An evil twin attack is a classic method to achieve this in a wireless environment. The attacker sets 

up a fraudulent Wi-Fi access point (the "evil twin") that mimics a legitimate one. When a user's 

device connects to this malicious access point, all of their network traffic is routed through the 

attacker's system, placing the attacker directly "on the path" of the communication and enabling 

the interception and manipulation of data. 

 
Why Incorrect Options are Wrong: 

CertEmpire 

A. Phishing: This is a social engineering attack used to deceive users into revealing sensitive 

information; it does not involve intercepting live network traffic. 

B. Dumpster diving: This is a physical reconnaissance technique for finding sensitive information 

in discarded materials, unrelated to active network interception. 

D. Tailgating: This is a physical security breach where an unauthorized individual follows an 

authorized person into a secure area; it is not a network-based attack. 

References: 

1. National Institute of Standards and Technology (NIST). (2008). Guide to Securing Legacy IEEE 

802.11 Wireless Networks (Special Publication 800-48 Rev. 1). Section 3.4.2, "Malicious APs (Evil 

Twins)," p. 3-10. The document states, "An attacker can set up an AP... to lure users into 

connecting to the attacker's AP. This allows the attacker to act as a man-in-the-middle..." 

2. Bellardo, J., & Savage, S. (2003). 802.11 Denial-of-Service Attacks: Real Vulnerabilities and 

Practical Solutions. Proceedings of the 12th USENIX Security Symposium. Section 3.2, "Evil Twin 

APs." The paper describes how an evil twin AP allows an attacker to "position himself as a 

man-in-the-middle between the client and the real access point." 

3. Stanford University. (2021). CS 155: Computer and Network Security, Lecture 12: Web Security 

Model. Slide 57, "Wireless Evil Twin." The course material explicitly defines the evil twin scenario 
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as enabling a man-in-the-middle attack: "Attacker can now mount a man-in-the-middle attack." 

4. Lashkari, A. H., et al. (2009). A Taxonomy of Man-in-the-Middle Attacks. 2009 International 

Conference on Information and Communication Engineering. DOI: 10.1109/ICICE.2009.5267599. 

Section III.B discusses how a rogue access point (evil twin) is a primary technique for initiating a 

MitM attack in wireless networks. 
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Question: 8 

A network engineer needs to order cabling to connect two buildings within the same city. Which of 

the following media types should the network engineer use? 

A. Coaxial 

B. Twinaxial 

C. Single-mode fiber 

D. Cat 5 

 

Answer: 

C 

 

Explanation: 

Connecting two buildings within a city requires a cabling medium that supports long distances and 

is resilient to electromagnetic interference (EMI). Single-mode fiber (SMF) optic cable is 

specifically designed for long-haul data transmission, capable of spanning many kilometers with 

high bandwidth and minimal signal attenuation. Its dielectric (glass or plastic) nature makes it 

completely immune to EMI, which is a significant concern for cabling runs between buildings. 

These characteristics make SMF the industry-standard and most appropriate choice for campus 
CertEmpire 

or metropolitan area network backbones. 

 

Why Incorrect Options are Wrong: 

A. Coaxial: This is an older copper-based medium with lower bandwidth and shorter distance 

capabilities than modern fiber; it is also susceptible to EMI. 

B. Twinaxial: This copper cable is used for very short, high-speed connections, typically under 10 

meters, within a data center rack (e.g., Direct Attach Cables). 

D. Cat 5: This is a twisted-pair copper cable with a maximum specified length of 100 meters, 

which is insufficient for connecting separate buildings in most scenarios. 

--- 

 

References: 

1. IEEE Std 802.3TM-2018 (IEEE Standard for Ethernet): Section 3, Clause 38, Table 38-2 - 

"Operating range for 1000BASE-X over fiber optic cabling." This table specifies that 

1000BASE-LX, when used with single-mode fiber (SMF), supports an operating range of up to 5 

km. This distance is suitable for connecting buildings within a city. 

2. Cisco, "Enterprise Campus 3.0 Architecture: High Availability," Design Guide (2005): In the 

section "Campus Infrastructure," subsection "Cabling," it is stated, "Single-mode fiber is used for 

long-distance connections, such as between buildings on a campus or between campuses." This 

directly supports the use of SMF for inter-building connectivity. 
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3. Grote, W., & Antonakopoulos, T. (2009). Communication Systems in Modern 

Telecommunications. Artech House. In Chapter 2, "Transmission Media," Section 2.3.2, 

"Single-Mode Fibers," the text explains: "Because of the lower signal attenuation, single-mode 

fibers are used for long-distance transmission systems (long-haul systems) with repeater 

spacings of more than 50 km." This academic source confirms the long-distance capability of 

SMF. 
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Question: 9 

SIMULATION You have been tasked with setting up a wireless network in an office. The network 

will consist of 3 Access Points and a single switch. The network must meet the following 

parameters: The SSIDs need to be configured as CorpNet with a key of S3cr3t! The wireless 

signals should not interfere with each other The subnet the Access Points and switch are on 

should only support 30 devices maximum The Access Points should be configured to only 

support TKIP clients at a maximum speed INSTRUCTONS Click on the wireless devices and 

review their information and adjust the settings of the access points to meet the given 

requirements. If at any time you would like to bring back the initial state of the simulation, please 

click the Reset All button. 
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Answer: 

Common AP Settings: 

 
• SSID: CorpNet 

 
• Security Settings: WPA 

 
• Key or Passphrase: S3cr3t! 

 
• Wireless Mode: G 

 
• Subnet Mask: /27 

Unique AP Settings: 

• AP1: IP Address = 192.168.1.2, Channel = 1 

 
• AP2: IP Address = 192.168.1.3, Channel = 6 

 

• AP3: IP Address = 192.168.1.4, Channel = 11CertEmpire 

 
Explanation: 

The solution configures the three access points (APs) to meet all specified requirements: 

 
• Subnet: A CIDR notation of /27 is used for the IP addresses (e.g., 192.168.1.2/27). This creates 

a subnet with a mask of 255.255.255.224, which provides exactly 30 usable host IP addresses 

(252=30), satisfying the maximum device requirement. 

 
• Interference: The APs are set to channels 1, 6, and 11. In the 2.4 GHz spectrum, these are the 

standard three non-overlapping channels, which prevents co-channel interference and ensures 

stable performance. 

 
• Security & Speed: The security is set to WPA using the passphrase S3cr3t!. This is because the 

requirement is to support only TKIP, which is the encryption protocol native to WPA. The wireless 

mode is set to G (802.11g) to provide the maximum possible speed (54 Mbps) for a TKIP-based 

configuration. 
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References: 

Kurose, J. F., & Ross, K. W. (2021). Computer Networking: A Top-Down Approach (8th ed.). 

Pearson. 

Chapter 4, Section 4.3: Explains IP addressing and subnetting. The formula for calculating usable 

hosts in a subnet, 2 

h 

2 (where h is the number of host bits), is detailed. For a /27 prefix, there are 3227=5 host bits, 

yielding 2 

5 

2=30 hosts. 

IEEE Std 802.11TM-2020. (2020). IEEE Standard for Information 

Technology--Telecommunications and Information Exchange between Systems Local and 

Metropolitan Area Networks--Specific Requirements Part 11: Wireless LAN Medium Access 

Control (MAC) and Physical Layer (PHY) Specifications. 

Annex E, Section E.1: Provides information on channelization. For the 2.4 GHz band, it shows the 

center frequencies for channels 1 through 14. A channel separation of five channels (e.g., 1, 6, 

and 11) is required to prevent significant spectral overlap, thus minimizing interference. 

IEEE Std 802.11iTM-2004. (2004). IEEE Standard for Information technology- 

Telecommunications and information exchange between systems- Local and metropolitan area 

networks- Specific requirements- Part 11: WirelCeesr tsE mMp ier edium Access Control (MAC) and Physical 

Layer (PHY) specifications Amendment 6: Medium Access Control (MAC) Security 

Enhancements. 

Section 8.3.2: Defines the Temporal Key Integrity Protocol (TKIP) as a cipher suite for a 

Transitional Security Network (TSN). This standard established TKIP as the encryption method for 

WPA, designed to improve upon WEP for legacy hardware. 
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Question: 10 

Which of the following should be used to obtain remote access to a network appliance that has 

failed 

to start up properly? 

 
A. Crash cart 

B. Jump box 

C. Secure Shell (SSH) 

D. Out-of-band management 

 

Answer: 

D 

 

Explanation: 

Out-of-band (OOB) management provides a dedicated, alternative channel for accessing and 

managing a network appliance. This channel is separate from the primary data network (in-band). 

When an appliance fails to start up properly, its main network interface and operating system 

services, such as SSH, are typically unavailable. OOB management, often through a serial 

console or a dedicated management port connected to a separate network, allows an 
CertEmpire 

administrator to remotely access the device's pre-boot environment or console for diagnostics, 

configuration, and recovery, even if the device is powered off or has a corrupted OS. 

 

Why Incorrect Options are Wrong: 

A. Crash cart: A crash cart provides direct, physical KVM (Keyboard, Video, Mouse) access to a 

device. It is a local solution, not a method for remote access. 

B. Jump box: A jump box is a hardened intermediary server used for in-band management. It 

requires the target appliance to be fully operational and accessible on the production network. 

C. Secure Shell (SSH): SSH is an in-band management protocol that requires the target 

appliance's operating system and network services to be running correctly, which is not the case 

in a startup failure. 

References: 

1. Cisco Systems, Inc. (2023). Cisco Nexus 9000 Series NX-OS System Management 

Configuration Guide, Release 10.3(x). "About the Management Network." This guide states, 

"Out-of-band management uses a dedicated management network that is separate from the data 

network... You can use the out-of-band management network to manage the switch if the data 

network is down." This directly supports using OOBM when the primary functions fail. 

2. University of Pennsylvania, School of Engineering and Applied Science. (n.d.). Best Practices 

for Securing Network Equipment. Section: "Separate Management and User Traffic." The 
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document advises, "Management of network equipment should be performed over a network that 

is separate from the one that carries user traffic. This is known as out-of-band (OOB) 

management... OOB management provides a way to reach the device even if the production 

network is down." 

3. Zheng, L., & Wu, J. (2012). Design of out-of-band management system for network equipment. 

2012 IEEE Third International Conference on Smart Grids, Power and Control Engineering 

(ICGCE), pp. 601-604. DOI: 10.1109/ICGCE.2012.136. The paper's abstract states, "Out-of-band 

management can provide a reliable access to the managed devices even when they are in fault, 

powered-off or their operating systems are not available." This academic source confirms 

OOBM's role in accessing failed devices. 
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Question: 11 

A network administrator needs to set up a multicast network for audio and video broadcasting. 

Which of the following networks would be the most appropriate for this application? 

A. 172.16.0.0/24 

B. 192.168.0.0/24 

C. 224.0.0.0/24 

D. 240.0.0.0/24 

 

Answer: 

C 

 

Explanation: 

The Internet Assigned Numbers Authority (IANA) has specifically reserved the Class D address 

range, from 224.0.0.0 to 239.255.255.255, for IP multicast traffic. Multicast is a network 

communication method where a single data stream is sent from one source to a group of 

recipients simultaneously, making it highly efficient for applications like audio and video 

broadcasting. The network 224.0.0.0/24 falls within the "Local Network Control Block" 

(224.0.0.0/24) of this Class D range, which is used for network protocol traffic on a local segment. 
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This makes it the only appropriate choice for setting up a multicast network. 

 

Why Incorrect Options are Wrong: 

A. 172.16.0.0/24: This is a private Class B unicast address range (defined in RFC 1918) used for 

internal networks, not for multicast group communication. 

B. 192.168.0.0/24: This is a private Class C unicast address range (defined in RFC 1918) 

designated for private networks and is not used for multicast. 

D. 240.0.0.0/24: This address falls within the Class E range (240.0.0.0/4), which is reserved by 

IANA for experimental or future use and is not allocated for public or private traffic. 

--- 

 

References: 

1. Internet Assigned Numbers Authority (IANA). (2024). IPv4 Address Space Registry. IANA. 

Retrieved from https://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xhtml. 

Reference Detail: The registry table explicitly lists the 224.0.0.0/4 block (224.0.0.0 - 

239.255.255.255) as "Multicast" and the 240.0.0.0/4 block as "Reserved for Future Use". 

2. Cotton, M., Vegoda, L., & Haberman, B. (2010). IANA Guidelines for IPv4 Multicast Address 

Assignments. Request for Comments: 5771, Internet Engineering Task Force (IETF). DOI: 

10.17487/RFC5771. 

Reference Detail: Section 3, "Address Space," states, "The IANA has reserved the IPv4 address 
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range 224.0.0.0 through 239.255.255.255 (the former Class D address space) for IP Multicast." 

3. Rekhter, Y., Moskowitz, B., Karrenberg, D., de Groot, G. J., & Lear, E. (1996). Address 

Allocation for Private Internets. Request for Comments: 1918, Internet Engineering Task Force 

(IETF). DOI: 10.17487/RFC1918. 

Reference Detail: Section 3, "Private Address Space," defines the private IP address ranges, 

including 172.16.0.0 - 172.31.255.255 and 192.168.0.0 - 192.168.255.255. 

4. Dordal, P. L. (2019). An Introduction to Computer Networks (2nd ed.). Loyola University 

Chicago, Department of Computer Science. 

Reference Detail: Chapter 9.3, "The Class D and Class E Address Blocks," page 268, explains 

that the Class D block (224.0.0.0/4) is for multicast and the Class E block (240.0.0.0/4) is 

reserved. 
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Question: 12 

A technician is troubleshooting a user's laptop that is unable to connect to a corporate server. 

The 

technician thinks the issue pertains to routing. Which of the following commands should the 

technician use to identify the issue? 

A. tcpdump 

B. dig 

C. tracert 

D. arp 

 

Answer: 

C 

 

Explanation: 

The tracert (or traceroute) command is a network diagnostic tool specifically designed to trace the 

path that an IP packet takes to a destination. It sends packets with incrementally increasing 

Time-to-Live (TTL) values, causing each router along the path to return an ICMP "Time 

Exceeded" message. This process allows the tool to identify every hop (router) between the 
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source and the destination. If a routing issue exists, tracert will fail at a specific hop, pinpointing 

the location of the network problem for the technician. 

 

Why Incorrect Options are Wrong: 

A. tcpdump: This is a packet analyzer used for capturing and inspecting network traffic in detail, 

not for identifying the specific route or path packets take. 

B. dig: This command is used for querying Domain Name System (DNS) servers to troubleshoot 

name resolution issues, not for diagnosing Layer 3 routing problems. 

D. arp: This command displays and modifies the Address Resolution Protocol (ARP) cache, which 

maps IP addresses to MAC addresses on the local network segment (Layer 2). 

References: 

1. Microsoft Corporation. (2023). tracert. Microsoft Learn. Retrieved from 

https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/tracert. The 

official documentation states, "This diagnostic tool determines the path taken to a destination by 

sending Internet Control Message Protocol (ICMP) echo requests...to the destination." 

2. Cisco. (2017). Using the traceroute Command on Routers and Other Cisco Devices. Cisco 

Technical Support & Documentation. Retrieved from https://www.cisco.com/c/en/us/support/docs/i 

os-nx-os-software/ios-software-releases-121-mainline/12778-traceroute.html. Section: "How the 

traceroute Command Works." This document explains that traceroute is used to "identify the path 
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that a packet takes through the network." 

3. Kurose, J. F., & Ross, K. W. (2021). Computer Networking: A Top-Down Approach (8th ed.). 

Pearson. In Chapter 4, "The Network Layer: Data Plane," Section 4.4.3, the authors describe 

Traceroute as a program that "allows us to trace the route from a host to any other host in the 

world." It is presented as a primary tool for network-layer diagnostics. 
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Question: 13 

A medical clinic recently configured a guest wireless network on the existing router. Since then, 

guests have been changing the music on the speaker system. Which of the following actions 

should 

the clinic take to prevent unauthorized access? (Select two). 

 
A. Isolate smart devices to their own network segment. 

B. Configure IPS to prevent guests from making changes. 

C. Install a new AP on the network. 

D. Set up a syslog server to log who is making changes. 

E. Change the default credentials. 

F. Configure GRE on the wireless router. 

 

Answer: 

A, E 

 

Explanation: 

The scenario describes a security failure caused by inadequate network isolation and weak 

device credentials. Guests on the Wi-Fi ne tworCkesr thE mopui rled not be able to communicate with internal, 

trusted devices like the speaker system. 

1. Isolating smart devices (A) on their own network segment, such as a Virtual LAN (VLAN), is a 

fundamental security practice. This creates a logical barrier, preventing traffic from the guest 

network from reaching the internal network where the speaker is located. 

2. Changing default credentials (E) is a critical security measure for any network-connected 

device. Many IoT and smart devices ship with well-known default usernames and passwords 

(e.g., admin/admin), making them easy targets for anyone on the same network. Enforcing a 

strong, unique password prevents this type of unauthorized access. 

Why Incorrect Options are Wrong: 

B. Configure IPS to prevent guests from making changes. 

An IPS is designed to block known malicious signatures, not to enforce basic network access 

control, which is better handled by segmentation. 

C. Install a new AP on the network. 

Adding a new access point does not resolve the underlying logical configuration issue of improper 

network isolation between guest and internal clients. 

D. Set up a syslog server to log who is making changes. 

A syslog server is a detective control used for logging and auditing events; it would report on the 

access but would not prevent it. 
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F. Configure GRE on the wireless router. 

Generic Routing Encapsulation (GRE) is a tunneling protocol used to connect networks over 

another network; it is not a tool for local network segmentation. 

--- 

 

References: 

1. For Network Segmentation (A): 

Olcott, S. (2012). Lecture 12: Virtual LANs (VLANs) and Spanning Tree. MIT OpenCourseWare, 

6.829 Computer Networks, Fall 2002. In this lecture, VLANs are described as a mechanism to 

partition a physical network into separate logical broadcast domains, effectively isolating traffic 

between different groups of users (e.g., guests and internal staff). 

2. For Changing Default Credentials (E): 

Kurose, J. F., & Ross, K. W. (2021). Computer Networking: A Top-Down Approach (8th ed.). 

Pearson. In Chapter 8, Section 8.7, "Securing Wireless LANs," the text emphasizes the 

importance of changing default passwords on network devices like APs and routers as a primary 

step in securing the network from unauthorized access. This principle extends to all 

network-connected devices. 

3. For Incorrect Technologies (B, D, F): 

Cisco. (2018). Intrusion Prevention System (IPS) Configuration Guide, Cisco IOS XE Release 3S. 

In the "Information About an Intrusion Prevention System" section, an IPS is defined as a system 
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that inspects traffic for malicious activity and known attack signatures, which is different from 

access control. 

Carnegie Mellon University. (n.d.). Syslog. Software Engineering Institute. The documentation 

defines Syslog as a standard for message logging, confirming its role as a monitoring and 

auditing tool, not a preventative control. 
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Question: 14 

A network administrator recently upgraded a wireless infrastructure with new APs. Users report 

that 

when stationary, the wireless connection drops and reconnects every 20 to 30 seconds. While 

reviewing logs, the administrator notices the APs are changing channels. 

Which of the following is the most likely reason for the service interruptions? 

 
A. Channel interference 

B. Roaming misconfiguration 

C. Network congestion 

D. Insufficient wireless coverage 

 

Answer: 

A 

 

Explanation: 

The most likely cause is channel interference. Modern Access Points (APs) often include a 

feature for dynamic or automatic channel assignment to mitigate the effects of RF interference 

from other networks or non-Wi-Fi devices. When the AP detects significant interference on its 
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current channel, it automatically switches to a cleaner one. This channel change forces all 

currently connected clients to disconnect and then re-associate with the AP on the new channel. 

This process perfectly matches the observed symptoms: the administrator sees the APs changing 

channels in the logs, and users experience a recurring drop and reconnect cycle. 

Why Incorrect Options are Wrong: 

B. Roaming misconfiguration: This is incorrect because roaming issues typically affect mobile 

users moving between APs. The scenario explicitly states the users are stationary. 

C. Network congestion: This is incorrect because high traffic volume (congestion) leads to slow 

performance, not cyclical disconnections caused by an AP changing its operating channel. 

D. Insufficient wireless coverage: This is incorrect because poor coverage would result in a weak 

or non-existent signal in certain areas, but it would not cause the AP itself to change channels. 

References: 

1. Cisco Systems, Inc., "Radio Resource Management: Concepts - Dynamic Channel Assignment 

(DCA)." In the Cisco Wireless Controller Configuration Guide, Release 8.5. This document 

explains that the DCA algorithm is designed to react to interference sources by changing an AP's 

channel. It states, "The DCA algorithm can be configured to run at a specified interval... When the 

DCA algorithm runs, it can change the channel of the access point, which can cause the clients 

that are associated to the access point to be disconnected." This directly links interference, 
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channel changes, and client disconnections. 

2. Kurose, J. F., & Ross, K. W. (2021). Computer Networking: A Top-Down Approach (8th ed.). 

Pearson. In Chapter 7, Section 7.3 "Wi-Fi: 802.11 Wireless LANs," the text discusses the 

challenges of operating in shared wireless spectrums, including interference from other APs and 

devices. It explains that multiple APs in the same area must operate on different channels to 

avoid interfering with each other, establishing the fundamental reason for channel management. 

3. Carnegie Mellon University, School of Computer Science. (2016). 15-441/641: Computer 

Networks, Lecture 18: Wireless & Mobility. In this courseware, the lecture notes discuss the 

physical and MAC layers of 802.11, highlighting the problem of interference in the unlicensed ISM 

bands. The need for channel selection to avoid co-channel and adjacent-channel interference is a 

core concept for stable WLAN operation, which automated systems on new APs attempt to 

manage. 
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Question: 15 

Which of the following routing protocols is most commonly used to interconnect WANs? 

 
A. IGP 

B. EIGRP 

C. BGP 

D. OSPF 

 

Answer: 

C 

 

Explanation: 

Border Gateway Protocol (BGP) is the standard Exterior Gateway Protocol (EGP) designed to 

exchange routing and reachability information between different Autonomous Systems (ASes). An 

AS is a collection of routers under a single technical administration, which can be a large 

enterprise network, a university campus, or an Internet Service Provider (ISP). The process of 

interconnecting distinct WANs, especially those belonging to different organizations, is 

fundamentally about routing between ASes. BGP's path-vector algorithm and its use of policies 

make it uniquely suited for the scale and complexity of routing on the global internet and between 
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large, independent WANs. 

 

Why Incorrect Options are Wrong: 

A. IGP: This is a category of protocols, not a specific one. Interior Gateway Protocols (IGPs) are 

used for routing within a single Autonomous System. 

B. EIGRP: Enhanced Interior Gateway Routing Protocol is an advanced distance-vector protocol, 

but it is an IGP used for routing within a single network administrative domain. 

D. OSPF: Open Shortest Path First is a link-state IGP. It is one of the most common protocols for 

routing traffic inside a single Autonomous System. 

--- 

 

References: 

1. Kurose, J. F., & Ross, K. W. (2021). Computer Networking: A Top-Down Approach (8th ed.). 

Pearson. In Chapter 5, Section 5.3, "Intra-AS and Inter-AS Routing," the text states, "In the 

Internet, all ASs run the same inter-AS routing protocol, called the Border Gateway Protocol 

(BGP)... BGP provides each AS a means to... advertise the existence of the AS to the rest of the 

Internet." This confirms BGP's role in interconnecting autonomous networks. 

2. Rekhter, Y., Li, T., & Hares, S. (Eds.). (2006). RFC 4271: A Border Gateway Protocol 4 

(BGP-4). Internet Engineering Task Force (IETF). The abstract states, "The Border Gateway 

Protocol (BGP) is an inter-Autonomous System routing protocol. The primary function of a BGP 
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speaking system is to exchange network reachability information with other BGP systems." This 

foundational document defines BGP's purpose for inter-AS communication. 

3. Massachusetts Institute of Technology. (2018). 6.033 Computer System Engineering, Spring 

2018. MIT OpenCourseWare. In Lecture 10: Routing, the distinction is made clear: "Inter-domain 

routing: between domains... BGP is the routing protocol of the Internet." This university 

courseware explicitly identifies BGP as the protocol for routing between domains (i.e., 

interconnecting WANs/ASes). 
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Question: 16 

Which of the following will allow secure, remote access to internal applications? 

 
A. VPN 

B. CDN 

C. SAN 

D. IDS 

 

Answer: 

A 

 

Explanation: 

A Virtual Private Network (VPN) is a technology that creates a secure, encrypted connection over 

a less secure network, such as the internet. This encrypted "tunnel" allows a remote user to 

connect to a private corporate network and access internal applications, files, and other resources 

as if they were directly connected to the office LAN. It provides both the security (through 

encryption and authentication) and the remote access functionality required by the question. 

 

Why Incorrect Options are Wrong: 
 

 
CertEmpire 

B. CDN: A Content Delivery Network (CDN) is a distributed system of servers used to deliver web 

content and media to users based on their geographic location, improving speed and availability, 

not for providing secure internal access. 

C. SAN: A Storage Area Network (SAN) is a dedicated, high-speed network that interconnects 

and presents shared pools of storage devices to multiple servers. It is used for data storage, not 

for user remote access. 

D. IDS: An Intrusion Detection System (IDS) is a security tool that monitors network or system 

activities for malicious activity or policy violations. It detects and alerts but does not provide a 

mechanism for network access. 

References: 

1. VPN: Internet Engineering Task Force (IETF). (2005). RFC 4026: Provider Provisioned Virtual 

Private Networks (VPNs) Terminology. Section 2, "VPN Definition and Basic Concepts," states, "A 

VPN is a restricted-use, virtual computer network that is built on top of a physical network... The 

goal of a VPN is to provide a communications service that has the same security and functional 

properties as a private network." 

2. IDS: Handley, M. (2011). Security and Resilience in Communication Networks (Lecture 10: 

Intrusion Detection). University College London, Department of Computer Science, Course 

GZ05/M040. Page 3 defines an IDS as a system that "monitors activity to identify malicious or 

suspicious events." 
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3. CDN: Dilley, J., Maggs, B., Parikh, J., Prokop, H., Sitaraman, R., & Weihl, B. (1999). Globally 

Distributed Content Delivery. In: IEEE Internet Computing, vol. 6, no. 5, pp. 50-58. DOI: 

10.1109/4236.957894. The paper describes a CDN's function as delivering content efficiently from 

servers located near the end-user. 

4. SAN: Gibson, G. A., & Van Meter, R. (2000). Network Attached Storage Architecture. 

Communications of the ACM, 43(11), 37-45. DOI: 10.1145/353360.353362. This academic 

publication distinguishes a SAN as a network whose primary purpose is the transfer of data 

between computer systems and storage elements. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
CertEmpire 

https://certempire.com/


37 
 

https://certempire.com 

Question: 17 

A company implements a video streaming solution that will play on all computers that have joined 

a 

particular group, but router ACLs are blocking the traffic. Which of the following is the most 

appropriate IP address that will be allowed in the ACL? 

A. 127.0.0.1 

B. 172.17.1.1 

C. 224.0.0.1 

D. 240.0.0.1 

 

Answer: 

C 

 

Explanation: 

The scenario describes a video stream being sent to a group of computers, which is a 

one-to-many communication model. This is the primary use case for IP multicasting. IP multicast 

utilizes Class D addresses, which are in the range of 224.0.0.0 to 239.255.255.255. The address 

224.0.0.1 is the "all-hosts" multicast address, a well-known address used to communicate with all 
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multicast-capable hosts on a local network segment. To permit this traffic, the router's Access 

Control List (ACL) must be configured to allow packets destined for the appropriate multicast 

group address. 

Why Incorrect Options are Wrong: 

A. 127.0.0.1: This is the local loopback address. Traffic sent to this address never leaves the host 

and is used for self-communication. 

B. 172.17.1.1: This is a private unicast address used for one-to-one communication. It is 

inefficient for sending a single stream to a group. 

D. 240.0.0.1: This is a Class E address, which is reserved for experimental or future use and is 

not allocated for public network traffic. 

References: 

1. Internet Engineering Task Force (IETF). (1989). RFC 1112: Host Extensions for IP Multicasting. 

Section 4, "IP Multicast Addresses". This document establishes the Class D address space 

(224.0.0.0/4) for IP multicasting. 

2. Internet Engineering Task Force (IETF). (2010). RFC 5735: Special Use IPv4 Addresses. 

Section 3, "IANA Considerations" and Section 4, "Summary Table". This RFC documents 

224.0.0.0/4 for Multicast, 127.0.0.0/8 for Loopback, and 240.0.0.0/4 as "Reserved for Future 

Use". 
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3. Kurose, J. F., & Ross, K. W. (2021). Computer Networking: A Top-Down Approach (8th ed.). 

Pearson. In Chapter 4, Section 4.5, "Multicast Routing," the text explains that IP multicast 

addresses are in the Class D range and are used for one-to-many group communication. 

4. Stanford University. (2016). CS144: Introduction to Computer Networking, Lecture 8: The 

Network Layer. Slide 18, "IP Address Classes". The lecture materials categorize the 224.0.0.0 - 

239.255.255.255 range as Class D for Multicast. 
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Question: 18 

A network technician is examining the configuration on an access port and notices more than one 

VLAN has been set. Which of the following best describes how the port is configured? 

A. With a voice VLAN 

B. With too many VLANs 

C. With a default VLAN 

D. With a native VLAN 

 

Answer: 

A 

 

Explanation: 

An access port is typically configured to carry traffic for a single data VLAN. However, a common 

and valid exception is the configuration of a Voice VLAN. This setup allows a single physical port 

to support both a PC (on a data VLAN) and an IP phone (on a voice VLAN). The switch port is 

configured as an access port for the data VLAN, but an additional command specifies the voice 

VLAN. The IP phone tags its own voice traffic, which the switch then places on the voice VLAN, 

while the PC's untagged traffic is placed on the access VLAN. This is the most accurate 
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description of an access port with more than one VLAN assigned. 

 

Why Incorrect Options are Wrong: 

B. "With too many VLANs" is a subjective judgment, not a standard technical term for this valid 

and common configuration. 

C. A default VLAN is the initial VLAN assigned to a port (usually VLAN 1). This does not explain 

the presence of a second, additional VLAN. 

D. A native VLAN is a specific configuration for 802.1Q trunk ports to handle untagged traffic, not 

for access ports. 

References: 

1. Official Vendor Documentation: 

Cisco Systems, "Configuring Voice VLAN," Catalyst 9300 Series Switches, Cisco IOS XE 

Gibraltar 16.12.x - System Management Configuration Guide. In the "Voice VLAN Configuration 

Guidelines" section, it states: "You can configure a voice VLAN on a switch access port to carry 

voice traffic and a data VLAN to carry data traffic from a device attached to the phone." This 

document explicitly describes the scenario of an access port being associated with two VLANs. 

2. University Courseware: 

Rochester Institute of Technology (RIT), "Lab 5: VLANs and VTP," NSSA-321: Routing and 

Switching I. In the "Voice VLANs" section, the lab manual explains: "A special case for an access 
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port is when it is connected to a Cisco IP phone... The switch port is configured as an access port 

in the data VLAN, and the voice VLAN is added to the port configuration." This demonstrates the 

academic principle of an access port supporting a data and voice VLAN simultaneously. 

3. Peer-Reviewed Academic Publications: 

Al-Dulaimi, A., Al-Rubaye, S., & Ni, Q. (2013). "Adaptive QoS for Voice over IP in IEEE 802.11 

WLANs." 2013 IEEE 78th Vehicular Technology Conference (VTC Fall). 

https://doi.org/10.1109/VTCFall.2013.6692143. While focusing on wireless, this paper's 

introduction (Section I) discusses the foundational wired networking concept of separating voice 

and data traffic into different VLANs (IEEE 802.1Q) to ensure Quality of Service (QoS), which is 

the primary purpose of a Voice VLAN configuration on a switch port. 
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Question: 19 

Which of the following routing protocols uses an autonomous system number? 

 
A. IS-IS 

B. EIGRP 

C. OSPF 

D. BGP 

 

Answer: 

D 

 

Explanation: 

Border Gateway Protocol (BGP) is the fundamental routing protocol of the global internet, 

designed specifically as an Exterior Gateway Protocol (EGP). Its primary function is to exchange 

routing and reachability information between different Autonomous Systems (AS). An 

Autonomous System is a collection of connected IP routing prefixes under the control of one or 

more network operators that presents a common, clearly defined routing policy to the internet. 

Each AS is assigned a globally unique Autonomous System Number (ASN), which BGP uses as 

a core component of its path-vector algorithm to make routing decisions and prevent routing loops 
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across the internet. 

 

Why Incorrect Options are Wrong: 

A. IS-IS: IS-IS (Intermediate System to Intermediate System) is an Interior Gateway Protocol 

(IGP) that operates within a single autonomous system, not between them. 

B. EIGRP: Although EIGRP configuration uses a parameter called an "autonomous system 

number," it serves as a process identifier to define a specific EIGRP routing domain, not for 

inter-AS routing in the way BGP does. 

C. OSPF: OSPF (Open Shortest Path First) is a classic link-state IGP designed to operate 

exclusively within a single autonomous system, using areas for hierarchical segmentation. 

--- 

 

References: 

1. Rekhter, Y., Li, T., & Hares, S. (2006). RFC 4271: A Border Gateway Protocol 4 (BGP-4). 

Internet Engineering Task Force (IETF). 

Section 1.1, "Introduction": "BGP-4 provides a mechanism for exchanging routing information 

between autonomous systems (ASes)... An AS is a set of routers under a single technical 

administration... Each AS is identified by an Autonomous System Number." This document 

establishes BGP as the protocol for inter-AS routing using ASNs. 

2. Moy, J. (1998). RFC 2328: OSPF Version 2. Internet Engineering Task Force (IETF). 
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Section 1, "Introduction": "OSPF is an interior gateway protocol (IGP). It is meant to be used 

within a single Autonomous System." This source confirms OSPF's role is confined within an AS. 

3. Oran, D. (1990). RFC 1142: OSI IS-IS Intra-domain Routing Protocol. Internet Engineering 

Task Force (IETF). 

Abstract: The document describes a routing protocol for use "within a single routing domain" (i.e., 

an autonomous system), explicitly defining IS-IS as an intra-domain or Interior Gateway Protocol. 

4. Savage, D., Appanna, J., & Retana, A. (2016). RFC 7868: Cisco's Enhanced Interior Gateway 

Routing Protocol (EIGRP). Internet Engineering Task Force (IETF). 

Section 1.1, "Terminology": "Autonomous System (AS): A routing domain, also known as an 

EIGRP process." This clarifies that EIGRP's use of the term "AS" refers to its internal routing 

domain, not the globally unique AS used in inter-domain routing. 

5. Balakrishnan, H., & Kaashoek, M. F. (2018). 6.033 Computer System Engineering, Spring 

2018, Lecture 13: Internet Routing. MIT OpenCourseWare. 

Slide 13-16: The lecture notes explicitly state, "BGP is the de facto inter-domain routing protocol... 

Routers are organized into Autonomous Systems (ASes)... Each AS has a unique 16-bit or 32-bit 

number (ASN)." This academic source contrasts IGPs with BGP and its use of ASNs. 
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Question: 20 

Which of the following best describes a group of devices that is used to lure unsuspecting 

attackers 

and to study the attackers' activities? 

 
A. Geofencing 

B. Honeynet 

C. Jumpbox 

D. Screened subnet 

 

Answer: 

B 

 

Explanation: 

A honeynet is a network of high-interaction honeypots designed to appear as a legitimate, 

vulnerable network to attract attackers. The primary purpose of a honeynet is not to block attacks 

but to invite them into a controlled environment. This allows security researchers and 

administrators to gather intelligence on attackers' tactics, techniques, and procedures (TTPs), as 

well as the tools they use. By studying these activities, organizations can improve their defenses 
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against real-world threats. The entire network is an instrumented decoy, capturing all inbound and 

outbound activity for later analysis. 

 

Why Incorrect Options are Wrong: 

A. Geofencing: This technology creates a virtual perimeter for a real-world geographic area, used 

to trigger actions when a device enters or leaves, not to lure attackers. 

C. Jumpbox: A jumpbox, or jump server, is a hardened, securely managed system used by 

administrators to access devices in a separate, less-trusted security zone, not a decoy for 

attackers. 

D. Screened subnet: Also known as a DMZ, this is a perimeter network that isolates public-facing 

services from the internal network to provide an additional layer of security, not to study attackers. 

References: 

1. Spitzner, L. (2003). Honeypots: Tracking Hackers. Addison-Wesley Professional. In Chapter 8, 

"Honeynets," the concept is defined as "a network of systems designed to be compromised... a 

tool for information gathering... to learn the tools, tactics, and motives of the blackhat community." 

2. Rowe, N. C., & Rrushi, J. (2016). Introduction to Cyberdeception. Springer. In Chapter 3, 

"Honeypots and Honeynets," a honeynet is described as "a network of two or more honeypots... 

designed to look like a real network" (p. 41). 

3. National Institute of Standards and Technology (NIST). (2009). Guidelines on Firewalls and 
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Firewall Policy (Special Publication 800-41 Revision 1). Section 3.3, "Firewall Topologies," 

describes a screened subnet (DMZ) as a network segment positioned between an organization's 

internal network and an external network to provide an additional layer of security. 

4. University of California, Berkeley. (2020). IS-3, Information Security Policy. Section 6.3.1, 

"Jump Boxes." Defines a jump box as a "hardened and monitored device that spans two 

dissimilar security zones and provides a controlled means of access between them." 
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Question: 21 

A network administrator suspects users are being sent to malware sites that are posing as 

legitimate 

sites. The network administrator investigates and discovers that user workstations are configured 

with incorrect DNS IP addresses. Which of the following should the network administrator 

implement to prevent this from happening again? 

A. Dynamic ARP inspection 

B. Access control lists 

C. DHCP snooping 

D. Port security 

 

Answer: 

C 

 

Explanation: 

The scenario describes an attack where a rogue DHCP server is distributing malicious network 

configuration, specifically incorrect DNS server addresses, to redirect users. DHCP snooping is a 

Layer 2 security feature implemented on switches that validates DHCP messages. It distinguishes 
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between untrusted ports (where end-user devices connect) and trusted ports (where legitimate 

DHCP servers connect). The switch inspects DHCP traffic and drops DHCP server messages 

(e.g., DHCPOFFER) originating from untrusted ports. This effectively prevents unauthorized or 

rogue DHCP servers from providing clients with malicious IP configuration data, thereby 

mitigating the described attack. 

Why Incorrect Options are Wrong: 

A. Dynamic ARP inspection: This feature prevents ARP spoofing attacks by validating IP-to-MAC 

address bindings, but it does not prevent a rogue server from distributing malicious DHCP 

information. 

B. Access control lists: ACLs filter traffic based on criteria like IP addresses and port numbers. 

While they could block a known rogue server, they are not the primary mechanism for preventing 

unauthorized DHCP server operation. 

D. Port security: This feature limits which MAC addresses can connect to a switch port. It does 

not inspect the traffic content and would not stop an authorized device from running a rogue 

DHCP server. 

--- 

https://certempire.com/


46 
 

https://certempire.com 

References: 

1. Official Vendor Documentation: 

Cisco Systems, Inc. (2022). Security Configuration Guide, Cisco IOS XE Gibraltar 16.12.x 

(Catalyst 9300 Switches) - Configuring DHCP Features. Section: "Information About DHCP 

Snooping". The document states, "DHCP snooping acts like a firewall between untrusted hosts 

and trusted DHCP servers... DHCP snooping prevents... A malicious device in the network that 

acts as a DHCP server and sends invalid addresses to the clients." 

2. University Courseware: 

University of Oregon, Information Services. (n.d.). DHCP Snooping. Network Services 

Documentation. Retrieved from 

https://service.uoregon.edu/TDClient/2030/Portal/KB/ArticleDet?ID=33131. The document 

explains, "DHCP snooping is a security feature that can be configured on network switches to 

protect a network from rogue DHCP servers... It works by designating ports on the switch as 

either trusted or untrusted." 

3. Peer-Reviewed Academic Publication: 

Dobbins, R., et al. (2011). Practical VoIP Security. Syngress. In Chapter 4, "Securing the Network 

Infrastructure," Section: "DHCP Snooping," the text describes how DHCP snooping is used to 

thwart rogue DHCP servers that could "provide incorrect DNS or default gateway information to 

clients, effectively creating a man-in-the-middle attack." (p. 118). 
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Question: 22 

Which of the following appliances provides users with an extended footprint that allows 

connections 

from multiple devices within a designated WLAN? 

 
A. Router 

B. Switch 

C. Access point 

D. Firewall 

 

Answer: 

C 

 

Explanation: 

An Access Point (AP) is a networking device whose primary function is to create a Wireless Local 

Area Network (WLAN). It acts as a central transmitter and receiver of wireless radio signals, 

establishing a coverage area, or "footprint." Multiple wireless-enabled devices, such as laptops, 

smartphones, and tablets, can connect to the AP simultaneously, which in turn connects them to 

the broader wired network. This directly matches the description of an appliance that provides an 
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extended footprint for multiple device connections within a WLAN. 

 

Why Incorrect Options are Wrong: 

A. Router: A router's primary function is to forward data packets between different computer 

networks, not to create a wireless access area, though this is a common integrated feature. 

B. Switch: A switch is a device that connects multiple devices on a wired network, forwarding data 

at the Data Link layer to specific destinations. 

D. Firewall: A firewall is a network security device that monitors and filters incoming and outgoing 

network traffic based on an organization's security policies. 

References: 

1. Kurose, J. F., & Ross, K. W. (2021). Computer Networking: A Top-Down Approach (8th ed.). 

Pearson. In Chapter 6, Section 6.3.1, "802.11 Architecture," the text defines the role of the 

Access Point (AP) within a Basic Service Set (BSS) as the central device that wireless stations 

associate with to connect to the network and communicate with the distribution system (the wired 

LAN). 

2. Cisco. (n.d.). What Is a Wireless Access Point? Cisco. Retrieved from the official Cisco 

website. The document states, "a wireless access point (WAP or AP) is a networking device that 

allows wireless-capable devices to connect to a wired network... An access point is a separate 

device that connects to a router via an Ethernet cable and creates a new wireless network." This 
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confirms the AP's role in creating the WLAN footprint. 

3. Tanenbaum, A. S., & Wetherall, D. J. (2011). Computer Networks (5th ed.). Prentice Hall. In 

Chapter 4, "The Medium Access Control Sublayer," Section 4.3.3, "802.11 Architecture and 

Protocol Stack," the role of an access point is described as being analogous to a base station in a 

cellular network, providing the connection point for all wireless stations in its cell (or footprint) to 

the wired network. 
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Question: 23 

Which of the following is used to estimate the average life span of a device? 

 
A. RTO 

B. RPO 

C. MTBF 

D. MTTR 

 

Answer: 

C 

 

Explanation: 

Mean Time Between Failures (MTBF) is a reliability metric that represents the predicted elapsed 

time between inherent failures of a system or component during normal operation. It is calculated 

by taking the total operational time of a set of devices and dividing it by the number of failures 

observed within that period. Manufacturers often provide MTBF ratings for their hardware, which 

serves as a direct estimate of the device's expected operational lifespan and reliability before a 

failure is likely to occur. 
 

Why Incorrect Options are Wrong: 
CertEmpire 

A. RTO: Recovery Time Objective is a business continuity metric defining the maximum 

acceptable downtime for a system after a failure or disaster. 

B. RPO: Recovery Point Objective specifies the maximum acceptable amount of data loss, 

measured in time, after a disruptive event. 

D. MTTR: Mean Time To Repair (or Recover) measures the average time it takes to repair a failed 

component and restore it to full functionality. 

References: 

1. Carnegie Mellon University, Software Engineering Institute. "Availability." In Models for 

Evaluating COTS-Based Systems. This document defines MTBF as a basic measure of reliability, 

calculated as the total time in service divided by the number of failures. It is contrasted with 

MTTR, which is a measure of maintainability. (See Section: "Availability Measures"). 

2. University of Virginia, Department of Computer Science. "Lecture 25: Dependability." In CS 

6501: Advanced Computer Architecture. The course material defines MTBF as "Mean Time To 

Failure" or "Mean Time Between Failures" and explicitly states it is a measure of reliability, often 

used to predict the service life of components. (See slide on "Defining Dependability"). 

3. Shooman, M. L. (2002). Reliability of Computer Systems and Networks: Fault Tolerance, 

Analysis, and Design. John Wiley & Sons. In Chapter 2, "Reliability, Availability, and 

Maintainability," MTBF is formally defined as the expected value of the time between successive 
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failures, which is a primary indicator of a component's operational life. (DOI: 

https://doi.org/10.1002/047122460X, Section 2.3). 
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Question: 24 

Which of the following should be configured so users can authenticate to a wireless network 

using 

company credentials? 

 
A. SSO 

B. SAML 

C. MFA 

D. RADIUS 

 

Answer: 

D 

 

Explanation: 

Remote Authentication Dial-In User Service (RADIUS) is a client/server protocol that provides 

centralized Authentication, Authorization, and Accounting (AAA) for network access. In an 

enterprise wireless deployment using WPA2/WPA3-Enterprise, the wireless access point (or 

controller) acts as a RADIUS client. It forwards authentication requests from a user's device to a 

central RADIUS server. This server validates the provided company credentials against a user 
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database, such as Active Directory or LDAP, thereby enabling secure, centralized authentication 

for the wireless network. This entire framework is a core component of the IEEE 802.1X standard 

for port-based network access control. 

Why Incorrect Options are Wrong: 

A. SSO (Single Sign-On) is a property of access control, allowing a user to log in once to access 

multiple systems, not the specific protocol configured for wireless authentication. 

B. SAML (Security Assertion Markup Language) is an open standard primarily used for 

exchanging authentication and authorization data for web-based applications, not for 802.1X 

wireless network authentication. 

C. MFA (Multi-Factor Authentication) is a security method requiring multiple verification factors. 

While it can be integrated with RADIUS, it is not the fundamental service that connects the 

wireless network to the credential store. 

References: 

1. Internet Engineering Task Force (IETF). (June 2000). RFC 2865: Remote Authentication Dial In 

User Service (RADIUS). Section 1.2, "Operation," describes the process where a Network Access 

Server (NAS), such as a wireless access point, passes user information to a designated RADIUS 

server to handle the authentication request. 

2. Cisco. (2023). RADIUS Authentication, Authorization, and Accounting. In Security 
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Configuration Guide, Cisco IOS XE Amsterdam 17.3.x. This official vendor documentation states, 

"RADIUS is a distributed client/server system that secures networks against unauthorized 

access... RADIUS is the most popular AAA protocol in use today." 

3. Purdue University. (n.d.). Enterprise Wi-Fi Security: WPA2 and WPA3 with 802.1X. In Purdue 

University Information Technology (ITaP) Documentation. The document explains, 

"WPA2/WPA3-Enterprise uses the 802.1X standard to pass credentials to a RADIUS 

authentication server... This allows each user to log in to the Wi-Fi network with their own unique 

username and password." 
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Question: 25 

A company upgrades its network and PCs to gigabit speeds. After the upgrade, users are not 

getting 

the expected performance. Technicians discover that the speeds of the endpoint NICs are 

inconsistent. Which of the following should be checked first to troubleshoot the issue? 

A. Speed mismatches 

B. Load balancer settings 

C. Flow control settings 

D. Infrastructure cabling grade 

 

Answer: 

A 

 

Explanation: 

The primary symptom described is "inconsistent speeds of the endpoint NICs" after a gigabit 

upgrade. This points directly to a link-layer negotiation problem. A speed mismatch occurs when 

connected devices, such as a PC's NIC and a switch port, fail to agree on a common 

transmission speed. This can be due to failed auto-negotiation or a manual misconfiguration on 
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one end. As a result, some devices may negotiate down to a lower speed (e.g., 100 Mbps) while 

others connect at 1 Gbps, causing the observed inconsistency and poor performance. Verifying 

the negotiated link speed on both the client and switch is the most direct and logical first step in 

troubleshooting this specific symptom. 

Why Incorrect Options are Wrong: 

B. Load balancer settings: Load balancers distribute traffic to servers and would not cause 

inconsistent link speeds on individual user endpoint devices across the network. 

C. Flow control settings: A mismatch in flow control can cause packet loss and degrade 

throughput, but it does not directly affect the negotiated link speed (e.g., 100 Mbps vs. 1 Gbps). 

D. Infrastructure cabling grade: While improper cabling (e.g., using Cat 5 instead of Cat 5e/6) is a 

common cause for auto-negotiation to fail and result in lower speeds, the immediate diagnostic 

step is to check the resulting status-the speed mismatch itself-before investigating the physical 

infrastructure. 

References: 

1. Cisco Systems, Inc., "Troubleshooting Cisco Catalyst Switches to NIC Compatibility Issues," 

Document ID: 17053. In the "Troubleshooting Autonegotiation" section, it is stated, "The first step 

in troubleshooting is to check the configurations of both sides and to make sure that they are set 

to autonegotiation." This document emphasizes that checking speed and duplex settings is a 
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primary step when performance issues arise. 

2. Kurose, J. F., & Ross, K. W. (2021). Computer Networking: A Top-Down Approach (8th ed.). 

Pearson. In Chapter 6, "The Link Layer and LANs," the text discusses Ethernet standards and the 

function of Network Interface Cards (NICs). It explains that for 1000BASE-T, auto-negotiation is 

used to select the highest common speed, and failures in this process can lead to operation at 

lower speeds, directly causing performance degradation. 

3. University of Illinois at Urbana-Champaign, CS 438: Communication Networks course 

materials. Discussions on the Ethernet physical layer often highlight that auto-negotiation failures 

are a frequent source of performance problems. The materials explain that when auto-negotiation 

fails, devices may fall back to a base speed (e.g., 100 Mbps, half-duplex), creating a 

speed/duplex mismatch with the connected device, which must be verified first during 

troubleshooting. 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
CertEmpire 

https://certempire.com/


55 
 

https://certempire.com 

Question: 26 

An organization moved its DNS servers to new IP addresses. After this move, customers are no 

longer 

able to access the organization's website. Which of the following DNS entries should be updated? 

 
A. AAAA 

B. CNAME 

C. MX 

D. NS 

 

Answer: 

D 

 

Explanation: 

The Name Server (NS) records specify the authoritative DNS servers for a domain. When a client 

requests to resolve a domain name (like the organization's website), the DNS system uses NS 

records to find which servers hold the definitive records for that domain. Since the organization's 

DNS servers were moved to new IP addresses, the NS records pointing to those servers must be 

updated. Failure to do so means that recursive DNS servers on the internet will be directed to the 
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old, incorrect IP addresses, causing resolution to fail and making the website inaccessible. 

 

Why Incorrect Options are Wrong: 

A. AAAA: This record maps a hostname to an IPv6 address. It should be updated if the web 

server's IPv6 address changes, not the DNS server's address. 

B. CNAME: A Canonical Name record is an alias that points one domain name to another. It is not 

used for defining the location of authoritative name servers. 

C. MX: A Mail Exchanger record specifies the mail servers for a domain. This is related to email 

delivery, not website accessibility or DNS server location. 

References: 

1. Internet Engineering Task Force (IETF) RFC 1035, "DOMAIN NAMES - IMPLEMENTATION 

AND SPECIFICATION," P. Mockapetris, November 1987. Section 3.3.11, "NS RDATA format," 

defines the NS record's purpose: "NS records specify the authoritative nameservers for the 

domain." This establishes that NS records are the correct type to update when the authoritative 

servers change. 

2. University of California, Berkeley, EECS C161, "Computer Security," Lecture 18: Network 

Security II, DNS. The lecture notes explain the DNS hierarchy and delegation. They state, "NS 

records: map a domain name to a name server for that domain," clarifying that these records are 

essential for locating the correct server to query for a domain's records. 

https://certempire.com/


56 
 

https://certempire.com 

3. Microsoft Documentation, "Managing DNS Records," updated September 15, 2021. In the 

section on "Name server (NS) records," it is stated, "This record identifies the DNS name servers 

that are authoritative for the zone." This confirms that any change to the authoritative servers 

requires an update to the NS record. 
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Question: 27 

A network administrator is configuring a wireless network with an ESSID. Which of the following 

is a 

user benefit of ESSID compared to SSID? 

 
A. Stronger wireless connection 

B. Roaming between access points 

C. Advanced security 

D. Increased throughput 

 

Answer: 

B 

 

Explanation: 

An ESSID (Extended Service Set Identifier) is the network name (SSID) shared across multiple 

access points (APs) that are connected by a common distribution system, forming an Extended 

Service Set (ESS). The primary user benefit of this architecture is enabling seamless roaming. As 

a user moves through a facility, their wireless device can automatically and transparently 

transition its connection from one AP to another within the same ESS without interrupting the 
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network session. This process maintains continuous connectivity over a large physical area, 

which is not possible with a single AP (a Basic Service Set). 

 

Why Incorrect Options are Wrong: 

A. Stronger wireless connection: An ESSID itself does not amplify the signal. It allows a client to 

connect to the AP with the best signal, but the inherent strength is a function of the AP hardware 

and environment. 

C. Advanced security: Security protocols like WPA3 are configured on the APs and are 

independent of whether the network is a single BSS or an ESS. An ESSID does not inherently 

add security features. 

D. Increased throughput: While roaming to an AP with a stronger signal can improve 

performance, the ESSID technology itself is not designed to increase the maximum data rate 

defined by the 802.11 standard in use. 

--- 

 

References: 

1. University Courseware: 

Massachusetts Institute of Technology (MIT) OpenCourseWare. (2012). 6.02 Introduction to 

EECS II: Digital Communication Systems, Fall 2012. Lecture 18 Notes: Wireless Communication. 

p. 18-10. The notes state, "The ESS allows mobile hosts to move from one BSS to another (within 
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the same ESS) transparently to the LLC Logical Link Control layer," which is the definition of 

roaming. 

2. Vendor Documentation: 

Cisco. (2019). Enterprise Mobility 8.5 Design Guide. Chapter: Wireless LAN Roaming. The guide 

explains, "An ESS is a collection of APs that are configured with the same SSID... When a 

wireless client moves its association from one AP to another AP within the same ESS, the client 

is roaming." This directly links the concept of an ESS (identified by the ESSID) to the function of 

roaming. 

3. Peer-Reviewed Academic Publication: 

Hsieh, H. Y., & Sivalingam, K. M. (2004). IEEE 802.11-based wireless local area and metropolitan 

area networks. In M. Ilyas & I. Mahgoub (Eds.), Handbook of Local and Metropolitan Area 

Networks (pp. 49-1 - 49-22). CRC Press. In section 49.3.2 "Extended Service Set," the text 

describes that an ESS is formed by multiple BSSs to "provide coverage over a larger area and 

allow mobility of stations." 
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Question: 28 

A network engineer performed a migration to a new mail server. The engineer changed the MX 

record, verified the change was accurate, and confirmed the new mail server was reachable via 

the 

IP address in the A record. However, users are not receiving email. Which of the following should 

the 

engineer have done to prevent the issue from occurring? 

 
A. Change the email client configuration to match the MX record. 

B. Reduce the TTL record prior to the MX record change. 

C. Perform a DNS zone transfer prior to the MX record change. 

D. Update the NS record to reflect the IP address change. 

 

Answer: 

B 

 

Explanation: 

The issue described is a classic symptom of DNS propagation delay. When a DNS record like an 

MX record is changed, DNS servers across the internet do not learn of the change instantly. They 
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cache the old record for a period defined by its Time-to-Live (TTL) value. By reducing the TTL for 

the MX record to a very short interval (e.g., 5 minutes) several hours or a day before the 

migration, the engineer would have ensured that caching servers worldwide would discard the old 

record quickly. Once the actual MX record change was made, the new record would propagate 

rapidly, minimizing the time during which sending mail servers would attempt delivery to the old, 

decommissioned server. 

Why Incorrect Options are Wrong: 

A. Change the email client configuration to match the MX record. 

Email clients do not use MX records to send or receive mail. MX records are used by mail servers 

to discover where to deliver email for a domain. 

C. Perform a DNS zone transfer prior to the MX record change. 

A zone transfer synchronizes records between authoritative DNS servers. It does not influence 

the cache of external, recursive DNS resolvers, which is the cause of the delay. 

D. Update the NS record to reflect the IP address change. 

NS records identify a domain's authoritative name servers. The migration involved a mail server, 

not a name server, making a change to the NS record irrelevant. 

--- 
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References: 

1. Official Vendor Documentation (Microsoft): In the official documentation for migrating services 

to Microsoft 365, Microsoft explicitly advises this practice. "Before you change a DNS record, 

such as your MX record, we recommend that you lower its TTL to the lowest interval your 

registrar allows... Then, after the record has had time to update across all the DNS servers, you 

can make your change." 

Source: Microsoft 365 Documentation, "Create DNS records at any DNS hosting provider for 

Microsoft 365," Section: "What is TTL and why should I change it?". 

2. University Courseware (University of California, Berkeley): University IT documentation, which 

serves as institutional courseware, explains the function of TTL and its importance in managing 

DNS changes. It clarifies that a lower TTL value causes DNS resolvers to query the authoritative 

nameserver more frequently, thus speeding up the propagation of any changes made to the 

record. 

Source: UC Berkeley, Information Services and Technology, "DNS Concepts," Section: "Time to 

Live (TTL)". 

3. Peer-Reviewed Academic Publication (IETF RFC): The fundamental definition and purpose of 

the TTL field are specified in the standards that govern the DNS protocol. The TTL dictates the 

caching duration for a resource record. 

Source: IETF, RFC 1035, "Domain Names - Implementation and Specification," Section 3.2.1, 

"Format." This section defines the TTL field as C" ae r t3E m2 pbi r ei t  signed integer that specifies the time 

interval that the resource record may be cached before it should be discarded." 
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Question: 29 

Which of the following protocols has a default administrative distance value of 90? 

 
A. RIP 

B. EIGRP 

C. OSPF 

D. BGP 

 

Answer: 

B 

 

Explanation: 

Administrative Distance (AD) is a metric used by routers to determine the trustworthiness of a 

routing information source. When a router learns about a destination from multiple routing 

protocols, it selects the path from the protocol with the lowest AD value. The Enhanced Interior 

Gateway Routing Protocol (EIGRP) has a default administrative distance of 90 for its internal 

routes. This value makes it more preferable to a router than routes learned via OSPF (110) or RIP 

(120), but less preferable than a directly connected interface (0) or a static route (1). 
 

Why Incorrect Options are Wrong: 
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A. RIP: The default administrative distance for the Routing Information Protocol (RIP) is 120, 

indicating it is less trusted than EIGRP. 

C. OSPF: The default administrative distance for the Open Shortest Path First (OSPF) protocol is 

110, making it less preferred than EIGRP. 

D. BGP: The Border Gateway Protocol (BGP) has a default AD of 20 for external routes (eBGP) 

and 200 for internal routes (iBGP), neither of which is 90. 

References: 

1. Cisco Systems, Inc., "IP Routing: Protocol-Independent Configuration Guide, Cisco IOS XE 

Gibraltar 16.12.x". Route Selection in Cisco IOS. This official documentation provides a table of 

default administrative distance values. 

Reference: In the section "Administrative Distance," the table lists "Enhanced Interior Gateway 

Routing Protocol (EIGRP) internal route" with a default distance of 90. It also lists OSPF (110), 

RIP (120), and External BGP (20). 

2. Stallings, W. (2016). Foundations of Modern Networking: SDN, NFV, and Cloud Computing. 

Pearson Education, Inc. 

Reference: Chapter 10, Section 10.3 "Routing Protocols," discusses the metrics used by various 

protocols. While not a direct table, the principles of AD are explained, and standard values are 

often cited in associated academic contexts. The industry-standard values (originating from 
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Cisco) are universally taught, with EIGRP at 90. 

3. University of Kentucky, Department of Computer Science., "CS 470/570: Computer Networks - 

Lecture 16: Routing Algorithms". 

Reference: Slide 32, titled "Administrative Distances," presents a table of default values, explicitly 

stating: "EIGRP (internal) = 90," "OSPF = 110," "RIP = 120," and "eBGP = 20." This is 

representative of standard university-level networking courseware. 
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Question: 30 

A network technician needs to install patch cords from the UTP patch panel to the access switch 

for a 

newly occupied set of offices. The patch panel is not labeled for easy jack identification. Which of 

the 

following tools provides the easiest way to identify the appropriate patch panel port? 

 
A. Toner 

B. Laptop 

C. Cable tester 

D. Visual fault locator 

 

Answer: 

A 

 

Explanation: 

A toner, which consists of a tone generator and an inductive probe, is the most efficient tool for 

this task. The tone generator is connected to the network jack in the office, sending an electrical 

signal through the U-T-P cable. The technician then uses the probe at the patch panel. By 
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sweeping the probe across the ports, it will emit an audible tone when it detects the signal from 

the generator, thus quickly and easily identifying the correct port without needing to physically 

plug into each one. This process is known as "toning out" a cable and is the standard industry 

practice for tracing unlabeled wires. 

Why Incorrect Options are Wrong: 

B. Laptop: Using a laptop is inefficient. It would require connecting a patch cord from the switch to 

each panel port sequentially until the laptop shows a network link. 

C. Cable tester: A basic cable tester requires plugging its remote unit into the wall jack and the 

main unit into each patch panel port one by one, which is slower than a toner. 

D. Visual fault locator: This tool is used exclusively for locating breaks and identifying ends of 

fiber optic cables by transmitting a visible red light; it is incompatible with copper UTP cabling. 

References: 

1. West, J., Andrews, J., & Dean, T. (2022). Network+ Guide to Networks (9th ed.). Cengage 

Learning. 

In Chapter 2, "Networking Tools," the text describes the function of a tone generator and probe: 

"To trace a wire, you connect the tone generator to the wire at one end... Then you use the probe 

at the other end... to find the same wire by listening for the tone. This process is called toning a 

wire." This directly supports its use for identifying a specific cable in a bundle or at a patch panel. 
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2. University of Washington, IT Connect. (2021). Cabling & Wiring: Tools. 

In the section describing standard tools for network technicians, the documentation explains that 

a "Tone and Probe Kit" is used to "identify a specific wire pair or conductor within a bundle, at a 

cross-connect point, or at a remote end." This aligns perfectly with the scenario of identifying an 

unlabeled port on a patch panel. (Reference: UW IT Connect, Tools section for network cabling). 

3. Michigan State University, Infrastructure Planning and Facilities. (2019). Telecommunication 

Systems Cabling Guidelines, Section 01700. 

Section 1.05, "Quality Assurance," subsection A.3, specifies required test equipment for cable 

installers, which includes a "wire mapping tester with tone generation." This indicates that tone 

generation is a standard, required method for identifying and verifying cable runs in a professional 

installation environment. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
CertEmpire 

https://certempire.com/


65 
 

https://certempire.com 

Question: 31 

Which of the following disaster recovery concepts is calculated by dividing the total hours of 

operation by the total number of units? 

A. MTTR 

B. MTBF 

C. RPO 

D. RTO 

 

Answer: 

B 

 

Explanation: 

Mean Time Between Failures (MTBF) is a reliability metric that represents the average time a 

device or system operates before a failure occurs. The standard calculation for MTBF is the total 

operational uptime divided by the number of failures. The formula presented in the question, "total 

hours of operation by the total number of units," is an imprecise but conceptually related 

description. In the context of reliability testing for a population of items, it is likely that "total 

number of units" is used incorrectly to mean the "total number of failed units" or failures. Among 
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the given options, MTBF is the only metric calculated from historical operational time and failure 

events. 

 

Why Incorrect Options are Wrong: 

A. MTTR: Mean Time To Repair (or Recover) measures the average time required to fix a failed 

component, not the time it operates between failures. 

C. RPO: Recovery Point Objective is a business continuity metric that defines the maximum 

acceptable amount of data loss, measured in time. It is a target, not a calculation of past 

performance. 

D. RTO: Recovery Time Objective is a business continuity metric that defines the target time for 

restoring a service after a disaster. It is an objective, not a calculated reliability metric. 

References: 

1. Barabde, M., & Zode, P. (2013). A Review on Basic of Reliability, Availability, Maintainability and 

Dependability. International Journal of Scientific and Research Publications, 3(4), p. 2. "Mean 

Time Between Failure (MTBF) is the mean (average) time between consecutive failures of a 

component... MTBF = Total operating time / Number of failures." 

2. Blanchard, B. S. (2004). System Engineering Management (3rd ed.). John Wiley & Sons. In 

Chapter 10, Reliability Engineering, MTBF is defined for a given period as the total operating time 

divided by the total number of failures observed during that period. 
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3. NIST Special Publication 800-34 Rev. 1 (2010). Contingency Planning Guide for Federal 

Information Systems. National Institute of Standards and Technology. 

Section 3.3.3, p. 21: Defines Recovery Point Objective (RPO) as "the point in time, prior to a 

disruption or system outage, to which mission/business process data can be recovered." 

Section 3.3.3, p. 21: Defines Recovery Time Objective (RTO) as "the maximum amount of time 

that a system can be down and the extent of data loss that is acceptable to the organization." 

4. O'Connor, P., & Kleyner, A. (2012). Practical Reliability Engineering (5th ed.). John Wiley & 

Sons. 

Chapter 2, Section 2.2.1, p. 12: Explains that for a constant hazard rate (), MTBF = 1/. The failure 

rate is calculated as the number of failures divided by the total operating time, which 

mathematically aligns MTBF with Total Time / Number of Failures. 
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Question: 32 

An ISP provided a company with a pre-configured modem and five public static IP addresses. 

Which 

of the following does the company's firewall require to access the internet? (Select TWO). 

 
A. NTP server 

B. Default gateway 

C. The modem's IP address 

D. One static IP address 

E. DNS servers 

F. DHCP server 

 

Answer: 

B, D 

 

Explanation: 

For a firewall, or any network device, to communicate with the internet, it requires two 

fundamental pieces of information for its external-facing (WAN) interface. First, it needs a unique 

public IP address to be identifiable on the internCeertt;Etmhpei rescenario specifies the ISP provided static 

IPs for this purpose. Second, it needs a Default Gateway, which is the IP address of the next-hop 

router on the ISP's network. The firewall sends all traffic destined for non-local networks (i.e., the 

internet) to this gateway. These two components are the minimum requirements for establishing 

basic IP routing and internet access. 

Why Incorrect Options are Wrong: 

A. NTP server: An NTP server is used for time synchronization. While important for logging and 

security, it is not a prerequisite for establishing basic internet connectivity. 

C. The modem's IP address: The firewall needs the IP address of the default gateway. While this 

might be the modem's IP in some configurations, "default gateway" is the correct and universally 

required configuration parameter. 

E. DNS servers: DNS is required to resolve domain names to IP addresses. Basic internet access 

(e.g., connecting to a public IP) works without DNS; it is a service used over the internet, not a 

requirement for it. 

F. DHCP server: DHCP is used for automatic IP address assignment. The scenario explicitly 

states the company was given static IP addresses, which require manual configuration. 
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References: 

1. Kurose, J. F., & Ross, K. W. (2017). Computer Networking: A Top-Down Approach (7th ed.). 

Pearson. 

Section 4.4.2, "The Internet Control Message Protocol (ICMP)" and Section 5.2, "Routing 

Algorithms": These sections explain the core mechanics of IP routing. A host (or firewall) must 

have an IP address to be a source/destination and must know the address of its first-hop router 

(default gateway) to forward datagrams off its local subnet. The configuration of a default route is 

fundamental to this process. 

2. Cisco. (2022). Configure a Static WAN IP Address on RV34x Series Routers. Cisco Technical 

Assistance Center (TAC). 

"Configure Static IP" section, Step 4: The official configuration guide explicitly lists the mandatory 

fields for establishing a static WAN connection as "IP Address," "Subnet Mask," and "Default 

Gateway." This demonstrates the essential parameters required from a vendor's perspective. 

3. Braden, R. (Ed.). (1989). Requirements for Internet Hosts -- Communication Layers. RFC 

1122. Internet Engineering Task Force (IETF). 

Section 3.3.1.1, "Simple-Minded Gateway Selection": This foundational document specifies the IP 

protocol stack requirements. It states, "When a host sends a datagram, it must make a routing 

decision... This decision is based upon a 'routing table'... There may be a 'default' route..." This 

establishes the default gateway as a core component of IP forwarding logic. (DOI: 

https://doi.org/10.17487/RFC1122) 
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Question: 33 

Which of the following network ports is used when a client accesses an SFTP server? 

 
A. 22 

B. 80 

C. 443 

D. 3389 

 

Answer: 

A 

 

Explanation: 

SFTP, which stands for SSH File Transfer Protocol, is a secure method for transferring files that 

operates as a subsystem of the Secure Shell (SSH) protocol. The SSH protocol is designed to 

provide a secure, encrypted channel over an unsecured network. The Internet Assigned Numbers 

Authority (IANA) has officially assigned TCP port 22 as the well-known port for the SSH service. 

Therefore, when a client initiates a connection to an SFTP server, it targets TCP port 22 by 

default to establish the secure communication channel required for file transfer operations. 
 

Why Incorrect Options are Wrong: 
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B. 80: This port is reserved for Hypertext Transfer Protocol (HTTP), which is used for unencrypted 

web browsing, not secure file transfers. 

C. 443: This port is used for HTTP Secure (HTTPS), which secures web traffic using TLS/SSL, a 

different protocol from SSH/SFTP. 

D. 3389: This port is designated for the Remote Desktop Protocol (RDP), primarily used for 

remote graphical access to Windows systems. 

References: 

1. Internet Assigned Numbers Authority (IANA). Service Name and Transport Protocol Port 

Number Registry. The official registry lists "ssh" assigned to port 22 for both TCP and UDP. 

(Search for "ssh" in the registry at https://www.iana.org/assignments/service-names-port-numbers 

/service-names-port-numbers.xhtml). 

2. Internet Engineering Task Force (IETF). RFC 4251: The Secure Shell (SSH) Protocol 

Architecture. Section 2, "Key Exchange," mentions the standard port. More explicitly, RFC 4253: 

The Secure Shell (SSH) Transport Layer Protocol, Section 4.2, "Protocol Version Exchange," 

states, "The server normally listens for connections on port 22." (Available at 

https://doi.org/10.17487/RFC4253). 

3. University of California, Berkeley. CS 168: Introduction to the Internet: Architecture and 

Protocols, Lecture 10: Transport. Course materials list well-known ports, specifying Port 22 for 

https://certempire.com/
http://www.iana.org/assignments/service-names-port-numbers


70 
 

https://certempire.com 

"Secure Shell (SSH) remote login protocol." (Example courseware structure, specific content may 

vary by semester). 

4. OpenBSD. sshdconfig(5) Manual Page. The official documentation for OpenSSH, the most 

common SSH implementation, states: "Port 22. Specifies the port number that sshd(8) listens on. 

The default is 22." This confirms the default operational port for the service that provides SFTP. 
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Question: 34 

A network administrator is troubleshooting a connectivity issue between two devices on two 

different subnets. The administrator verifies that both devices can successfully ping other devices 

on 

the same subnet. Which of the following is the most likely cause of the connectivity issue? 

 
A. Incorrect default gateway 

B. Faulty Ethernet cable 

C. Wrong duplex settings 

D. VLAN mismatch 

 

Answer: 

A 

 

Explanation: 

The default gateway is the IP address of a router interface that a host uses to forward packets 

destined for a remote network or a different subnet. The scenario confirms that intra-subnet 

communication is working, which means Layer 1 (physical) and Layer 2 (data link) connectivity, as 

well as local IP addressing, are functional. The failure occurs specifically when trying to 
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communicate between subnets. This is a classic symptom of a Layer 3 routing issue, and for an 

end device, the most common point of failure for inter-subnet communication is an incorrectly 

configured or unreachable default gateway. 

Why Incorrect Options are Wrong: 

B. Faulty Ethernet cable: A faulty cable would likely cause a complete loss of connectivity, 

preventing the device from pinging any other device, including those on its own subnet. 

C. Wrong duplex settings: A duplex mismatch typically results in performance issues like high 

error rates and slow speeds for all traffic, not a complete failure of only inter-subnet 

communication. 

D. VLAN mismatch: A VLAN mismatch on the switch port would prevent the device from 

communicating with other devices on its intended local subnet, contradicting the given information 

that local pings are successful. 

--- 

 

References: 

1. Kurose, J. F., & Ross, K. W. (2021). Computer Networking: A Top-Down Approach (8th ed.). 

Pearson. 

Section 4.4.2, "The IP Forwarding Table": This section explains that when a host sends a packet, 

it consults its forwarding table. If the destination is on a different subnet, the packet is sent to the 
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default gateway (router). "If a host is on a network that has a single default router, then the 

forwarding table in the host will have only two entries: one for the default router and one for the 

loopback address." An incorrect default gateway entry would cause inter-subnet communication 

to fail. 

2. Comer, D. E. (2015). Internetworking with TCP/IP Volume 1: Principles, Protocols, and 

Architecture (6th ed.). Pearson. 

Chapter 10, Section 10.10, "IP Routing In A Host": This section details the routing algorithm on a 

host. It states, "If the destination is on a remote network, the host must pass the datagram to a 

router for delivery... A host needs to know the IP address of at least one router on the local 

network, which it uses as a default." This highlights the critical role of the default router for any 

off-net communication. 

3. Internet Engineering Task Force (IETF). (1989). RFC 1122: Requirements for Internet Hosts -- 

Communication Layers. 

Section 3.3.1.2, "Specific Issues": This foundational document specifies host behavior. It 

discusses the concept of a "default" route, stating, "A host SHOULD be able to determine a 

"default" first-hop router for non-local IP datagrams." This establishes the standard requirement 

for a default gateway to enable communication with non-local hosts (i.e., those on different 

subnets). 
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Question: 35 

SIMULATION A network administrator has been tasked with configuring a network for a new 

corporate office. The office consists of two buildings, separated by 50 feet with no physical 

connectivity. The configuration must meet the following requirements: . Devices in both buildings 

should be able to access the Internet. . Security insists that all Internet traffic be inspected before 

entering the network. . Desktops should not see traffic destined for other devices. 

INSTRUCTIONS Select the appropriate network device for each location. If applicable, click on 

the magnifying glass next to any device which may require configuration updates and make any 

necessary changes. Not all devices will be used, but all locations should be filled. If at any time 

you would like to bring back the initial state of the simulation, please click the Reset All button. 
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Answer: 

The network should be configured as follows: 

 
• Top Box (Internet entry): Firewall 

 
• Second Box (Core distribution): Router 

 
• Third Box (Building A LAN): Switch 

 
• Fourth Box (Link from A to B): WAP 

 
• Fifth Box (Building B LAN): Wireless range extender 

The following configuration change must be made: 

• On the Wireless range extender, the Key or Passphrase must be changed from 

N@En71$90*Ha to S3cretkey! to match the WAP's passphrase. 
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Explanation: 

A Firewall is required at the network edge to inspect all incoming Internet traffic, satisfying the 

security requirement. A Router is then used to handle traffic between the internal network and the 

firewall. 

 
Inside Building A, a Switch is the appropriate device to connect desktops. Unlike a hub, a switch 

intelligently forwards traffic only to the specific destination port, preventing other devices on the 

network from seeing that traffic. 

 
To connect Building B wirelessly, a Wireless Access Point (WAP) is placed in Building A. A 

Wireless range extender in Building B receives this signal and provides access to local wireless 

devices. For the extender to connect to the WAP, the SSID, security mode, and security key must 

match. The simulation shows a mismatched Key or Passphrase, which must be corrected. 

References: 

Kurose, J. F., & Ross, K. W. (2021). Computer Networking: A Top-Down Approach (8th ed.). 

Pearson. 

Firewalls: Section 8.6, "Network Security," describes firewalls as devices that filter packet traffic at 

the network perimeter (p. 718). 

Switches: Section 6.3, "Link-Layer Switches," eCxepr t lEami np isr e  that switches forward frames selectively to 

output ports based on MAC addresses, thus isolating traffic between ports (p. 518). 

WAP Association: Section 7.3.3, "Associating with an AP," details that a wireless host must 

configure its network parameters, including the SSID and passphrase, to match the AP's 

configuration to associate with it (p. 605). 

IEEE Std 802.11TM-2020. (2020). IEEE Standard for Information 

Technology-Telecommunications and information exchange between systems Local and 

metropolitan area networks-Specific requirements - Part 11: Wireless LAN Medium Access 

Control (MAC) and Physical Layer (PHY) Specifications. 

Authentication: Section 12.3, "Authentication and association," specifies the procedures for a 

station to connect to an access point, which involves authenticating with shared credentials such 

as a Pre-Shared Key (PSK) for WPA2. 

Lowe, D. (2018). Networking All-in-One For Dummies (7th ed.). John Wiley & Sons. 

Range Extenders: Chapter 7, "Extending Your Network," explains that a wireless extender (or 

repeater) connects to an existing access point and rebroadcasts its signal, and for it to work, "the 

SSID, channel, and security settings on the repeater must be configured to match the settings on 

the main access point" (p. 581). 
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