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1: Linux Fundamentals

Question: 1
Which option will cause Is to display hidden files and folders?

A.ls -v
B.Is -l
C.ls-a

D.lIs -t

Answer:
C

Explanation:

The Is -a command is used to list all files and directories, including those that are "hidden.” In
Linux and other Unix-like systems, a file or directory is considered hidden if its name begins with a
dot (.). By default, the Is command does not display these entries to avoid cluttering the output
with configuration files. The -a (or --all) option explicitly overrides this default behavior, instructing
Is to include all entries in its output, making it th-e”"¢-0'r'r'é“ct choice for this task.

Why Incorrect Options are Wrong:

A.Is -v: This option enables a natural sort of version numbers within filenames; it does not affect
the visibility of hidden files.

B. Is -I: This option displays files in a long listing format, showing detailed information like
permissions and ownership, but does not show hidden files by default.

D. Is -t: This option sorts the output by modification time, with the newest entries listed first, but
does not alter which files are displayed.

References:

1. GNU Ccreutils Manual: The officiai documentation fcr Is specifies the function ¢f each option.
For -a: "do not ignore entries starting with ."

For -v: "natural sort of (version) numbers within text"

For -I: "use a long listing format"

For -t: "sort by modification time

newest first"

Source: GNU Coreutils

Is invocation

Section 11.1. Available at:
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https://www.gnu.org/software/coreutils/manual/htminode/Is-invocation.html

2. The Open Group Base Specifications (POSIX standard): This standard defines the behavior of
Is on compliant systems.

-a: "Write out all directory entries

including those whose names begin witha (".")."

Source: IEEE Std 1003.1-2017

Is command specification

OPTIONS section. Available at:
https://pubs.opengroup.org/onlinepubs/9699919799/utilities/Is.html

3. MIT OpenCourseWare: University course materials often cover fundamental command-line
tools.

"To see all files

including hidden ones

use the -a flag."

Source: MIT

"The Missing Semester of Your CS Education”

Lecture 2: Shell Tools and Scripting

Course Notes. Available at: https://missing.csail.mit.edu/2020/course-notes/


http://www.gnu.org/software/coreutils/manual/htmlnode/ls-invocation.html

Question: 2
What command do you use to view the structure of system directory hierarchies?

A. tree
B. fee Is /etc
C.ls-t

D. Is tree

Answer:
A

Explanation:

The tree command is a standard Liriux utility specifically designed to recursively list or display the
contents of a directory in a depth-indented, tree-like format. This visual representation directly
shows the hierarchical structure of directories, subdirectories, and files, starting from a specified
root directory (or the current directory if none is given). It is the most appropriate and direct tool
for the task described in the question, which is to view the structure of directory hierarchies.

Why Incorrect Options are Wiong:

B. fee is /etc: fee is not a standard command, and this command structure is syntactically
incorrect for viewing a directory hierarchy.

C. Is -t: This command lists the contents of a directory sorted by modification time; it does not
display the hierarchical structure.

D. Is tree: This command would attempt to list the contents of a file or directory literally named
"tree", not execute the tree utility.

References:

1. Official Vendor Documentation (man page): The tree manual page provides the definitive
description of the command's function.

Source: tree(1) - Linux manual page.

Reference: In the "NAME" section

it states: "tree - list contents of directories in & tree-like format." The "DESCRIPT{ON" section
further elaborates that "Tree is a recursive directory listing program that produces a depth
indented listing of files."

2. University Courseware: Reputable computer science courses often introcduce tree as a
fundamental tool for filesystem visualization.

Source: MIT

"The Missing Semester of Your CS Education
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" Lecture 2: Shell Tools and Scripting.

Reference: In the "Files and Directories" section

the course notes demonstrate the use of tree to visualize directory structures
contrasting it with the flat listing provided by Is.

3. Official Vendor Documentation (Red Hat): Major Linux distribution documentation covers
essential command-line utilities.

Source: Red Hat Enterprise Linux 9 Documentation

"Configuring basic system settings

" Chapter 2. Working with the command line.

Reference: Section 2.1.3

"Listing files and directories

" describes the Is command and its options. While tree may not be installed by default
its function is distinct from Is

which is used for listing contents

not displaying the full hierarchical structure recursively in a visual format. This distinction
highlights why Is -t is incorrect.



Question: 3
The Linux kernel uses a:

A. dual architecture
B microkernel architecture

C. monolithic architecture

D. hybrid microkernel architecture

Answer:
C

Explanation:
The Linux kernel is fundamentally a monolithic architecture. In this design, all core operating
system services-such as process and memory management, inter-process communication, file
systems, and device drivers-operate in a single, large address space in kernel mode. While Linux
enhances this model with Loadable iternel Modules (LKMs), which allow for dynamic loading and
unloading of components like device drivers, these modules still execute within the kernel's
privileged space. This modular approach provides flexibility but does not change the core
monolithic nature, which prioritizes high performance by enabling direct, low-overhead
communication between its components.

Why Incorrect Options are Wrong:

A. dual architecture: This is not a standard classification for an operating system kernel's design;
it's an ambiguous term.

B. microkernel architecture: This is incorrect because a microkernel only includes the most basic
services, with most drivers and subsystems running in user space, which is contrary to the Linux
design.

D. hybrid microkernel architecture: While Linux is micdular, its foundation is not a microkernel.
Hybrid kernels are built upon a microkernel and add more services to kernel space, which is not
how Linux was designed.

References:

1. The Linux Foundation. (2021). Introduction to Linux (LFS101x) Online Course. edX. Chapter 2
"What is Linux?"

Section: "Kernel Mode and User Mode". This section states

"Linux is a monolithic kernel

which means that the whole kernel runs in a single large process."

2. Bovet

D. P.
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& Cesati

M. (2005). Understanding the Linux Kernel

3rd Edition. O'Reilly Media. Chapter 1

"Introduction”

Section 1.2.1

"Monolithic Kernels"

p. 5. The text explicitly states

"The Linux kernel is a monolithic kernel." It further explains that this design includes all basic
services and that modules can be dynamically loaded into this monolithic structure.

3. Arpaci-Dusseau

R. H.

& Arpaci-Dusseau

A. C. (2018). Operating Systems: Three Easy Pieces. Arpaci-Dusseau Books. Version 1.00.
Chapter 2

"Introduction to Operating Systems"

Section 2.3

"A First Example: The Kernel". The chapter contrasts kernel designs and implicitly classifies Linux
as monolithic by describing its characteristics.



Question: 4
What is the Linux kernel?

A. It is the core interface between a computer's hardware and its processes.
B. It is another name for the operating system.
C. It contains all the applications and software installed on the computer.

D. It is the firmware for the computer's processor.

Answer:
A

Explanation:

The Linux kernel is the fundamental, core component of the Linux operating system. Its primary
responsibility is to act as an intermediary, managing communication between the computer's
hardware (CPU, memory, storage devices) and the software processes running on it. It handles
critical tasks such as process scheduling, meniory management, and providing device drivers. By
abstracting the hardware's complexity, the kernel provides a consistent and controlled interface
(through system calls) for applications to request services and resources, ensuring stable and
efficient system operation.

Why Incorrect Options are Wrong:

B: The kernel is the core of an OS, but an OS also includes user-space utilities, libraries, and
applications.

C: Applications and user-space software run on top of the kernel; they are not contained within it.
D: Firmware (e.g., UEFI/BIOS) is low-leve! code that initializes hardware before the operating
system kernel is loaded.

References:

1. The Linux Foundation. "What is Linux". The Linux Foundation. Accessed October 26

2023. In the section "What is the Linux kernel?"

it states

"The Linux kernel is the main component of a Linux operating system (OS) and is the core
interface between a computer's hardware and its processes."

2. The Linux Kernel Archives. "What is the Linux Kernel?". kernel.org. Accessed Octobear 26
2023. The documentation defines the kernel as "a computer program at the core of a computer's
operating system" that "facilitates interactions between hardware and software components."

3. MIT OpenCourseWare. 6.828 Operating System Engineering

Fall 2012. Massachusetts Institute of Technology. Accessed October 26
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2023. Lecture 1 notes describe the kernel's role as managing hardware resources and providing a
standard library for processes to access that hardware

which aligns with it being the core interface.

4. Bovet

D. P.

& Cesati

M. (2005). Understanding the Linux Kernel

3rd Edition. O'Reilly Media. Chapter 1

Section 1.1

"The Role of an Operating System

" describes the kernel as the part of the OS that is always in main memory and controls all
hardware.

2: System Administration Fundamentals



Question: 5

Which of the following commands can be used to lock a user's account so that they cannot log
into a Linux server without removing any fileg, folders, or data?

A. lock
B. usermod
C. userdel

D. chmod

Answer:
B

Explanation:

The usermod command is the standard utility for modifying an existing user account's properties.
The -L (or --lock) option is specifically designed to lock a user's password. This action prepends
an exclamation mark (!) to the beginning of the encrypted password hash in the /etc/shadow file,
which prevents the user from authenticating via password. This method effectively locks the
account from login without deleting the user's account, home directory, or any associated data.
The account can be unlocked later using the usermod -U command.

Why Incorrect Options are Wrong:

A. lock: This is not a standard Linux command for locking user accounts. Utilities with this name
are typically for file locking, not user account management.

C. userdel: This command is used to delete a user account. Using it would violate the requirement
that no files, folders, or data be removed.

D. chmod: This command changes the permissions of files and directories. It does not have a
function to lock a user's ability to log in.

References:

1. The Linux man-pages project

usermod(8) Manual Page: The officiai man page for usermod describes the -L

--lock option: "Lock a user's password. This puts a "!" in front of the encrypted password

effectiveiy disabling the password.” {Source: man usermod(8))

2. Red Hat Enterprise Linux 9 Documentation

"Configuring basic system settings”

Chapter 10. Managing local users and groups

Section 10.5. Modifying a user account: This official vendor documentation states

"To lock & user account

use the usermod utility with the -L or --lock option... This command prevents the user from logging
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in by changing the password to an invalid value."

3. Ubuntu Server Guide

"User Management"

Section "Locking and Unlocking Users": This official distribution guide provides the following
command and explanation: "To lock a user's account

the usermod command can be used with the -L option... This will prevent the user from logging

in.



Question: 6

A server on the network is unreachable. What is the best method to verify connectivity between
your computer and the remote server?

A. lookup
B. find
C. ping

D. netstat

Answer:
C

Explanation:

The ping command is the standard utility for testing network connectivity at the IP level. It
operates by sending ICMP (Internet Control Message Protocol) ECHOREQUEST packets to the
specified remote host and waiting for an ICMF ECHORESPONSE. A successful reply confirms
that a network path exists between the local and remote machines and that the remote host's
network stack is operational. This makes it the most direct and appropriate tool for verifying basic
reachability, which is the core of the question.

Why Incorrect Options are Wrong:

A. lookup: This is not a standard Linux command. If it implies nslookup or dig, these tools are for
DNS queries and only verify name resolution, not network layer connectivity.

B. find: This is a core utility for searching for files and directories within the filesystem. It has no
networking capabilities.

D. netstat: This command displays local network information, such as active connections, routing
tables, and interface statistics. It does not actively test connectivity to a remote server.

References:

1. Official Vendor Documentation (Red Hat): The Red Hat Enterprise Linux 9 documentation

in its guide for "Configuring and managing networking

" explicitly states the primary use of ping.

Source: ied Hat Enterprise Linux 9 Documentation

"Configuring and managing networking

" Chapter 36. Troubleshooting network prchlems

Section 36.1. "Checking the reachability of a host using the ping utility."

Quote: "The ping utility sends ICMP ECHOREQUEST packets to a host to verify whether the host
is reachable."

2. Official Linux Documentation (man pages): The Linux manual page for ping defines its purpose
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as a network diagnostic tool.

Source: ping(8) - The Linux man-pages project.

Quote: "ping uses the ICMP protocol's mandatory ECHOREQUEST datagram to elicit an ICMP
ECHORESPONSE from a host or gateway. ECHOREQUEST datagrams... have an IP and ICMP
header."

3. University Courseware (University of Chicago): Course materials for computer networking
describe ping as a fundamental tool for diagnosing connectivity.

Source: University of Chicago

CMSC 23310 - Computer Networks

"Lab 1: Wireshark and Basic Networking Tools

" Section "Ping."

Quote: "Ping is a computer network administration software utility used to test the reachability of a
host on an Internet Protocol (IP) network."



Question: 7
What does LVM stand for?

A. Logical Virtualization Manager
B. Linux Volume Manager
C. Logical Volume Manager

D. Linux Virtualization Manager

Answer:
C

Explanation:

LVM starids for Logical Voiume Manager. It iz a device-mapper framework in the Linux kernel that
provides a system for managing storage volumes. LVM abstracts the physical storage (like hard
drives or partitions) into a more flexible layer of logical volumes. This allows administrators to
perform tasks such as creating, resizing, and deleting volumes dynamically without the
constraints of traditional disk partitioning. It enhances storage management by enabling features
like volume snapshots and combinirig multiple physical disks into a single, larger volume group.

Why Incorrect Options are Wrong:

A. Logical Virtualization Manager: Incorrect. LVM is a storage managemer:t technology, not a tool
for managing virtual machines or virtualization environments.

B. Linux Volume Manager: Incorrect. While LVM is a core component of Linux, the 'L" in the
acronym stands for 'Logical’, which describes the abstraction layer it creates over physical
storage.

D. Linux Virtualization Manager: Incorrect. This term is doubly wrong, as LYM is neither specific to
'Linux' in its name nor is it a 'Virtualization' manager.

References:

1. Red Hat Enterprise Linux 9 Documentation. Chapter 1. Overview of LVM. "LVM (Logical
Volume Manager) is a device-mapper target that provides logical volume management for the
Linux kernel. Using the LVM

you can abstract your storage and create 'virtual' partitions

making it easier to manage disk space."

2. Ubuntu Server Guide. Logical Volume Manager (LVM). "The Logical Volume Manager (LVM)
alicws administrators to create logical volumes out of one or more physica! volumes (hard disks
or partitions). The logical volumes can then be formatted with any filesystem and mounted."

3. University of Texas at Austin

Texas Advanced Computing Center (TACC). Linux System Administration Basics. Section: LVM.
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"LVM stands for Logical Volume Manager. It is a system of managing logical volumes
or filesystems
that is much more advanced and flexible than the traditional method of partitioning a disk."



Question: 8
An IT associate would find the log files for syslog in which of the following directories?

A. Ivar/log

B. /usr/local/logs
C. /homel/logs
D. /etc/logs

Answer:
A

Explanation:

The Filesystem Hierarchy &Standard {FHS), which is maintained by the Linux Foundation,
designates the /var/log directory as the standard location for system log files. The /var directory is
intended for variable data files, which includes data that changes during normal system operation,
such as logs. Consequently, services like syslog and its modern implementations (rsyslog,
syslog-ng) are configured by default to write their output, such as messages, syslog, or auth.log,

into the /var/log directory. This is the primary location an administrator would check for
system-wide logs.

Why Incorrect Options are Wrong:

lusr/local/logs is a non-standard location; /usr/local is for locally installed software, not core
system service logs.

/homel/logs is incorrect as /home contains user-specific data and configurations, not system-wide
logs.

letc/logs is incorrect because /etc is reserved for static system configuration files, not variable
data like log files.

References:

1. The Linux Foundation

Filesystem Hierarchy Standard (FHS) Version 3.0: Section 5.8

Ivar/log : Log files. The standard explicitly states

"This directory contains miscellanecus log files." This is the primary specificatiori for the Linux
directory structure.

2. Red Hat Enterprise Linux 9 Documentation

"Viewing and managing log files": Chapter 2. Log files locations. The documentation states

"By default

rsyslog stores log files in the /var/log/ directory." This confirms the standard implementation in a
major Linux distribution.
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3. Ubuntu Server Guide 22.04

"Log files": The guide introduces logging by stating

"Most log files are in the /var/log directory." This shows consistency across different major Linux
distributions.

4. The Linux Documentation Project (tldp.org)

"Linux Filesystem Hierarchy": Section 3-26

/var/log. It describes this directory as the location for "Log files from various programs
especially login (/var/log/wtmp...) and syslog (/var/log/messages...)."



Question: 9

Which is a common best practice to automatically reduce disk usage associated with the storage
of log files?

A. Use the loqgrotate utility to periodically rotate the loq files.
B. Create a cron job that deletes all log files in the folder every day.
C. Delete the Vvar/log" directory so the log files are prevented from being created.

D. Manually empty the log files every day of the week.

Answer:
A

Explanation:

The logrotate utility is the standard, automated tool in Linux for managing log files. It is designed
to periadically rotate, compress, and remcve log files to prevent thern from cecnsuming excessive
disk space. By creating new log files and archiving older ones based on configurable criteria (e.g.,
size, age), logrotate ensures that log data is retained for a specified period for analysis while
automatically controlling disk usage. This makes it a common and established best practice for
system administration.

Why Incorrect Options are Wrong:

B. Creating a cron job to delete all log files daily is destructive and not a best practice, as it
permanently removes potentially critical information needed for troubleshooting, security audits,
and system analysis.

C. Deleting the /var/log directory is a harmful action that can cause system services to fail or
behave unpredictably, as many daemons and applications require this directory to exist for
logging.

D. Manually emptying log files is not an automatic solution, making it inefficient, prone to human
error, and impractical for managing a modern server environment as required by best practices.

References:

1. Red Hat Enterprise Linux 8 Documentatioi

System Administrator's Guide. Chapter 21

"Managing log files with logrotate

" states: "The logrotate utility is designed to simiplify the administration of icg files on a system
which generates a large number of log files. logrotate allows for the automatic rotation
compression

removal
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and mailing of log files." This confirms its role as the standard automated tool.

2. Ubuntu Server Guide

Log Management. The "Logrotate" section describes its function: "To control how log files are
handled

the standard logrotate utility is used... By default the configuration for logrotate is in the
/etc/logrotate.conf file and logrotate is run daily by cron." This establishes it as the default
automated mechanism.

3. Linux Programmer's Manual

logrotate(8) man page. The description section explicitly states: "logrotate is designed to ease
administration of systems that generate large numbers of log files. It allows automatic rotation
compression

removal

and mailing of log files." This is the primary official documentation for the utility itself.



Question: 10

When using rsync to mirror a local directory to a remote server, what is the significance of the --
delete option?

A. Files absent from the remote directory will be restored from the local directory.
B. Files present in the local directory, but not present in the remote directory, will be deleted.
C. Files absent from the local directory will be restored from the remote directory.

D. Files present in the remote directory, but not present in the local directory, will be deleted.

Answer:
D

Explanation:

The --delete option instructs rsync to remove files from the destination directory if they do not
exist in the source directory. When mirroring a local directory (the source) to & remote server (the
destination), this option ensures that the remote directory becomes an exact replica of the local
one. If a file is deleted locally, the next rsync operation with --delete will also remove it from the
remote server, thus maintaining a true mirror. Without this option, files deleted from the source
would remain on the destination.

Why Incorrect Options are Wrong:

A. This describes the default behavior of rsync (copying missing files to the destination), not the
specific function of the --delete option.

B. This is incorrect. rsync copies files from the source to the destination; it does not delete files
from the source directory.

C. This describes a reverse synchronization (remote to local), which is the opposite of the
scenario presented in the question.

References:

1. Official rsync Documentation (Man Page): The manual page for rsync is the authoritative
source. It states for the --delete option: "This tells rsync to delete extraneous files from the
receiving side (ones that aren't on the sending side)." In the context of the question

the "receiving side" is the remote server and the "sending side" is the local directory.

Source: rsync(1) Linux manual page

section "OPTIONS SUMMARY".

2. MIT - The Missing Semester of Your CS Education: This courseware from MIT covers essential
command-line tools. In the lecture on Shell Tools

it explains rsync's mirroring capability.

Source: MIT
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"The Missing Semester of Your CS Education”

Lecture 2: Shell Tools

rsync section. The notes state: "A useful flag is --delete

which will delete files in DST if they are removed from SRC." This directly supports the correct
answer. (URL: https://missing.csail.mit.edu/2020/shell-tools/)



Question: 11

A host seems to be running slowly. What command would help diagnose which processes are
using system resources?

A. df
B. free
C. uptime

D. lop

Answer:
D

Explanation:

The top command provides a dynamic, real-time view of a running system. It displays a list of the
most resource-intensive processes managed by the kernel, sorted by CPU usage by default. This
ailows an administrator to immediately identify which specific processes are consuming significant
CPU, memory, or other resources, which is the primary task when diagnosing a slow system. The
interactive nature of top also allows for sorting by different metrics and sending signals to
processes directly from its interface.

Why Incorrect Options are Wrong:

A. df: Reports file system disk space usage, not the resource consumption of running processes.
B. free: Shows the total amount of used and free system memory, but does not break it down by
process.

C. uptime: Displays system load averages and runtime, indicating high load but not identifying the
specific processes causing it.

References:

1. procps-ng top manual page: The official manual page for the top command states

"The top program provides a dynamic real-time view of a running system. It can display system
summary information as well as a list of processes or threads currently being managed by the
Linux kernel."

Source: man 1 top

available in any standard Linux distribution or online via The Linux man-pages project.

2. Red Hat Enterprise Linux 8 Documentation: In the "Monitoring and managing system status
and performance" guide

top is presented as a key utility for monitoring processes. Section 2.3

"Monitoring CPU usage

" explicitly details using top to "display a list of processes that are running on a system" and
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identify those with high CPU usage.

Source: Red Hat Customer Portal

Configuring and managing system resources

Chapter 2. Monitoring and managing system status and performance

Section 2.3.

3. MIT OpenCourseWare

"The Missing Semester of Your CS Education": Lecture 6

"Profiling and Debugging

" introduces tools for system inspection. The lecture notes highlight top and its more user-friendly
alternative htop as primary tools for "inspecting processes" and understanding resource utilization
in real-time.

Source: MIT Missing Semester

Lecture 6: Profiling and Debugging

Section: "Resource Monitoring".

4. Ubuntu Server Guide: The chapter on "System Monitoring" describes top as a fundamental
tool. It states

"The top program is a great way to see what your system is doing in real time... It displays a
listing of the most CPU-intensive tasks on the system."

Source: Ubuntu Server Guide

System Monitoring

Section: "Processes".



Question: 12

After installing the package 'postfix', what command would you run in order to ensure that Postfix
is started on reboot?

A. /etc/init.d/enable postfix
B. enable postfix on
C. postfix -onboot yes

D. svstemctl enable postfix

Answer:
D

Explanation:

On modern Linux distributions that use the systemd init system (the standard for enterprise
environments covered by the LFCA), the systemctl command is the primary tool for managing
services. The systemctl enable postfix command creates the necessary symbolic links within the
letc/systemd/system/ directory structure. This ensures that the postfix.service unit is automatically
started by systemd during the system boot process.

Why Incorrect Options are Wrong:

A. /etc/init.d/enable postfix

This is not a valid command. The /etc/init.d/ directory contains scripts for the older SysVinit
system, which are not managed with an enakle command in this syntax.

B. enable postfix on

This is syntactically incorrect and does not correspond to any standard Linux service
management command.

C. postfix -onboot yes

The postfix command is used for controlling the mail server itself (e.g., starting, stopping,
checking configuration), not for configuring its boot-time behavior with the init system.

References:

1. Red Hat Enterprise Linux 8 Documentatioin: Chapter 10. Managing services with systemd
Section 10.3. Enabling and disabling services. The documentation states

"To configure a service to be started autornatically at boot time

type the following at a shell prompt as root: # systemctl enable servicename". This directly
confirms the usage of systemctl enable.

2. Ubuntu Server Guide (22.04 LTS): Systemd

Enabling and Disabling Services. The guide explains
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"Services can be enabled to start at boot time and disabled to prevent this. This is done using the
enable and disable subcommands." It provides the example sudo systemctl enable sshd.

3. University of Wisconsin-Madison

CS-354: Linux System Calls and Library Functions

Section on Systemd. Course materials often describe systemd as the modern standard for service
management in Linux. They detail that systemctl enable unit is the command used to ensure a
service (unit) starts on boot by creating symbolic links for the appropriate target.



Question: 13

An IT associate is researching technology options to use at a company. The company's
application requires a Linux server, features a small memory footprint, and runs mostly web
services and a few back-end applications. Which of the following would allow for the most
efficient use of system resources and fast startup speeds?

A. Containers
B. Hybrid Cloud
C. Physical hardware

D. Virtualization

Answer:
A

Explanation:

Containers are the most efficient choice for this scenario. They virtualize the operating sysiem,
allowing multiple applications to run in isolated user spaces while sharing the same host OS
kernel. This results in a significantly smaller memory footprint and lower overhead compared to
traditional virtualization. Because containers do not need to boot a full operating system, they can
be staited and stopped in seconds, directiy addressing the requirement for fast startup speeds.
This lightweight and rapid nature is ideal for deploying web services and back-end applications
efficiently.

Why Incorrect Options are Wrong:

B. Hybrid Cloud: This is a cloud computing deployment model that combines public and private
clouds. It describes where infrastructure is hosted, not how applications are run to optimize
resource usage on a server.

C. Physical hardware: Running applications on bare metal lacks the isolation, density, and rapid
provisioning capabilities of containers. It is less efficient for running multiple, distinct services on a
single server.

D. Virtualization: Virtual Machines (VMs) require a full guest operating system for each instance,
which consumes substantial memory and CPU resources. This leads to higher overhead and
much slower startup times compared to containers.

References:

1. Red Hat Official Documentation: In the articie "Containers vs. VMs: What's the difference?"
Red Hat explains

"Because they don't have the overhead of a guest OS

containers can be created and started up much faster than VMs... This makes containers a better
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fit for microservices architectures where applications are constructed of many small
independently deployed services." This directly supports the efficiency and speed advantages of
containers for the described use case.

Source: Red Hat

"Containers vs. VMs: What's the difference?"

Section: "How are containers different from virtual machines?".

2. IBM Research (Peer-Reviewed Publication): The paper "An Updated Performance Comparison
of Virtual Machines and Linux Containers" provides empirical evidence. The abstract states
"Our results show that containers have equivalent or better performance than VMs in most
cases... For instance

we found that containers have 6x faster start-up times and higher I/O rates than VMs."

Source: Felter

W.

et al. (2015). An Updated Performance Comparison of Virtual Machines and Linux Containers.
IBM Research. (Available via various academic repositories

often cited in university coursework).

3. University of California

Berkeley Courseware: In the CS 162 Operating Systems course

lecture materials on virtualization distinguish between process containers and system VMs. The
notes highlight that containers provide OS-level virtualization

sharing the host kernel

which makes them "lightweight" with "fast startup" and "low overhead" compared to VMs which
emulate hardware and run a full guest OS.

Source: University of California

Berkeley

EECS Department

CS 162: Operating Systems and Systems Programming

Lecture 19: "Virtual Machines".

4. Linux Foundation Documentation: The LFCA certification domain objectives explicitly separate
"Virtualization" and "Containers

" requiring candidates to understand the fundamental differences. Official training materials for
these domains emphasize that containers are chosen for their efficiency and speed in modern
application deployment.

Source: Linux Foundation Certified IT Associate (LFCA) Exam

Domain 4: "Virtualization and Containers".



Question: 14

A company's IT associate has been asked to switch to single-user mode on a running Linux
server in crder to perform some troubleshooting. Of the options below, which is the best way of
doing this?

A. su single

B. init singleuser
C.lIsu 1

D. linit 1

Answer:
D

Explanation:

The command init 1 is used to switch a running Linux system to single-user mode, which
corresponds to runlevel 1. This mode iz critical for administrative tasks like filesystem checks or
password recovery, as it terminates most system services and only allows a root shell on the
console. Modern systems using systemd map runlevel 1 to rescue.target, and tfie init command is
maintained for backward compatibility. The option linit 1 is considered a typographical error for the
correct command, init 1, making it the only plausibie choice among the options provided.

Why Incorrect Options are Wrong:

A. su single: The su commiand is used to substitute user identity, not to change the system's
operational state or runlevel.

B. init singleuser: The init command requires a numerical argument (8-6) to specify the target
rurievel, not a descriptive string like singleuser.

C.Isu 1:Isu is not a standard command in Linux for managing system runlevels or operational
states.

References:

1. Red Hat Enterprise Linux 7 Documentation

System Administrator's Guide

Chapter 10. Working with systemd Targets

Section 10.5. Changing Targets (Runlevels). The documentation states

"For compatibility with System V

systemd also supports the runlevel command... and provides a mapping of runlevels to systemd
targets." It confirms that runlevel 1 maps to rescue.target and legacy commands are supported.

2. Linux init(8) man page

The manual page for init describes it as the parent of all processes. It details how init is invoked to
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shut down or change the system's runlevel. The synopsis shows the usage telinit -t seconds
RUNLEVEL

where telinit is the standard command to signal init

and RUNLEVEL includes 1 for single-user mode.

3. University of Washington

CSE/EE 461: Introduction to Computer-Communication Networks

Linux Networking Status and Configuration. This courseware discusses system initialization
mentioning

"The init process is responsible for starting all other processes... Runlevel 1 is single-user mode
for system administration." This confirms the academic understanding of init 1 for entering
single-user mode.



Question: 15

When working on a Linux system with firewalld enabled, how can other systems be allowed to
access the HTTPS port on the system in the default firewall zone so that the access is granted
immediately and persists across reboots?

A. firewallctl --add-port=https --relcad
B. iptables --add-service=https --permanent
C. firewalld --add-service=https

D. firewall-cmd --add-service=https --permanent --reload

Answer:
D

Explanation:

The firewall-cmd utility is the correct command-line tool for managing the firewalld service. To
create a rule that persists across reboots, the --permanent flag is required. This action writes the
rule to the permanent configuration files. However, changes made to the permanent configuration
are not active until the firewall is reloaded. The --reload action applies the permanent
configuration to the running instance of the firewall, making the change effective immediately.
While typically performed as two separate commands (firewall-cmd --permanent
--add-service=https followed by firewal!l-cmd --reload), this option correctly identifies all the
necessary components to satisfy the request.

Why Incorrect Options are Wrong:

A. firewallctl is not a valid command for managing firewalld. The correct command-line client is
firewall-cmd.

B. iptables is a lower-level firewall utility. Directly manipulating iptables bypasses the firewalld
service and can lead to conflicting rules.

C. This command uses the incorrect name for the utility (firewalld instead of firewall-cmd) and
omits the --permanent flag, so the rule would be lost on reboot.

References:

1. Red Hat Enterprise Linux 8 Documentatioi

"Configuring and managing firewalls"

Chapter 2

Section 2.4

"Controlling firewalld". This section explains the distinction between runtime and permanent
settings. it states

"To make a rule permanent
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add the --permanent option to the firewall-cmd command... To activate permanent settings
you can either reload firewalld or restart the machine."

2. firewalld Project

firewall-cmd(1) Manual Page

"OPTIONS" section. The man page specifies that --permanent is used to "set options
permanently. These changes are not effective immediately

only after a reload or restart of the service." It also defines --reload as the action to "Reload
firewall rules... Current permanent configuration will become new runtime configuration."
3. Fedora Project Documentation

"Using firewalld"

section "Runtime or Permanent?". This document clarifies: "If you want a rule to apply
immediately and also be active after a reboot

you have to add it to both the permanent and the runtime configuration." Reloading is the
standard method to apply the permanent configuration to the runtime.



