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1: Internal Audit Roles and Responsibilities  
 

 

Question: 1 

Which of the following is a valid statement about the use of visual observations during an audit 

engagement? 1. Visual observations can be used to detect ineffective controls, idle resources, 

and safety hazards. 2. Visual observations can be used during both preliminary survey and 

fieldwork stages of the audit engagement. 3. Visual observations can provide unsubstantiated 

facts to management if the internal auditor believes the information is useful. 4. Visual 

observations can assist an auditor in determining if a material observation should be 

communicated through informal means to the organization's senior management. 

A. 1 and 2 only 

B. 1 and 4 only 

C. 2 and 3 only 

D. 3 and 4 only 
 

Answer:  

A 

 

Explanation:  
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Visual observation is a fundamental audit technique used to gather physical evidence. It is highly 

effective for assessing the state of tangible assets, observing processes, and evaluating human 

behavior. Auditors can directly witness control activities (or their absence), identify underutilized 

or idle resources, and spot obvious safety violations. This technique is versatile and applied 

throughout the audit lifecycle. During the preliminary survey (planning phase), auditors perform 

walkthroughs to understand processes. During fieldwork, they conduct detailed observations to 

test the design and operating effectiveness of controls. Therefore, statements 1 and 2 are both 

valid descriptions of the use of visual observations in an audit. 

Why Incorrect Options are Wrong:  

3. Visual observations can provide unsubstantiated facts to management if the internal auditor 

believes the information is useful. 

This is incorrect. All audit communications must be based on sufficient, reliable, and corroborated 

evidence. Reporting "unsubstantiated facts" violates professional standards for accuracy and 

objectivity. 

4. Visual observations can assist an auditor in determining if a material observation should be 

communicated through informal means to the organization's senior management. 

This is incorrect. Material observations, due to their significance, require formal communication to 
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senior management and the board to ensure they receive appropriate attention and are formally 

tracked to resolution. 

References:  

1. The Institute of Internal Auditors (IIA) 

International Professional Practices Framework (IPPF) 

Standard 2310: Identifying Information. 

The Implementation Guide for Standard 2310 states 

"Physical information is obtained through observation of people 

property 

and events... For example 

observing the condition of inventory is a form of physical information." This supports the use of 

observation to detect issues like idle resources or safety hazards (Statement 1). 

2. The Institute of Internal Auditors (IIA) 

International Professional Practices Framework (IPPF) 

Standard 2200: Engagement Planning & Standard 2300: Performing the Engagement. 

The guidance for these standards clarifies that information gathering occurs in multiple phases. 

Implementation Guide 2210 discusses conducting a "preliminary survey" to understand the area 

which often involves observation. The 2300 series covers fieldwork where detailed testing 

including observation 
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occurs. This supports the validity of using observation in both stages (Statement 2). 

3. The Institute of Internal Auditors (IIA) 

International Professional Practices Framework (IPPF) 

Standard 2410: Criteria for Communicating. 

This standard requires that "Communications must be accurate 

objective 

clear 

concise 

constructive 

complete 

and timely." Reporting unsubstantiated information 

as suggested in statement 3 

would directly violate the principles of accuracy and objectivity. 

4. The Institute of Internal Auditors (IIA) 

International Professional Practices Framework (IPPF) 

Standard 2600: Communicating the Acceptance of Risks. 

This standard mandates a formal communication process with senior management and the board 

for significant risk issues (i.e. 

material observations). Communicating such matters informally 

as suggested in statement 4 



would be an inappropriate abdication of the internal audit activity's responsibility. 
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Question: 2 

An internal auditor for a large retail chain suspects that a store manager has been stealing money 

from cash sales by listing the sales as accounts receivable and then writing off the accounts as 

bad debts. Which of the following irregularities is the most likely cause of the auditor's suspicion? 

A. A much higher bad debt expense as a percentage of sales than that of previous years. 

B. A much higher bad debt expense as a percentage of sales than that of other stores. 

C. A much higher percentage of past-due accounts receivable than that of other stores. 

D. A much higher percentage of past-due accounts receivable than that of previous years. 

 

Answer:  

B 

 

Explanation:  

The described fraud scheme involves a store manager stealing cash and concealing the theft by 

creating a fictitious accounts receivable, which is later written off. This action directly and 

artificially inflates the bad debt expense for that specific store. Comparing the suspect store's bad 

debt expense as a percentage of sales against other stores in the chain is the most effective 

analytical procedure. This cross-sectional analysis provides a relevant benchmark, highlighting 
CertEmpire 

outliers and isolating problems specific to one location, which is characteristic of a single 

manager's fraud. It effectively controls for broader economic or company-wide factors that might 

affect all stores. 

Why Incorrect Options are Wrong:  

A. A much higher bad debt expense as a percentage of sales than that of previous years. 

This temporal analysis is less reliable. The fraud may have been ongoing, or overall economic 

conditions could have changed, making a year-over-year comparison less conclusive than a peer 

comparison. 

C. A much higher percentage of past-due accounts receivable than that of other stores. 

While past-due accounts would rise temporarily before the write-off, the bad debt expense is the 

final, direct financial impact of the scheme, making it a more definitive and primary indicator of 

this fraud. 

D. A much higher percentage of past-due accounts receivable than that of previous years. 

This option combines the weaknesses of temporal analysis (comparing to previous years) with a 

less direct indicator (past-due accounts vs. the actual write-off expense), making it the least 

effective choice. 



Get Simulator Access at https://certempire.com | Page 2 IIA 

 

References:  

1. COSO. (2016). Fraud Risk Management Guide. In the section on "Fraud Risk Assessment" 

(Principle 4) 

the guide discusses data analytics for fraud detection. It states 

"Management uses data analysis to look for anomalies and trends that may indicate fraud... 

comparing data against a variety of sources 

such as... peer or industry performance." (p. 59). This supports comparing one store's metrics 

against its peers. 

2. Wells 

J. T. (2017). Corporate Fraud Handbook: Prevention and Detection (5th ed.). In Chapter 4 

"Skimming 

" Wells discusses how analytical procedures can detect revenue-related fraud. He notes that 

comparing key ratios (like bad debt expense to sales) among different locations or units is a 

primary detection method. A significant variance in one location compared to others warrants 

investigation. 

3. The Institute of Internal Auditors (IIA). (2017). International Professional Practices Framework 

(IPPF). Standard 2120.A2 requires internal auditors to evaluate fraud potential. The supporting 

implementation guidance emphasizes using analytical procedures to identify anomalies. 

Comparing performance metrics across similar operating units is a fundamental analytical 

procedure for this purpose. For example 
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a significant deviation in bad debt expense at one store versus the chain's average is a classic 

red flag. 



 

Question: 3 

Which of the following would provide the best guidance to a chief audit executive who is setting 

internal audit staff requirements? 

A. A review of audit staff education and training records. 

B. Information about the audit staff size and composition of comparable organizations. 

C. Results from discussions of audit needs with executive management and the audit committee. 

D. The results of the audit staff's most recent performance reviews. 

 

Answer:  

C 

 

Explanation:  

The Chief Audit Executive (CAE) must align the internal audit activity's resources with the 

organization's strategic objectives and key risks. The most direct and effective way to understand 

these priorities is through discussions with executive management and the audit committee. 

These stakeholders provide critical input on risk appetite, emerging risks, and areas of concern, 

which forms the basis for the risk-based audit plan. The staffing requirements-including the 

necessary number of auditors, their skills, and experience levels-are then derived from the 
CertEmpire 

resources needed to execute this approved plan effectively. This approach ensures the internal 

audit function is strategically aligned and provides value to the organization. 

 

Why Incorrect Options are Wrong:  

A. A review of audit staff education and training records. This assesses the capabilities of the 

current staff but does not define the overall staffing requirements needed to address 

organizational risks and stakeholder expectations. 

B. Information about the audit staff size and composition of comparable organizations. 

Benchmarking can be a useful data point, but it is not the best primary guidance as it fails to 

consider the unique risk profile and strategic goals of the specific organization. 

D. The results of the audit staff's most recent performance reviews. This information is used for 

managing individual performance and development, not for determining the overall resource and 

skill requirements for the entire internal audit function. 

References:  

1. The Institute of Internal Auditors (IIA) 

International Professional Practices Framework (IPPF) 

Standard 2010 - Planning: "The chief audit executive must establish a risk-based plan to 

determine the priorities of the internal audit activity 

consistent with the organization's goals." 
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Implementation Guide 2010 

Paragraph 1: "The CAE discusses the organization's strategies 

key business objectives 

and associated risks with senior management and the board to help ensure that the internal audit 

plan is aligned with the organization's objectives." This directly supports that discussions with 

management and the board are foundational. 

2. The Institute of Internal Auditors (IIA) 

International Professional Practices Framework (IPPF) 

Standard 2030 - Resource Management: "The chief audit executive must ensure that internal 

audit resources are appropriate 

sufficient 

and effectively deployed to achieve the approved plan." 

Implementation Guide 2030 

Paragraph 1: "The CAE considers several factors to determine the resources needed to perform 

the engagement plan... These factors include... the expectations of senior management and the 

board." This explicitly links resource requirements to stakeholder expectations. 

3. Sawyer 

L. B. 

Dittenhofer 

M. A. 

& Scheiner 
CertEmpire 

J. H. (2003). Sawyer's Internal Auditing: The Practice of Modern Internal Auditing (5th ed.). The 

Institute of Internal Auditors Research Foundation. 

Chapter 25 

"Managing the Internal Auditing Activity": This chapter emphasizes that the CAE's primary 

responsibility in resource management is to align the audit function's capabilities with the audit 

plan 

which is itself a product of consultation with the audit committee and senior management 

regarding organizational risks and objectives. 



 

Question: 4 

An organization's chief audit executive (CAE) determines that the internal audit staff does not 

have the requisite skills to conduct an audit of the financial derivatives area. Which of the 

following would be the best course of action for the CAE to follow? 

A. Outsource the audit engagement to a qualified external auditing firm without burdening the 

audit 

committee with the decision. 

B. Determine the requisite knowledge needed, and obtain the proper training for auditors, even if 

the training will significantly push back the project's timeframe as outlined by the audit committee. 

C. Notify the audit committee of the problem, and assign the most competent auditors on staff to 

perform the audit engagement. 

D. Employ the skills of a financial derivatives expert to consult on the project, and supplement the 

consulting with a local seminar on financial derivatives. 

Answer:  

D 

 

Explanation:  
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This approach is the most comprehensive and compliant with professional standards. It 

addresses the immediate competency gap for the high-risk financial derivatives audit by engaging 

an external expert, thereby ensuring the engagement is conducted with the required proficiency 

as mandated by IIA Standard 1210.A1. Simultaneously, it addresses the long-term development 

of the internal audit staff through supplementary training. This dual strategy represents effective 

resource management by solving the current problem while building internal capabilities for the 

future, ensuring the internal audit activity can fulfill its responsibilities effectively. 

Why Incorrect Options are Wrong:  

A. Outsourcing without informing the audit committee is inappropriate. The CAE has a 

responsibility to communicate significant issues, including resource limitations and sourcing 

decisions, to senior management and the board/audit committee. 

B. Delaying a critical audit significantly is not a prudent course of action, as it leaves a potentially 

high-risk area unexamined. The immediate need for assurance is not met by a long-term training 

plan alone. 

C. Assigning auditors who are known to lack the requisite skills violates the fundamental IIA 

Standard 1210 on Proficiency. The "most competent" among an unqualified team is still not 

competent for the specific engagement. 
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References:  

1. The Institute of Internal Auditors (IIA). (2017). International Standards for the Professional 

Practice of Internal Auditing (Standards). 

Standard 1210: Proficiency: "The internal audit activity must collectively possess or obtain the 

knowledge 

skills 

and other competencies needed to perform its responsibilities." 

Standard 1210.A1: "The chief audit executive must obtain competent advice and assistance if the 

internal auditors lack the knowledge 

skills 

or other competencies needed to perform all or part of the engagement." This standard directly 

supports the action of employing an expert consultant. 

Standard 2060: Reporting to Senior Management and the Board: This standard requires the CAE 

to report on resource limitations 

which contradicts the approach in option A. 

2. The Institute of Internal Auditors (IIA). (2017). Practice Guide: Sourcing the Internal Audit 

Function. 

Section: Co-sourcing 

Page 10: The guide explains that co-sourcing is a common strategy to "fill gaps in skill sets" for 

specialized areas. It states  
CertEmpire 

"Co-sourcing is often used to address skill gaps in specialized or technical areas (e.g. 

derivatives 

treasury 

and certain IT areas)." This directly validates using an expert for a financial derivatives audit. 

3. Anderson 

U. L. 

Head 

M. J. 

Ramamoorti 

S. 

Riddle 

C. 

& Salamasick 

M. (2017). Internal Auditing: Assurance & Advisory Services (4th ed.). The Institute of Internal 

Auditors Research Foundation. 

Chapter 17 

"Managing the Internal Audit Activity 

" Page 17-11: The text discusses staffing and resource management 

stating 



 

"When the internal audit function lacks specific expertise for a particular engagement 

it may be necessary to use external resources... This is a common practice for audits of highly 

technical areas such as derivatives..." This academic source confirms that engaging experts for 

specialized audits is a best practice. 
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Question: 5 

After being terminated due to downsizing, an internal auditor finds a different job with an 

organization in the same industry. Which of the following actions would violate the IIA Code of 

Ethics? 

A. To determine audit priorities in the new job, the auditor uses the audit risk approach that the 

auditor's previous employer used, without receiving permission to do so. 

B. At the new organization, the auditor is asked to develop forms to implement probability- 

proportional-to-size sampling. Although unsure of how to perform this type of sampling, the 

auditor 

proceeds without asking for assistance. 

C. In preparing for an audit at the previous organization, the auditor had conducted a great deal of 

research on the Internet at home to identify best practices for the management of a treasury 

function. The auditor has retained much of the research and uses it to conduct an audit of the new 

employer's treasury function. 

D. In the first week at the new organization, the auditor discovers a high fraud risk surrounding the 

organization's database and suggests that the information technology department implement a 

new 

password system to prevent fraudulent actions before they occur. 
CertEmpire 

Answer:  

B 

 

Explanation:  

This action is a direct violation of the Competency principle of the IIA Code of Ethics. Rule of 

Conduct 2.1 states, "Internal auditors shall engage only in those services for which they have the 

necessary knowledge, skills, and experience." By proceeding with a complex sampling method 

without understanding it or seeking assistance, the auditor is not performing services competently. 

This also violates Standard 1210: Proficiency, which requires auditors to possess the necessary 

knowledge and skills. Failing to seek help when lacking competence constitutes a failure to 

exercise due professional care, potentially leading to flawed audit conclusions and damaging the 

credibility of the internal audit function. 

Why Incorrect Options are Wrong:  

A. An audit risk approach is a general methodology, not proprietary information. Using 

professional knowledge and experience gained from a previous employer is not an ethical 

violation. 

C. Using publicly available research on best practices is an appropriate application of professional 

knowledge and supports the principle of Competency, rather than violating any ethical rule. 
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D. Identifying a high fraud risk and recommending a corrective control is a fundamental and 

value-adding activity for an internal auditor, demonstrating due professional care. 

References:  

1. The Institute of Internal Auditors (IIA). (2013). The IIA's Code of Ethics. Principle: Competency 

Rule of Conduct 2.1. "Internal auditors shall engage only in those services for which they have the 

necessary knowledge 

skills 

and experience." 

2. The Institute of Internal Auditors (IIA). (2017). International Standards for the Professional 

Practice of Internal Auditing (Standards). Standard 1210: Proficiency. "Internal auditors must 

possess the knowledge 

skills 

and other competencies needed to perform their individual responsibilities." 

3. The Institute of Internal Auditors (IIA). (2017). International Standards for the Professional 

Practice of Internal Auditing (Standards). Standard 1210.A1 - Interpretation. "If internal auditors 

lack the knowledge 

skills 

or other competencies needed... the chief audit executive must obtain competent advice and 

assistance." This implies an individual auditor should also seek assistance when needed. 
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Question: 6 

An organization has implemented a new automated payroll system that contains a table of pay 

rates that are matched to employee job classifications. Which control should an internal auditor 

suggest in order to ensure that the table is updated correctly, and is used only for valid pay 

changes? 

A. Restrict data-table access from management and line supervisors who have the authority to 

determine pay rates. 

B. Require a supervisor in the department, who has the ability to change the table, to compare the 

changes to a signed management authorization. 

C. Ensure that adequate edit and reasonableness checks are built into the automated system. 

D. Require a manager, who is independent of the system and who cannot change the table, to 

authorize and sign-off on any employee pay changes. 

Answer:  

D 

 

Explanation:  

This option describes the implementation of a critical internal control: segregation of duties (SoD). 
CertEmpire 

By requiring an independent manager, who does not have the system permissions to change the 

pay rate table, to formally authorize any modifications, the organization creates a powerful 

preventive control. This process ensures that all changes are reviewed for legitimacy and 

accuracy by an appropriate authority before they are entered into the system by a different 

individual. This separation of authorization from data modification is a fundamental principle for 

maintaining the integrity of critical master data, such as a payroll table. 

Why Incorrect Options are Wrong:  

A. Restricting access from authorized managers is counterproductive. Their review and approval 

are necessary; the key is separating their authorization role from the data entry role. 

B. This option violates segregation of duties. Allowing the person who can change the table to 

also be the one who verifies the authorization creates a significant risk of unauthorized changes. 

C. Edit and reasonableness checks are valuable for preventing data entry errors but do not verify 

that a change was properly authorized in the first place. 

References:  

1. COSO 

Internal Control - Integrated Framework: Principles (May 2013). Principle 10 

"Selects and Develops Control Activities 

" emphasizes that control activities 
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such as authorizations and verifications 

are essential for mitigating risks. The framework's discussion on this principle explicitly includes 

segregation of duties as a common and critical type of control activity to prevent fraud and error. 

(See Principle 10 

Page 81). 

2. The Institute of Internal Auditors (IIA) 

Global Technology Audit Guide (GTAG) 8: Auditing Application Controls 

2nd Edition (2012). This guide states that strong controls over master file maintenance are 

crucial. It specifies that 

"Changes to master files should be subject to the same authorization controls as the transactions 

that are processed against them... Segregation of duties should be enforced between those who 

can approve changes and those who can process them." (See Section: "Master File Controls 

" Page 14). 

3. The Institute of Internal Auditors (IIA) 

International Professional Practices Framework (IPPF) (2017). Standard 2130.A1 requires internal 

auditors to evaluate the adequacy and effectiveness of controls. A key control for a payroll system 

is ensuring proper authorization for changes to pay rates 

which is best achieved through segregation of duties as described in the correct answer. 
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Question: 7 

Which of the following actions does not violate the IIA Code of Ethics or Standards? 

 
A. An internal auditor performing an audit on an operation that they managed less than a year 

ago. 

B. An internal auditor performing an audit on procedures that they were responsible for creating. 

C. An internal auditor disclosing details of an audit report to colleagues from a different 

organization. 

D. An internal auditor disclosing confidential information in response to a lawsuit. 

 

Answer:  

D 

 

Explanation:  

The IIA Code of Ethics, under the principle of Confidentiality, requires internal auditors to protect 

information acquired during their duties. However, Rule 3.2 clarifies that auditors shall not use 

information in any manner contrary to the law. A lawsuit or legal subpoena creates a legal 

obligation to disclose information. Complying with such a legal requirement is not a violation of the 

Code of Ethics; in fact, failing to do so would be illegal. Therefore, this action is permissible as it is 
CertEmpire 

compelled by law. 

 

Why Incorrect Options are Wrong:  

A. This action directly violates Standard 1130.A1, which states that objectivity is impaired if an 

auditor audits an area where they had responsibility within the previous year. 

B. This creates a self-review threat, which impairs objectivity. Standard 1120 requires auditors to 

have an impartial, unbiased attitude and avoid conflicts of interest. 

C. This violates the Confidentiality principle (Rule 3.1) of the IIA Code of Ethics, which prohibits 

the disclosure of audit information without appropriate authority. 

References:  

1. The Institute of Internal Auditors (IIA). (2017). International Professional Practices Framework 

(IPPF). The Code of Ethics 

Principle 3: Confidentiality 

Rule 3.2. "Internal auditors... Shall not use information for any personal gain or in any manner that 

would be contrary to the law or detrimental to the legitimate and ethical objectives of the 

organization." 

2. The Institute of Internal Auditors (IIA). (2017). International Professional Practices Framework 

(IPPF). The Code of Ethics 

Principle 3: Confidentiality 
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Rule 3.1. "Internal auditors... Shall be prudent in the use and protection of information acquired in 

the course of their duties." 

3. The Institute of Internal Auditors (IIA). (2017). International Standards for the Professional 

Practice of Internal Auditing. Standard 1130.A1. "Internal auditors must refrain from assessing 

specific operations for which they were previously responsible. Objectivity is presumed to be 

impaired if an internal auditor provides assurance services for an activity for which the internal 

auditor had responsibility within the previous year." 

4. The Institute of Internal Auditors (IIA). (2017). International Standards for the Professional 

Practice of Internal Auditing. Standard 1120: Individual Objectivity. "Internal auditors must have an 

impartial 

unbiased attitude and avoid any conflict of interest." 
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Question: 8 

Why is it important for the chief audit executive to periodically review the audit charter and 

present the results to senior management and the board? 

A. Because management requires the review to measure effectiveness of the internal audit 

activity. 

B. So that the individual objectivity of the internal audit staff can be more clearly established. 

C. So that there is assurance of the internal audit staff's proficiency to complete audit activities. 

D. Because changes in the organization may impair the internal audit activity's ability to meet its 

objectives. 

Answer:  

D 

 

Explanation:  

The internal audit charter defines the purpose, authority, and responsibility of the internal audit 

activity. Organizations are dynamic, and changes in business strategy, structure, risk profile, or 

the regulatory environment can occur. A periodic review of the charter ensures it remains aligned 

with the current organizational context. This process confirms that the internal audit activity's 
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scope and authority are still appropriate to effectively address emerging risks and meet its 

objectives, thereby maintaining its relevance and value to the organization. This review and 

presentation to senior management and the board reaffirms their support and understanding of 

internal audit's role. 

Why Incorrect Options are Wrong:  

A. The effectiveness of the internal audit activity is primarily measured through a Quality 

Assurance and Improvement Program (QAIP), not by the charter review itself. 

B. The charter establishes the organizational independence of the internal audit activity. Individual 

auditor objectivity is addressed through policies, professional skepticism, and assignment 

management. 

C. Staff proficiency and due professional care are assured through hiring, training, and 

supervision, as mandated by the IIA Standards, not directly through the charter review process. 

References:  

1. The Institute of Internal Auditors (IIA) 

International Professional Practices Framework (IPPF) 

2017. 

Standard 1000: Purpose 

Authority 
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and Responsibility: "The chief audit executive must periodically review the internal audit charter 

and present it to senior management and the board for approval." 

Implementation Guide 1000 

Paragraph 2: "The CAE should periodically assess whether the purpose 

authority 

and responsibility 

as defined in the charter 

continue to be adequate to enable the internal audit activity to accomplish its objectives. The 

result of this periodic assessment should be communicated to senior management and the 

board." This guidance implicitly links the review to changes that could affect the accomplishment 

of objectives. 

2. The Institute of Internal Auditors (IIA) 

Practice Guide 

"Developing the Internal Audit Strategic Plan 

" December 2012. 

Section: "The Internal Audit Charter 

" Page 6: "The CAE should review the charter periodically (at least annually) with senior 

management and the board to ensure it remains current with the evolving needs of the 

organization." This directly supports the idea that the review is necessary due to organizational 

changes. 
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