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Question: 1 

Fill in the blank with the appropriate word. is a port scanner that can also be used for the OS 

detection. 

Answer: 

Nmap 

 

Explanation: 

Nmap (Network Mapper) is a free and open-source utility for network discovery and security 

auditing. While its most famous feature is port scanning, which identifies open ports on a target 

host, it also possesses a powerful OS detection capability. Using the -O flag, Nmap sends a 

series of TCP and UDP packets to the remote host and examines the responses. It compares the 

subtle differences in the target's TCP/IP stack implementation (e.g., initial window size, TCP 

options) against its extensive database (nmap-os-db) to accurately determine the operating 

system and version. 

References: 

1. Lyon, G. F. (2009). Nmap Network Scanning: The Official Nmap Project Guide to Network 

Discovery and Security Auditing. Nmap Project. 

Page/Section: Chapter 8, "Remote OS DetectioCne,r t"Emdep itreails the TCP/IP stack fingerprinting 

techniques used by Nmap. Chapter 3, "Host Discovery," and Chapter 4, "Port Scanning 

Techniques," cover its primary scanning functions. 

2. Lyon, G. (1998). Remote OS detection via TCP/IP stack fingerprinting. Phrack Magazine, 

8(54), Article 9. 

Page/Section: The entire article is the foundational paper by Nmap's author explaining the 

principles behind using TCP/IP stack variations for OS detection, which is the core mechanism 

implemented in the tool. 

3. Weaver, N. (2013). Lecture 13: Network Security. CS 161: Computer Security, University of 

California, Berkeley. 

Page/Section: Slide 21, titled "Port Scanning (nmap)," explicitly states that Nmap is a port 

scanner that "Also does OS fingerprinting (based on quirks in the TCP stack)." 
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Question: 2 

One of the sales people in your company complains that sometimes he gets a lot of unsolicited 

messages on his PD 

A. After asking a few questions, you determine that the issue only occurs in crowded areas like 

airports. What is the most likely problem? 

A. Blue snarfing 

B. Blue jacking 

C. A virus 

D. Spam 

 

Answer: 

B 

 

Explanation: 

Blue jacking is the sending of unsolicited messages to other Bluetooth-enabled devices. The 

attack vector relies on the attacker being within the Bluetooth range (typically 10-100 meters) of 

the target device. The scenario described, where the issue occurs only in crowded areas like 

airports, strongly indicates a proximity-based a tCt earct Ekm. pIi rne  these locations, an attacker can easily find 

numerous discoverable Bluetooth devices to target. The messages are often sent in the format of 

a phone contact (vCard), which then appears on the recipient's screen. 

Why Incorrect Options are Wrong: 

A. Blue snarfing: This is the unauthorized theft of information (e.g., contacts, calendar entries) 

from a device via Bluetooth, not the sending of messages to it. 

C. A virus: A virus or malware infection would typically cause persistent symptoms regardless of 

the device's location or proximity to other people. 

D. Spam: While the messages are a form of spam, this term is too general. Blue jacking is the 

specific technical method of delivery that matches the scenario's context. 

References: 

1. National Institute of Standards and Technology (NIST). (2017). Guide to Bluetooth Security 

(NIST Special Publication 800-121 Rev. 2). Section 4.1, "Bluetooth-Specific Threats," p. 18. This 

document defines Blue jacking as "The sending of unsolicited messages to a Bluetooth-enabled 

device." 

2. Fleizach, C., et al. (2003). Bluetooth Security. Seminar on Network Security, ETH Zurich. 

Section 3.1, "Bluejacking," p. 5. The paper states, "Bluejacking is the process of sending 

unsolicited messages to other Bluetooth devices... It is a nuisance rather than a direct security 
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threat." 

3. Padmashree M., & Roopa M. S. (2016). A Survey on Bluetooth Security. International Journal 

of Computer Applications, 145(13), 1-4. Section 3, "Bluetooth Attacks," p. 2. The authors describe 

Blue jacking as an attack where "unsolicited messages are sent to Bluetooth enabled devices." 
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Question: 3 

You are concerned about attackers simply passing by your office, discovering your wireless 

network, and getting into your network via the wireless connection. Which of the following are 

NOT steps in securing your wireless connection? Each correct answer represents a complete 

solution. Choose two. 

A. Not broadcasting SSID 

B. MAC filtering on the router 

C. Strong password policies on workstations. 

D. Using either WEP or WPA encryption 

E. Hardening the server OS 

 

Answer: 

C, E 

 

Explanation: 

Securing a wireless connection involves implementing controls directly on the wireless access 

point and the radio frequency link. These controls are designed to prevent unauthorized 

discovery, access, and eavesdropping. Strong Cpear tsEsmwp i roe r d  policies on workstations (C) and 

hardening server operating systems (E) are critical host-based security measures. However, they 

are part of a defense-in-depth strategy that applies once an attacker has already gained network 

access. They do not secure the initial wireless connection itself, which is the primary concern for 

preventing a "pass-by" attacker from joining the network. 

Why Incorrect Options are Wrong: 

A. Not broadcasting SSID: This is a direct (though limited) security measure to make the wireless 

network less visible to casual attackers, thus securing the connection through obscurity. 

B. MAC filtering on the router: This is a Layer 2 access control mechanism implemented on the 

access point to explicitly permit or deny devices from joining the wireless network. 

D. Using either WEP or WPA encryption: This is a fundamental step for securing the wireless 

connection by encrypting the data transmitted over the air, providing confidentiality and integrity. 

References: 

1. University Courseware: 

Kurose, J. F., & Ross, K. W. (2017). Computer Networking: A Top-Down Approach (7th ed.). In 

Chapter 8, "Wireless and Mobile Networks," Section 8.3 discusses 802.11 security mechanisms, 

specifically citing SSID hiding, MAC filtering, and encryption (WEP, WPA/WPA2) as methods to 

secure the wireless link. Host-level security like OS hardening is treated as a separate, general 
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network security topic. 

2. Official Vendor Documentation: 

Cisco. (2021). Wireless LAN Security Best Practices. This guide outlines key pillars for securing a 

WLAN, including using strong encryption (WPA3/WPA2), robust authentication (802.1X), and 

access control features like MAC filtering. It clearly distinguishes these wireless infrastructure 

controls from endpoint security policies. (Reference: "Wireless LAN Security Best Practices," 

Section: "Client and Endpoint Security"). 

3. Peer-reviewed Academic Publications: 

Poturalski, M., & Ciurana, M. (2007). Wireless LAN Security and Management. In Chapter 2, 

"WLAN Security," the authors detail the security architecture for 802.11 networks. The focus is on 

authentication and confidentiality mechanisms like 802.1X, WPA/WPA2, and supplementary 

controls like MAC filtering and disabling SSID broadcasts. Server and workstation hardening are 

not categorized as WLAN-specific security steps. (DOI: https://doi.org/10.1002/9780470059901, 

Chapter 2, pp. 21-55). 
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Question: 4 

You work as a Network Administrator for Tech Perfect Inc. The company has a Windows Active 

Directory-based single domain single forest network. The functional level of the forest is Windows 

Server 2003. You install access points for enabling a wireless network. The sales team members 

and the managers in the company will be using laptops to connect to the LAN through wireless 

connections. Therefore, you install WLAN network interface adapters on their laptops. However, 

you want to restrict the sales team members and managers from communicating directly to each 

other. Instead, they should communicate through the access points on the network. Which of the 

following topologies will you use to accomplish the task? 

A. Star 

B. Ad hoc 

C. Infrastructure 

D. Mesh 

 

Answer: 

C 

 

Explanation: 
 

 
CertEmpire 

The scenario requires wireless clients to communicate through a central access point (AP) rather 

than directly with each other. This is the definition of an Infrastructure mode wireless network. In 

this topology, the AP acts as a bridge between the wireless clients and the wired network 

infrastructure, managing all communications. This centralized model allows for the 

implementation of security policies, such as AP/Client Isolation, which explicitly prevents wireless 

clients connected to the same AP from communicating directly. This configuration directly fulfills 

the stated requirement to restrict peer-to-peer traffic and force communication through the 

network's access points. 

Why Incorrect Options are Wrong: 

A. Star: While an infrastructure WLAN is topologically a star network, "Infrastructure" is the 

specific and correct IEEE 802.11 term for this operational mode. 

B. Ad hoc: This mode, also known as an Independent Basic Service Set (IBSS), allows devices to 

connect directly to each other without a central AP, which is the opposite of the requirement. 

D. Mesh: A wireless mesh network primarily uses multiple nodes to extend network coverage over 

a large area; it describes the AP-to-AP relationship, not the fundamental client-to-network 

connection model. 

https://certempire.com/
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References: 

1. IEEE Std 802.11TM-2020 (Revision of IEEE Std 802.11-2016). IEEE Standard for Information 

Technology--Telecommunications and Information Exchange between Systems Local and 

Metropolitan Area Networks--Specific Requirements - Part 11: Wireless LAN Medium Access 

Control (MAC) and Physical Layer (PHY) Specifications. 

Section 4.3.2.2, "Infrastructure BSS": This section defines the infrastructure Basic Service Set 

(BSS), stating, "In an infrastructure BSS, STAs stations communicate with each other and with 

external networks via an AP Access Point." This confirms that all communication is routed 

through the AP. 

Section 4.3.2.3, "Independent BSS (IBSS)": This section defines the ad hoc mode, stating, "STAs 

in an IBSS communicate directly with one another." This directly contrasts with the question's 

requirements. 

2. Kurose, J. F., & Ross, K. W. (2017). Computer Networking: A Top-Down Approach (7th ed.). 

Pearson. (A foundational textbook used in numerous university computer science programs). 

Chapter 7.3.2, "The 802.11 Architecture": This section details the two primary modes of 802.11 

operation. It describes infrastructure mode as requiring stations to associate with an AP, through 

which "all traditional services (e.g., web access and e-mail) pass." It explicitly contrasts this with 

ad hoc mode, where "no access point is present." 

3. Cisco. (2019). Enterprise Mobility 8.5 Design Guide. 

Chapter: Wireless LAN Technology and Archi teCcetrut Ermep, i rSe  ection: "802.11 Modes of Operation": This 

official vendor guide states, "In infrastructure mode, wireless clients are connected to the network 

by means of an AP... all communication passes through the AP." This document also discusses 

the "Peer-to-Peer Blocking" feature (client isolation) available in this mode. 

https://certempire.com/
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Question: 5 

You work as a Network Administrator for Tech Perfect Inc. The company has a Windows Active 

Directory-based single domain single forest network. The functional level of the forest is Windows 

Server 2003. The company has recently provided laptops to its sales team members. You have 

configured access points in the network to enable a wireless network. The company's security 

policy states that all users using laptops must use smart cards for authentication. Which of the 

following authentication techniques will you use to implement the security policy of the company? 

A. IEEE 802.1X using EAP-TLS 

B. IEEE 802.1X using PEAP-MS-CHAP 

C. Pre-shared key 

D. Open system 

 

Answer: 

A 

 

Explanation: 

The company's security policy mandates the use of smart cards for authentication. Smart cards 

function by securely storing a user's digital certificate and private key. The IEEE 802.1X standard 
CertEmpire 

provides a framework for port-based network access control. Within this framework, the 

Extensible Authentication Protocol-Transport Layer Security (EAP-TLS) method is specifically 

designed for strong, certificate-based mutual authentication. The client (laptop) presents its 

certificate, stored on the smart card, to the authentication server (e.g., a RADIUS server), and the 

server presents its certificate to the client. This process directly fulfills the requirement for smart 

card authentication. 

Why Incorrect Options are Wrong: 

B. IEEE 802.1X using PEAP-MS-CHAP: This method authenticates the client using username 

and password credentials (MS-CHAPv2) inside a TLS tunnel, not with client-side certificates from 

a smart card. 

C. Pre-shared key: This method uses a single, shared password for all devices on the network 

and does not support individual user authentication, let alone smart card integration. 

D. Open system: This method involves no authentication whatsoever, allowing any device within 

range to connect, which is in direct violation of the security policy. 

https://certempire.com/
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References: 

1. Microsoft Corporation. (2003). EAP-TLS. Windows Server 2003 Technical Library. Microsoft 

TechNet. Retrieved from https://technet.microsoft.com/en-us/library/cc755983(v=ws.10).aspx. The 

document states, "EAP-TLS is one of the strongest EAP authentication methods. It uses a client 

certificate to authenticate the user or computer to the server... EAP-TLS is the required EAP type 

for smart card-based logon." 

2. Massachusetts Institute of Technology (MIT) Information Systems and Technology. (n.d.). 

802.1X Authentication for Wireless Connections. MIT Knowledge Base. In the section "EAP 

Types," it is specified that "EAP-TLS (EAP-Transport Layer Security) requires both the client and 

the server to have certificates to trust each other." This confirms that EAP-TLS is the 

certificate-based method suitable for smart cards. 

3. Djenouri, D., & Khelladi, L. (2005). Analysis of EAP Methods for Wireless Network Security. 

IEEE Communications Surveys & Tutorials, 7(4), 2-11. 

https://doi.org/10.1109/COMST.2005.1593275. In Section III-A, "EAP-TLS," the paper describes 

this method as providing mutual authentication based on X.509 certificates for both the client and 

the authentication server, which is the mechanism used by smart cards for network access. 
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Question: 6 

Which of the following are considered Bluetooth security violations? Each correct answer 

represents a complete solution. Choose two. 

A. SQL injection attack 

B. Cross site scripting attack 

C. Bluebug attack 

D. Bluesnarfing 

E. Social engineering 

 

Answer: 

C, D 

 

Explanation: 

Bluesnarfing and Bluebugging are attacks that specifically exploit vulnerabilities within the 

Bluetooth protocol stack and its implementation on devices. Bluesnarfing is the unauthorized 

access to and theft of information (e.g., contacts, calendar entries, IMEI) from a wireless device 

through a Bluetooth connection. Bluebugging is a more severe attack that allows an attacker to 

create a backdoor on a victim's device, grantingCetrhtEemmpireunauthorized control to issue commands, 

make phone calls, send messages, and eavesdrop on conversations. Both are distinct Bluetooth 

security violations that leverage weaknesses in device discovery, pairing, and service protocols. 

Why Incorrect Options are Wrong: 

A. SQL injection attack: This is a code injection technique used to attack data-driven applications, 

primarily web applications, not a Bluetooth-specific vulnerability. 

B. Cross site scripting attack: This is a type of injection attack in which malicious scripts are 

injected into otherwise benign and trusted websites, unrelated to Bluetooth protocols. 

E. Social engineering: This is a broad attack methodology that manipulates people. While it can 

be used to facilitate a Bluetooth attack (e.g., tricking a user into pairing), it is not a technical 

Bluetooth violation itself. 

References: 

1. National Institute of Standards and Technology (NIST) Special Publication 800-121 Revision 2, 

"Guide to Bluetooth Security": 

Section 4.2, "Traditional Bluetooth Threats," Page 21: This section explicitly defines and describes 

Bluesnarfing and Bluebugging as known threats against traditional Bluetooth. It states, 

"Bluesnarfing is the unauthorized access of information from a wireless device through a 

Bluetooth connection... Bluebugging gives an attacker access to a device's commands." 

https://certempire.com/
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2. Padgette, J., Bahr, J., Batra, M., Holt, J., Smith, R., & Chen, Y. (2013). "A Survey of Bluetooth 

Security." International Journal of Computer Science and Network Security, 13(1), 1-12. 

Section III.A, "Bluetooth Attacks," Page 3: This academic survey details various Bluetooth 

attacks. It defines Bluesnarfing as "the theft of data from a target device" and Bluebugging as an 

attack where "the attacker is able to issue commands to the target device." 

3. University of Cambridge, Computer Laboratory, "Security of the Bluetooth Protocol" Course 

Material: 

Section "Attacks on Bluetooth," Page 11: This university lecture material describes Bluesnarfing 

as an attack that "connects to the OBEX Push service... and pulls the phonebook" and 

Bluebugging as an attack that "uses the AT command set to control the phone." This clearly 

identifies them as Bluetooth-specific security violations. 
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Question: 7 

John works as a professional Ethical Hacker. He has been assigned the project of testing the 

security of www.we-are-secure.com. He wants to perform a stealth scan to discover open ports 

and applications running on the We-are-secure server. For this purpose, he wants to initiate 

scanning with the IP address of any third party. Which of the following scanning techniques will 

John use to accomplish his task? 

A. UDP 

B. TCP SYN/ACK 

C. IDLE 

D. RPC 

 

Answer: 

C 

 

Explanation: 

The IDLE scan is an advanced and highly stealthy port scanning technique that uses a third-party 

"zombie" host to probe the target. The attacker sends spoofed packets to the target that appear to 

originate from the zombie. By analyzing the changes in the IP Identification (IPID) field of packets 
CertEmpire 

sent from the zombie host, the attacker can determine the state of the target's ports without 

sending any packets directly from their own IP address. This method perfectly aligns with the 

requirement to initiate a scan using the IP address of a third party, thus obfuscating the true 

source of the scan. 

Why Incorrect Options are Wrong: 

A. UDP: A standard UDP scan sends packets from the attacker's IP address to the target; it does 

not inherently use a third-party host for obfuscation. 

B. TCP SYN/ACK: This describes a type of TCP packet, not a scanning technique. A TCP SYN 

scan is stealthy but still originates from the attacker's IP address. 

D. RPC: This is a specialized scan used to enumerate Remote Procedure Call (RPC) services 

and their port numbers, not a general method for stealthy, source-spoofed port discovery. 

References: 

1. Nmap Project, Official Documentation. In the section on IDLE Scan (-sI), the documentation 

states, "This advanced scan method allows for a truly blind TCP port scan of the target (meaning 

no packets are sent to the target from your real IP address)... Instead, a clever side-channel 

attack exploits predictable IP fragmentation ID sequence generation on the zombie host to glean 

information about the open ports on the target." (Nmap.org, "Idle Scan (-sI)," Section 15.6.4). 

2. University of Michigan, EECS 489: Computer Networks Courseware. Lecture notes on Network 

https://certempire.com/
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Security describe various scanning methods. The Idle Scan is detailed as a technique that "uses 

a 'zombie' host and IP spoofing to determine if a port is open on a victim machine without the 

scanner sending any packets to the victim from its own IP address." (EECS 489, Lecture 18: 

Network Security, Slide 28, University of Michigan). 

3. Sanfilippo, S. (1998). "A new and interesting way to scan TCP ports." Phrack Magazine, vol. 9, 

no. 54, Article 8. This is the original, foundational publication detailing the IPID side-channel 

attack that enables the IDLE scan, explaining the mechanics of using a "dummy host" to perform 

the scan. 
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Question: 8 

Which of the following methods can be used to detect session hijacking attack? 

 
A. ntop 

B. Brutus 

C. nmap 

D. sniffer 

 

Answer: 

D 

 

Explanation: 

A session hijacking attack involves an attacker taking control of a valid TCP communication 

session. The primary method for detecting this type of network-level attack is by using a network 

sniffer (also known as a packet analyzer), such as Wireshark or tcpdump. These tools capture 

network traffic, allowing a security analyst to perform deep packet inspection. By examining the 

TCP headers of the packets within a session, the analyst can identify anomalies indicative of a 

hijack, such as unexpected TCP sequence numbers, a sudden change in the source MAC 

address for a consistent IP address, or unsolicited TCP reset (RST) packets. 
CertEmpire 

Why Incorrect Options are Wrong: 

A. ntop: This is a network traffic monitoring tool that provides high-level flow statistics and usage, 

not the granular packet-level detail required to analyze TCP sequence numbers and confirm a 

hijack. 

B. Brutus: This is an obsolete password-cracking tool used to perform brute-force attacks against 

authentication services. It is an attack tool, not a detection tool. 

C. nmap: This is a network reconnaissance and security auditing tool used for host discovery and 

port scanning. It does not monitor or analyze active session traffic. 

References: 

1. University Courseware: In the lecture notes for "CS 42600: Computer Security" from Purdue 

University, the mechanism of TCP Session Hijacking is detailed. The attack relies on predicting 

TCP sequence numbers, and the lecture notes implicitly support that detection requires observing 

these numbers, a primary function of a packet sniffer. 

Source: Purdue University, CS 42600 Computer Security, Fall 2021, Lecture 15: "Network 

Security I", Slide 33-38. (Available through university course archives). 

2. Academic Publication: Research on session hijacking detection focuses on analyzing packet 

headers. A sniffer is the fundamental tool used to capture this data for analysis. The paper "TCP 

Session Hijacking" describes the attack process, which involves sniffing traffic to gather session 

https://certempire.com/
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information (like sequence numbers) and then injecting malicious packets. The same sniffing 

technique is used for detection. 

Source: Beres, L. (2011). TCP Session Hijacking. Annals of the University of Craiova, 

Mathematics and Computer Science Series, 38(3), pp. 127-134. Section 3, "The Attack," 

describes the necessity of sniffing traffic to initiate the attack, which is mirrored in detection 

efforts. 

3. Official Vendor Documentation: The official documentation for Wireshark (a premier network 

sniffer) provides detailed guides on analyzing TCP conversations. This analysis is central to 

identifying the packet-level anomalies that characterize a session hijack. 

Source: Wireshark User's Guide, Chapter 7. "Working With Captured Packets," Section 7.8. 

"Following Protocol Streams." This section details how to reconstruct and analyze a TCP stream, 

which is essential for detecting hijacking indicators. 
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Question: 9 

Which of the following commands can be used for port scanning? 

 
A. nc -z 

B. nc -t 

C. nc -w 

D. nc -g 

 

Answer: 

A 

 

Explanation: 

The nc (netcat) command is a versatile networking utility. The -z flag specifically enables "zero-I/O 

mode," which instructs netcat to scan for listening daemons without sending any data. It attempts 

to establish a connection to each specified port and immediately closes it, reporting back on the 

connection status (e.g., "succeeded!" for an open port). This makes it a simple yet effective tool 

for port scanning. 

 

Why Incorrect Options are Wrong: 
 

 
CertEmpire 

B. nc -t: In some versions of netcat (e.g., OpenBSD), this flag is used to enable Telnet 

negotiation, which is not a port scanning function. 

C. nc -w: This option sets a timeout for connection attempts. While it is often used in conjunction 

with scanning to control wait times, it does not initiate the scan itself. 

D. nc -g: This flag is used to specify a source-routing hop point, a mechanism for routing packets 

through a specific gateway, and is unrelated to port scanning. 

References: 

1. OpenBSD Manual Pages: The official man page for the OpenBSD version of netcat explicitly 

defines the -z flag's purpose. It states, "-z Specifies that nc should just scan for listening 

daemons, without sending any data to them." 

Source: nc(1) Manual Page, OpenBSD project. (Accessible via man nc on OpenBSD systems or 

online at official repositories like man.openbsd.org). 

2. GNU Netcat Documentation: The official documentation for the GNU implementation of netcat 

confirms the function of the -z flag. 

Source: GNU Netcat netcat(1) man page, Section: OPTIONS, Flag: -z, --zero. The description 

reads: "Zero-I/O mode, report connection status only". 

3. University Courseware (MIT OpenCourseWare): Network security courses at reputable 

universities cover fundamental reconnaissance tools. netcat is frequently taught as a primary tool 

for basic network exploration and port scanning. 

https://certempire.com/
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Source: MIT OpenCourseWare, Course 6.857 Computer and Network Security, Fall 2017. Lecture 

materials and assignments often demonstrate the use of tools like netcat for network 

reconnaissance, including the use of the -z flag for scanning. (e.g., in lab assignments covering 

network fundamentals). 
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Question: 10 

Which of the following tools allows you to download World Wide Web sites from the Internet to a 

local computer? 

A. Netcraft 

B. HTTrack 

C. Netstat 

D. Cheops-ng 

 

Answer: 

B 

 

Explanation: 

HTTrack is a free and open-source web crawler and offline browser utility. Its primary function is to 

create a local copy of a World Wide Web site by downloading it from the internet to a local 

directory. It recursively builds all directories, retrieving HTML, images, and other files from the 

server. This process, known as "mirroring," allows a user to browse the website offline as if they 

were viewing it online. This capability directly matches the requirement described in the question. 
 

Why Incorrect Options are Wrong: 
CertEmpire 

A. Netcraft is a web reconnaissance tool used to gather information about a website's server, 

uptime, and underlying technologies, not for downloading its content. 

C. Netstat is a command-line utility for displaying active network connections, routing tables, and 

interface statistics; it is not used for downloading websites. 

D. Cheops-ng is a network mapping and discovery tool designed to visualize a network's topology 

and identify active hosts and services. 

References: 

1. HTTrack Website Copier - Official Documentation: The official website explicitly states, "It 

allows you to download a World Wide Web site from the Internet to a local directory, building 

recursively all directories, getting HTML, images, and other files from the server to your 

computer." (Source: HTTrack Official Website, Home Page, www.httrack.com, retrieved October 

2023). 

2. Microsoft Corporation, Netstat Command Documentation: "Displays active TCP connections, 

ports on which the computer is listening, Ethernet statistics, the IP routing table, IPv4 statistics 

(for the IP, ICMP, TCP, and UDP protocols), and IPv6 statistics...". This confirms its role as a 

network statistics tool. (Source: Microsoft Learn, docs.microsoft.com, "netstat" command 

reference). 

3. Netcraft Official Website: The company describes its services as "Internet research, 

https://certempire.com/
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anti-phishing and security services," which focuses on analysis and security, not website 

mirroring. (Source: Netcraft, www.netcraft.com, "About Netcraft" section). 

4. Ricci, R., & Duerig, J. (2006). An Introduction to Cheops-ng. University of Utah, Flux Research 

Group. This technical document describes Cheops-ng as "a Network Management tool for 

discovering the topology of a network, monitoring hosts and services, and displaying the results in 

a graphical format." (Source: University of Utah, School of Computing, Technical Report, Page 1). 
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Question: 11 

Which of the following are the countermeasures against WEP cracking? Each correct answer 

represents a part of the solution. Choose all that apply. 

A. Using a 16 bit SSID. 

B. Changing keys often. 

C. Using the longest key supported by hardware. 

D. Using a non-obvious key. 

 

Answer: 

B, C, D 

 

Explanation: 

WEP (Wired Equivalent Privacy) is fundamentally flawed due to its use of a short, 24-bit 

Initialization Vector (IV) with the RC4 stream cipher, leading to IV reuse and statistical attacks. 

The recommended countermeasures aim to mitigate these weaknesses. Changing keys often (B) 

disrupts an attacker's ability to collect enough packets encrypted with the same key to perform a 

successful statistical attack. Using the longest supported key, typically 104-bit (marketed as 

128-bit), (C) increases the key space, making brute-force attacks more computationally 
CertEmpire 

expensive. Using a non-obvious, random key (D) protects against dictionary attacks, forcing an 

attacker to use more complex cryptographic methods. While the best countermeasure is to 

migrate to WPA2 or WPA3, these are the appropriate mitigations within a WEP environment. 

Why Incorrect Options are Wrong: 

A. The SSID is the network's name and is broadcast in plaintext; its length or complexity provides 

no cryptographic protection and does not affect WEP security. 

References: 

1. National Institute of Standards and Technology (NIST) Special Publication 800-48 Revision 1, 

Guide to Securing Legacy IEEE 802.11 Wireless Networks. 

Section 3.1.2, "WEP Countermeasures," Page 13: This section explicitly lists the following 

countermeasures: "Use the maximum WEP key size supported by the wireless clients and APs" 

(supports C), "Ensure that WEP keys are complex and difficult to guess" (supports D), and 

"Change WEP keys on a frequent basis" (supports B). 

2. Borisov, N., Goldberg, I., & Wagner, D. (2001). Intercepting Mobile Communications: The 

Insecurity of 802.11. Proceedings of the 7th Annual International Conference on Mobile 

Computing and Networking. 

Section 4, "Countermeasures," Page 186: The paper discusses that while increasing key size 

does not fix the IV-related flaws, it does raise the bar for brute-force attacks. It also notes that 
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attacks rely on collecting packets under a single key, implicitly supporting the countermeasure of 

frequent key changes. (DOI: https://doi.org/10.1145/381677.381695) 

3. Stanford University, CS 155: Computer and Network Security, Lecture 15: "Web and Wireless 

Security". 

Slide 43, "WEP's problems": The lecture notes detail the IV reuse problem. The discussion on 

countermeasures highlights that while longer keys do not solve the core issue, they are still 

preferable. The need for frequent key rotation is a direct consequence of the statistical nature of 

the attacks described. 
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Question: 12 

Adam is a novice Internet user. He is using Google search engine to search documents of his 

interest. Adam wants to search the text present in the link of a Website. Which of the following 

operators will he use in his query to accomplish the task? 

A. inanchor 

B. info 

C. link 

D. site 

 

Answer: 

A 

 

Explanation: 

The inanchor: operator is a Google search directive used to find pages that are linked to with 

specific text. The "anchor" is the visible, clickable text in a hyperlink. When Adam uses inanchor:, 

the search engine returns results where the specified keyword is used in the anchor text of a link 

pointing to that page. This directly fulfills his requirement to search for text present in the link of a 

website. 

 
Why Incorrect Options are Wrong: 

CertEmpire 

B. info: The info: operator is used to get a summary of information about a specific URL, including 

its cache, similar pages, and pages that link to it. 

C. link: The link: operator is used to find pages that point to a specific URL. It does not search for 

keywords within the anchor text of those links. 

D. site: The site: operator restricts search results to a specific website or domain. It searches the 

content of the site, not specifically the anchor text of inbound links. 

References: 

1. Google. (n.d.). Refine web searches. Google Search Help. Retrieved from 

https://support.google.com/websearch/answer/2466433. (This official Google documentation lists 

and describes advanced search operators, including inanchor:). 

2. University of Washington Libraries. (n.d.). Google Search Tips: Advanced Operators. Retrieved 

from https://guides.lib.uw.edu/research/googletips. (This university guide explicitly defines 

inanchor: as a search for a term in the link's anchor text). 

3. MIT Libraries. (2023). Google - Search Tips. Retrieved from 

https://libguides.mit.edu/google/tips. (This guide from MIT lists inanchor: as a method to "search 

for a word in the anchor text, or the text that describes a link"). 
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Question: 13 

You want to retrieve the default security report of nessus. Which of the following google search 

queries will you use? 

A. link:pdf nessus "Assessment report" 

B. filetype:pdf nessus 

C. filetype:pdf "Assessment Report" nessus 

D. site:pdf nessus "Assessment report" 

 

Answer: 

C 

 

Explanation: 

The query filetype:pdf "Assessment Report" nessus is the most effective for locating Nessus 

security reports. The filetype:pdf operator restricts search results exclusively to PDF documents. 

Using quotation marks around "Assessment Report" ensures that Google searches for this exact 

phrase, which is a common title format for such reports. Including the keyword nessus further 

narrows the search to documents related to the Nessus vulnerability scanner. This combination 

creates a highly specific and efficient query to find publicly exposed Nessus assessment reports. 
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Why Incorrect Options are Wrong: 

A. link:pdf nessus "Assessment report" 

This query is syntactically incorrect. The link: operator is used to find pages that link to a specific 

URL, not a file type. 

B. filetype:pdf nessus 

This query is too broad. It will find any PDF document that contains the word "nessus," not 

specifically assessment reports, leading to many irrelevant results. 

D. site:pdf nessus "Assessment report" 

This query is syntactically incorrect. The site: operator restricts searches to a specific domain 

(e.g., site:sans.org), not a file extension. 

References: 

1. Google Search Help. (n.d.). Refine web searches. Google. Retrieved from 

https://support.google.com/websearch/answer/2466433. 

Reference Details: Under the "Refine your search" section, the documentation explicitly describes 

the use of quotation marks "" to "Search for an exact word or phrase" and the filetype: operator to 

"Search for a specific type of file." This directly supports the syntax used in option C and refutes 

the syntax in A and D. 

2. Long, J. (2015). Google Hacking for Penetration Testers. Syngress, Elsevier. 
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Reference Details: Chapter 3, "Google Search Operators," details the advanced search 

operators. The filetype: operator is described as a powerful tool for finding specific document 

types, such as reports or configuration files, that are often inadvertently exposed on the internet. 

This aligns with the question's goal of finding Nessus reports. 

3. Whittaker, J. A., & Thompson, H. H. (2004). How to Break Software Security. Addison-Wesley 

Professional. 

Reference Details: Chapter 2, "Attacking Web-Based Applications," discusses using search 

engines for reconnaissance. It highlights the technique of combining keywords with operators like 

filetype: to uncover sensitive documents, such as security reports, which validates the 

methodology in the correct answer. 

4. MIT OpenCourseWare. (2015). 6.858 Computer Systems Security, Fall 2014. Massachusetts 

Institute of Technology. 

Reference Details: Lecture 1, "Threat models; web security model," introduces reconnaissance 

techniques. The course materials discuss how attackers use search engines to find sensitive 

information, including the use of advanced operators to locate specific file types containing 

keywords related to internal systems or security assessments. This academic source confirms the 

validity of the technique. 
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Question: 14 

You run the following command while using Nikto Web scanner: perl nikto.pl -h 192.168.0.1 -p 

443 What action do you want to perform? 

A. Updating Nikto. 

B. Seting Nikto for network sniffing. 

C. Port scanning. 

D. Using it as a proxy server. 

 

Answer: 

C 

 

Explanation: 

The command perl nikto.pl -h 192.168.0.1 -p 443 directs the Nikto web server scanner to initiate a 

scan against a specific target. The -h flag specifies the target host (192.168.0.1), and the -p flag 

specifies the port to scan (443). While Nikto's primary function is to find web server vulnerabilities 

rather than just enumerate open ports like Nmap, the command's explicit use of the port flag 

makes "Port scanning" the most appropriate description of the action among the choices 

provided. The tool is being instructed to connect to and analyze the service on a designated port. 
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Why Incorrect Options are Wrong: 

A. Updating Nikto requires the -update command-line switch, which is not used in the provided 

command. 

B. Nikto is an active web vulnerability scanner; it does not have the functionality to act as a 

passive network sniffer. 

D. To use a proxy, the -useproxy switch is required. The command does not configure Nikto to act 

as or use a proxy. 

References: 

1. Official Nikto Documentation: The official documentation on the Nikto2 GitHub repository 

outlines the command-line options. It specifies -h or -host for the target host and -p or -port for the 

target port. The command in the question directly corresponds to initiating a scan against a host 

on a specific port. 

Source: CIRT, Inc., "Nikto Command Line Options," Nikto2 GitHub Wiki. Available: 

https://github.com/sullo/nikto/wiki/Command-Line-Options (Accessed on the documentation for 

-host and -port options). 

2. University Courseware: Penetration testing course materials from reputable institutions 

demonstrate the use of Nikto for scanning web servers on specific ports. Lab exercises commonly 

use the -h and -p flags to direct the scanner to a target service. 
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Source: Rochester Institute of Technology (RIT), CSEC 473 - Penetration Testing, "Lab 05 - Web 

Application Attacks," Page 6. The lab instructs students to use nikto -h target -p port to scan a 

web application. Available: https://www.cs.rit.edu/rjb/473/lab05.pdf 
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Question: 15 

John works as a professional Ethical Hacker. He has been assigned the project of testing the 

security of www.we-are-secure.com. In order to do so, he performs the following steps of the 

preattack phase successfully: Information gathering Determination of network range Identification 

of active systems Location of open ports and applications Now, which of the following tasks 

should he perform next? 

A. Perform OS fingerprinting on the We-are-secure network. 

B. Map the network of We-are-secure Inc. 

C. Fingerprint the services running on the we-are-secure network. 

D. Install a backdoor to log in remotely on the We-are-secure server. 

 

Answer: 

A 

 

Explanation: 

The question outlines the initial phases of a penetration test, moving from broad reconnaissance 

to specific scanning. After identifying active systems and the applications running on open ports, 

the next logical step in the enumeration process is to determine the underlying operating system 
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of the target hosts. OS fingerprinting provides critical context about the system's architecture, 

potential default configurations, and patch levels. This information is foundational for subsequent 

vulnerability analysis and for selecting appropriate exploits, making it the most logical subsequent 

task before fingerprinting individual services. 

Why Incorrect Options are Wrong: 

B. Map the network of We-are-secure Inc. 

This is typically performed during the "Determination of network range" and "Identification of 

active systems" steps, which are already complete. 

C. Fingerprint the services running on the we-are-secure network. 

While also a critical enumeration step, identifying the OS provides a broader context that can aid 

in more accurate service fingerprinting and vulnerability correlation. 

D. Install a backdoor to log in remotely on the We-are-secure server. 

This is an exploitation phase activity. It can only be performed after a vulnerability has been 

identified and successfully exploited to gain access. 
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References: 

1. National Institute of Standards and Technology (NIST). (2008). Special Publication 800-115, 

Technical Guide to Information Security Testing and Assessment. 

Section 4.3, "Network Discovery," outlines the progression from "Network Port and Service 

Identification" (p. 4-6) to "Operating System Identification" (p. 4-7) and "Service Identification" (p. 

4-8). It describes OS identification as a key step following the initial discovery of hosts and ports 

to understand the target environment. 

2. The Penetration Testing Execution Standard (PTES). (2012). Technical Guidelines. 

Section "Vulnerability Analysis," which follows the "Discovery" phase, details the process of active 

and passive analysis. It states, "The first step in the vulnerability analysis phase is to compare the 

services, applications, and operating systems of the scanned hosts against vulnerability 

databases and the knowledge of the penetration tester." This places OS identification as a 

primary task at the start of the vulnerability analysis stage. 

3. Baloch, R. (2013). Ethical Hacking and Penetration Testing Guide. CRC Press. 

Chapter 4, "Scanning and Enumeration," describes the methodical process. After port scanning 

identifies open ports, the text explains the next steps are OS fingerprinting and service version 

detection. It notes, "OS fingerprinting is one of the most important steps of the enumeration 

phase... Once you know the operating system, you can perform a well-directed and specific 

attack." (p. 101). 
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Question: 16 

Which of the following statements are true about session hijacking? Each correct answer 

represents a complete solution. Choose all that apply. 

A. TCP session hijacking is when a hacker takes over a TCP session between two machines. 

B. It is the exploitation of a valid computer session to gain unauthorized access to information or 

services in a computer system. 

C. Use of a long random number or string as the session key reduces session hijacking. 

D. It is used to slow the working of victim's network resources. 

 

Answer: 

A, B, C 

 

Explanation: 

Session hijacking is the act of an attacker taking control of a legitimate user's session. This is a 

broad term that encompasses various techniques. Statement (B) provides the general definition: 

exploiting a valid session to gain unauthorized access. A specific implementation of this is TCP 

session hijacking (A), where an attacker takes over a network-level session by predicting TCP 

sequence numbers. A primary defense against session hijacking, particularly at the application 
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layer, is to use session identifiers (keys or tokens) that are long and cryptographically random, 

making them computationally infeasible for an attacker to guess or brute-force, as stated in (C). 

 

Why Incorrect Options are Wrong: 

D. This describes the primary goal of a Denial of Service (DoS) attack, which is to exhaust 

resources and make a service unavailable, not to gain unauthorized access by impersonating a 

user. 

References: 

1. Bellovin, S. M. (1989). Security Problems in the TCP/IP Protocol Suite. Computer 

Communication Review, 19(2), 32-48. In Section 3.2, "Sequence Number Spoofing," the paper 

details the mechanism of predicting TCP sequence numbers to inject data into an existing 

connection, which is the basis for TCP session hijacking (supports A). 

2. Massachusetts Institute of Technology. (2014). 6.858 Computer Systems Security, Fall 2014. 

MIT OpenCourseWare. In Lecture 13, "Web Security," slide 23 discusses "Session Hijacking" 

where an attacker steals a session cookie to impersonate a user, aligning with the general 

definition of exploiting a valid session for unauthorized access (supports B). Slide 25 emphasizes 

that session IDs must be "un-guessable (long, random string)" as a countermeasure (supports C). 

3. The Open Web Application Security Project (OWASP). (2023). Session Management Cheat 

Sheet. In the "Session ID Properties" section, it is explicitly stated that Session IDs "must be long 
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enough to prevent brute-force attacks" and "must be random to prevent guessing and information 

leakage." This directly supports the mitigation strategy described in option C. 
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Question: 17 

You work as a Network Administrator for Tech-E-book Inc. You are configuring the ISA Server 

2006 firewall to provide your company with a secure wireless intranet. You want to accept 

inbound mail delivery though an SMTP server. What basic rules of ISA Server do you need to 

configure to accomplish the task. 

A. Network rules 

B. Publishing rules 

C. Mailbox rules 

D. Access rules 

 

Answer: 

B 

 

Explanation: 

In Microsoft ISA Server 2006, Publishing Rules are specifically designed to make internal servers 

and services, such as an SMTP mail server, securely accessible from an external network like the 

internet. This process, often called reverse proxying, involves creating a rule that listens for 

inbound connections on an external interface and forwards the traffic to the designated internal 
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server. The Mail Server Publishing Wizard in ISA Server simplifies this by creating the necessary 

publishing rule to accept and forward SMTP traffic. 

 

Why Incorrect Options are Wrong: 

A. Network rules: These define the traffic relationship (NAT or Route) between different network 

segments, not the specific application-level permissions for inbound services. 

C. Mailbox rules: This is not a valid rule type within the ISA Server 2006 firewall configuration; it 

relates to mail server or client-side filtering. 

D. Access rules: These are primarily used to control outbound traffic, allowing users on an 

internal, protected network to access resources on an external network. 

References: 

1. Microsoft TechNet. (2006). Publishing Concepts in ISA Server 2006. "Publishing makes servers 

on your corporate network available to external users... For example, you can publish a corporate 

Web server, FTP server, or mail server." This document explicitly states that making a mail server 

available is accomplished through publishing. 

2. Microsoft TechNet. (2006). Mail Server Publishing in ISA Server 2006. This document details 

the procedure for publishing mail servers, stating, "You can use the New Mail Server Publishing 

Rule Wizard to create a firewall policy rule that allows external users access to your internal mail 

servers." The entire process is centered on creating a "Mail Server Publishing Rule." 
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3. Microsoft TechNet. (2007). Creating a secure mail relay with ISA Server 2006. In the "Creating 

the SMTP Server Publishing Rule" section, the guide instructs the administrator to "create a Mail 

Server Publishing Rule" to allow inbound SMTP connections from the Internet to the internal 

SMTP server. 
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Question: 18 

John, a novice web user, makes a new E-mail account and keeps his password as "apple", his 

favorite fruit. John's password is vulnerable to which of the following password cracking attacks? 

Each correct answer represents a complete solution. Choose all that apply. 

A. Brute Force attack 

B. Dictionary attack 

C. Hybrid attack 

D. Rule based attack 

 

Answer: 

A, B, C 

 

Explanation: 

The password "apple" is extremely weak and vulnerable to several common cracking methods. 

1. Brute Force attack (A): This method attempts every possible combination of characters. Since 

"apple" is short (5 characters) and uses only lowercase letters, the total number of possibilities is 

small, making it trivial for modern computers to guess in a very short time. 

2. Dictionary attack (B): This is the most direct attack. It uses a pre-compiled list of common 
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words, and "apple" is a very common English word that would be included in any standard 

dictionary file. 

3. Hybrid attack (C): This attack combines dictionary words with simple modifications, such as 

appending numbers or symbols. The attack process typically begins by testing the base dictionary 

word itself, so "apple" would be found immediately. 

Why Incorrect Options are Wrong: 

D. Rule based attack: This attack applies complex transformations (e.g., "l" becomes "1", "e" 

becomes "3") to dictionary words. The password "apple" does not use any such rules, making this 

attack type less descriptive of the specific vulnerability. 

--- 

 

References: 

1. Weir, M., Aggarwal, S., de Medeiros, B., & Glodek, M. (2009). Password Cracking Using 

Probabilistic Context-Free Grammars. In 2009 30th IEEE Symposium on Security and Privacy 

(pp. 391-405). IEEE. DOI: 10.1109/SP.2009.21. This paper discusses password cracking 

methodologies, defining dictionary attacks for common words, brute-force for short passwords, 

and rule-based attacks for passwords with predictable transformations, confirming the logic for the 

selected answers. 

2. Cornell University. (2015). CS 5430: System Security, Lecture 10: Passwords. Courseware. 
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Retrieved from 

https://www.cs.cornell.edu/courses/cs5430/2015sp/lectures/lec10-passwords-sp15.pdf. Slides 

18-20 define and differentiate brute-force, dictionary, and hybrid attacks. It describes hybrid 

attacks as trying dictionary words with simple affixes, and rule-based attacks as applying 

"mangling rules," which supports the exclusion of option D for the simple password "apple". 

3. National Institute of Standards and Technology (NIST). (2017). Special Publication 800-63B: 

Digital Identity Guidelines. Section 5.1.1.2, "Memorized Secret Verifiers". This publication 

mandates checking passwords against lists of commonly used passwords, which is the 

fundamental principle of a dictionary attack, confirming the vulnerability of "apple". 
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Question: 19 

Which of the following scanning methods is most accurate and reliable, although it is easily 

detectable and hence avoided by a hacker? 

A. TCP FIN 

B. TCP half-open 

C. TCP SYN/ACK 

D. Xmas Tree 

 

Answer: 

C 

 

Explanation: 

The most accurate and reliable scanning method is the TCP Connect scan. This method 

completes the full three-way TCP handshake (SYN, SYN/ACK, ACK) with the target port. By 

establishing a full connection, it definitively confirms that the port is open and a service is 

listening. However, this full connection is easily logged by firewalls and intrusion detection 

systems, making it the "noisiest" and most detectable scanning method. Consequently, attackers 

often avoid it in favor of stealthier techniques. The option "TCP SYN/ACK" refers to the critical 
CertEmpire 

response packet from the server that indicates an open port during this handshake, making it the 

best representation of this method among the choices. 

 

Why Incorrect Options are Wrong: 

A. TCP FIN: This is a stealth scanning technique that sends only a FIN packet. It is less reliable 

than a full connect scan and is specifically designed to be less detectable. 

B. TCP half-open: Also known as a SYN scan, this method is stealthier than a full connect scan 

because it never completes the handshake. It is a very popular and reliable method used by 

attackers, not avoided. 

D. Xmas Tree: This is a stealth scan that sends a packet with multiple flags set (FIN, PSH, URG). 

Like the FIN scan, it is less reliable and designed to evade detection. 

References: 

1. Nmap Project, Official Documentation: The Nmap Reference Guide describes the TCP 

Connect Scan (-sT). It states, "Nmap asks the underlying operating system to establish a 

connection... This is the same high-level system call that web browsers... use to establish a 

connection... A major downside is that this sort of scan is easy to detect and filter." In contrast, it 

describes SYN scan (-sS) as "relatively unobtrusive and stealthy, since it never completes TCP 

connections." 

Source: Nmap Reference Guide, Chapter 15, Section: "Port Scanning Techniques". 

https://certempire.com/


37 
 

https://certempire.com 

(nmap.org/book/man-port-scanning-techniques.html) 

2. University Courseware (UC Berkeley): In the "Lecture 8: Port Scanning" notes for the CS 161 

Computer Security course, the TCP Connect Scan is described as the "Easiest to implement & 

most reliable" but also the "Easiest to detect: shows up in logs". This directly supports the 

premise that it is accurate but easily detectable. 

Source: Patterson, D. (2013). Lecture 8: Port Scanning. CS 161: Computer Security, UC Berkeley. 

(inst.eecs.berkeley.edu/cs161/sp13/slides/8-ports.pdf, Slide 13). 

3. Peer-Reviewed Academic Publication: A comparative study of scanning techniques notes that 

the "TCP connect scan is the most reliable scan" because it uses the operating system's network 

functions to establish a full connection. The paper also highlights its primary drawback: "this scan 

is easily detectable and also can be blocked by the firewall." 

Source: Chowdhury, M. Z., & Islam, M. R. (2017). A comparative study of port scanning 

techniques. 2017 4th International Conference on Advances in Electrical Engineering (ICAEE), 

pp. 579-584. DOI: 10.1109/ICAEE.2017.8255411. (Section III.A. TCP Connect Scan). 
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Question: 20 

Which of the following layers of TCP/IP model is used to move packets between the Internet 

Layer interfaces of two different hosts on the same link? 

A. Application layer 

B. Link layer 

C. Internet layer 

D. Transport Layer 

 

Answer: 

B 

 

Explanation: 

The Link layer, also known as the Network Interface layer in the TCP/IP model, is responsible for 

the transmission of data frames between two hosts on the same physical network segment or 

link. It encapsulates Internet layer packets into frames, uses physical addresses (e.g., MAC 

addresses) for local delivery, and manages the interface with the physical network hardware. 

When two hosts are on the same link, the Internet layer relies on the Link layer to handle the 

direct node-to-node delivery without requiring routing to a different network. 
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Why Incorrect Options are Wrong: 

A. Application layer: Manages user-facing protocols (e.g., HTTP, SMTP) and is not involved in the 

physical transmission of packets on a local link. 

C. Internet layer: Responsible for logical addressing (IP) and routing packets between different 

networks, not for the direct delivery on a single link. 

D. Transport Layer: Provides end-to-end data transfer services (e.g., TCP, UDP) between 

processes on hosts, not link-level packet movement. 

References: 

1. Forouzan, B. A. (2010). TCP/IP Protocol Suite (4th ed.). McGraw-Hill. 

Page 21, Section 2.3, "Link Layer": "The TCP/IP protocol suite does not define any specific 

protocol for the link layer. It supports all the standard and proprietary protocols... When the 

Internet Protocol (IP) datagram is ready to be sent, it is passed to the link layer, which is 

responsible for sending it to the next computer in the path." This establishes the Link layer's role 

in handling the actual transmission on a link. 

2. Internet Engineering Task Force (IETF). (1989). RFC 1122: Requirements for Internet Hosts -- 

Communication Layers. 

Section 1.3.3, "The Link Layer": "The link layer is the lowest layer in the TCP/IP protocol 

hierarchy... The link layer is responsible for delivering an IP datagram on its particular link. The 
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link layer may be a local area network (e.g., an Ethernet)..." This document explicitly defines the 

Link layer's function for delivery on a single link. 

3. Saltzer, J. H., Kaashoek, M. F. (2009). Principles of Computer System Design: An Introduction. 

MIT OpenCourseWare. 

Chapter 6, Section 6.1.2, "The Network Layer Model": The text distinguishes the network layer 

(Internet layer) from the link layer, stating the link layer's responsibility is to "transmit a packet 

from one network interface to another on the same link." This directly supports the answer. 
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Question: 21 

Which of the following password cracking tools can work on the Unix and Linux environment? 

 
A. Brutus 

B. Cain and Abel 

C. Ophcrack 

D. John the Ripper 

 

Answer: 

D 

 

Explanation: 

John the Ripper (JtR) is a free, open-source password security auditing and password recovery 

tool. It was originally developed for the Unix operating system and remains one of the most 

popular and versatile password cracking tools for Unix-like environments, including Linux. While it 

has been ported to many other operating systems, its origins and primary development 

environment are Unix-based. It can perform dictionary attacks, brute-force attacks, and hybrid 

attacks against various encrypted password formats. 
 

Why Incorrect Options are Wrong: 
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A. Brutus: This is a legacy network authentication brute-force tool that was developed for and 

runs exclusively on the Windows operating system. 

B. Cain and Abel: This is a multi-purpose password recovery, network sniffer, and cracking tool 

designed to run only on Microsoft Windows operating systems. 

C. Ophcrack: While a Linux version exists, Ophcrack is a specialized tool primarily designed for 

cracking Windows LanManager (LM) and NTLM hashes using rainbow tables. 

References: 

1. Openwall Project. (n.d.). John the Ripper password cracker. Retrieved from 

https://www.openwall.com/john/. The official project page states, "John the Ripper is a free and 

Open Source software, distributed primarily in source code form......It is intended for Unix, 

Windows, DOS, BeOS, and OpenVMS." This confirms its primary role and origin in Unix 

environments. 

2. Carnegie Mellon University, CyLab. (2011). Passwords, Hashes, and Cracking. 18-731 

Information Security, Lecture 10, Slide 27. This university courseware slide lists "John the Ripper" 

as a primary tool for cracking Unix password hashes and "Cain and Abel" as a Windows-specific 

tool. 

3. Mishra, P., & Jaiswal, A. (2012). A Study on Password Cracking Techniques and Tools. 

International Journal of Advanced Research in Computer Science and Software Engineering, 
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2(7), 243-248. In Section IV, "PASSWORD CRACKING TOOLS," the paper describes Cain & Abel 

as a tool that "runs on Microsoft Windows operating systems" and John the Ripper as a tool that 

"was originally developed for the Unix operating system." 

4. Ophcrack Official Website. (n.d.). Ophcrack. Retrieved from https://ophcrack.sourceforge.io/. 

The main description on the official site states, "Ophcrack is a free Windows password cracker 

based on rainbow tables. It is a very efficient implementation of rainbow tables done by the 

inventors of the method." This highlights its primary focus on Windows passwords. 
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Question: 22 

You work as a Penetration Tester for the Infosec Inc. Your company takes the projects of security 

auditing. Recently, your company has assigned you a project to test the security of the 

we-aresecure. com network. Now, when you have finished your penetration testing, you find that 

the weare- secure.com server is highly vulnerable to SNMP enumeration. You advise the 

we-are-secure Inc. to turn off SNMP; however, this is not possible as the company is using 

various SNMP services on its remote nodes. What other step can you suggest to remove SNMP 

vulnerability? Each correct answer represents a complete solution. Choose two. 

A. Close port TCP 53. 

B. Change the default community string names. 

C. Upgrade SNMP Version 1 with the latest version. 

D. Install antivirus. 

 

Answer: 

B, C 

 

Explanation: 

The core vulnerability is SNMP enumeration, which typically exploits weak configurations in older 
CertEmpire 

SNMP versions. The most effective mitigations, short of disabling the service, are to address 

these configuration weaknesses directly. 

1. Changing default community strings (B) is a crucial immediate step for SNMPv1/v2c. Default 

strings like "public" and "private" are well-known and allow any attacker to query the device. 

Replacing them with strong, complex strings acts as a password, preventing unauthorized 

enumeration. 

2. Upgrading to the latest version (C), which is SNMPv3, is the most robust long-term solution. 

SNMPv3 was designed to fix the security flaws of its predecessors by introducing a User-based 

Security Model (USM) that provides strong authentication (verifying the source) and encryption 

(ensuring data privacy), thus preventing both enumeration and eavesdropping. 

Why Incorrect Options are Wrong: 

A. Close port TCP 53: This is incorrect because port 53 is for the Domain Name System (DNS), 

whereas SNMP agents typically listen on UDP port 161. 

D. Install antivirus: This is incorrect as antivirus software is designed to detect and remove 

malware, not to correct insecure network protocol configurations like weak SNMP community 

strings. 
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Question: 23 

Which of the following tools can be used to enumerate networks that have blocked ICMP Echo 

packets, however, failed to block timestamp or information packet or not performing sniffing of 

trusted addresses, and it also supports spoofing and promiscuous listening for reply packets? 

A. Nmap 

B. Zenmap 

C. Icmpenum 

D. Nessus 

 

Answer: 

C 

 

Explanation: 

Icmpenum is a specialized command-line tool designed for network enumeration using various 

ICMP message types. It is particularly effective against networks that block standard ICMP Echo 

Requests (pings) but fail to filter other types, such as ICMP Timestamp (Type 13) or ICMP 

Information (Type 15) requests. Its key distinguishing features, as highlighted in the question, are 

the ability to spoof the source IP address and use a promiscuous listening mode. This allows a 
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penetration tester to discover live hosts on a target network by impersonating a trusted address 

(like a router) and passively sniffing for the replies sent back to that spoofed address. 

 

Why Incorrect Options are Wrong: 

A. Nmap: While Nmap is a powerful scanner that can use ICMP Timestamp/Mask requests for 

host discovery, the question's specific combination of spoofing with promiscuous listening for 

replies is the hallmark feature of icmpenum. 

B. Zenmap: Zenmap is the official graphical user interface (GUI) for the Nmap scanner. It relies 

on the underlying Nmap engine and does not offer unique scanning capabilities beyond what 

Nmap itself provides. 

D. Nessus: Nessus is a comprehensive vulnerability assessment tool. While it performs host 

discovery as a prerequisite for scanning, it is not a specialized tool for ICMP-based network 

mapping with advanced spoofing techniques. 

References: 

1. Skoudis, E. (2003). ICMP Usage in Scanning. SANS Institute InfoSec Reading Room. This 

paper details various ICMP scanning techniques and tools. On page 21, it explicitly describes 

icmpenum: "The icmpenum tool... can send ICMP Echo, Timestamp, and Address Mask 

Requests... It also supports spoofing a source address and listening promiscuously for 

responses." This directly confirms the tool's capabilities as described in the question. (Available 

https://certempire.com/


45 
 

https://certempire.com 

via SANS Reading Room archives). 

2. Al-shammari, A. A., & Al-attab, A. A. (2017). A Survey of Network Reconnaissance Techniques. 

International Journal of Network Security & Its Applications (IJNSA), 9(1), 1-16. In Section 3.2, 

"ICMP Scanning," the paper mentions icmpenum as a tool used for ICMP enumeration, noting its 

ability to discover hosts even when ping is blocked by using alternative ICMP messages. DOI: 

https://doi.org/10.5121/ijnsa.2017.9101 
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Question: 24 

You work as a Penetration Tester for the Infosec Inc. Your company takes the projects of security 

auditing. Recently, your company has assigned you a project to test the security of the 

we-aresecure. com network. Now, when you have finished your penetration testing, you find that 

the weare- secure.com server is highly vulnerable to SNMP enumeration. You advise the 

we-are-secure Inc. to turn off SNMP; however, this is not possible as the company is using 

various SNMP services on its remote nodes. What other step can you suggest to remove SNMP 

vulnerability? Each correct answer represents a complete solution. Choose two. 

A. Close port TCP 53. 

B. Change the default community string names. 

C. Upgrade SNMP Version 1 with the latest version. 

D. Install antivirus. 

 

Answer: 

B, C 

 

Explanation: 

The core vulnerability is SNMP enumeration, which typically exploits weak or default community 
CertEmpire 

strings in SNMPv1 and SNMPv2c. Since disabling the service is not an option, the next best 

steps are to harden the existing configuration and upgrade the protocol. 

1. Changing the default community string names (B) is a critical immediate mitigation. Attackers 

commonly scan for default strings like "public" (read-only) and "private" (read-write). Changing 

these to complex, non-guessable values significantly raises the difficulty of unauthorized 

enumeration. 

2. Upgrading to the latest version, SNMPv3 (C), is the most effective long-term solution. SNMPv3 

replaces the clear-text community strings of v1/v2c with a robust User-based Security Model 

(USM) that provides strong authentication and encryption, fundamentally preventing enumeration 

and ensuring message integrity. 

Why Incorrect Options are Wrong: 

A. Close port TCP 53. 

This is incorrect because port 53 is used for DNS. SNMP primarily uses UDP ports 161 (for agent 

queries) and 162 (for manager traps). 

D. Install antivirus. 

This is incorrect because antivirus software is designed to detect and remove malware; it does 

not address network protocol configuration vulnerabilities like weak SNMP settings. 
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Question: 25 

Which of the following tools are used for footprinting? Each correct answer represents a complete 

solution. Choose all that apply. 

A. Brutus 

B. Sam spade 

C. Whois 

D. Traceroute 

 

Answer: 

B, C, D 

 

Explanation: 

Footprinting, the initial reconnaissance phase of a penetration test, involves gathering information 

about a target. The whois utility is a fundamental tool for querying domain registration databases 

to find ownership, administrative contacts, and name server details. Traceroute is used to map the 

network path to a target, revealing network topology, intermediary routers, and potential access 

control devices. Sam Spade is a classic, comprehensive information-gathering tool suite that 

integrates functionalities like whois, traceroute, DNS lookups, and more, making it a dedicated 
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footprinting utility. These tools are used to build a profile of the target's external network presence 

without launching active attacks. 

 

Why Incorrect Options are Wrong: 

A. Brutus: This is an active online password cracking tool used for brute-force attacks against 

services, which falls under the "Gaining Access" phase, not initial footprinting. 

References: 

1. Paulsen, C. (2018). Lecture 10: Reconnaissance. CSE 484: Computer Security, University of 

Washington. This lecture material explicitly lists whois and traceroute as tools for the 
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https://courses.cs.washington.edu/courses/cse484/18sp/lectures/L10-recon.pdf 

2. Kim, D. (2020). Lecture 10: Penetration Testing. CS 4910/5910: Introduction to Cyber Security, 

University of Colorado, Colorado Springs. The lecture slides categorize whois and traceroute 

under the "Information Gathering" phase, while password crackers (functionally similar to Brutus) 

are placed in the "Gaining Access" phase. (Slides 11, 16). Retrieved from: 

https://www.cs.uccs.edu/cs591/fall20/lectures/L10-PenetrationTesting.pdf 

3. Cederberg, D. (2018). A study of the fundamentals of penetration testing Thesis, University of 

Skovde. This academic paper discusses the phases of penetration testing, identifying whois and 

traceroute as key tools used during the "Information Gathering" (footprinting) stage. (Section 
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2.2.1, Page 8). Retrieved from: 
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such as whois, DNS, and traceroute" for the purpose of footprinting. (Chapter 11, Section: 

"Footprinting Tools"). 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
CertEmpire 

https://certempire.com/


50 
 

https://certempire.com 

Question: 26 

You work as a Network Administrator in the Secure Inc. Your company is facing various network 

attacks due to the insecure wireless network. You are assigned a task to secure your wireless 

network. For this, you have turned off broadcasting of the SSID. However, the unauthorized users 

are still able to connect to the wireless network. Which of the following statements can be the 

reason for this issue? Each correct answer represents a complete solution. Choose all that apply. 

A. You have forgotten to turn off DHCP. 

B. You are using WPA2 security scheme. 

C. The SSID is still sent inside both client and AP packets. 

D. You are using the default SSID. 

 

Answer: 

A, C, D 

 

Explanation: 

Disabling SSID broadcasting (SSID hiding) is an ineffective security measure. The SSID is still 

transmitted in cleartext within several 802.11 management frames, including probe requests from 

clients and probe responses from the access point. An attacker can passively monitor wireless 
CertEmpire 

traffic to easily discover the "hidden" SSID. 

Using a default SSID makes the network a predictable target for attackers, who can use 

pre-computed password lists or rainbow tables for common default SSIDs to crack the network 

key. 

Finally, if an attacker successfully associates with the access point, an enabled DHCP server will 

automatically assign them an IP address and other network configuration details, granting them a 

functional connection to the network. 

Why Incorrect Options are Wrong: 

B. You are using WPA2 security scheme. 

WPA2 is a robust security protocol. Its use is a recommended security practice, not a cause of a 

security issue. A weak pre-shared key would be the vulnerability, not the protocol itself. 

--- 

 

References: 
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802.11i. In N. Meghanathan, S. Boumerdassi, N. Chaki, & D. Nagamalai (Eds.), Recent Trends in 

Network Security and Applications (pp. 457-468). Springer. In Section 2, "Background on IEEE 

802.11i," the paper discusses the 802.11 discovery and association process, where SSIDs are 

exchanged in unencrypted management frames like Probe Requests and Probe Responses, 
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making SSID cloaking ineffective. (DOI: 10.1007/978-3-642-14478-346) 

2. For option D: National Institute of Standards and Technology (NIST). (2012). Special 

Publication 800-153: Guidelines for Securing Wireless Local Area Networks (WLANs). Section 

3.1.1, "WLAN Component Configuration," explicitly states: "Organizations should ensure that all 

vendor-default settings are changed...This includes default SSIDs, passwords/passphrases, and 

SNMP community strings." 

3. For option A: University of California, Berkeley, Information Security Office. (2023). Minimum 

Security Standards for Networked Devices. Section 5, "Principle of Least Functionality," advises 

disabling or restricting unnecessary ports, protocols, and services. While not preventing an initial 

association, leaving DHCP enabled provides an unnecessary service to an unauthorized device, 

directly facilitating its ability to function on the network, which is a failure of this principle. 
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Question: 27 

John works as a Penetration Tester in a security service providing firm named you-are-secure Inc. 

Recently, John's company has got a project to test the security of a promotional Website 

www.missatlanta.com and assigned the pen-testing work to John. When John is performing 

penetration testing, he inserts the following script in the search box at the company home page: 

alert('Hi, John') After pressing the search button, a pop-up box appears on his screen with the 

text - "Hi, John." Which of the following attacks can be performed on the Web site tested by john 

while considering the above scenario? 

A. XSS attack 

B. Replay attack 

C. Buffer overflow attack 

D. CSRF attack 

 

Answer: 

A 

 

Explanation: 

The scenario describes a reflected Cross-Site Scripting (XSS) attack. The penetration tester 
CertEmpire 

injects a client-side script (alert('Hi, John')) into a data entry field (the search box). The web 

application fails to properly sanitize this input and includes it directly in the HTML response sent 

back to the browser. The browser, trusting the content from the server, executes the embedded 

script, which triggers the pop-up alert. This confirms that the application is vulnerable to executing 

arbitrary JavaScript in the context of a user's browser session, which is the definition of an XSS 

vulnerability. 

Why Incorrect Options are Wrong: 

B. Replay attack: This involves capturing and re-submitting a valid data transmission to trick the 

system. The scenario does not involve capturing or replaying network traffic. 

C. Buffer overflow attack: This exploits memory corruption vulnerabilities on the server or in an 

application, not the execution of a script within a user's web browser. 

D. CSRF attack: This attack forges a request from a victim's browser to a web application where 

they are authenticated. The scenario demonstrates script injection, not a forged state-changing 

request. 
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Question: 28 

Which of the following laws or acts, formed in Australia, enforces prohibition against cyber 

stalking? 

A. Stalking Amendment Act (1999) 

B. Malicious Communications Act (1998) 

C. Anti-Cyber-Stalking law (1999) 

D. Stalking by Electronic Communications Act (2001) 

 

Answer: 

A 

 

Explanation: 

In 1999, the Australian state of Queensland passed the Criminal Law Amendment Act 1999, 

which amended its existing anti-stalking legislation (Section 359A of the Criminal Code). This 

amendment was crucial as it explicitly broadened the definition of stalking to include actions 

conducted via "any electronic communication." This was one of the earliest and most direct 

legislative actions in Australia to specifically address and prohibit cyberstalking by incorporating it 

into established stalking laws, making it a criminal offense. Other Australian states followed with 
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similar amendments. 

 

Why Incorrect Options are Wrong: 

B. Malicious Communications Act (1998): This is legislation from the United Kingdom, not 

Australia. It addresses the sending of indecent, offensive, or threatening letters and other 

communications. 

C. Anti-Cyber-Stalking law (1999): This is a descriptive term, not the official title of any specific act 

passed in Australia. No federal or state legislation bears this formal name. 

D. Stalking by Electronic Communications Act (2001): This is not the formal title of a specific 

Australian law. While states continued to refine laws after 1999, no act with this exact name was 

enacted. 

References: 

1. Dunn, P. (2000). Stalking: Criminal Responsibility and the De-Essentialisation of the Victim. 

University of New South Wales Law Journal, 23(1), 23. This article discusses the Crimes 

(Stalking) Amendment Act 1999 (Vic), highlighting the legislative changes in Australia during that 

period to address stalking, including through new technologies. 

2. Urbas, G. (2000). Cyber-stalking: The new challenge for law enforcement and industry. 

Australian Institute of Criminology (AIC). Research and Public Policy Series No. 45. On page 21, 

the report explicitly states, "In 1999, Queensland amended its anti-stalking provision (s 359A of 
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the Criminal Code) to include stalking by means of 'any electronic communication'". This directly 

supports the 1999 amendment as the key legislation. 

3. Australian Government, Australian Institute of Criminology. (2004). Cybercrime in Australia. 

Trends & issues in crime and criminal justice, No. 287. This report discusses the evolution of 

Australian laws to combat cybercrime, referencing the state-based anti-stalking laws that were 

amended to include electronic harassment (p. 3). 
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Question: 29 

John works as a professional Ethical Hacker. He has been assigned a project to test the security 

of www.we-are-secure.com. On the We-are-secure login page, he enters ='or''=' as a username 

and successfully logs in to the user page of the Web site. The We-are-secure login page is 

vulnerable to a . 

A. Replay attack 

B. Land attack 

C. SQL injection attack 

D. Dictionary attack 

 

Answer: 

C 

 

Explanation: 

The input ='or''=' is a classic payload for a tautology-based SQL injection attack. When this string 

is inserted into a poorly sanitized SQL query on the server-side, it creates a logical condition that 

is always true. For example, a query like SELECT FROM users WHERE username = '' becomes 

SELECT FROM users WHERE username = ''='or''='. The database evaluates '='or''=' as a true 
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statement, causing the WHERE clause to be satisfied for the first user record in the database, 

thus bypassing the authentication mechanism and granting unauthorized access. 

 

Why Incorrect Options are Wrong: 

A. Replay attack: This involves capturing and resending legitimate network traffic. The scenario 

describes crafting new, malicious input, not replaying old data. 

B. Land attack: This is a network-level Denial-of-Service (DoS) attack that involves sending a 

spoofed packet and is unrelated to web application authentication. 

D. Dictionary attack: This is a brute-force technique that involves systematically trying a list of 

common words as passwords, not injecting code fragments. 

References: 

1. OWASP Foundation. (2021). OWASP Top 10:2021. A03:2021-Injection. The document 

describes SQL injection as a prime example of an injection flaw where "user-supplied data is not 

validated, filtered, or sanitized by the application," leading to the execution of unintended 

commands. The scenario is a direct example of this category. 

2. Halfond, W. G., Viegas, J., & Orso, A. (2006). A classification of SQL injection attacks and 

countermeasures. Proceedings of the International Symposium on Secure Software Engineering, 

1, 13. In Section 3.1, "Tautologies," the paper explicitly identifies this attack class, stating its goal 

is to "inject code in one or more conditional statements so that they always evaluate to true." The 
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example ' or '1'='1 is functionally identical to the payload in the question. 

(https://doi.org/10.1109/ISSSE.2006.241671) 

3. Johns Hopkins University. (n.d.). Web Security: SQL Injection. Courseware, 

EN.605.744.81.FA19. In the "Authentication Bypass" section, the course material demonstrates 

how an attacker can use a tautology like ' OR 1=1 -- to log in as any user without a password, 
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Question: 30 

You want to retrieve password files (stored in the Web server's index directory) from various Web 

sites. Which of the following tools can you use to accomplish the task? 

A. Nmap 

B. Sam spade 

C. Whois 

D. Google 

 

Answer: 

D 

 

Explanation: 

The task is to find specific files, such as password files, located in a web server's indexed 

directories. This can be accomplished using advanced search engine queries, a technique 

commonly known as "Google Hacking" or "Google Dorking." By using specialized search 

operators like filetype:, inurl:, and intitle:"index of", a penetration tester can command the Google 

search engine to find sensitive files and configuration data that have been unintentionally exposed 

and indexed by Google's web crawlers. This method is a powerful form of passive 
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reconnaissance for discovering misconfigurations and exposed data on web servers. 

 

Why Incorrect Options are Wrong: 

A. Nmap is a network and port scanner used to discover hosts, open ports, and running services; 

it does not search web content. 

B. Sam Spade is an outdated network query tool for DNS, Whois, and traceroute lookups, not for 

searching indexed web files. 

C. Whois is a protocol used to query databases for domain name registration information, not for 

file retrieval from web servers. 

--- 
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Sumner, C. (2004). Google Hacking - The Basics. SANS Institute InfoSec Reading Room. This 
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specific files and sensitive information. Section "Finding Targets," page 4. Available at: 
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Question: 31 

Which of the following are the drawbacks of the NTLM Web authentication scheme? Each correct 

answer represents a complete solution. Choose all that apply. 

A. It can be brute forced easily. 

B. It works only with Microsoft Internet Explorer. 

C. The password is sent in clear text format to the Web server. 

D. The password is sent in hashed format to the Web server. 

 

Answer: 

A, B 

 

Explanation: 

NTLM is a legacy authentication protocol with significant drawbacks. Its primary security 

weakness stems from the underlying cryptographic hashes (LM and NTLMv1), which are based 

on weak algorithms like DES and MD4. This makes the challenge-response exchanges 

susceptible to capture and subsequent offline brute-force or dictionary attacks, allowing an 

attacker to recover the user's password hash. 

From a practical standpoint, NTLM web authentication was developed by Microsoft and, for a long 
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time, was primarily supported natively only by Internet Explorer. While other browsers later added 

support, it often required specific configuration and was not as seamless, making this lack of 

universal, out-of-the-box interoperability a major limitation for applications intended for diverse 

environments. 

Why Incorrect Options are Wrong: 

C. The password is sent in clear text format to the Web server. 

This is incorrect. NTLM is a challenge-response protocol where the cleartext password is never 

sent over the network. This describes Basic authentication. 

D. The password is sent in hashed format to the Web server. 

This is an inaccurate description. The client sends a computed response to a server-provided 

challenge, not the password hash itself. 

--- 

 

References: 

1. Microsoft Corporation. (2023). Security Guidance for NTLMv1 and LM Network Authentication. 

Microsoft Learn. 

Reference: In the "Summary" section, the document states, "The LM and NTLMv1 authentication 

protocols have weaknesses in their design that can allow an attacker to obtain the user's 

password." It further details how captured sessions can be used in brute-force attacks. This 
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directly supports option A. 

2. Microsoft Corporation. (2023). Microsoft NTLM. Microsoft Learn. 

Reference: In the "Security of NTLM" section, the document explicitly states, "NTLM is also 

vulnerable to a variety of malicious attacks, including... brute force attacks." This provides further 

official vendor confirmation for option A. 

3. The Chromium Projects. (n.d.). HTTP authentication. 

Reference: In the section "Integrated Authentication," the documentation discusses the 

implementation of NTLM and Kerberos. It highlights the complexity and platform-specific nature of 

enabling this feature, stating, "On Windows, the implementation uses the SSPI library... On Mac 

and Linux, the implementation uses the GSSAPI library." This demonstrates that support outside 

the native Microsoft/IE environment is not inherent and requires specific libraries and 

configuration, supporting the interoperability drawback mentioned in option B. 

4. Glass, E., & Abgrall, E. (2008). Security analysis of NTLM authentication protocol. In 2008 

Third International Conference on Availability, Reliability and Security (pp. 335-342). IEEE. 

Reference: Section III, "Vulnerabilities of NTLM," states: "The main vulnerability of NTLMv1 is that 

an attacker can perform an offline dictionary attack or a brute force attack on the captured 

challenge/response to find the NT hash." This academic source confirms the vulnerability to 

brute-force attacks (Option A). DOI: 10.1109/ARES.2008.159 
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Question: 32 

John works as a professional Ethical Hacker. He has been assigned the project of testing the 

security of www.we-are-secure.com. He uses a Windows XP operating system to do this. He 

enters the following command on the command prompt: c:\tracert www.we-are-secure.com 

However, he receives an incomplete traceroute result. What could be the reasons for getting an 

incomplete result for the tracert command? Each correct answer represents a complete solution. 

Choose all that apply. 

A. A router along the path is overloaded. 

B. John's computer is behind a firewall that blocks incoming ICMP error messages. 

C. There is no route to the we-are-secure server. 

D. The we-are-secure server is down and is not connected to the Internet. 

 

Answer: 

A, B, C, D 

 

Explanation: 

The Windows tracert utility functions by sending ICMP Echo Request packets with incrementally 

increasing Time-To-Live (TTL) values. It maps a network path by listening for ICMP "Time 
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Exceeded" messages from each router (hop) along the way. An incomplete result, typically shown 

as timeouts ( ), occurs when an expected ICMP reply is not received. All the provided options 

describe valid scenarios that can cause this failure. An overloaded router may drop packets (A). A 

firewall can block the incoming ICMP error messages that tracert needs to identify hops (B). A 

router lacking a path to the destination may silently drop the packet (C). Finally, if the destination 

server is down or configured to block ICMP, the final hops will time out (D). 

Why Incorrect Options are Wrong: 

All the provided options are correct and represent plausible reasons for an incomplete tracert 

result. 

References: 

1. Internet Engineering Task Force (IETF) RFC 792: This foundational document for the Internet 

Control Message Protocol (ICMP) describes the messages tracert relies on. 

Section "Time Exceeded Message": Explains the ICMP Type 11 message sent by a gateway 

when a datagram's TTL field reaches zero. This is the primary mechanism tracert uses to identify 

hops. A firewall blocking this message (Option B) would break the process. 

Section "Destination Unreachable Message": Describes the ICMP Type 3 message, which can 

indicate a routing failure (Option C) or that the destination host is down (Option D). If a router is 

configured to silently drop packets instead of sending this message, a timeout will occur. 
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2. Microsoft Corporation, "tracert" Command-Line Reference: Official vendor documentation 

describes the tool's operation. It states, "This diagnostic tool determines the path taken to a 

destination by sending Internet Control Message Protocol (ICMP) Echo Request messages... The 

path is displayed as a list of the near-side router interfaces... If the packet is dropped by a router, 

the tracert output will show a timeout ()." This supports that packet loss from an overloaded router 

(Option A) or other issues will result in an incomplete trace. 

3. Feamster, N., & Rexford, J. (2014). CS 4450: Computer Networks Course Materials. Georgia 

Institute of Technology. University courseware on networking frequently covers traceroute failure 

modes. Lecture materials explain that asterisks ( ) in the output can be caused by network 

congestion (supporting Option A), firewalls filtering ICMP messages (supporting Option B), or 

routers being configured not to generate ICMP replies for security reasons (a factor in Options B 

and C). 
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Question: 33 

You work as a Penetration Tester for the Infosec Inc. Your company takes the projects of security 

auditing. Recently, your company has assigned you a project to test the security of the 

we-aresecure. com Website. The we-are-secure.com Web server is using Linux operating 

system. When you port scanned the we-are-secure.com Web server, you got that TCP port 23, 

25, and 53 are open. When you tried to telnet to port 23, you got a blank screen in response. 

When you tried to type the dir, copy, date, del, etc. commands you got only blank spaces or 

underscores symbols on the screen. What may be the reason of such unwanted situation? 

A. The telnet session is being affected by the stateful inspection firewall. 

B. The telnet service of we-are-secure.com has corrupted. 

C. The we-are-secure.com server is using a TCP wrapper. 

D. The we-are-secure.com server is using honeypot. 

 

Answer: 

C 

 

Explanation: 

The telnet daemon on many UNIX/Linux systems is started by inetd/xinetd under TCP-Wrappers 
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control (hosts.allow / hosts.deny). 

If the connecting host is not explicitly permitted, tcpd accepts the TCP three-way handshake but, 

instead of launching telnetd, it immediately "twists" the connection-either closes it or feeds the 

client a dummy stream (often null characters or underscores). 

Because the TCP port is open, the port-scanner reports 23/tcp "open," yet the tester sees only a 

blank or underscore-filled screen and no login banner. This behaviour is exactly the "booby-trap" 

functionality described by Venema to mislead or slow attackers, not a symptom of service 

corruption, fire-walling, or a honeypot. 

Why Incorrect Options are Wrong: 

A. Stateful firewalls filter or reset connections; they do not echo null/underscore data once a 

session is established. 

B. A corrupted telnet daemon would refuse or crash after accept; it would not consistently echo 

dummy characters. 

D. Honeypots emulate full banners and command prompts to collect attacker activity, not just 

blank or underscore output. 
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References: 

1. Venema, W. "TCP WRAPPER: Network Monitoring, Access Control and Booby Traps." USENIX 

Security Symposium, 1992, Section3.1 "twist" action (pp. 5-6). 

2. hostsaccess(5) man page, TCP Wrappers 7.6-"twist" option may replace service with arbitrary 

output; denied hosts receive only that data. 

3. Stevens, W.R., & Wright, G. "TCP/IP Illustrated, Vol 3," Addison-Wesley, 1996, Ch. 9, pp. 

111-112: inetd + tcpd pre-checks before telnetd execution. 

4. MIT OpenCourseWare 6.858 "Computer Systems Security," Lecture 11 notes (2014), slide 18: 

"TCP Wrappers can fake or shut down services for unauthorized IPs." 
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Question: 34 

Which of the following are the drawbacks of the NTLM Web authentication scheme? Each correct 

answer represents a complete solution. Choose all that apply. 

A. It can be brute forced easily. 

B. It works only with Microsoft Internet Explorer. 

C. The password is sent in clear text format to the Web server. 

D. The password is sent in hashed format to the Web server. 

 

Answer: 

A, B 

 

Explanation: 

The NT LAN Manager (NTLM) web authentication scheme has several well-documented 

drawbacks. Firstly, its underlying cryptographic hashes (particularly in NTLMv1) are weak. The 

challenge-response pairs can be captured and subjected to offline brute-force or rainbow table 

attacks to recover the user's password hash, and subsequently the password itself. This makes it 

highly vulnerable compared to modern protocols. 

Secondly, NTLM is a proprietary Microsoft protocol. While some non-Microsoft browsers 
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implemented support, its native, seamless integration was historically limited to Internet Explorer 

and Microsoft's server products. This lack of universal, out-of-the-box support in other browsers 

creates significant interoperability and deployment challenges, making it a poor choice for 

environments with diverse client systems. 

Why Incorrect Options are Wrong: 

C. The password is sent in clear text format to the Web server. 

This is incorrect. NTLM is a challenge-response protocol specifically designed to avoid sending 

the cleartext password over the network, unlike HTTP Basic authentication. 

D. The password is sent in hashed format to the Web server. 

This is an inaccurate description. The client computes a response to a server-provided challenge 

using the password hash; it does not send the stored password hash itself. 

References: 

1. Microsoft Corporation. (2021). MS-NLMP: NT LAN Manager (NTLM) Authentication Protocol. 

Microsoft Docs. Section 6, "Security Considerations," details the known cryptographic 

weaknesses of NTLMv1 and NTLMv2, including their susceptibility to offline dictionary and 

brute-force attacks. It explicitly states, "NTLM has a number of cryptographic weaknesses." 

2. Cremers, C., Horvat, M., & van der Merwe, T. (2011). A Comprehensive Formal Security 

Analysis of NTLM. 2011 IEEE 24th Computer Security Foundations Symposium, 199-213. This 
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academic paper provides a formal analysis of NTLM's security, confirming in Section 1 

(Introduction) that "NTLM is known to be vulnerable to a variety of attacks, such as offline 

dictionary attacks." (DOI: 10.1109/CSF.2011.21) 

3. Microsoft Corporation. (2021). Integrated Windows Authentication. Microsoft Docs. This 

document describes how Integrated Windows Authentication (which uses NTLM as a fallback for 

Kerberos) works within the Microsoft ecosystem, highlighting its primary design for intranet 

scenarios with Windows clients. It notes that for other browsers like Firefox, "additional 

configuration is required," underscoring the interoperability drawback. 
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Question: 35 

How many bits does SYSKEY use for encryption? 

 
A. 32 

B. 64 

C. 512 

D. 128 

 

Answer: 

D 

 

Explanation: 

The SYSKEY utility, also known as the SAM Lock Tool, was a feature in Microsoft Windows 

designed to provide an extra layer of protection for the Security Account Manager (SAM) 

database. It accomplished this by encrypting the password hashes stored within the SAM. 

SYSKEY uses a 128-bit randomly generated system key to perform this encryption. The 

underlying cryptographic algorithm employed is the RC4 stream cipher. This 128-bit key itself 

could then be stored locally, protected by a user-defined password, or stored on a floppy disk. 
 

Why Incorrect Options are Wrong: 
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A. 32: This is an incorrect bit length. 32-bit keys are cryptographically insignificant for this purpose 

and were not used by SYSKEY. 

B. 64: This is an incorrect bit length. While 64-bit keys were common in older algorithms like DES, 

SYSKEY utilized a stronger 128-bit key. 

C. 512: This is an incorrect bit length. 512-bit keys are associated with algorithms like RSA or 

SHA-512, not the RC4 implementation used by SYSKEY. 

References: 

1. Microsoft Corporation. (1997). Windows NT System Key Permits Strong Encryption of the 

SAM. Microsoft Support, KB143475. In the "MORE INFORMATION" section, it states, "The 

System Key is a 128-bit cryptographically-strong random key which is used for encrypting the 

SAM database." (Note: This is an archived historical document but serves as the primary vendor 

source for the feature). 

2. Russinovich, M., Solomon, D. A., & Ionescu, A. (2012). Windows Internals, Part 2 (6th ed.). 

Microsoft Press. In Chapter 11, "Security," the discussion on SAM encryption details the role of 

the Syskey, which is a 128-bit key used to encrypt the password hashes. 

3. Carvey, H. (2005). Forensic analysis of the Windows registry. Digital Investigation, 2(2), 93-104. 

In Section 3.2, "SAM," the paper states, "The SAM hive file is protected through the use of a 

system key, or SYSKEY... The SYSKEY is a 128-bit key that is used to encrypt the password 
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hashes..." DOI: https://doi.org/10.1016/j.diin.2005.05.003 
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