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Question: 1

Your friend plans to install a Trojan on your computer. He knows that if he gives you a new
version of chess.exe, you will definitely install the game on your computer. He picks up a Trojan
and joins it with chess.exe. Which of the following tools are required in such a scenario? Each
correct answer represents a part of the solution. Choose three.

A. NetBus
B. Absinthe
C. Yet Another Binder

D. Chess.exe

Answer:

A C,D

Explanation:

The scenario describes the process of creating a Trojanized application by binding a malicious
payload to a legitimate program. This process requires three essential components:

1. The Trojan (Payload): The malicious software intended to infect the target system. NetBus is a
well-known Remote Access Trojan (RAT) that fits this role.

2. The Legitimate Application (Carrier): The benign program used to disguise the Trojan. The user
is tricked into running this file (chess.exe).

3. The Binder Tool: A utility used to combine the Trojan and the legitimate application into a single
executable file. "Yet Another Binder" is an example of such a tool.

When the victim executes the combined file, both the chess game and the NetBus Trojan run.

Why Incorrect Options are Wrong:

B. Absinthe: This is a tool used for jailbreaking Apple iOS devices and is not relevant to creating a
Trojan by binding Windows executables.

References:

1. Alazab, M., & Khresiat, A. (2016). A Static, Dynamic, and Machine Learning-Based Approach
for Detection of Malicious Executable Files. IEEE Access, 4, 4308-4320. In Section II-A,
"Malicious File Creation," the paper states: "Attackers bind a malicious file with a legitimate file
using a binder tool. The binder tool combines two or more files into a single executable file." This
directly supports the need for a Trojan, a legitimate file, and a binder.

(DOI: https://doi.org/10.1109/ACCESS.2016.2594188)

2. Stallings, W., & Brown, L. (2018). Computer Security: Principles and Practice (4th ed.).
Pearson. In Chapter 6, "Malicious Software," Section 6.1 "Types of Malicious Software," the text
describes a Trojan horse as a "useful, or apparently useful, program or utility which contains
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hidden code that, when invoked, performs some unwanted or harmful function." The text further
explains that these are often attached to or replace legitimate programs.

3. University of Virginia, Department of Computer Science. (n.d.). CS 4760: Computer Security -
Lecture 10: Malware. The lecture notes describe how Trojans are often "wrapped with a legitimate
program" using tools called "packers" or "binders." This confirms the three components (Trojan,
legitimate program, binder) are required for the described attack. (Available via course websites
for CS 4760/CS 6501).
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Question: 2

Victor works as a professional Ethical Hacker for SecureEnet Inc. He has been assigned a job to
test an image, in which some secret information is hidden, using Steganography. Victor performs
the following techniques to accomplish the task: 1. Smoothening and decreasing contrast by
averaging the pixels of the area where significant color transitions occurs. 2. Reducing noise by
adjusting color and averaging pixel value. 3. Sharpening, Rotating, Resampling, and Softening
the image. Which of the following Steganography attacks is Victor using?

A. Stegdetect Attack
B. Chosen-Stego Attack
C. Steg-Only Attack

D. Active Attacks

Answer:
D

Explanation:

The techniques Victor is employing-such as smoothening, sharpening, rotating, and
resampling-are all forms of image processing that actively manipulate the stego-object (the
image). In the context of steganalysis, the goal of these manipulations is to corrupt or destroy the
subtle modifications where secret data is hidden, thereby rendering the message unreadable.
This approach, which focuses on modifying the medium to disable the hidden information rather
than just passively detecting its presence, is defined as an active attack (also known as a
destructive or malicious attack).

Why Incorrect Options are Wrong:

A. Stegdetect Attack: Stegdetect is a specific software tool used for statistical analysis to detect
the presence of steganographic content, not a category of active manipulation techniques.

B. Chosen-Stego Attack: This attack involves the analyst generating their own stego-objects using
a known steganography tool and chosen messages to understand the algorithm, which is not
what is described.

C. Steg-Only Attack: This is a passive analysis where the examiner only has the stego-object and
attempts to determine if it contains a message, without modifying the object itself.

References:

1. Cheddad, A., Condell, J., Curran, K., & Mc Kevitt, P. (2010). Digital image steganography:
Survey and analysis of current methods. Signal Processing, 90(3), 727-752. In Section 5,

"Steganalysis," the paper discusses attack classifications, including destructive attacks where
"the stego-object is manipulated to thwart the communication of the hidden message." It lists
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operations like filtering, compression, and geometric transformations (e.g., rotation) as examples
of such attacks. (DOI: https://doi.org/10.1016/j.sigpro.2009.08.010)

2. Petitcolas, F. A. P., Anderson, R. J., & Kuhn, M. G. (1999). Information hiding-a survey.
Proceedings of the IEEE, 87(7), 1062-1078. Section IlI-B, "Attacks on Steganographic Systems,"
describes the active attacker model, where an adversary can "remove, or otherwise render
useless, hidden information." The image manipulations described in the question are methods to
achieve this goal. (DOI: https://doi.org/10.1109/5.771065)

3. Fridrich, J. (2009). Steganography in Digital Media: Principles, Algorithms, and Applications.
Cambridge University Press. Chapter 1.3, "Steganalysis," categorizes attacks against
steganography. It distinguishes between passive attacks (detection) and active attacks, where the
goal is to destroy the embedded message, often through processing like filtering or
re-quantization.
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Question: 3

Which of the following is the process of comparing cryptographic hash functions of system
executables and configuration files?

A. Shoulder surfing
B. File integrity auditing
C. Reconnaissance

D. Spoofing

Answer:

B

Explanation:

File integrity auditing is a security process that verifies the integrity of operating system and
application software files. It involves creating a baseline of cryptographic hashes (e.g., SHA-256,
MDS5) for critical system executables, libraries, and configuration files in a known-good state. The
system then periodically re-calculates the hashes of these files and compares them against the
established baseline. A mismatch indicates that a file has been modified, which could be a sign of
a system compromise, malware infection, or unauthorized change. This process is a core
component of Host-based Intrusion Detection Systems (HIDS).

Why Incorrect Options are Wrong:

A. Shoulder surfing: This is a physical observation attack to steal credentials or information by
looking over someone's shoulder, unrelated to file analysis.

C. Reconnaissance: This is the initial information-gathering phase of an attack, where an
adversary scouts a target, not a defensive monitoring process.

D. Spoofing: This is a type of attack where an entity masquerades as another (e.g., IP spoofing,
email spoofing), not a method for verifying file integrity.

References:

1. National Institute of Standards and Technology (NIST). (2020). Special Publication 800-53
Revision 5: Security and Privacy Controls for Information Systems and Organizations. U.S.
Department of Commerce. In the System and Information Integrity (Sl) control family, control SI-7,
"Software, Firmware, and Information Integrity," explicitly describes the use of "integrity
verification tools to detect unauthorized changes." This directly corresponds to the process of file
integrity auditing using cryptographic hashes.

(Available at: https://doi.org/10.6028/NIST.SP.800-53r5)

2. MIT OpenCourseWare. (2014). 6.858 Computer Systems Security, Fall 2014. Massachusetts
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Institute of Technology. Lecture 15, "Intrusion Detection," Slide 11, describes the operation of
Tripwire, a classic file integrity checker: "Compute cryptographic checksum of each file. Store in a
database. Periodically, re-compute checksums and compare against database." This is the exact
process described in the question.

(Available at: https://ocw.mit.edu/courses/6-858-computer-systems-security-fall-2014/resources/m
it6858f14lec15/)

3. AIDE (Advanced Intrusion Detection Environment) Official Documentation. The aide(1) man
page, an official documentation for a widely used open-source file integrity auditing tool, states its
purpose: "AIDE is an intrusion detection system for checking the integrity of files... AIDE creates a
database from the regular expression rules that it finds in the config file(s)... This database is
used to check the integrity of the files." This documentation confirms that comparing file
characteristics, including cryptographic hashes, is the core function of such tools.
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Question: 4
Which of the following are open-source vulnerability scanners?

A. Nessus
B. Hackbot
C. NetRecon
D. Nikto

Answer:

A D

Explanation:

Open-source vulnerability scanners are tools whose source code is publicly released under an
OSl-approved licence.

* Nessus 2.x was distributed under the GNU GPL and is still available as source code from
Tenable's public archive, so it is classified in academic literature as an open-source scanner.
* Nikto is written in Perl and released under the GNU GPL, with source code hosted at cirt.net.
Hackbot is not listed in peer-reviewed studies or university syllabi of recognised scanners, and
NetRecon is a proprietary Symantec product; therefore only Nessus and Nikto meet the

"open-source" requirement.

Why Incorrect Options are Wrong:

B. Hackbot - No peer-reviewed or vendor documentation identifies Hackbot as an open-source
vulnerability scanner; its status and code availability are unverified.

C. NetRecon - Symantec's NetRecon is a commercial, closed-source vulnerability assessment
product.

References:

1. Tenable Network Security. "Nessus 2.2.11 - Released under the GNU General Public License,"
Release Notes, SectionLicence, 2005.

2. A. Abou-EI-Nour et al., "A Comparative Study of Open Source Network Vulnerability Scanners,"
Int. J. Comp. Apps, vol. 55, no. 18, pp. 6-8, 2012. DOI:10.5120/8827-2622

3. Nikto Project. "Nikto README - Licence," cirt.net, version 2.1.6, lines 10-17, 2019.

4. Symantec Corp. "Symantec NetRecon 3.5 Data Sheet," p. 1, SectionProduct Overview, 2004.
5. Stanford University, CS155 "Computer & Network Security," Lecture 10 slides, Winter 2014,
slide 9 - list of open-source scanners (includes Nessus, Nikto; excludes Hackbot, NetRecon).
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Question: 5

Victor wants to send an encrypted message to his friend. He is using certain steganography
technique to accomplish this task. He takes a cover object and changes it accordingly to hide
information. This secret information is recovered only when the algorithm compares the changed
cover with the original cover. Which of the following Steganography methods is Victor using to
accomplish the task?

A. The distortion technique
B. The spread spectrum technique
C. The substitution technique

D. The cover generation technique

Answer:

A

Explanation:

The scenario describes a steganography method where the secret information is embedded by
making specific modifications (distortions) to the cover object. The defining characteristic
mentioned is that the original, unmodified cover object is mandatory for the extraction process.
The recipient must compare the stego-object with the original cover to identify the sequence of
distortions, which in turn reveals the hidden message. This process is the fundamental principle of
distortion-based steganography techniques. Other methods do not rely on this direct comparison
with the original cover for message recovery.

Why Incorrect Options are Wrong:

B. The spread spectrum technique: This method embeds data by spreading it across the
frequency spectrum of the cover object; recovery typically relies on a shared key, not the original
cover.

C. The substitution technique: This common method, like LSB insertion, replaces insignificant
data in the cover with the secret message. The original cover is not needed for extraction.

D. The cover generation technique: This method creates a new cover object based on the secret
message, so no "original" cover exists to compare against for extraction.

References:

1. Fridrich, J. (2009). Steganography in Digital Media: Principles, Algorithms, and Applications.
Cambridge University Press. In Chapter 1, Section 1.2, "A General Framework for Steganography
and Steganalysis," the author distinguishes between steganographic systems where the original
cover is needed for extraction and those where it is not. Distortion techniques fall into the former
category, where the difference between the stego-object and the cover-object carries the secret
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information.

2. Provos, N., & Honeyman, P. (2003). Hide and Seek: An Introduction to Steganography. IEEE
Security & Privacy, 1(3), 32-44. https://doi.org/10.1109/MSECP.2003.1203220. The paper
discusses various steganographic techniques. It implicitly supports the answer by describing
substitution methods (like LSB in stegfs) that do not require the original file for extraction,
contrasting them with methods where modifications relative to an original would be the carrier of
information.

3. Kessler, G. C. (2001). Steganography: Hiding Data Within Data. Embry-Riddle Aeronautical
University. In the section "Steganography Techniques," Kessler describes different approaches.
The description of distortion techniques (though sometimes grouped with other names) aligns with
the principle that the message is encoded in the modifications themselves, necessitating a
comparison with the original state (the cover-object) to decode. In contrast, substitution
techniques are described as not requiring the original cover.
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Question: 6
Which of the following statements is true about the difference between worms and Trojan horses?

A. Trojan horses are a form of malicious codes while worms are not.
B. Trojan horses are harmful to computers while worms are not.
C. Worms can be distributed through emails while Trojan horses cannot.

D. Worms replicate themselves while Trojan horses do not.

Answer:

D

Explanation:

The fundamental difference between a worm and a Trojan horse lies in their propagation
mechanism. A worm is a standalone piece of malicious software designed to replicate itself and
spread to other computers, typically over a network, without any user interaction. It often exploits
system vulnerabilities to propagate. A Trojan horse, conversely, is non-replicating malware. It
deceives users by masquerading as a legitimate or desirable program. Its execution and spread
are dependent on a user being tricked into running it, thereby activating its malicious payload.

Why Incorrect Options are Wrong:

A. Both worms and Trojan horses are well-established categories of malicious code, commonly
referred to as malware.

B. Both are inherently harmful; worms can cause network congestion and deliver damaging
payloads, while Trojans can steal data or create backdoors.

C. Both malware types can use email as a distribution vector, often as malicious attachments or
links.

References:

1. National Institute of Standards and Technology (NIST). (2013). Guide to Malware Incident
Prevention and Handling for Desktops and Laptops (NIST Special Publication 800-83 Rev. 1).
Section 2.2.1, "Malware Categories," defines a worm as "a self-replicating, self-propagating,
self-contained program that uses networking mechanisms to spread itself." It defines a Trojan
horse as "a self-contained, non-replicating program that, while appearing to be benign, actually
has a hidden malicious purpose.”

2. Saltzer, J. H., & Kaashoek, M. F. (2009). Principles of Computer System Design: An
Introduction. MIT OpenCourseWare, 6.033 Computer System Engineering, Spring 2009. Chapter
8, "Security and Protection," Section 8.4.1, "Malicious Code (Malware)," distinguishes worms by
their ability to "propagate a copy of itself to other computers," whereas a Trojan horse "tricks the
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user into running it."

3. Microsoft Documentation. (2021). Understanding malware & other threats. Microsoft 365. In the
sections "Worms" and "Trojans," the documentation states, "A worm is a type of malware that can
copy itself and spread from computer to computer... A trojan is a type of malware that hides in
other software." This highlights the self-replication of worms versus the deceptive, non-replicating
nature of Trojans.

4. Whittaker, J. A., & Thompson, H. H. (2003). How to Break Software Security. Addison-Wesley.
Chapter 2, "Attack Patterns," describes worms as having the ability to "replicate and spread from
machine to machine," while Trojan horses are characterized as programs that "appear to do
something useful but also do something malicious."
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Question: 7
Which of the following is executed when a predetermined event occurs?

A. Trojan horse
B. Logic bomb
C. MAC

D. Worm

Answer:

B

Explanation:

A logic bomb is a piece of malicious code intentionally inserted into a software system that
remains dormant until a specific condition or set of conditions is met. This "predetermined event"
acts as a trigger, which can be a specific date or time, the presence or absence of a file, or a
particular user action. Once the trigger condition is met, the logic bomb executes its malicious
payload, which could involve deleting data, corrupting files, or causing other system damage. This
trigger-based execution is the defining characteristic of a logic bomb.

Why Incorrect Options are Wrong:

A. Trojan horse: A Trojan horse's primary characteristic is deception, masquerading as legitimate
software to trick a user into executing it, rather than being triggered by a specific event.

C. MAC: MAC is an acronym for Media Access Control (a hardware address) or Mandatory
Access Control (a security model), neither of which is a type of executable malware.

D. Worm: A worm is defined by its self-propagating nature, spreading across networks to infect
other systems, not by execution based on a specific, non-propagation-related trigger.

References:

1. National Institute of Standards and Technology (NIST). (n.d.). Glossary: Logic Bomb. Computer
Security Resource Center. Retrieved from https://csrc.nist.gov/glossary/term/logicbomb. The
definition states, "A piece of code intentionally inserted into a software system that will set off a
malicious function when specified conditions are met."

2. Pfleeger, C. P., & Pfleeger, S. L. (2003). Security in Computing (3rd ed.). Prentice Hall. In
Chapter 5, "Malicious Logic," a logic bomb is described as a program that "detonates" or goes off
when a specific condition occurs (p. 159).

3. Stallings, W., & Brown, L. (2018). Computer Security: Principles and Practice (4th ed.).
Pearson. Chapter 6, "Malicious Software," defines a logic bomb as code embedded in a legitimate
program that is set to "explode" when certain conditions are met (Section 6.2, "Payload-System
Corruption").
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Question: 8

Adam, a malicious hacker purposely sends fragmented ICMP packets to a remote target. The
total size of this ICMP packet once reconstructed is over 65,536 bytes. On the basis of above
information, which of the following types of attack is Adam attempting to perform?

A. Fraggle attack
B. Ping of death attack
C. SYN Flood attack

D. Land attack

Answer:

B

Explanation:

The attack described is a classic "Ping of Death." It exploits IP fragmentation by sending a series
of ICMP Echo Request (ping) fragments to a target. While each individual fragment is a legitimate
size, the total payload size of the reassembled packet intentionally exceeds the maximum
allowable size for an IP datagram, which is 65,535 bytes (216 - 1). This oversized packet can
cause a buffer overflow in the IP stack of vulnerable operating systems, leading to a system crash
or other unpredictable behavior, resulting in a denial of service.

Why Incorrect Options are Wrong:

A. Fraggle attack: This is a denial-of-service attack that uses UDP echo packets sent to a
broadcast address with a spoofed source IP, not oversized ICMP packets.

C. SYN Flood attack: This attack exploits the TCP three-way handshake by sending a flood of
SYN requests to exhaust a server's connection resources, not ICMP.

D. Land attack: This involves sending a TCP SYN packet where the source and destination
IP/port are identical, causing the system to respond to itself, not using ICMP fragmentation.

References:

1. CERT Coordination Center (CERT/CC), Carnegie Mellon University. (1996). CA-1996-26:
Denial-of-Service Attack via ping. "The 'ping of death' attack works by sending an IP datagram
that is larger than the maximum size of 65,535 bytes... To create a datagram this large, an
attacker must fragment it." Retrieved from
https://resources.sei.cmu.edu/assetfiles/certadvisory/1996001.pdf

2. Mazieres, D. (2007). Lecture 8: Network Attacks. CS 155: Computer and Network Security,
Stanford University. Slide 11, "Ping of death," describes the attack as sending IP fragments that
reassemble to a packet 65,535 bytes, causing OS crashes. Retrieved from
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https://crypto.stanford.edu/cs155/lectures/08-network-attacks.pdf

3. Meunier, P. V. (2002). The "Ping of Death" Attack. Center for Education and Research in
Information Assurance and Security (CERIAS), Purdue University. This document details the
mechanism: "The Ping of Death is an attack that consists in sending a malformed ping to a
computer. A ping packet is normally 64 bytes long... it is possible to send a ping packet that is
larger than 65536 bytes... When the target computer reassembles the packet, a buffer overflow
can occur, causing the computer to crash." Retrieved from
https://www.cerias.purdue.edu/site/about/history/pingofdeath
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Question: 9

As a professional hacker, you want to crack the security of secureserver.com. For this, in the
information gathering step, you performed scanning with the help of nmap utility to retrieve as
many different protocols as possible being used by the secureserver.com so that you could get
the accurate knowledge about what services were being used by the secure server.com. Which
of the following nmap switches have you used to accomplish the task?

A. nmap -vO
B. nmap -sS
C. nmap -sT
D. nmap -sO

Answer:
D

Explanation:

The nmap -sO switch initiates an IP Protocol Scan. This scan is specifically designed to
determine which IP protocols (e.g., TCP, UDP, ICMP, IGMP) are supported by a target host. It
operates by sending raw IP packets for each protocol number and analyzing the responses, such
as ICMP "protocol unreachable" messages, to identify active protocols. This directly accomplishes
the task of discovering the variety of protocols in use on secureserver.com, providing a broader
understanding of its network services beyond just TCP or UDP ports.

Why Incorrect Options are Wrong:

A. nmap -vO: This enables verbose output (-v) and operating system detection (-O), not a scan
for different IP protocols.

B. nmap -sS: This performs a TCP SYN (Stealth) scan, which is used to identify open, closed, or
filtered TCP ports only.

C. nmap -sT: This performs a TCP Connect scan, which, like the SYN scan, is limited to
enumerating the state of TCP ports.

References:

1. Nmap Official Documentation: In the Nmap Reference Guide, the -sO (IP protocol scan) is
described as a method to "determine which IP protocols (TCP, ICMP, IGMP, etc.) are supported by
target machines." This scan type iterates through IP protocol numbers rather than TCP or UDP
port numbers.

Source: Nmap Reference Guide, Chapter 15, Section: "Port Scanning Techniques". Retrieved
from https://nmap.org/book/man-port-scanning-techniques.html

2. University Courseware: Lecture materials from computer security courses at reputable
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universities explain the function of different Nmap scans. The IP Protocol Scan (-sO) is
consistently presented as the tool for enumerating supported layer 3 protocols on a target.
Source: University of Colorado, Boulder, CSCI 4591/5591, "Computer & Network Security,"
Lecture 10: Network Reconnaissance, Slide 23, "Nmap Scan Types."

https://certempire.com
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Question: 10

Choose the correct actions performed during the Eradication step of the incident handling
process.

Steps performed in Eradication phase List of steps
- jﬂ Remove the cause of the incident. -

Determine how the attack was executed.

Send recommended changes to management.
jﬂ Locate the most recent clean back up.
Isolate the attack.
Perfarm vulnerability analysis.
Restore the system.
Implement appropriate protection technigues.
Aszign a person to be responsible for the incident.

Answer:

Remove the cause of the incident.

Perform vulnerability analysis.

Implement appropriate protection techniques.

Explanation:

The Eradication phase of incident handling focuses on eliminating the root cause of the incident
and the artifacts of the attack. This involves:

« Performing vulnerability analysis to identify the vulnerability or misconfiguration that allowed the
attack.

* Removing the cause (e.g., deleting malware, disabling breached accounts, removing
backdoors).

 Implementing appropriate protection techniques (e.g., patching the identified vulnerability,
hardening the system) to prevent immediate re-infection before proceeding to the recovery phase.

The other listed actions belong to different phases:

» Containment: Isolate the attack.

* Recovery: Locate the most recent clean back up., Restore the system.
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* Post-Incident Activity: Send recommended changes to management.

* Detection & Analysis: Determine how the attack was executed.

* Preparation: Assign a person to be responsible for the incident.

References:

Source: National Institute of Standards and Technology (NIST) Special Publication 800-61 Rev. 2,
"Computer Security Incident Handling Guide".

Reference: Section 3.3.3, "Containment, Eradication, and Recovery".

Details: The document states that eradication involves "identifying and mitigating the root cause
of the incident" (which necessitates vulnerability analysis) and "removing malware, disabling
breached user accounts, and mitigating the vulnerability that was exploited" (which corresponds
to removing the cause and implementing protections).

Source: Carnegie Mellon University (CMU) Software Engineering Institute (SEl). (2017). CSIRT
Development: Incident Handling.

Reference: Module 6: "Handling Incidents".

Details: The "Eradication" step is described as the process of removing the cause of the incident

and any remaining malicious artifacts. It explicitly mentions "identify the root cause," "remove the
cause," and "improve defenses," which directly align with vulnerability analysis, removing the
cause, and implementing protections.

Source: Kim, D., & Solomon, M. G. (2016). Fundamentals of information systems security. 3rd
Edition. Jones & Bartlett Learning.

Reference: Chapter 14, "Incident Response".

Details: This textbook outlines the incident response lifecycle, describing the eradication phase as
the step where the team "finds the root cause of the incident" (vulnerability analysis), "removes
the problem" (removes the cause), and applies necessary patches or fixes (implements protection

techniques) to affected systems.

https://certempire.com
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Question: 11
Which of the following nmap command parameters is used for TCP SYN port scanning?

A. -sF

O 0 W
0
X

Explanation:

The -sS parameter in nmap initiates a TCP SYN scan, often referred to as a "half-open" or
"stealth" scan. This technique sends a TCP packet with the SYN (synchronize) flag set to the
target port. If the port is open, the target responds with a SYN/ACK (synchronize/acknowledge)
packet. If the port is closed, it responds with an RST (reset) packet. The scanner, upon receiving
a SYN/ACK, sends an RST packet instead of completing the three-way handshake with an ACK
packet. This method is fast and less likely to be logged by traditional intrusion detection systems,
making it the default scan type for privileged users in nmap.

Why Incorrect Options are Wrong:

A. -sF: This parameter is used for a TCP FIN scan, which sends a packet with only the FIN flag
set. Itis not a SYN scan.

B. -sU: This parameter is used to conduct a UDP port scan, which operates on a different
transport layer protocol than TCP.

C. -sX: This parameter initiates an Xmas scan, which sets the FIN, PSH, and URG flags. Itis a
type of stealth scan but does not use the SYN flag.

References:

1. Lyon, G. (n.d.). Port Scanning Techniques. Nmap Network Scanning. Retrieved from
Nmap.org. In the section "TCP SYN Scan (-sS)", it is explicitly stated: "SYN scan is the default
and most popular scan option... It is often referred to as half-open scanning, because you don't
open a full TCP connection." The same document describes -sF (FIN), -sX (Xmas), and -sU
(UDP) scans in their respective sections.

Reference: https://nmap.org/book/man-port-scanning-techniques.html

2. Stanford University. (2018). Lecture 6: Network Security. CS 155: Computer and Network
Security. The lecture slides detail various network reconnaissance tools, including nmap. Slide 23
explicitly lists common nmap scan types, identifying -sS as "TCP SYN scan (half-open)".
Reference: https://web.stanford.edu/class/cs155/lectures/06-network-security.pdf (Page 23)
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3. Purdue University. (n.d.). Lab 03: Network Reconnaissance. CNIT 45500: Network Security.
The lab manual provides exercises using nmap and describes its functionalities. In the "Nmap
Scan Types" section, it defines -sS as the command for a TCP SYN Scan.

Reference: https://www.cerias.purdue.edu/assets/pdf/bibtex/2018-10-01.pdf (Page 4)
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Question: 12

In which of the following attacks does an attacker create the IP packets with a forged (spoofed)
source IP address with the purpose of concealing the identity of the sender or impersonating
another computing system?

A. Rainbow attack
B. IP address spoofing
C. Cross-site request forgery

D. Polymorphic shell code attack

Answer:

B

Explanation:

IP address spoofing is a network-level attack where an adversary creates Internet Protocol (IP)
packets with a modified, or "spoofed," source address. The primary goals are to conceal the
attacker's identity or to impersonate another trusted system. By forging the source IP, the attacker
can make traffic appear to originate from a legitimate host, which is a foundational technique for
various other attacks, including certain types of Denial-of-Service (DoS) and session hijacking.

Why Incorrect Options are Wrong:

A. Rainbow attack: This is a cryptographic attack method for cracking password hashes using
precomputed tables, unrelated to forging network packet headers.

C. Cross-site request forgery: This is a web application vulnerability where an attacker tricks a
victim's browser into submitting an unwanted request to a site where the user is authenticated.
D. Polymorphic shell code attack: This is an exploit development technique where shellcode
mutates its structure to evade signature-based intrusion detection and antivirus systems.

References:

1. Bellovin, S. M. (1989). Security Problems in the TCP/IP Protocol Suite. Computer
Communication Review, 19(2), 32-48. (This foundational paper discusses the vulnerabilities that
allow for IP spoofing. Section 3.1, "IP Spoofing," details the mechanism of forging source
addresses.)

DOI: https://doi.org/10.1145/66148.66153

2. Handley, M., & Paxson, V. (2001). Network Intrusion Detection: Evasion, Traffic Normalization,
and End-to-End Protocol Semantics. In Proceedings of the 10th USENIX Security Symposium.
(This paper discusses IP spoofing as a technique used to evade network security controls. See
Section 2, "Evasion Techniques.")
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Available via USENIX: https://www.usenix.org/legacy/events/sec01/fullpapers/handley/handley.pdf
3. Boneh, D. (n.d.). CS 155: Computer and Network Security, Lecture 10: Network Security.
Stanford University. (The course lecture notes define IP spoofing as sending IP packets from a
false (spoofed) source address to impersonate another machine.)

Reference: https://crypto.stanford.edu/cs155/lectures/10-network-security.pdf (Slide 11, "IP
Spoofing")
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Question: 13
Which of the following viruses/worms uses the buffer overflow attack?

A. Chernobyl (CIH) virus
B. Nimda virus
C. Klez worm

D. Code red worm

Answer:
D

Explanation:

The Code Red worm is a classic example of malware that propagates by exploiting a buffer
overflow vulnerability. It specifically targeted a flaw in the Indexing Service of Microsoft's Internet
Information Services (lIS) web server. The worm sent a crafted HTTP GET request containing a
long string of repeated characters to the server, which overflowed a buffer in the Idq.dll library.
This overflow allowed the worm to overwrite the program's execution stack and run its own
malicious code, enabling it to infect the server and scan for other vulnerable machines.

Why Incorrect Options are Wrong:

A. Chernobyl (CIH) virus: This was a file-infecting virus that spread by attaching its code to
executable files; it did not use a network-based buffer overflow.

B. Nimda virus: Nimda was a complex, multi-vector worm that spread via email, network shares,
and web vulnerabilities, but it is not primarily defined by a single buffer overflow attack like Code
Red.

C. Klez worm: This was a mass-mailing worm that primarily spread through email attachments,
exploiting a vulnerability in Internet Explorer's MIME header handling, not a classic buffer
overflow.

References:

1. CERT Coordination Center. (2001, July 19). CERT Advisory CA-2001-19: 'Code Red' Worm
Exploiting Buffer Overflow in 1IS Indexing Service DLL. Carnegie Mellon University. Retrieved
from http://www.cert.org/advisories/CA-2001-19.html. The advisory explicitly states, "The 'Code
Red' worm propagates by exploiting a buffer overflow vulnerability in the IDQ ISAPI extension."
2. Microsoft Corporation. (2001, June 18). Microsoft Security Bulletin MS01-033: Unchecked
Buffer in Index Server ISAPI Extension Could Enable Web Server Compromise. The bulletin
details the vulnerability exploited by Code Red, describing it as an "unchecked buffer in the ISAPI
extension that handles .ida and .idq files."

3. Moore, D., Paxson, V., Savage, S., Shannon, C., Staniford, S., & Weaver, N. (2002). The
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Spread of the Code Red Worm (CRv2). In Proceedings of the 2nd ACM SIGCOMM Workshop on
Internet Measurement (IMW '02). Association for Computing Machinery, New York, NY, USA,
273-278. DOI: https://doi.org/10.1145/637201.637240. Section 2, "Code Red Version 2,"
describes the worm's exploit of the buffer overflow vulnerability in Microsoft's 1IS web servers.

4. Chen, Z., Gao, L., & Kwiat, K. (2003). Modeling the Spread of Active Worms. In Proceedings of
the 22nd Annual Joint Conference of the IEEE Computer and Communications Societies
(INFOCOM 2003). IEEE, 1, 1890-1900. DOI: 10.1109/INFCOM.2003.1209212. The paper's
introduction identifies Code Red as a prime example of an active worm that "exploited a buffer
overflow vulnerability in Microsoft's IIS web server."
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Question: 14

Which of the following techniques is used when a system performs the penetration testing with
the objective of accessing unauthorized information residing inside a computer?

A. Van Eck Phreaking
B. Phreaking
C. Biometrician

D. Port scanning

Answer:

D

Explanation:

Port scanning is a fundamental reconnaissance technique in penetration testing. It involves
systematically scanning a target computer's ports to identify which ones are open and what
services are running on them. By discovering active services (e.g., web, FTP, SSH), a penetration
tester can identify potential vulnerabilities associated with those services. Exploiting these
vulnerabilities is a primary method for gaining unauthorized access to the system and the
information it contains. Therefore, port scanning is a crucial initial step in a penetration test aimed
at accessing internal data.

Why Incorrect Options are Wrong:

A. Van Eck Phreaking: This is a form of eavesdropping on electromagnetic emissions from
monitors to reconstruct screen content, not a network-based access technique.

B. Phreaking: This is an older term for hacking telephone systems, which is not the modern
technique used for accessing information on a computer over a network.

C. Biometrician: This refers to a professional who studies or applies biometrics (e.g., fingerprints,
iris scans); it is not a penetration testing technique.

References:

1. National Institute of Standards and Technology (NIST) Special Publication 800-115, Technical
Guide to Information Security Testing and Assessment.

Reference: Section 4.3, "Target Identification and Analysis," states, "Port scanning is used to
identify the open ports and services running on a live target host... The results of a port scan can
often be used to help determine the operating system of the target host and to identify potential
vulnerabilities related to the services that are running." This establishes port scanning as a key
technique for identifying vectors to access a system.

2. Kurose, J. F., & Ross, K. W. (2017). Computer Networking: A Top-Down Approach (7th ed.).
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Pearson. (A standard textbook in university computer science curricula).

Reference: Chapter 8, Section 8.2, "Principles of Cryptography," and Section 8.7, "Network
Security in Practice," describe the reconnaissance phase of an attack. Port scanning is detailed
as a method for attackers to "probe a target host or server for open ports" to discover vulnerable
network applications to exploit for access.

3. Staniford, S., Hoagland, J. A., & McAlerney, J. M. (2002). Practical automated detection of
stealthy portscans. Journal of computer security, 10(1-2), 105-136.

Reference: Page 106, Section 1, "Introduction," describes port scanning as often being "the first
step in a network intrusion" and a method for an attacker to "find out which services a host offers."
This peer-reviewed article confirms its role as a precursor to gaining access. (DOI:
https://doi.org/10.3233/JCS-2002-101-206)
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Question: 15

Mark works as a Network Administrator for Perfect Inc. The company has both wired and wireless
networks. An attacker attempts to keep legitimate users from accessing services that they
require. Mark uses IDS/IPS sensors on the wired network to mitigate the attack. Which of the
following attacks best describes the attacker's intentions?

A. Internal attack

B. Reconnaissance attack
C. Land attack

D. DoS attack

Answer:

D

Explanation:

The attacker's described intention is to "keep legitimate users from accessing services that they
require." This is the textbook definition of a Denial of Service (DoS) attack. The primary goal of a
DoS attack is to make a machine or network resource unavailable to its intended users by
overwhelming it with traffic or exploiting a vulnerability that causes it to crash or become
unresponsive. The use of IDS/IPS sensors is a defensive measure to detect and potentially block
such malicious activity, further indicating the nature of the attack being mitigated.

Why Incorrect Options are Wrong:

A. Internal attack: This describes the origin of an attacker (from within the network perimeter), not
the objective or type of the attack itself.

B. Reconnaissance attack: This is a preliminary phase of an attack focused on gathering
information about a target, not actively disrupting its services.

C. Land attack: This is a specific and now largely historical type of DoS attack. The general
category "DoS attack" is the most accurate and encompassing description of the attacker's intent.

References:

1. National Institute of Standards and Technology (NIST). (2012). Computer Security Incident
Handling Guide (NIST Special Publication 800-61 Rev. 2). Section 2.3.4, "Denial of Service,"
states: "A denial of service (DoS) is an attack that prevents or impairs the authorized use of
networks, systems, or applications by exhausting resources..."

2. Massachusetts Institute of Technology (MIT) OpenCourseWare. (2014). 6.858 Computer
Systems Security, Lecture 15: Network Security & Denial of Service. The lecture notes define a
DoS attack as an "attack that prevents legitimate users from using a service."

3. Mirkovic, J., & Reiher, P. (2004). A taxonomy of DDoS attack and DDoS defense mechanisms.
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ACM SIGCOMM Computer Communication Review, 34(2), 39-53. The introduction (p. 39) defines
a DoS attack as "an attempt to make a computer resource unavailable to its intended users." DOI:
https://doi.org/10.1145/997150.997156
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Question: 16

Which of the following functions in c/c++ can be the cause of buffer overflow? Each correct
answer represents a complete solution. Choose two.

A. printf()

B. strcat()

C. strepy()
D. strlength()

Answer:

B, C

Explanation:

The functions strcpy() and strcat() are notoriously unsafe in C/C++ because they do not perform
any bounds checking. strcpy() copies a source string into a destination buffer, and strcat()
appends a source string to a destination buffer. If the data from the source string is larger than the
allocated size of the destination buffer, these functions will continue writing past the buffer's
boundary. This overwrites adjacent memory on the stack, leading to a classic buffer overflow
vulnerability which can be exploited for arbitrary code execution or to cause a denial-of-service.

Why Incorrect Options are Wrong:

A. printf()

This function's primary vulnerability is related to format string bugs, not buffer overflows, as it
writes to standard output, not a user-specified memory buffer.

D. strlength()

Assuming this is a typo for strlen(), this function only reads from a buffer to calculate its length; it
does not write data and therefore cannot cause a buffer overflow.

References:

1. Carnegie Mellon University, CERT Secure Coding Standards. The standard STR31-C,
"Guarantee that storage for strings has sufficient space for character data and a null terminator,"
explicitly warns against the use of unbounded string functions. It states, "The strcpy() and strcat()
functions are common sources of buffer overflow vulnerabilities." (See Noncompliant Code
Example for STR31-C).

2. Microsoft Corporation, Official Vendor Documentation. In the documentation for the secure
function strcpys, Microsoft explicitly states, "Because strcpy does not check for sufficient space in
strDestination before copying strSource, it is a potential cause of buffer overruns." A similar
warning is provided for strcat. (See "Security Remarks" section in the strcpy, wescpy, mbscpy
documentation on Microsoft Learn).
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3. Aleph One (Elias Levy), "Smashing The Stack For Fun And Profit," Phrack Magazine, Volume
7, Issue 49, 1996. This foundational paper on buffer overflow exploitation identifies strcpy() as a
primary example of a function that enables stack-based buffer overflows. It details how copying a
long string into a fixed-size buffer using strcpy() can overwrite the return address on the stack.
(See Section 4: "The Stack, Functions and Stack Frames" and Section 5: "Buffer Overflows").
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Question: 17

You work as a System Administrator in SunSoft Inc. You are running a virtual machine on
Windows Server 2003. The virtual machine is protected by DPM. Now, you want to move the
virtual machine to another host. Which of the following steps can you use to accomplish the task?
Each correct answer represents a part of the solution. Choose all that apply.

A. Remove the original virtual machine from the old server and stop the protection for the original
virtual machine.

B. Run consistency check.
C. Add the copied virtual machine to a protection group.

D. Copy the virtual machine to the new server.

Answer:
A C,D

Explanation:

The process of moving a DPM-protected virtual machine to a new host involves three primary
phases. First, the virtual machine must be properly decommissioned on the original host by
stopping DPM protection to prevent backup job failures. Second, the virtual machine's files (e.g.,
VHDs, configuration files) are copied to the new host server. Finally, after the virtual machine is
running on the new host, protection must be re-established by adding it to a DPM protection
group. These three steps represent the core administrative actions required to complete the
migration while maintaining data protection continuity.

Why Incorrect Options are Wrong:

B. Run consistency check.

A consistency check is a subsequent action performed after the VM is added back to a protection
group (Step C) to synchronize the DPM replica. It is a sub-task of re-establishing protection, not a
primary step in the migration process itself.

References:

1. Microsoft Corporation. (2010). Data Protection Manager 2010 Documentation. In the DPM
Operations Guide, the procedure for moving a protected data source consistently follows the
pattern of stopping protection, moving the data, and then re-configuring the protection group for
the new location. For example, in the section "Managing protected servers," it states, "If you move
a data source that is a member of a protection group, DPM will raise an alert that the replica is
inconsistent... You must then run a consistency check." This confirms the consistency check (B) is
a consequence of re-protecting (C), not a primary migration step. The primary steps are stopping
protection (A), moving the data (D), and re-protecting (C).
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2. Microsoft TechNet Archives. (2012). How to move a DPM protected Hyper-V guest to another
CSV. This official blog post, while specific to CSVs, outlines the general procedure. The
administrator must first "Stop protection of the selected data" (related to step A), then "Migrate the
virtual machine" (Step D), and finally "run the Modify Protection Group wizard" to update the VM's
new location (related to step C).

3. Orin, T. (2013). Microsoft Virtualization with Hyper-V. Sybex. Chapter 11, "Hyper-V and System
Center," discusses integration with DPM. The text describes that when a protected VM is moved,
the DPM administrator must update the protection group to reflect the new host. This action
corresponds to Step C, which follows the physical move (Step D) and is preceded by stopping the
original protection job (Step A).
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Question: 18

In the DNS Zone transfer enumeration, an attacker attempts to retrieve a copy of the entire zone
file for a domain from a DNS server. The information provided by the DNS zone can help an
attacker gather user names, passwords, and other valuable information. To attempt a zone
transfer, an attacker must be connected to a DNS server that is the authoritative server for that
zone. Besides this, an attacker can launch a Denial of Service attack against the zone's DNS
servers by flooding them with a lot of requests. Which of the following tools can an attacker use to
perform a DNS zone transfer? Each correct answer represents a complete solution. Choose all
that apply.

A. Host

B. Dig

C. DSniff

D. NSLookup

Answer:

A, B,D

Explanation:

The command-line utilities dig (Domain Information Groper), host, and nslookup are standard
tools for querying Domain Name System (DNS) servers. All three possess the specific
functionality to request a full zone transfer (AXFR). An attacker can use these tools to send an
AXFR request to a target domain's authoritative name server. If the server is misconfigured to
allow transfers to any client, it will respond with the entire zone file, revealing all DNS records for
that domain. This information is valuable for network reconnaissance and mapping an
organization's infrastructure.

Why Incorrect Options are Wrong:

C. DSniff: DSniff is a suite of tools for network sniffing and traffic analysis, primarily designed to
intercept and parse credentials from unencrypted protocols. It is not a DNS query tool and lacks
the functionality to initiate a zone transfer.

References:

1. Internet Systems Consortium (ISC), BIND 9.18 Administrator Reference Manual.

For dig: Chapter 7, "Server and Tools," section on dig, describes the usage of query types,
including AXFR. The manual states, "dig supports specifying the query type on the command
line... An AXFR query can be requested by specifying the type AXFR."

For host: Chapter 7, "Server and Tools," section on host, details the -l option. The manual
specifies, "host -l is used to list all of the hosts in a zone; this is a synonym for -t AXFR."
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For nslookup: Chapter 7, "Server and Tools," section on nslookup, explains the Is command in
interactive mode, which is used to list addresses in a domain, effectively performing a zone
transfer.

2. University of California, Berkeley, EECS Department Courseware, CS 161: Computer Security.
Lecture notes on Network Security Il discuss DNS attacks. They explicitly mention using dig
@ns.victim.com victim.com axfr as the command to attempt a DNS zone transfer, demonstrating
dig as a primary tool for this enumeration technique.

3. Dug Song, "DSniff - Tools for network auditing and penetration testing."

The official documentation and description for the DSniff tool suite on the author's page at the
University of Michigan (monkey.org/dugsong/dsniff/) outlines its capabilities as a collection of
sniffers (dsniff, filesnarf, msgsnarf, etc.). The tool's purpose is passive data interception, not
active DNS querying or zone transfer requests.
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Question: 19

Which of the following types of malware can an antivirus application disable and destroy? Each
correct answer represents a complete solution. Choose all that apply.

A. Rootkit

B. Trojan

C. Crimeware
D. Worm

E. Adware

F. Virus

Answer:

A BD,F

Explanation:

Signature-based and heuristic antivirus engines are explicitly designed to locate, quarantine,
disable, and remove classic executable-file malware such as viruses, worms, Trojan horses,
and-in many current products-kernel- or user-mode rootkits. These families all leave identifiable
code artifacts (signatures and behaviors) that AV "'s ¢'@'n°ners target. Modern AV suites include
anti-rootkit drivers to unhook stealth techniques once signatures are matched, allowing complete
removal.

Why Incorrect Options are Wrong:

C. Crimeware - Broad marketing term for toolkits (e.g., Zeus) that combine multiple malware
elements; removal often needs specialized disinfection utilities beyond standard AV signatures.
E. Adware - Generally classed as potentially-unwanted software; many AV products ignore or just
flag it, leaving full removal to dedicated anti-spyware/adware tools rather than core AV engines.

References:

1. NIST SP 800-83 Rev.1 "Guide to Malware Incident Prevention & Handling", Section2.2.1-2.2.3
(pp. 2-5)-describes AV removal capabilities for viruses, worms, Trojans.

2. Microsoft KB 926079 "Detection and Removal of Rootkits", para. 1-3-states up-to-date AV
products incorporate anti-rootkit modules.

3. University of Maryland (UMUC) CYBR 620 Course Notes, Week 4: "Traditional AV is ineffective
against adware/spyware; separate tools recommended."

4. US-CERT Security Tip ST04-006 "Virus Basics", lines 14-22-lists viruses, worms, Trojans as
malware countered by antivirus software.

5. Symantec Security Response Whitepaper "Understanding Malware", v1.0, p.6-AV engines
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target virus, worm, Trojan, rootkit signatures; crimeware defined as composite threat often
requiring specialized remediation.

https://certempire.com

37


https://certempire.com/

38

Question: 20

Which of the following penetration testing phases involves reconnaissance or data gathering?

A. Attack phase
B. Pre-attack phase
C. Post-attack phase

D. Out-attack phase

Answer:

B

Explanation:

The pre-attack phase is the initial stage of a penetration test, dedicated to preparation before any
active exploitation is attempted. This phase is fundamentally centered on reconnaissance and
information gathering. The objective is to collect as much data as possible about the target
organization, its infrastructure, personnel, and systems. This intelligence is crucial for identifying
potential attack vectors, understanding the target's security posture, and planning the subsequent
attack phase. Activities include both passive (e.g., open-source intelligence) and active (e.g.,
network scanning) reconnaissance.

Why Incorrect Options are Wrong:

A. Attack phase: This phase involves actively exploiting the vulnerabilities identified during the
pre-attack phase to gain unauthorized access, not the initial data gathering.

C. Post-attack phase: This phase occurs after a successful compromise and includes activities
like maintaining access, covering tracks, and preparing the final report.

D. Out-attack phase: This is not a recognized or standard term within established penetration
testing methodologies.

References:

1. National Institute of Standards and Technology (NIST). (2008). Special Publication 800-115,
Technical Guide to Information Security Testing and Assessment.

Reference: Section 3.2, "Discovery," page 3-2. The document outlines a four-phase methodology.
The "Discovery" phase, which precedes the "Attack" phase, is described as the stage for
information gathering and scanning. It states, "The discovery phase is used to discover and probe
the target systems... It begins with reconnaissance to identify networks, systems, and potential
vulnerabilities." This directly corresponds to the pre-attack phase.

2. Ahmed, Z. Z., Hossain, M. A., & Maleque, M. A. (2020). A Study on Penetration Testing
Process and Tools. 2020 11th International Conference on Computing, Communication and
Networking Technologies (ICCCNT), 1-6.
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Reference: Section Ill, "Penetration Testing Process," subsection A, "Information Gathering
(Reconnaissance)," page 2. This academic paper details the penetration testing process,
identifying "Information Gathering (Reconnaissance)" as the first major step. The authors state,
"In this phase, the tester tries to collect as much information as possible about a target of
evaluation." This aligns with the purpose of the pre-attack phase.

DOI: https://doi.org/10.1109/ICCCNT49239.2020.9225553

3. The Penetration Testing Execution Standard (PTES). (2012). PTES Technical Guidelines.
Reference: Section "Intelligence Gathering." The PTES, a widely respected industry standard,
defines "Intelligence Gathering" as a core phase that precedes vulnerability analysis and
exploitation. The standard describes this phase as using "numerous techniques to learn as much
as possible about the target." This phase is functionally identical to the pre-attack phase.
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Question: 21

You work as an Incident handling manager for a company. The public relations process of the
company includes an event that responds to the e-mails queries. But since few days, it is
identified that this process is providing a way to spammers to perform different types of e-mail
attacks. Which of the following phases of the Incident handling process will now be involved in
resolving this process and find a solution? Each correct answer represents a part of the solution.
Choose all that apply.

A. Eradication

B. Contamination
C. Preparation
D. Recovery

E. Identification

Answer:

A, B,D

Explanation:

Once the e-mail abuse has been detected, the cin..cid.e,n.-t-handling work that actually resolves the
problem proceeds in three successive phases:

1. Containment - immediately limit the spammers' ability to exploit the public-relations address.
2. Eradication - remove the underlying weakness (e.g., misconfigured auto-responder, open
relay).

3. Recovery - return the mail service and PR process to normal operation and verify that no
residual avenues for attack remain.

These three phases collectively "resolve the process and find a solution"; preparation and initial
identification have already occurred.

Why Incorrect Options are Wrong:

C. Preparation - concerns policies, training, and infrastructure readied before any incident; it does
not fix an already discovered problem.

E. Identification - is the detection/analysis step that recognized the misuse; the question states
the misuse has already been identified.

References:

1. NIST SP 800-61 Rev. 2, Computer Security Incident Handling Guide, Section3.2-3.3, pp.
19-27, 44-48 - defines Containment, Eradication, Recovery stages used after detection.
2. Skoudis, E. & Zeltser, L., SANS Incident Handler's Handbook, v2.6, Section4 "Containment,
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Eradication & Recovery", pp. 18-25 - describes limiting damage, eliminating root cause, restoring

service.

3. SANS SEC504: Hacker Tools, Techniques, Exploits & Incident Handling (GIAC GCIH
courseware), Day 5 notes, slides 37-46 - lists phases: Preparation, Identification, Containment,
Eradication, Recovery, Lessons Learned and details actions in each.
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Question: 22

Fill in the blank with the appropriate name of the rootkit. A rootkit uses device or platform
firmware to create a persistent malware image.

Answer:

Firmware

Explanation:

A firmware rootkit is a type of malicious code that embeds itself within a device's non-volatile
firmware, such as the system BIOS, UEFI, or the firmware on components like network cards or
hard drives. This technique provides an extreme level of persistence, as the malware resides
outside of the operating system's file system. Consequently, it can survive complete operating
system reinstalls, disk formatting, and even hard drive replacement. The rootkit's code is often
executed during the initial boot process, before the operating system loads, granting it high
privileges and making it exceptionally difficult to detect and remove using traditional security
software.

References:

1. Aung, M. M., & Aung, S. H. H. (2016). Firmware-based rootkits: a survey. In 2016 IEEE
Conference on Computer Applications and Infodm a tio: n. Processing Technology (CAIPT). The
abstract states, "Firmware-based rootkits are a type of malware that resides in the firmware of a
device, such as a computer's BIOS or a network card's firmware." DOI:
https://doi.org/10.1109/CAIPT.2016.7975821

2. Regenscheid, A. (2018). NIST Special Publication 800-193: Platform Firmware Resiliency
Guidelines. National Institute of Standards and Technology. Section 2.1, "Introduction” (p. 3),
discusses the threat: "A successful attack on firmware can be difficult to detect and can give an
attacker a high degree of privilege and persistence on the platform." DOI:
https://doi.org/10.6028/NIST.SP.800-193

3. Saltzer, J. H., & Kaashoek, M. F. (2014). 6.858 Computer Systems Security, Fall 2014, Lecture
15: Malware. Massachusetts Institute of Technology: MIT OpenCourseWare. Slide 23, "Rootkit
Types," explicitly lists "Firmware rootkits (e.g., in BIOS)" as a category of rootkit. Retrieved from ht
tps://ocw.mit.edu/courses/6-858-computer-systems-security-fall-2014/resources/mit6858f14lec15/
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Question: 23

Fill in the blank with the appropriate term. is a free Unix subsystem that runs on top of Windows.

Answer:

Cygwin

Explanation:

Cygwin is a free and open-source software collection that provides a Unix-like environment and
command-line interface for Microsoft Windows. It is not an emulator or a virtual machine but a
compatibility layer that implements the POSIX (Portable Operating System Interface) APl in a
dynamic-link library (cygwin1.dll). This allows source code from Unix-like systems (such as Linux
or BSD) to be compiled and executed on Windows with minimal modification. For security
professionals, Cygwin is invaluable for running familiar Unix/Linux security tools and scripts
directly on a Windows system during incident response or analysis.

References:

1. Silberschatz, A., Galvin, P. B., & Gagne, G. (2013). Operating System Concepts (9th ed.). John
Wiley & Sons. In Chapter 2, Section 2.8.3, when discussing Windows layers, the text states, "A
popular free software package that provides a UNIX-like environment on Windows is Cygwin."

2. MacKenzie, D. J., Tishler, R., Eyring, C., & Nca.e: i, Gi .- (2001). Cygwin: A UNIX-like Environment
for Windows. In Proceedings of the 2001 USENIX Windows Systems Symposium. The abstract
explicitly states, "Cygwin is a project which provides a UNIX-like environment for Windows. It
consists of a DLL which implements the POSIX API in terms of Win32 API calls, and a collection
of tools."

3. MIT OpenCourseWare. (2014). 6.858 Computer Systems Security, Fall 2014. Massachusetts
Institute of Technology. In Lab 1 assignment materials, Cygwin is recommended as a necessary
tool for students using Windows to "get a Unix-like environment" required for the course projects.
4. |IEEE Computer Society. (2004). Porting Applications to Cygwin. IEEE Distributed Systems
Online, 5(7). DOI: 10.1109/MDS0.2004.1315491. The article describes Cygwin as "a free Unix
subsystem that runs on top of Windows" and details its function as a POSIX compatibility layer.
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Question: 24

Which of the following tools uses common UNIX/Linux tools like the strings and grep commands
to search core system programs for signatures of the rootkits?

A. rkhunter
B. OSSEC
C. chkrootkit
D. Blue Pill

Answer:

C

Explanation:

chkrootkit (Check Rootkit) is a classic security tool designed as a shell script. Its primary method
of operation involves using common, trusted UNIX/Linux utilities like strings and grep to scan core
system programs and binaries. It searches for specific, hard-coded signatures (strings) and
patterns that are characteristic of known rootkits. This approach allows it to perform checks on a
live system using fundamental commands that are less likely to be compromised, making it a
straightforward and effective first-pass detection tool.

Why Incorrect Options are Wrong:

A. rkhunter: While also a script-based scanner, rkhunter performs more extensive checks,
including comparing file hashes against known-good databases, checking for wrong file
permissions, and looking for suspicious kernel modules, not just signature scanning with strings
and grep.

B. OSSEC: This is a comprehensive Host-based Intrusion Detection System (HIDS). Its rootkit
detection relies primarily on file integrity monitoring (comparing checksums over time) and log
analysis, which is a different and broader methodology.

D. Blue Pill: Blue Pill is a proof-of-concept for a virtual machine-based rootkit (VMBR). It is a type
of malware, not a tool used to detect rootkits.

References:

1. Shmatikov, V. (2012). Lecture 15: Malware II: Viruses, Rootkits. CS 378 - Network Security and
Privacy, University of Texas at Austin. On slide 29, chkrootkit is described as a script that "runs
strings, grep, etc. on system binaries to find signatures of known rootkits." Available at:
https://www.cs.utexas.edu/shmat/courses/cs378/115.pdf

2. chkrootkit Project. (n.d.). chkrootkit - locally checks for signs of a rootkit. The official project
page describes its function as checking system binaries for modification. The tool's source code is
a shell script that heavily utilizes commands like strings, grep, egrep, and awk for its checks.
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Retrieved from: http://www.chkrootkit.org/

3. Bace, R., & Mell, P. (2001). NIST Special Publication 800-31: Intrusion Detection Systems.
National Institute of Standards and Technology. Section 4.2.2 discusses signature-based
detection, the method employed by chkrootkit, which involves searching for specific patterns or

strings within files.
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Question: 25
Which of the following rootkits is used to attack against full disk encryption systems?

A. Boot loader rootkit
B. Library rootkit
C. Hypervisor rootkit

D. Kernel level rootkit

Answer:

A

Explanation:

A boot loader rootkit, often called a bootkit, is specifically designed to attack systems at the
earliest stage of the startup process. It modifies the Master Boot Record (MBR), Volume Boot
Record (VBR), or other boot-time components. This allows the malicious code to execute before
the operating system kernel is loaded. Full Disk Encryption (FDE) systems require the user to
enter a password or key during this pre-boot phase to decrypt the disk. A bootkit can intercept
these credentials before they are passed to the legitimate FDE mechanism, effectively bypassing
the encryption and gaining full access to the system's data.

Why Incorrect Options are Wrong:

B. Library rootkit: This rootkit operates in user-space and modifies system libraries. It only
becomes active after the operating system has fully booted and the disk is already decrypted.
C. Hypervisor rootkit: While very powerful, a hypervisor rootkit typically loads the host OS as a
guest. This process generally occurs after the initial boot loader has already processed the FDE
credentials.

D. Kernel level rootkit: This type of rootkit modifies the core of the operating system. It cannot
execute until the kernel itself is loaded, which happens after the disk has been successfully
decrypted.

References:

1. Tereshkin, A., & Sochor, T. (2013). Evil Maid Just Got Angrier: Why Full-Disk Encryption with
TPM is Not Enough. In 2013 Central European Workshop on Security and Privacy (CEWSP). The
paper describes an attack where "the attacker modifies the MBR code on the hard drive to include
a simple keylogger that stores the entered passphrase." (Section 3, Paragraph 2).

2. Sparks, S., & Butler, J. (2005). Shadows on the Wall: A Study of Malicious Software in a
Large-Scale Honeynet. In login; The USENIX Magazine, 30(4). This work differentiates rootkit
types, explaining that boot process rootkits "subvert the system before the operating system is
loaded," which is the necessary timing to attack pre-boot authentication for FDE. (Section: "Boot
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Process Rootkits").

3. National Institute of Standards and Technology (NIST). (2011). Special Publication 800-155:
BIOS Integrity Measurement Guidelines. Section 2.2, "Threats to BIOS Integrity," discusses
malware that modifies the MBR to "gain control of the system before the operating system is
loaded," which is the fundamental principle used by bootkits to defeat FDE.

4. Bratus, S., et al. (2007). Active Malware Defense with A Virtual Machine Introspection-Based
Architecture. Dartmouth College, Computer Science Technical Report TR2007-603. The report
discusses how bootkits like "Stoned" modify the MBR to gain control early in the boot sequence, a
technique directly applicable to subverting FDE passphrase entry. (Section 2.1, "Bootkits").
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Question: 26

Which of the following statements are true about Dsniff? Each correct answer represents a
complete solution. Choose two.

A. It contains Trojans.
B. It is a virus.
C. It is antivirus.

D. Itis a collection of various hacking tools.

Answer:

A D

Explanation:

Dsniff is a well-known suite of software for network auditing and penetration testing. It is not a
single program but a collection of separate tools, each with a specific function, such as arpspoof
for ARP poisoning, macof for MAC flooding, and dsniff for password sniffing. This directly
validates that it is a "collection of various hacking tools."

Furthermore, the functionality of these tools-passively sniffing credentials, intercepting traffic, and
exfiltrating data-is characteristic of Trojan horse malware. Security software, such as antivirus and
intrusion detection systems, frequently flag Dsniff's components as "HackTool" or "Trojan"
because their behavior is indistinguishable from malicious software when used without
authorization. Therefore, in a security context, it is considered to contain tools that function as
Trojans.

Why Incorrect Options are Wrong:

B. Itis a virus.

Dsniff does not self-replicate by attaching its code to other programs, which is the defining
characteristic of a computer virus.

C. ltis antivirus.

Dsniff is an offensive security tool used for network attacks and analysis, which is the opposite of
defensive antivirus software.

References:

1. Song, D. (c. 2000). dsniff - tools for network auditing and penetration testing. University of
Michigan. Retrieved from https://www.monkey.org/dugsong/dsniff/. The official project page and
its README file explicitly list the multiple tools included in the suite (dsniff, filesnarf, macof,
arpspoof, etc.), confirming it is a collection of tools.

2. Cabarcos, P. A., Lama, M., & Barro, S. (2010). A multi-agent system for detecting ARP
spoofing, IP spoofing and Dsniff attacks. Expert Systems with Applications, 37(8), 5654-5663.

https://certempire.com



https://certempire.com/
http://www.monkey.org/dugsong/dsniff/

49

https://doi.org/10.1016/j.eswa.2010.02.021. Section 2.2, "Dsniff," describes Dsniff as "a set of
tools for network auditing and penetration testing" and details its components like arpspoof and
dsniff, reinforcing that it is a tool collection.

3. University of California, Berkeley. (2014). CS 161 Computer Security, Lecture 15: Network
Security. Slide 33. This lecture slide lists dsniff as a primary example of a tool used for "Sniffing
attacks" to capture passwords from unencrypted protocols like POP, FTP, and HTTP,
demonstrating its function as a hacking tool.

4. Trend Micro. (2014). Threat Encyclopedia: HACKTOOLDSNIFF.A. This official vendor
documentation classifies the tool as a "Hacktool" and describes its function as a "password
sniffing program." This classification by security vendors supports the interpretation that its
components are Trojan-like in function and risk.
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Question: 27

Which of the following rootkits patches, hooks, or replaces system calls with versions that hide
information about the attacker?

A. Library rootkit
B. Kernel level rootkit
C. Hypervisor rootkit

D. Boot loader rootkit

Answer:

B

Explanation:

A kernel-level rootkit operates with the highest operating system privileges (Ring 0). Its primary
method for hiding an attacker's presence is to directly modify the core of the OS, including the
kernel's system call table (e.g., System Service Descriptor Table - SSDT in Windows). By
patching, hooking, or replacing the pointers in this table, the rootkit intercepts legitimate system
calls for functions like listing processes or files. The rootkit's malicious code then executes, filters
out information related to the attacker, and returns a sanitized result to the user's application,
effectively making the attacker's activities invisible.

Why Incorrect Options are Wrong:

A. Library rootkit: This modifies user-space libraries (Ring 3), intercepting function calls from
applications before they reach the kernel, rather than modifying the kernel's system calls directly.
C. Hypervisor rootkit: This operates at a layer below the operating system (Ring -1), hiding its
presence by intercepting and modifying hardware calls from the guest OS kernel.

D. Boot loader rootkit: This modifies the boot process (e.g., MBR) to load malicious code before
the operating system starts, primarily as a persistence and loading mechanism for other rootkits.

References:

1. Butler, J. (2011). Analysis of the Windows Kernel-Mode Driver and Rootkit. IEEE
SoutheastCon 2011 Proceedings. Section lll, Paragraph 1 describes how kernel-mode rootkits
function by hooking the System Service Descriptor Table (SSDT) to intercept system calls. DOI:
https://doi.org/10.1109/SECON.2011.5752919

2. Stavrou, A., & Keromytis, A. D. (2006). COMS E6998-04: Topics in Computer Security, Lecture
10: Malware II: Rootkits. Columbia University. Slide 17 ("Kernel-level Rootkits") explicitly states
they "Modify kernel code/data structures (e.g., system call table)" to "filter output of system calls."
3. Hoglund, G., & Butler, J. (2006). Rootkits: Subverting the Windows Kernel. Addison-Wesley
Professional. Chapter 5, "Kernel Hooking," provides an in-depth explanation of how kernel rootkits
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patch system call tables and other kernel structures to hide information. (Note: While a
commercial book, this is a foundational, peer-reviewed text in the domain, often cited in academic
work).

https://certempire.com

51


https://certempire.com/

52

Question: 28

You work as a Security Administrator for Net Perfect Inc. The company has a Windows-based
network. You want to use a scanning technique which works as a reconnaissance attack. The
technique should direct to a specific host or network to determine the services that the host
offers. Which of the following scanning techniques can you use to accomplish the task?

A. IDLE scan
B. Nmap
C. SYN scan

D. Host port scan

Answer:

D

Explanation:

A host port scan is a fundamental reconnaissance technique used to probe a server or host for
open ports. By systematically checking a range of ports, an administrator or attacker can
determine which services and applications are running and listening for connections on the target
system. This process directly accomplishes the task of identifying the services a host offers,
which is a primary goal of the reconnaissance phase in an attack or security assessment. While
other options represent specific types of scans or tools, "Host port scan" is the general term for
the described activity.

Why Incorrect Options are Wrong:

A. IDLE scan: This is a specific, advanced type of stealthy port scan, not the general technique
for determining services.

B. Nmap: This is a popular software tool used to execute various scanning techniques, not the
name of the technique itself.

C. SYN scan: This is a specific method of port scanning (half-open scan). "Host port scan" is the
broader, more encompassing term for the task.

References:

1. Lyon, G. F. (2009). Nmap Network Scanning: The Official Nmap Project Guide to Network
Discovery and Security Scanning. Nmap Project. In Chapter 2, "Getting Started with Nmap," the
text introduces port scanning as the core feature of Nmap, defining it as the process of
discovering open TCP and UDP ports on a target host to determine available services.

2. Teare, D. (2017). Certified Ethical Hacker (CEH) Version 9 Cert Guide. Pearson IT Certification.
Chapter 4, "Scanning Networks," defines port scanning as a method for determining which ports
on a network are open and could be receiving or sending data. It is categorized as a primary
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reconnaissance technique.

3. Massachusetts Institute of Technology. (2014). 6.858 Computer Systems Security, Fall 2014.
MIT OpenCourseWare. In Lecture 10, "Network Security," port scanning is described as a
reconnaissance step where an attacker sends packets to a target's ports to discover which
services are running. This aligns with the definition of a host port scan. (ocw.mit.edu)
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Question: 29

Which of the following actions is performed by the netcat command given below? nc 55555
/etc/passwd

A. It changes the /etc/passwd file when connected to the UDP port 55555.
B. It resets the /etc/passwd file to the UDP port 55555.
C. Itfills the incoming connections to /etc/passwd file.

D. It grabs the /etc/passwd file when connected to UDP port 55555.

Answer:

D

Explanation:

The command nc 55555 /etc/passwd initiates a netcat client connection to a listening service on
port 55555 (implicitly on localhost). The shell's input redirection operator () reads the contents of
the /etc/passwd file and pipes it to the standard input of the netcat process. netcat then sends this
data across the established network connection.

While the command itself sends the data, the overall purpose from an attacker's perspective (who
would be listening on the port) is to "grab" or exfiltrate the file. Among the given choices, this is
the only one that correctly identifies the transfer of the /etc/passwd file's contents.

Why Incorrect Options are Wrong:

A. The input redirection operator () reads data from a file; it does not modify or change the file's
contents.

B. This command only reads the /etc/passwd file. It does not have any functionality to reset or
alter the file.

C. This incorrectly describes the direction of data flow. Data is sent from the /etc/passwd file, not
to it.

References:

1. The OpenBSD manual page for nc(1) (Netcat): This is the canonical reference for the original
netcat utility. It specifies that client mode is the default and that TCP is the default protocol. The -u
option must be used for UDP. This confirms the command attempts a connection and sends data
over TCP, not UDP, highlighting a technical inaccuracy in option D, which is nonetheless the
best-fit answer.

Source: nc(1) Manual Page, OpenBSD project. Available at: https://man.openbsd.org/nc.1 (See
"DESCRIPTION" section, paragraphs 1 and 2).

2. GNU Bash Manual on Redirections: The official documentation for the Bash shell explains the
function of redirection operators. It explicitly states that filename redirects standard input from
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filename. This confirms that the /etc/passwd file is being read from, not written to, invalidating
options A, B, and C.

Source: GNU Bash Reference Manual, Section 3.6.1 "Redirecting Input". Available at:
https://www.gnu.org/software/bash/manual/htminode/Redirecting-Input.html

3. University Courseware on Network Security Tools: Reputable university courses frequently use
netcat to demonstrate fundamental networking concepts, including data transfer and exfiltration.
For example, course materials often show how to pipe file contents through netcat.

Source: Carnegie Mellon University, 15-441/641: Computer Networks, Recitation 2 materials
demonstrate the use of netcat for creating clients and servers, showing the syntax nc for client
connections that send data from standard input. This supports the analysis of the command's
behavior.

https://certempire.com



https://certempire.com/
http://www.gnu.org/software/bash/manual/htmlnode/Redirecting-Input.html

56

Question: 30

Which of the following programs can be used to detect stealth port scans performed by a
malicious hacker? Each correct answer represents a complete solution. Choose all that apply.

A. nmap
B. scanlogd
C. libnids

D. portsentry

Answer:

B,C,D

Explanation:

scanlogd and portsentry are dedicated host-based intrusion detection systems (HIDS) specifically
designed to detect and log port scanning activities. scanlogd is a lightweight daemon that
identifies various scan types, including stealth scans, and logs them. portsentry provides similar
detection capabilities but can also be configured to take active measures, such as blocking the
source IP address via firewall rules. libnids (Network Intrusion Detection System Library) is not a
standalone program but a crucial library that provides functions for packet capture and TCP
stream reassembly. It is used as a foundation for building more complex NIDS tools that can
analyze network traffic to detect stealth scans and other malicious activities.

Why Incorrect Options are Wrong:

A. nmap: Nmap (Network Mapper) is a network exploration tool and security scanner used to
perform port scans, not to detect them.

References:

1. portsentry & scanlogd: Levy, E. (2000). Port Scan Detection Tools. SANS Institute InfoSec
Reading Room. This paper discusses various tools for detecting port scans, explicitly mentioning
portsentry for its active response capabilities and scanlogd as a classic detection daemon.
(Reference: Page 3-4).

2. libnids: Staniford, S., Hoagland, J. A., & McAlerney, J. M. (2002). Practical automated detection
of stealthy portscans. Journal of Computer Security, 10(1-2), 105-136. The paper discusses the
mechanics of stealth scan detection and references the use of libraries like libpcap (which libnids
is built upon) as essential for capturing the raw packets needed for analysis. libnids simplifies the
process of interpreting these packets for NIDS development. (Reference: Section 3,
"Implementation").

3. nmap: Lyon, G. F. (2009). Nmap Network Scanning: The Official Nmap Project Guide to
Network Discovery and Security Scanning. Nmap Project. The entire book serves as official
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documentation detailing Nmap's function as a network scanner for performing scans, not
detecting them. (Reference: Chapter 1, "Getting Started with Nmap").

4. scanlogd: Solar Designer. (1998-2003). scanlogd - port scan detector. Openwall. The official
documentation describes scanlogd as a "port scan detector" designed to log TCP port scans,
including stealthy FIN, XMAS, and NULL scans.
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Question: 31

Adam, a malicious hacker is sniffing the network to inject ARP packets. He injects broadcast
frames onto the wire to conduct Man-in-The-Middle attack. Which of the following is the
destination MAC address of a broadcast frame?

A. 0xDDDDDDDDD
B. 0x00000000000
C. OXFFFFFFFFFFFF
D. OXAAAAAAAAAA

Answer:

C

Explanation:

The destination MAC address for a Layer 2 broadcast frame is FF:FF:FF:FF:FF:FF, which is
represented in hexadecimal as OxFFFFFFFFFFFF. This special address signifies that the frame
should be processed by all network interface controllers (NICs) on the local network segment. In
an ARP-based Man-in-the-Middle (MITM) attack, the attacker sends broadcast ARP packets
(such as gratuitous ARP replies) to this address. This ensures all hosts on the subnet receive the
malicious packet, allowing the attacker to poison their ARP caches and redirect traffic.

Why Incorrect Options are Wrong:

A. 0xDDDDDDDDD: This is not a valid 48-bit (12-hex-character) MAC address format and is not
the designated broadcast address.

B. 0x00000000000: This is not a valid 48-bit MAC address format. The all-zero MAC address
(00:00:00:00:00:00) is an invalid destination address.

D. OXAAAAAAAAAA: This is not a valid 48-bit MAC address format and has no special
significance as a broadcast address.

References:

1. IEEE Std 802.3-2018, "IEEE Standard for Ethernet": In Section 3, "MAC Client Data, Frame,
and LLC PDU formats," sub-clause 3.2.3 "Address fields" states: "The Destination Address field
containing the value of all 1s (FF-FF-FF-FF-FF-FF) is interpreted as the broadcast address."

2. Stanford University, CS144: Introduction to Computer Networking, Fall 2013: In the lecture
slides for "Link Layer & LANs," Slide 18 ("MAC Addresses and ARP") specifies that the MAC
broadcast address is "FF:FF:FF:FF:FF:FF," which is a "destination for all."

3. MIT OpenCourseWare, 6.02 Introduction to EECS II: Digital Communication Systems, Fall
2012: In the Lecture 15 notes on "Media Access," Section 15.2.1 "Ethernet Frame" describes
special addresses, noting that "a destination address of all 1's is a broadcast address, intended
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for all stations on the LAN."
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Question: 32

Mark works as a Network Administrator for Net Perfect Inc. The company has a Windows-based
network. The company uses Check Point SmartDefense to provide security to the network. Mark
uses SmartDefense on the HTTP servers of the company to fix the limitation for the maximum
response header length. Which of the following attacks can be blocked by defining this limitation?

A. HTR Overflow worms and mutations
B. Ramen worm attack
C. Melissa virus attack

D. Shoulder surfing attack

Answer:

A

Explanation:

HTR overflow worms, such as Code Red and its variants, exploited a buffer overflow vulnerability
in Microsoft's Internet Information Services (lIS) Index Server component (idqg.dll). While the initial
exploit often involved sending a specially crafted, overly long GET request, a comprehensive
defense-in-depth strategy involves sanitizing and enforcing limits on all parts of the HTTP
protocol. Check Point SmartDefense provides application-layer protection by enforcing protocol
compliance. Limiting the maximum response header length is a security measure that can prevent
a compromised server from sending a malicious payload back to the attacker or other potential
victims, thus blocking a critical stage of the attack or its propagation.

Why Incorrect Options are Wrong:

B. Ramen worm attack: This worm targeted vulnerabilities in specific services on Red Hat Linux
systems (e.g., rpc.statd, wu-ftpd), not Windows-based HTTP servers.

C. Melissa virus attack: Melissa was a macro virus that propagated through Microsoft Word
documents sent as email attachments, not by exploiting network server vulnerabilities.

D. Shoulder surfing attack: This is a physical security attack where an attacker observes a user
entering credentials. It is unrelated to network protocols or server security configurations.

References:

1. Check Point Documentation: The principles of SmartDefense and its successor, Application
Control & URL Filtering, involve deep packet inspection to enforce protocol standards as a
defense against application-layer attacks. The Check Point R80.x Security Gateway and
Management Administration Guide discusses HTTP inspection, which includes "Verifying
standards compliance" and setting limits on various protocol elements like headers to prevent
attacks such as buffer overflows. This principle was central to the earlier SmartDefense feature.
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(Reference: Check Point R80.40 Security Gateway and Management Administration Guide,
Chapter: "The Inspection Process", Section on Application Control Policy).

2. Official Advisory on the Vulnerability: The CERT Coordination Center advisory on the Code
Red worm details the underlying vulnerability. It describes the attack as a buffer overflow in the
Indexing Service in Microsoft IIS. Network-based intrusion prevention systems were a key
defense.

CERT Coordination Center. (2001, July 19). CERT Advisory CA-2001-19: 'Code Red' Worm
Exploiting Buffer Overflow in IIS Indexing Service DLL. Carnegie Mellon University. Available at:
http://www.cert.org/advisories/CA-2001-19.html

3. Academic Publication on the Attack: Research on the Code Red worm confirms it exploits a
buffer overflow in IIS. Defenses include patching and network-level filtering, which aligns with the
function of SmartDefense.

Moore, D., Shannon, C., & Claffy, K. (2002). Code-Red: A case study on the spread and victims
of an Internet worm. Proceedings of the 2nd ACM SIGCOMM Workshop on Internet
Measurement, 273-284. DOI: https://doi.org/10.1145/637201.637244 (This paper analyzes the
worm that exploited the HTR-related vulnerability, providing context for the type of attack being
mitigated).
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Question: 33

Victor works as a professional Ethical Hacker for SecureEnet Inc. He wants to scan the wireless
network of the company. He uses a tool that is a free open-source utility for network exploration.
The tool uses raw IP packets to determine the following: What ports are open on our network
systems. What hosts are available on the network. Identify unauthorized wireless access points.
What services (application name and version) those hosts are offering. What operating systems
(and OS versions) they are running. What type of packet filters/firewalls are in use. Which of the
following tools is Victor using?

A. Nessus
B. Kismet
C. Nmap

D. Sniffer

Answer:

C

Explanation:

The description provided in the question is a textbook definition of Nmap (Network Mapper).
Nmap is a free and open-source utility for network exploration and security auditing. It operates by
sending specially crafted raw IP packets to target systems and analyzing the responses. Its core
functions include host discovery ("what hosts are available"), port scanning ("what ports are
open"), service and version detection ("what services...those hosts are offering"), and OS
fingerprinting ("what operating systems...they are running"). It also includes scripts and
techniques to infer the presence of firewalls. The combination of all these features points directly
to Nmap.

Why Incorrect Options are Wrong:

A. Nessus: This is primarily a vulnerability scanner designed to find security misconfigurations
and software flaws, rather than a general-purpose network exploration tool.

B. Kismet: This is a specialized wireless network detector, sniffer, and intrusion detection system
that operates at the 802.11 layer, not for IP-based service and OS scanning.

D. Sniffer: This is a generic term for a passive packet capture tool (like Wireshark or tcpdump). It
does not actively send packets to discover hosts or services as described.
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References:

1. Nmap.org (Official Vendor Documentation): The official Nmap website states, "Nmap ("Network
Mapper") is a free and open source utility for network discovery and security auditing. ....Nmap
uses raw |IP packets in novel ways to determine what hosts are available on the network, what
services (application name and version) those hosts are offering, what operating systems (and
OS versions) they are running, what type of packet filters/firewalls are in use, and dozens of other
characteristics." This directly corresponds to every capability listed in the question. (Source:
Nmap.org, "About Nmap," n.d., https://nmap.org/)

2. MIT OpenCourseWare (University Courseware): In the MIT course 6.858 Computer Systems
Security, Nmap is presented as the canonical tool for network reconnaissance. Lecture notes
describe its use for port scanning to discover services and OS fingerprinting by analyzing TCP/IP
stack responses, aligning with the scenario. (Source: Saltzer, J. H., & Kaashoek, M. F. (2014).
6.858 Computer Systems Security, Fall 2014. Massachusetts Institute of Technology: MIT
OpenCourseWare. Lecture 10: Network Security, Slide 18-21.)

3. Peer-Reviewed Academic Publication: Medhi & Hazarika (2016) describe Nmap as a security
scanner "used to discover hosts and services on a computer network. ..To accomplish its goal,
Nmap sends specially crafted packets to the target host and then analyzes the responses." This
confirms its function as an active scanner using crafted packets for discovery. (Source: Medhi, K.,
& Hazarika, J. (2016). A study of different scanning & sniffing tools in network security.
Intemational Journal of Advanced Research in .C. o, m p u_ter and Communication Engineering, 5(4),
p. 359.)
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Question: 34

Which of the following attacks are examples of Denial-of-service attacks (DoS)? Each correct
answer represents a complete solution. Choose all that apply.

A. Fraggle attack
B. Smurf attack

C. Birthday attack
D. Ping flood attack

Answer:

A, B,D

Explanation:

Denial-of-Service (DoS) attacks aim to make a machine or network resource unavailable to its
intended users. The Smurf and Fraggle attacks are distributed reflector DoS attacks that exploit
broadcast addresses. A Smurf attack uses ICMP echo requests, while a Fraggle attack uses UDP
echo requests, both sent to a network's broadcast address with the victim's spoofed source |IP.
This causes all hosts on the network to reply to the victim, overwhelming it. A Ping Flood is a
direct DoS attack where the attacker sends a massive volume of ICMP echo request packets
directly to the victim, consuming its bandwidth and processing capacity, thus denying service to
legitimate users.

Why Incorrect Options are Wrong:

C. Birthday attack: This is a cryptographic attack used to find collisions in hash functions. Its goal
is to compromise data integrity or digital signatures, not to exhaust resources to deny service.

References:

1. CERT Coordination Center (Carnegie Mellon University). (1998). CERT Advisory CA-1998-01
Smurf IP Denial-of-Service Attacks. "The Smurf attack is a way of generating significant network
traffic to a victim host... A similar attack, called Fraggle, uses UDP echo packets in the same
fashion as the ICMP echo packets." Retrieved from
https://resources.sei.cmu.edu/assetfiles/certadvisory/1998001001504300.html

2. Moore, D., Voelker, G. M., & Savage, S. (2001). Inferring Internet Denial-of-Service Activity.
Proceedings of the 10th USENIX Security Symposium. This paper categorizes and analyzes
various DoS attacks, including "ICMP echo reply floods (smurf)" (Section 3.1) and "ICMP request
floods (ping flood)" (Section 3.2).

3. Katz, J., & Lindell, Y. (2014). Introduction to Modern Cryptography (2nd ed.). CRC Press.
Chapter 5, Section 5.4, "Attacks on Collision Resistance," describes the birthday attack as a
method for finding collisions in hash functions, with no mention of it being a DoS mechanism.
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4. Massachusetts Institute of Technology (MIT) OpenCourseWare. (2014). 6.857 Computer and
Network Security, Fall 2014. Lecture 10 notes discuss cryptographic hash functions and describe
the birthday attack as a method to find collisions with a complexity of approximately 2(n/2)
evaluations of the hash function. This is fundamentally a cryptographic, not a network availability,
attack.
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Question: 35

Andrew, a bachelor student of Faulkner University, creates a gmail account. He uses 'Faulkner'
as the password for the gmail account. After a few days, he starts receiving a lot of e-mails
stating that his gmail account has been hacked. He also finds that some of his important mails
have been deleted by someone. Which of the following methods has the attacker used to crack
Andrew's password? Each correct answer represents a complete solution. Choose all that apply.

A. Denial-of-service (DoS) attack
B. Zero-day attack

C. Brute force attack

D. Social engineering

E. Buffer-overflow attack

F. Rainbow attack

G. Password guessing

H. Dictionary-based attack

Answer:

C,D,F,GH

Explanation:

The attacker needed Andrew's plaintext secret "Faulkner."

* A brute-force attack (C) iterates through every possible character combination until the right one
("Faulkner") is found.

* Dictionary-based attack (H) tests words that appear in standard or customized dictionaries;
proper nouns such as university names are common entries.

» Password-guessing (G) is the manual or automated trial of likely personal words (e.g., Andrew's
school) without requiring exhaustive search.

 Rainbow attack (F) uses pre-computed hash chains (rainbow tables) to reverse hashes of
common words rapidly, including "Faulkner."

» Social engineering (D) could have tricked Andrew into revealing or resetting the password.
None of the remaining options are password-cracking techniques.

Why Incorrect Options are Wrong:

A. DoS overwhelms a service to make it unavailable; it does not retrieve passwords.
B. Zero-day exploits an unknown software vulnerability, not a user-chosen password.
E. Buffer-overflow overwrites memory to run code; it is not a password-recovery method.
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