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Question: 1 

A security administrator is addressing an issue with a legacy system that communicates data 

using an unencrypted protocol to transfer sensitive data to a third party. No software updates that 

use an encrypted protocol are available, so a compensating control is needed. Which of the 

following are the most appropriate for the administrator to suggest? (Select two.) 

A. Tokenization 

B. Cryptographic downgrade 

C. SSH tunneling 

D. Segmentation 

E. Patch installation 

F. Data masking 

 

Answer: 

C, D 

 

Explanation: 

The core issue is the unencrypted transfer of sensitive data by a legacy system for 

which no encryption-providing software updateCeexrtiEsmtspi.reCompensating controls are 

needed. 

1. SSH Tunneling (C) directly addresses the unencrypted protocol by encapsulating 

the data within an encrypted Secure Shell (SSH) tunnel. This protects the sensitive 

data while in transit to the third party over potentially insecure network segments. 

SSH is designed to provide a secure channel over an insecure network (IETF RFC 

4251). 

2. Segmentation (D) is a crucial compensating control for legacy systems. By isolating 

the legacy system on its own network segment, its exposure to threats is reduced. This 

limits the attack surface, making it harder for attackers to compromise the system or 

intercept the unencrypted data before it enters an SSH tunnel or as it's processed by 

the vulnerable system (NIST SP 800-53 Rev. 5, SC-7; NIST SP 800-82). 

These two controls work together: SSH tunneling secures the data in transit, and 

segmentation protects the vulnerable source system. 

Why Incorrect Options are Wrong: 

A. Tokenization: While tokenization (replacing sensitive data with non-sensitive 

tokens) is a valid compensating control (NIST SP 800-122, Sec 4.4), the question 

implies "sensitive data" needs to be transferred. If the third party requires the actual 

sensitive data, tokenizing the payload isn't appropriate. If tokenized data were 
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acceptable, this would be a strong choice. 

B. Cryptographic downgrade: This would involve using weaker encryption or 

reverting to no encryption, which increases risk and is the opposite of a compensating 

control for unencrypted data. 

E. Patch installation: The question explicitly states, "No software updates that use an 

encrypted protocol are available." While other patches might be beneficial, they don't 

solve the specific problem of the unencrypted protocol for data transfer. 

F. Data masking: Similar to tokenization, data masking obscures data. If the third 

party requires the actual sensitive data, masking the payload is not a solution for the 

transfer itself, though it's useful for other contexts like non-production environments. 

References: 

SSH Tunneling (C): 

o IETF RFC 4251: "The Secure Shell (SSH) Protocol Architecture." Deutsch, Y., et al. 

January 2006. Section 1. URL: https://www.rfc-editor.org/info/rfc4251 (States SSH 

provides a secure channel over an insecure network). 

o Microsoft Learn. "OpenSSH overview." Updated 09/15/2023. URL: 

https://learn.microsoft.com/en-us/windowsserver/administration/openssh/opensshoverview 

(Mentions SSH can be used for port 

forwarding/tunneling). 

Segmentation (D): 
CertEmpire 

o NIST Special Publication 800-53 Revision 5: "Security and Privacy Controls for 

Information Systems and Organizations." NIST. December 2020. Control SC-7 

(Boundary Protection). URL: https://csrc.nist.gov/publications/detail/sp/800-53/rev5/final (Details 

how boundary protection, often achieved via segmentation, controls 

communications). 

o NIST Special Publication 800-82 Revision 2: "Guide to Industrial Control Systems 

(ICS) Security." NIST. May 2015. Section 5.2.2 (Network Segmentation). URL: 

https://csrc.nist.gov/publications/detail/sp/800-82/rev-2/final (Although focused on ICS, 

it extensively discusses segmentation for protecting legacy and critical systems). 

Tokenization (A) & Data Masking (F) (for rationale on why they might be less 

appropriate here): 

o NIST Special Publication 800-122: "Guide to Protecting the Confidentiality of 

Personally Identifiable Information (PII)." NIST. April 2010. Section 3.3.3 (De- 

Identifying PII) and Section 4.4 (Compensating Controls). URL: 

https://csrc.nist.gov/publications/detail/sp/800-122/final (Discusses de-identification 

techniques like tokenization and masking as ways to protect data, and their use as 

compensating controls). The limitation arises if the third party needs the original 

sensitive data. 

https://certempire.com/
http://www.rfc-editor.org/info/rfc4251


4 
 

https://certempire.com 

Question: 2 

Which of the following should be used to ensure a device is inaccessible to a network-connected 

resource? 

A. Disablement of unused services 

B. Web application firewall 

C. Host isolation 

D. Network-based IDS 

 

Answer: 

C 

 

Explanation: 

Host isolation refers to the process of disconnecting a device (host) from the network 

or severely restricting its communication capabilities to prevent it from accessing 

network resources or being accessed from the network. This action directly ensures 

that the device becomes inaccessible to network-connected resources, which is the 

core requirement of the question. This is often a key step in incident response to 

contain a compromised system. 

 
Why Incorrect Options are Wrong: 

CertEmpire 

A. Disablement of unused services: This is a system hardening technique that 

reduces the attack surface of a device. However, the device can still access network 

resources using its enabled and necessary services. It does not inherently make the 

device inaccessible. 

B. Web application firewall (WAF): A WAF is designed to protect web applications 

(a specific type of network resource) by filtering malicious HTTP/S traffic. It does not 

make the client device itself inaccessible to other network resources, nor does it 

prevent the device from initiating connections. 

D. Network-based IDS (NIDS): A Network-based Intrusion Detection System 

monitors network traffic for suspicious activity and generates alerts. An NIDS is a 

detection tool and does not, by itself, make a device inaccessible; it may trigger a 

response that leads to isolation, but it is not the mechanism of inaccessibility itself. 

References: 

1. Host Isolation: 

o NIST Special Publication 800-61 Rev. 2, "Computer Security Incident Handling 

Guide." 

Page: 3-18 (PDF page 50), Section 3.3.2 "Containment Strategy." 
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Content: "Containment strategies vary based on the type of incident. For example, 

the strategy for containing an email-borne malware infection is likely to be different 

than that of a network-based DDoS attack. Common containment strategies include: 

... Disconnecting the affected system(s) from the network...Isolating the affected 

network segment from the rest of the enterprise network..." 

URL: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf 

o NIST Special Publication 800-83 Rev. 1, "Guide to Malware Incident Prevention and 

Handling for Desktops and Laptops." 

Page: 4-4 (PDF page 32), Section 4.3.1.1 "Containment: Isolation/Segmentation." 

Content: "Physically or logically isolating affected hosts is a common containment 

strategy. Physical isolation involves disconnecting the host from the network (e.g., 

unplugging the network cable). Logical isolation involves using network technologies, 

like VLANs or firewall rules, to prevent the host from communicating with other parts of 

the network." 

URL: https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800- 83r1.pdf 

2. Disablement of unused services: 

o NIST Special Publication 800-123, "Guide to General Server Security." 

Page: 3-5 (PDF page 29), Section 3.2.1 "Configuring Services Securely." 

Content: "Unneeded services should be disabled..." (This describes it as a 

configuration for security, not a method to make a device inaccessible to resources it 
CertEmpire 

might legitimately need to access with its enabled services). 

URL: https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-123.pdf 

3. Web application firewall (WAF): 

o NIST Special Publication 800-53 Rev. 5, "Security and Privacy Controls for 

Information Systems and Organizations." 

Page: B-12 (PDF page 446), Control SC-7 "Boundary Protection." 

Content: WAFs are mentioned in the discussion of boundary protection mechanisms: 

"Boundary protection is implemented using various mechanisms (e.g., gateways, 

routers, firewalls, guards, encrypted tunnels, web application firewalls, proxies, 

network-based intrusion detection/prevention systems)." This highlights a WAF's role in 

protecting specific boundaries, typically for applications, rather than isolating a general 

host from all resources. 

URL: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf 

4. Network-based IDS (NIDS): 

o NIST Special Publication 800-94, "Guide to Intrusion Detection and Prevention 

Systems (IDPS)." 

Page: 2-1 (PDF page 15), Section 2.1 "IDPS Components and Architecture." 

Content: "All IDPS perform the same basic functions: they monitor traffic and/or activity, 

analyze it for indications of policy violations or malicious activity, and report the results." 

This defines IDS as a monitoring and reporting tool, not an enforcement mechanism for 
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inaccessibility. 

URL: https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-94.pdf 
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Question: 3 

A security engineer at a large company needs to enhance IAM to ensure that employees can only 

access corporate systems during their shifts. Which of the following access controls should the 

security engineer implement? 

A. Role-based 

B. Time-of-day restrictions 

C. Least privilege 

D. Biometric authentication 

 

Answer: 

B 

 

Explanation: 

Time-of-day restrictions are a type of logical access control that enforces policies 

based on time. This directly addresses the requirement to limit system access to 

employee shift hours. Corporate systems can be configured to allow or deny access 

requests depending on the time they are made, aligning with pre-defined work 

schedules. 

 
Why Incorrect Options are Wrong: 

CertEmpire 

A. Role-based: Role-Based Access Control (RBAC) grants permissions based on 

user roles (e.g., "Accountant," "Engineer"). While essential for defining what a user 

can access, it doesn't inherently restrict when they can access it. 

C. Least privilege: This is a principle dictating that users should only be granted the 

minimum permissions necessary to perform their job functions. It's a fundamental 

security concept but doesn't specifically address time-based access restrictions. 

D. Biometric authentication: This is a method of verifying a user's identity (e.g., 

fingerprint, facial scan) before granting access. It confirms who is accessing the 

system, not when they are allowed to access it. 

References: 

National Institute of Standards and Technology (NIST). (2013). An Introduction to 

Information Security. (NIST Special Publication 800-12 Rev. 1). 

o Page 36, Section 5.3.2 Logical Access Controls: "Logical access controls include 

... time-of-day restrictions..." This source explicitly lists time-of-day restrictions as a 

type of logical access control. 

o Direct URL: https://doi.org/10.6028/NIST.SP.800-12r1 

National Institute of Standards and Technology (NIST). (2009). Guide to Attribute 
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Based Access Control (ABAC) Definition and Considerations. (NIST Special 

Publication 800-162). 

o Page 7, Section 3.1 Attributes: "Environmental attributes ... These attributes have so 

far been largely static (e.g., time of day, day of week, or current security level of a 

physical GIA)..." This publication discusses attributes used in access control, including 

time of day. 

o Direct URL: https://doi.org/10.6028/NIST.SP.800-162 

Microsoft Azure Documentation. What is Azure role-based access control (Azure 

RBAC)?. 

o This document defines Azure RBAC as a system that "helps you manage who has 

access to Azure resources, what they can do with those resources, and what areas they 

have access to." It focuses on permissions and scope, not temporal restrictions. 

o Direct URL: https://learn.microsoft.com/en-us/azure/role-based-accesscontrol/overview 

(Referenced to differentiate from Role-based access control). 

AWS Identity and Access Management (IAM) Documentation. Overview of access 

management: Permissions and policies. 

o The AWS documentation details how policies define permissions but relies on 

conditions, which can include time constraints, to achieve time-of-day restrictions. 

However, the fundamental mechanism being asked for is the time restriction itself, 

not the broader policy framework or RBAC. This helps differentiate that RBAC itself isn't 
CertEmpire 

the time restriction. (Example of a condition element: aws:CurrentTime). 

o Direct URL: 

https://docs.aws.amazon.com/IAM/latest/UserGuide/introductionaccessmanagement.html (Used 

for general context on how modern systems can implement 

such controls, although the question is about the type of control). 

https://certempire.com/
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Question: 4 

Which of the following would best explain why a security analyst is running daily vulnerability 

scans on all corporate endpoints? 

A. To track the status of patch installations 

B. To find shadow IT cloud deployments 

C. To continuously monitor hardware inventory 

D. To hunt for active attackers in the network 

 

Answer: 

A 

 

Explanation: 

Daily vulnerability scans on corporate endpoints are a key component of a robust 

vulnerability management program. One of the primary operational drivers for such 

frequent scanning is to monitor and verify the successful deployment of security patches. 

When patches are applied to remediate known vulnerabilities, subsequent vulnerability 

scans can confirm that the patches were installed correctly and the vulnerabilities are no 

longer detectable. This provides timely feedback on the effectiveness of the patching 
CertEmpire 

process and helps ensure that endpoints are protected against exploits targeting those 

patched vulnerabilities. 

 

Why Incorrect Options are Wrong: 

B. To find shadow IT cloud deployments: While vulnerability scanners might 

incidentally identify network-connected devices, they are not the primary or most 

effective tools for discovering shadow IT, especially cloud deployments. Dedicated 

Cloud Access Security Brokers (CASBs) or network discovery and asset management 

tools are more appropriate for this purpose. 

C. To continuously monitor hardware inventory: Vulnerability scanners focus on 

identifying software flaws and misconfigurations. While some scanners may collect 

basic hardware information as part of asset identification, dedicated IT asset 

management and inventory tools are designed for comprehensive and continuous 

hardware inventory tracking. 

D. To hunt for active attackers in the network: Vulnerability scans identify potential 

weaknesses that could be exploited. They do not primarily focus on detecting ongoing 

attacks or active attackers. Threat hunting and detection of active attackers typically 

involve tools like Security Information and Event Management (SIEM) systems, 

Endpoint Detection and Response (EDR) solutions, and Intrusion Detection/Prevention 

Systems (IDS/IPS). 

https://certempire.com/
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References: 

National Institute of Standards and Technology (NIST) Special Publication 800- 

40 Revision 4, "Guide to Enterprise Patch Management Technologies" 

o URL: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-40r4.pdf 

o Relevant Section: Section 3.3, "Patch Management Process" (Page 13, PDF Page 

21). This section states: "After patches have been deployed, organizations should 

verify that they have been successfully installed and are operating correctly. This can 

involve using vulnerability scanning tools to check if the vulnerabilities that the patches 

address are no longer present..." This directly supports using vulnerability scans to 

track patch installation status. 

National Institute of Standards and Technology (NIST) Special Publication 800- 

53 Revision 5, "Security and Privacy Controls for Information Systems and 

Organizations" 

o URL: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf 

o Relevant Section: Control RA-5 "Vulnerability Monitoring and Scanning" (Page 

226, PDF Page 252) and SI-2 "Flaw Remediation" (Page 251, PDF Page 277). RA-5 

discusses regular scanning, and SI-2 (c) states organizations "install security-relevant 

software and firmware updates within Assignment: organization-defined time period 

of the release of the updates." Verifying these updates often involves rescanning. 

Center for Internet Security (CIS) Controls, VerCseirotEnmp8ire 

o URL: https://www.cisecurity.org/controls/v8/ 

o Relevant Section: Control 07: "Continuous Vulnerability Management." Specifically, 

Safeguard 7.1 ("Establish and Maintain a Vulnerability Management Process") and 7.6 

("Perform Automated Vulnerability Remediation"). While not explicitly stating "tracking 

patch installations," the continuous nature of vulnerability management (which includes 

scanning) is integral to verifying remediation efforts like patching. 

Daily scans provide rapid feedback for this continuous process. 

https://certempire.com/
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Question: 5 

Which of the following would be the greatest concern for a company that is aware of the 

consequences of non-compliance with government regulations? 

A. Right to be forgotten 

B. Sanctions 

C. External compliance reporting 

D. Attestation 

 

Answer: 

B 

 

Explanation: 

Sanctions are official penalties, such as financial fines, operational restrictions, or legal 

actions, imposed by authorities for non-compliance with government regulations. 

These punitive measures directly translate into significant financial, reputational, and 

operational risks for a company, making them the primary and most impactful 

consequence, and thus the "greatest concern" when non-compliance occurs. Non- 

compliance inherently means breaking the law, and sanctions are the direct enforcement 
CertEmpire 

actions. 

 

Why Incorrect Options are Wrong: 

A. Right to be forgotten: This is a specific provision within some data privacy 

regulations (e.g., GDPR). Failure to comply with this right is an instance of non- 

compliance that leads to sanctions, rather than being the ultimate consequence itself. 

C. External compliance reporting: This is a process or obligation to demonstrate 

adherence to regulations. While failure to report correctly can constitute non- 

compliance and result in sanctions, reporting itself is a requirement, not the punitive 

consequence of overall non-compliance. 

D. Attestation: This is a formal declaration or confirmation of compliance. Similar to 

reporting, it is a required activity. Incorrect or missing attestations are forms of non- 

compliance that can trigger sanctions, which are the more direct concern. 

References: 

1. Regulation (EU) 2016/679 (General Data Protection Regulation), Article 83 

("General conditions for imposing administrative fines"). This article details the 

administrative fines (a type of sanction) that can be imposed for infringements of the 

regulation. 

o URL: 

https://certempire.com/


12 
 

https://certempire.com 

https://eur-lex.europa.eu/legalcontent/EN/TXT/HTML/?uri=CELEX:32016R0679#d1e6394-1-1 

o Specifically: Article 83(1) states "Each supervisory authority shall ensure that the 

imposition of administrative fines pursuant to this Article in respect of infringements of 

this Regulation...shall in each individual case be effective, proportionate and 

dissuasive." 

2. NIST Special Publication 800-39, "Managing Information Security Risk: 

Organization, Mission, and Information System View" (March 2011), Chapter 2, 

Section 2.2, Page 8. This publication discusses that risk framing must consider legal 

and regulatory requirements, and that adverse impacts from security risks (which 

include non-compliance) can include "legal liability and financial costs." Sanctions 

are the mechanisms that impose such liabilities and costs. 

o URL: https://csrc.nist.gov/publications/detail/sp/800-39/final 

o Specifically: Page 8, "Potential adverse impacts from security risks...can 

include...damage to reputation; harm to individuals or groups; societal harm; mission 

degradation or failure; legal liability; financial costs (e.g., direct losses, recovery costs, 

penalties/fines); or loss of confidence in the organization by its partners, customers, or 

constituency." 

3. Cambridge Dictionary (Cambridge University Press). Definition of "sanction" 

(noun, PUNISHMENT). Defines a sanction as "a punishment for not obeying a rule or 

law." 
CertEmpire 

o URL: https://dictionary.cambridge.org/dictionary/english/sanction (Definition 2 

under "sanction noun (PUNISHMENT)") 

4. Regulation (EU) 2016/679 (General Data Protection Regulation), Article 17 ("Right 

to erasure ('right to be forgotten')"). This article defines a specific regulatory 

obligation. 

o URL: 

https://eur-lex.europa.eu/legalcontent/EN/TXT/HTML/?uri=CELEX:32016R0679#d1e2539-1-1 

https://certempire.com/
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Question: 6 

An organization has a new regulatory requirement to implement corrective controls on a financial 

system. Which of the following is the most likely reason for the new requirement? 

A. To defend against insider threats altering banking details 

B. To ensure that errors are not passed to other systems 

C. To allow for business insurance to be purchased 

D. To prevent unauthorized changes to financial data 

 

Answer: 

B 

 

Explanation: 

Corrective controls are implemented to rectify errors or irregularities after they have been 

detected. In a financial system, ensuring data integrity is paramount. A new regulatory 

requirement for corrective controls would most likely aim to mitigate the impact of errors 

by fixing them within the originating system. This prevents the propagation of these 

errors to interconnected systems, which could otherwise lead to compounded 

inaccuracies, incorrect financial reporting, or systemic issues. Therefore, ensuring errors 
CertEmpire 

are not passed to other systems is a direct and critical objective of implementing 

corrective controls in response to a regulatory mandate. 

 

Why Incorrect Options are Wrong: 

A. To defend against insider threats altering banking details: This primarily 

describes the goal of preventive controls (e.g., access restrictions) or detective controls 

(e.g., audit trails for suspicious activity). Corrective controls would address the aftermath 

of such an alteration, not the defense itself. 

C. To allow for business insurance to be purchased: While strong controls 

can influence insurability or premiums, this is generally an indirect business 

benefit 

rather than the primary driver for a specific regulatory requirement mandating 

corrective controls. 

D. To prevent unauthorized changes to financial data: This is the main objective of 

preventive controls (e.g., authorization mechanisms). Corrective controls are enacted 

after an unauthorized change has occurred, to remediate it. 

https://certempire.com/
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References: 

1. NIST Special Publication 800-53 Revision 5: Security and Privacy Controls 

for Information Systems and Organizations 

o Definition & Purpose of Corrective Controls (Implied): While NIST SP 800-53 Rev. 

5 categorizes controls, the concept of corrective actions is embedded within various 

families, such as Incident Response (IR) and System and Information Integrity (SI). 

For example, SI-4 (System Monitoring) includes aspects that can lead to corrective 

actions. The overall purpose of controls classified as 'corrective' is to address issues 

post-detection to restore systems and data to a correct state and prevent recurrence or 

further impact. 

o SI-7: SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY (relevant to 

error handling): This control family emphasizes detecting unauthorized changes and 

includes "Corrective actions can be taken to address findings from integrity checking..." 

(Discussion section of SI-7). This implies that once an integrity issue (which can be an 

error) is detected, corrective actions are taken, a key outcome of which is to prevent the 

compromised information from causing further harm, such as propagating to other 

systems. 

o URL: https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final 

o Specific Reference: See control family descriptions for IR, SI, and the general 

principles of control types. The concept of correCcetr tiEnmgpiererrors to prevent propagation 

aligns with maintaining system integrity and managing incidents, which are core 

tenets. 

2. NIST Glossary - "Corrective Action" 

o Definition: "Action taken to (i) correct and remediate identified vulnerabilities or 

deficiencies; and (ii) minimize or eliminate the effects of a realized threat or an 

exploited vulnerability." 

o Relevance: Errors in a financial system can be seen as deficiencies or effects of 

realized threats/vulnerabilities. A key part of minimizing or eliminating the effects is 

preventing the error from spreading to other systems. 

o URL: https://csrc.nist.gov/glossary/term/correctiveaction 

3. Federal Financial Institutions Examination Council (FFIEC) - Information 

Technology Examination Handbook (While not on the explicit list, FFIEC is an 

official U.S. government interagency body for financial regulation and 

examination, very relevant for "financial system" context. Its principles often 

align with NIST). 

o General Control Principles: FFIEC handbooks consistently discuss the importance 

of controls to ensure data integrity and accuracy in financial systems. Corrective 

controls play a role in addressing discrepancies. For instance, in the "Business 

Continuity Management" booklet, corrective actions are essential for recovery and 

https://certempire.com/
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restoration, preventing prolonged impact from disruptions or errors. Preventing 

propagation of errors is a logical extension of these principles. 

o URL (example booklet - Business Continuity Management): 

https://ithandbook.ffiec.gov/it-booklets/business-continuity-management.aspx 

o Specific Reference: Section: "Mitigation and Recovery Strategies" often implies 

corrective actions to restore normal operations and prevent wider impact. (This source 

is provided for conceptual alignment in financial regulatory contexts, primary reliance 

for definitions is on NIST). 
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Question: 7 

Various company stakeholders meet to discuss roles and responsibilities in the event of a 

security breach affecting offshore offices. Which of the following is this an example of? 

A. Tabletop exercise 

B. Penetration test 

C. Geographic dispersion 

D. Incident response 

 

Answer: 

A 

 

Explanation: 

A tabletop exercise is a discussion-based session where personnel meet to discuss their 

roles and responsibilities and the actions, they would take in response to a specific 

emergency situation or incident. The scenario described stakeholders meeting to 

discuss roles and responsibilities in the event of a security breach perfectly aligns with 

the definition of a tabletop exercise. These exercises are designed to validate plans and 

identify potential gaps in a non-operational, low-stress environment. 
CertEmpire 

Why Incorrect Options are Wrong: 

B. Penetration test: This is an active security assessment that attempts to identify and 

exploit vulnerabilities in systems. It involves technical testing, not a discussion of roles 

and responsibilities (NIST SP 800-115). 

C. Geographic dispersion: This refers to the physical locations of an organization's 

assets or offices. While "offshore offices" indicate geographic dispersion, the meeting 

itself is an activity to prepare for an incident, not an example of geographic dispersion. 

D. Incident response: This is the overall process and capability to prepare for, detect, 

analyze, contain, eradicate, and recover from security incidents (NIST SP 800-61 Rev. 

2). While a tabletop exercise is a component of preparing for incident response, the 

meeting described is specifically a tabletop exercise, making 'A' the more precise 

answer. 

References: 

1. National Institute of Standards and Technology (NIST) - Glossary - 

Tabletop Exercise: 

o URL: https://csrc.nist.gov/glossary/term/tabletopexercise 

o Specific: "Definition(s): A discussion-based exercise where personnel with roles and 

responsibilities in a particular IT plan meet in a classroom setting or in breakout groups 

https://certempire.com/
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to validate the content of the plan by discussing their roles during an emergency and 

their responses to a particular emergency situation." 

2. National Institute of Standards and Technology (NIST) Special Publication (SP) 

800-84 - Guide to Test, Training, and Exercise Programs for IT Plans and 

Capabilities: 

o URL: https://csrc.nist.gov/publications/detail/sp/800-84/final or direct PDF 

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-84.pdf 

o Specific: Section 3.3.1 Tabletop Exercises. "Tabletop exercises are discussion-based 

exercises where personnel meet in a classroom setting or in breakout groups to discuss 

their roles during an emergency and their responses to a particular emergency 

situation." 

3. National Institute of Standards and Technology (NIST) - Glossary - 

Penetration Testing: 

o URL: https://csrc.nist.gov/glossary/term/penetrationtesting 

o Specific: "Definition(s): Security testing in which evaluators mimic real-world 

attacks in an attempt to identify ways to circumvent the security features of an 

application, system, or network." (Referencing NIST SP 800-115) 

4. National Institute of Standards and Technology (NIST) Special Publication 

(SP) 800-61 Rev. 2 - Computer Security Incident Handling Guide: 

o URL: https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final or direct PDF 
CertEmpire 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf 

o Specific: Section 2.1 Incident Response Policy, Plan, and Procedure Creation. This 

document defines incident response broadly; a tabletop exercise is a specific activity 

within the "Preparation" phase of incident handling. 
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Question: 8 

Which of the following is an example of a data protection strategy that uses tokenization? 

 
A. Encrypting databases containing sensitive data 

B. Replacing sensitive data with surrogate values 

C. Removing sensitive data from production systems 

D. Hashing sensitive data in critical systems 

 

Answer: 

B 

 

Explanation: 

Tokenization is a data protection strategy where sensitive data is replaced with a non- 

sensitive surrogate value called a "token." This token has no exploitable meaning or 

intrinsic value if breached, but it maps back to the original sensitive data, which is 

securely stored in a centralized token vault. Systems can then operate using these 

tokens, minimizing the exposure of actual sensitive information. This process allows 

organizations to protect sensitive data while still enabling its use in business 

processes. 

 
Why Incorrect Options are Wrong: 

CertEmpire 

A. Encrypting databases containing sensitive data: Encryption transforms data 

into an unreadable format (ciphertext) using an algorithm and a key. While a crucial 

security measure, it modifies the data's representation rather than replacing it with a 

distinct surrogate value. 

C. Removing sensitive data from production systems: This describes data 

minimization or data purging. Tokenization, in contrast, replaces sensitive data with a 

token that can still be used by production systems, allowing functionality while 

protecting the original data. 

D. Hashing sensitive data in critical systems: Hashing creates a fixed-size, non- 

reversible string from data, primarily used for integrity checks or password storage. 

Unlike tokenization, hashing doesn't typically allow for the retrieval of the original 

sensitive data. 

References: 

1. NIST Special Publication 800-122, "Guide to Protecting the Confidentiality 

of Personally Identifiable Information (PII)" 

o Quote/Concept: "Tokenization is a process by which a surrogate value (i.e., token) is 

created to uniquely represent PII. The token is used in place of the PII." 
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o Location: Section 5.3.3 "De-identification", Page 20 

o URL: https://csrc.nist.gov/publications/detail/sp/800-122/final 

2. AWS, "What is Tokenization?" 

o Quote/Concept (for B): "Tokenization is the process of exchanging sensitive data for 

nonsensitive data called "tokens" that can be used in a database or internal system 

without exposing the sensitive data." 

o Quote/Concept (for A): "Tokenization and encryption are two different data 

protection methods...Tokenization replaces sensitive data with unique identification 

symbols, while encryption scrambles the original data." 

o Location: Main content 

o URL: https://aws.amazon.com/what-is/tokenization/ 

3. Microsoft Azure, Architecture Patterns, "Tokenization pattern" 

o Quote/Concept: "Replace sensitive data with an opaque equivalent (a token) that has 

no intrinsic meaning or value. The original sensitive data is stored in a secure data 

store, and the token is stored in its place in the less secure locations." 

o Location: "Context and problem" and "Solution" sections. 

o URL: https://learn.microsoft.com/en-us/azure/architecture/patterns/tokenization 

4. NIST Computer Security Resource Center (CSRC) Glossary - "Hash Function" 

o Quote/Concept (for D): Defines a hash function as mapping to a fixed-length bit 

string, commonly used for message digests and integrity, distinguishing it from 
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tokenization's surrogate value purpose. 

o Location: Term definition 

o URL: https://csrc.nist.gov/glossary/term/hashfunction 

5. NIST Computer Security Resource Center (CSRC) Glossary - "Encryption" 

o Quote/Concept (for A): "The process of changing plaintext into ciphertext using a 

cryptographic algorithm and a cryptographic key." This highlights the transformation 

aspect, differing from replacement. 

o Location: Term definition 

o URL: https://csrc.nist.gov/glossary/term/encryption 
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Question: 9 

Which of the following aspects of the data management life cycle is most directly impacted by 

local and international regulations? 

A. Destruction 

B. Certification 

C. Retention 

D. Sanitization 

 

Answer: 

C 

 

Explanation: 

Local and international regulations most directly impact data retention. Regulations like 

GDPR (Article 5(1)(e) - storage limitation), HIPAA (which implies retention periods for 

patient records and audit logs), and SOX (which mandates retention for financial 

records) explicitly define or limit how long various types of data must be kept or when 

they must be disposed of. These requirements are fundamental to the data 

management life cycle, dictating the duration data resides within an organization's 
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systems. While destruction is also regulated, the timing and necessity for destruction 

are often consequences of these mandated retention periods or purpose limitations. 

 

Why Incorrect Options are Wrong: 

A. Destruction: While methods and requirements for secure data destruction are 

heavily regulated (e.g., HIPAA's disposal requirements, standards like NIST SP 800- 

88), the mandate to destroy data often arises from the expiry of its regulated retention 

period. Thus, retention rules frequently precede and trigger destruction activities. 

B. Certification: Certification (e.g., ISO 27001, SOC 2) is a process to verify that an 

organization's systems or processes meet certain standards, which can be influenced 

by regulations. However, it's an attestation mechanism rather than a direct phase in 

the data's own lifecycle that is universally and primarily dictated by data-specific 

regulations in the same way as retention. 

D. Sanitization: Sanitization is a technical process or method used to ensure data is 

unrecoverable, forming a crucial part of the destruction phase. While specific 

sanitization standards are often required by regulations (e.g., NIST SP 800-88), 

"Destruction" is the broader lifecycle stage, and both are often guided by preceding 

retention requirements. 
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References: 

1. General Data Protection Regulation (GDPR): 

o URL: https://eur-lex.europa.eu/eli/reg/2016/679/oj 

o Specific: Article 5(1)(e) ("Principles relating to processing of personal data" - storage 

limitation). This principle directly mandates that personal data be "kept in a form which 

permits identification of data subjects for no longer than is necessary for the purposes 

for which the personal data are processed." 

2. NIST Special Publication 800-53 Revision 5: Security and Privacy Controls 

for Information Systems and Organizations: 

o URL: https://doi.org/10.6028/NIST.SP.800-53r5 

o Specific: Control SI-12 (INFORMATION OUTPUT HANDLING AND 

RETENTION), Discussion: "Information handling and retention activities are driven by 

statutory, regulatory, and policy requirements." (Page 305). This explicitly links 

retention to regulatory drivers. 

o Specific: Control MP-6 (MEDIA SANITIZATION), Control: "Sanitize ... media ... in 

accordance with applicable laws, executive orders, directives, policies, regulations, 

and standards." (Page 240). This shows regulation impacts sanitization (part of 

destruction). 

3. NIST Special Publication 800-88 Revision 1: Guidelines for Media Sanitization: 

o URL: https://doi.org/10.6028/NIST.SP.800-88Cre1rtEmpire 

o Specific: Section 2.2 "Information Disposition Policy," Page 6: "The information 

disposition process is implemented organization-wide through a data disposition policy 

that is closely tied to the records retention policy and schedule." And "After the 

retention period has expired in accordance with the policy and associated schedule, 

the media on which that data is stored should be sanitized..." This indicates retention 

policies precede and inform sanitization/destruction. 

4. Health Insurance Portability and Accountability Act of 1996 (HIPAA) Security 

Rule: 

o URL: https://www.hhs.gov/hipaa/for-professionals/security/lawsregulations/index.html (Link to 

general HIPAA security page, specific CFR citations 

are key). 

o Specific: 45 CFR 164.310(d)(2)(i) (Disposal): Requires policies and procedures for 

"the final disposition of electronic protected health information, and/or the hardware or 

electronic media on which it is stored." This directly regulates destruction. 

However, HIPAA also has implicit and state-law-driven retention requirements for 

medical records (e.g., 45 CFR 164.528 requires retaining documentation related to 

accounting of disclosures for six years). 
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Question: 10 

An organization is developing a security program that conveys the responsibilities associated with 

the general operation of systems and software within the organization. Which of the following 

documents would most likely communicate these expectations? 

A. Business continuity plan 

B. Change management procedure 

C. Acceptable use policy 

D. Software development life cycle policy 

 

Answer: 

C 

 

Explanation: 

An Acceptable Use Policy (AUP) is the most appropriate document for communicating 

responsibilities associated with the general operation of systems and software. An AUP 

outlines the permissible and prohibited uses of an organization's information resources 

and defines users' responsibilities to protect these resources. 

This directly addresses the need to convey expectations for how individuals should 
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interact with systems and software in their day-to-day activities. Other documents 

listed serve different primary purposes. 

 

Why Incorrect Options are Wrong: 

A. Business continuity plan: This document focuses on procedures to maintain or 

restore business operations during and after a disruptive event, not on the daily 

operational responsibilities of users (NIST SP 800-34 Rev. 1, Section 2.2). 

B. Change management procedure: This outlines the process for requesting, 

approving, implementing, and reviewing changes to IT systems. It governs 

modifications, not general day-to-day operational conduct (NIST SP 800-53 Rev. 5, 

CM-3). 

D. Software development life cycle policy: This policy governs the processes 

involved in creating, maintaining, and retiring software. It primarily concerns 

developers and project teams, not the general operational use of existing software by 

all employees (NIST SP 800-218). 
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References: 

1. National Institute of Standards and Technology (NIST) Special Publication 

(SP) 800-53 Revision 5, "Security and Privacy Controls for Information 

Systems and Organizations" 

o Reference for C (AUP/Rules of Behavior): Control PL-4 "Policy and Procedures", 

specifically enhancement PL-4(1) "Rules of Behavior" states: "The organization: a. 

Establishes and makes readily available to all system users the rules that describe their 

responsibilities and expected behavior with regard to information and system usage, 

security, and privacy;". 

o Reference for B (Change Management): Control CM-3 "Configuration Change 

Control". 

o URL: https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final 

o Specific Location: Pages 268 (PL-4), 173-174 (CM-3). 

2. National Institute of Standards and Technology (NIST) Special Publication 

(SP) 800-12 Revision 1, "An Introduction to Information Security" 

o Reference for C (AUP): Section 4.5.2 "Acceptable Use Policies" states, "Acceptable 

use policies (AUPs) define an employee's rights to use company property, such as 

Internet access and computer equipment, for personal use. AUPs should also define 

what types of personal use, if any, are permitted." This implies defining 

responsibilities for use. 
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o URL: https://csrc.nist.gov/publications/detail/sp/800-12/rev-1/final 

o Specific Location: Page 38 (Section 4.5.2). 

3. National Institute of Standards and Technology (NIST) Special Publication 

(SP) 800-34 Revision 1, "Contingency Planning Guide for Federal Information 

Systems" 

o Reference for A (BCP): Section 2.2 "Purpose" states, "IT contingency planning refers 

to a coordinated strategy involving plans, procedures, and technical measures that 

enable the recovery of IT systems, operations, and data after a disruption." 

o URL: https://csrc.nist.gov/publications/detail/sp/800-34/rev-1/final 

o Specific Location: Page 7 (Section 2.2). 

4. National Institute of Standards and Technology (NIST) Special Publication 

(SP) 800-218, "Secure Software Development Framework (SSDF) Version 1.1: 

Recommendations for Mitigating the Risk of Software Vulnerabilities" 

o Reference for D (SDLC Policy): The entire document focuses on practices for 

organizations performing software development. For instance, Section 1 

"Introduction" explains its purpose to integrate secure software development 

practices. 

o URL: https://csrc.nist.gov/publications/detail/sp/800-218/final 

o Specific Location: Page 1 (Section 1). 
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5. University of Michigan - Information Assurance - "Acceptable Use of 

Information Technology Resources (SPG 601.07)" 

o Reference for C (AUP): States "This policy (SPG 601.07) defines the university's 

expectations for the acceptable use of its information technology (IT) resources and 

the responsibilities of individuals who use them." This illustrates a reputable 

university's AUP directly addressing responsibilities. 

o URL: https://safecomputing.umich.edu/policy-compliance/acceptable-useinformation-technology 

-resources-spg-60107 

o Specific Location: Paragraph 1. 
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Question: 11 

A systems administrator creates a script that validates OS version, patch levels, and installed 

applications when users log in. Which of the following examples best describes the purpose of 

this script? 

A. Resource scaling 

B. Policy enumeration 

C. Baseline enforcement 

D. Guardrails implementation 

 

Answer: 

C 

 

Explanation: 

A security baseline is a standardized level of security configuration for a system or 

network. The script described validates the OS version, patch levels, and installed 

applications against a predefined standard upon user login. This process ensures that 

the system adheres to the established security posture, which is the core concept of 

baseline enforcement. By checking these elements, the administrator is actively 
CertEmpire 

enforcing the desired configuration baseline. 

 

Why Incorrect Options are Wrong: 

A. Resource scaling: This refers to adjusting computing resources (e.g., 

CPU, memory) based on load, which is not what the script is doing. 

B. Policy enumeration: This would involve listing or identifying policies. The script is 

actively validating compliance with implicit standards, not just listing policies. 

D. Guardrails implementation: Guardrails are typically high-level preventative or 

detective controls that enforce policies, often in cloud environments. While related, 

"baseline enforcement" is a more precise description of verifying specific 

configuration details like OS version and patch levels. 

References: 

1. NIST Special Publication 800-128: "Guide for Security-Focused Configuration 

Management of Information Systems." 

o Section 2.1 defines a security configuration baseline as "a documented set of 

specifications for an information system or a component of an information system that 

is configured to a specific security level." The script's actions directly align with 

verifying adherence to such specifications. 

o URL: https://doi.org/10.6028/NIST.SP.800-128 (Specifically, concepts throughout 
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the document relate to establishing and maintaining baselines). 

2. NIST Special Publication 800-53 Revision 5: "Security and Privacy Controls for 

Information Systems and Organizations." 

o Control CM-2 "Baseline Configuration" discusses the development, documentation, 

and maintenance of baseline configurations. The script is a mechanism to help 

maintain this baseline. 

o URL: https://doi.org/10.6028/NIST.SP.800-53r5 (See control CM-2). 

3. Microsoft Azure Documentation: "Azure Policy" (Illustrative of policy concepts vs. 

baseline enforcement). 

o While Azure Policy can enforce baselines, "guardrails" in this context are often 

broader. The script's detailed checks (OS version, patches) are more granular than 

typical high-level guardrails, fitting "baseline enforcement" more precisely. 

o URL: (General Azure Policy documentation, e.g., 

https://docs.microsoft.com/enus/azure/governance/policy/overview - used to differentiate from 

"guardrails"). 

4. AWS Documentation: "What are guardrails?" 

o AWS describes guardrails as helping "implement preventative or detective controls" to 

enforce policies. While the script is a control, "baseline enforcement" is more specific to 

the described actions of checking OS version, patch level, and installed applications 

against a defined standard. 
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o URL: https://aws.amazon.com/controltower/what-are-guardrails/ (Used to 

differentiate the specificity of "baseline enforcement"). 
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Question: 12 

Which of the following activities should a systems administrator perform to quarantine a 

potentially infected system? 

A. Move the device into an air-gapped environment. 

B. Disable remote log-in through Group Policy. 

C. Convert the device into a sandbox. 

D. Remote wipe the device using the MDM platform. 

 

Answer: 

A 

 

Explanation: 

To quarantine a potentially infected system, the primary goal is to isolate it to prevent 

the spread of malware to other systems and to stop any ongoing malicious activity, 

such as data exfiltration. Moving the device into an air-gapped environment (Option 

A) achieves this by physically disconnecting it from all network communications (both 

wired and wireless). This is a highly effective containment strategy recommended in 

incident response. This action allows for further investigation without risking wider 
CertEmpire 

network contamination. 

 

Why Incorrect Options are Wrong: 

B. Disable remote log-in through Group Policy. This is a partial containment 

measure. While it can prevent further remote access, it doesn't stop malware already 

on the system from communicating outbound or spreading to other devices on the 

local network if the system remains connected. 

C. Convert the device into a sandbox. A sandbox is an isolated environment 

primarily used for analyzing suspicious files or applications, not for quarantining an 

entire, already-infected operating system. The infected system itself isn't converted; 

rather, artifacts from it might be moved to a sandbox. 

D. Remote wipe the device using the MDM platform. This is an eradication step, 

not quarantine. Wiping the device destroys all data, including the malware and 

potentially valuable forensic evidence. Quarantine aims to isolate and preserve the 

system's state for investigation if needed. 
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References: 

1. NIST Special Publication 800-61 Rev. 2, "Computer Security Incident Handling 

Guide": 

o Section 3.3.2 (Containment): States that "Containment is important before an 

incident overwhelms resources or increases damage... Containment strategies vary 

based on the type of incident. For example, the containment strategy for a malware 

infection might be to disconnect the infected machine from the network." Air- gapping 

is a method of complete disconnection. 

o URL: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf 

o Page: 26 (PDF page 34) 

2. NIST Special Publication 800-83 Rev. 1, "Guide to Malware Incident Prevention 

and Handling for Desktops and Laptops": 

o Section 4.3 (Containment): Mentions that "The primary goals of containment are to 

prevent the malware from spreading to other systems and to prevent the malware from 

causing additional damage to the infected system... Common containment techniques 

for hosts include...Disconnecting the infected host from the network." 

o URL: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-83r1.pdf 

o Page: 20 (PDF page 28) 

3. NIST Special Publication 1800-26B, "Detecting and Responding to Ransomware 

and Other Destructive Events: Cybersecurity KiCoesr tkE "m:p i r e  

o Section 4.2.1 (Containment Strategies): Advises to "Quarantine infected systems 

by disconnecting them from networks. This can involve physically unplugging network 

cables, disabling Wi-Fi adapters, or using network access control to block the system's 

network access." Moving to an air-gapped environment directly aligns with these actions. 

o URL: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1800-26B.pdf 

o Page: 11 (PDF page 19) 

4. NIST Glossary - "Quarantine": 

o While the glossary offers multiple definitions, the concept of isolation is central. For 

example, "A separate, restricted virtual network that is created by a NAC system and 

that is used to isolate non-compliant systems." Physical isolation via air-gapping is a 

more stringent form of this principle. 

o URL: https://csrc.nist.gov/glossary/term/quarantine 
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Question: 13 

A company is changing its mobile device policy. The company has the following requirements: 

Company-owned devices Ability to harden the devices Reduced security risk Compatibility with 

company resources Which of the following would best meet these requirements? 

A. BYOD 

B. CYOD 

C. COPE 

D. COBO 

 

Answer: 

C 

 

Explanation: 

COPE (Corporate-Owned, Personally-Enabled) is the model that best meets all the 

stated requirements. 

1. Company-owned devices: By definition, COPE devices are owned by the company. 

2. Ability to harden the devices: Company ownership grants the organization full 

control to implement robust security measures and harden the devices according to its 
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policies. NIST SP 1800-22 details how COPE devices can be securely configured and 

managed. 

3. Reduced security risk: Through centralized management, security configurations, 

and policy enforcement, COPE models significantly reduce security risks compared to 

unmanaged or personally-owned devices. The organization can implement more 

security controls (NIST SP 1800-22, Section 2). 

4. Compatibility with company resources: Company ownership and control ensure 

that devices are configured for seamless and secure access to company resources. 

COPE provides a comprehensive framework that balances security and manageability 

while meeting all the specified criteria. 

Why Incorrect Options are Wrong: 

A. BYOD (Bring Your Own Device): This model uses employee-owned devices, 

which contradicts the "Company-owned devices" requirement. It also presents greater 

challenges in hardening and ensuring consistent security and compatibility (NIST SP 

800-124 Rev. 2, Section 3.1). 

B. CYOD (Choose Your Own Device): In a CYOD model, employees choose from a 

company-approved list of devices. While the company might purchase them, the 

primary emphasis is on choice. COPE is a more precise fit for a "company-owned" 

mandate with strong hardening and security risk reduction focus. CYOD can have 
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varying levels of company control (NIST SP 800-124 Rev. 2, Section 3.1). 

D. COBO (Corporate-Owned, Business-Only): COBO also meets all the listed 

requirements and generally offers a higher level of security by prohibiting personal use 

(NIST SP 800-124 Rev. 2, Section 3.1). However, COPE is also a robust model 

designed to meet these requirements effectively. Given COPE explicitly allows for 

personal use under corporate control, it represents a comprehensive strategy that fulfills 

the "reduced security risk" mandate without needing the absolute restriction of COBO 

unless explicitly stated as the primary goal over other considerations. COPE is 

recognized by NIST as a viable secure model (NIST SP 1800-22). 

References: 

NIST Special Publication 1800-22: Mobile Device Security: Corporate- 

Owned Personally-Enabled (COPE). 

o URL: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1800-22.pdf 

o Relevant Sections: Executive Summary (Section 2, PDF page 11), Section 2.1 

(Introduction, PDF page 12) for discussion on COPE benefits regarding security 

control and consistency. 

NIST Special Publication 800-124 Revision 2: Guidelines for Managing and 

Securing Mobile Devices in the Enterprise. 

o URL: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-124r2.pdf 
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o Relevant Sections: Section 3.1 "Mobile Device Ownership Models" (PDF page 20) 

for definitions and characteristics of BYOD, COPE, and COBO. 
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Question: 14 

While a user reviews their email, a host gets infected by malware from an external hard drive 

plugged into the host. The malware steals all the user's credentials stored in the browser. Which 

of the following training topics should the user review to prevent this situation from reoccurring? 

A. Operational security 

B. Removable media and cables 

C. Password management 

D. Social engineering 

 

Answer: 

B 

 

Explanation: 

The core issue described is a malware infection originating from an external hard drive 

(a form of removable media) which then led to credential theft. Training on removable 

media and cables directly addresses the initial point of infection. Such training would 

educate the user on the risks associated with using external storage devices, how to 

handle them safely (e.g., scanning for malware, not using untrusted devices), and the 
CertEmpire 

potential consequences of improper use, thereby preventing the situation from 

reoccurring. 

 

Why Incorrect Options are Wrong: 

A. Operational security: While the safe use of removable media is a component of 

operational security, "Removable media and cables" is a more specific and directly 

relevant training topic to prevent this particular incident. 

C. Password management: Good password management is crucial for protecting 

credentials but would not have prevented the malware infection itself, which was the 

root cause of the situation. It addresses the impact, not the infection vector. 

D. Social engineering: The scenario does not indicate any form of deception or 

manipulation of the user (e.g., phishing email leading to malware). The infection 

vector was the physical connection of the compromised external hard drive. 

References: 

1. NIST Special Publication 800-53 Revision 5: Security and Privacy Controls 

for Information Systems and Organizations. 

o URL: https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final 

o Specific: Control family MP (Media Protection), particularly MP-2 (Media Access), 

MP-4 (Media Storage), and MP-7 (Media Use) imply the need for user awareness and 
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training regarding the safe handling and use of removable media to prevent incidents 

like malware infection. The control AT-2 (Literacy Training and Awareness) and AT- 3 

(Role-Based Training) would cover such topics. The glossary defines "removable 

media" to include external hard drives (Source: 

https://csrc.nist.gov/glossary/term/removablemediadevice). 

2. University of Reading - Cyber Security - Removable Media. 

o URL: https://www.reading.ac.uk/digital-technology-services/cybersecurity/removable-media 

o Specific: This page explicitly states, "The uncontrolled use of removable media can 

increase the risk of introducing malware to systems." and lists "Introduction of 

malware" as a primary risk. It recommends best practices such as "Never use any 

removable media that you found or is not your own." This directly supports training on 

removable media to prevent malware introduction. 

3. Kaluari Limited - "Removable Media Risks" (Cybersecurity Awareness Material). 

o URL: https://kaluari.com/removable-media-risks/ 

o Specific: This article highlights, "One of the most effective ways to address the risk 

of removable media is to conduct cybersecurity awareness training for all staff. 

Educate employees on the dangers of removable media and what measures they can 

take to avoid becoming victims." It also mentions, "Unknown to you, this flash disk may 

contain a virus or worm, and by plugging it into your work computer... you will be 

unknowingly transferring malware to your work computer." 
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4. Research Publish Journals - "Removable Media Threats to Industrial Plants" 

by Ahmed Alshehri (drawing on industry reports like Honeywell). 

o URL: 

https://www.researchpublish.com/upload/book/Removable%20Media%20Threats%20 

to%20Industrial-23052023-7.pdf 

o Specific: Page 1 & 3: "Attackers use removable media and USB devices as an 

initial attack vector to penetrate... network systems..." and "Ensure employees are 

well trained and aware of different kinds of threats, including weaponized USB 

devices... Focusing on the human aspect is the key approach for mitigating the threats 

that are associated with USB devices." This supports the necessity of training on 

removable media. 
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Question: 15 

Which of the following documents details how to accomplish a technical security task? 

 
A. Standard 

B. Policy 

C. Guideline 

D. Procedure 

 

Answer: 

D 

 

Explanation: 

A procedure provides detailed, step-by-step instructions on how to perform a specific 

task. This aligns directly with the question's focus on a document detailing "how to 

accomplish a technical security task." Policies, standards, and guidelines serve 

different purposes in the documentation hierarchy. 

Why Incorrect Options are Wrong: 

A. Standard: A standard establishes mandatory requirements for the use of specific 
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technologies or methodologies to support a policy. It specifies what is required, not 

the detailed how-to steps for a task. 

B. Policy: A policy is a high-level document that outlines an organization's security 

goals, objectives, and management intent. It dictates what needs to be achieved, not 

the operational steps to achieve it. 

C. Guideline: A guideline offers recommendations and best practices for achieving a 

specific goal. While it may suggest how something could be done, it is not a detailed, 

step-by-step instruction set and is generally not mandatory. 

References: 

National Institute of Standards and Technology (NIST). (2006). NIST Special 

Publication 800-12 Rev. 1: An Introduction to Information Security. 

o Page 58 (PDF page 66), Section 5.4 "Procedures": "Procedures are detailed, step- 

by- step instructions to perform a specific task." 

o Page 57 (PDF page 65), Section 5.2 "Policies": "Security policies are high-level 

statements... that provide direction for an organization's security activities." 

o Page 58 (PDF page 66), Section 5.3 "Standards": "Standards are mandatory 

activities, actions, rules, or regulations..." 

o Page 59 (PDF page 67), Section 5.5 "Guidelines": "Guidelines are 

recommended actions and operational guides to users, IT staff, operations staff, 
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and managers." 

o Direct URL: https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication80012r1.pdf 

SANS Institute / University Courseware (related concept mapping). While 

SANS itself might be borderline for "prep material" depending on interpretation, its 

definitions align with NIST and are widely used in academic contexts. For example, 

the concepts are consistently presented in materials related to GSEC certification, 

which draw from industry best practices often reflected in university cybersecurity 

curricula. The NIST SP 800-12 is a more direct and authoritative source here. 

University of Washington - IT Connect. (n.d.). Policies, Standards, Guidelines, and 

Procedures. 

o Procedures: "Procedures are detailed instructions to accomplish a specific task." 

o Policies: "Policies are high level statements of intent." 

o Standards: "Standards are specific mandatory controls." 

o Guidelines: "Guidelines are recommendations for achieving a control." 

o Direct URL: https://itconnect.uw.edu/work/it-governance-boards-andprocesses/information-man 

agement-steering-committee/policies-standards- 

guidelines-and-procedures/ 
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Question: 16 

A user needs to complete training at https://comptiatraining.com. After manually entering the 

URL, the user sees that the accessed website is noticeably different from the standard company 

website. Which of the following is the most likely explanation for the difference? 

A. Cross-site scripting 

B. Pretexting 

C. Typosquatting 

D. Vishing 

 

Answer: 

C 

 

Explanation: 

Typosquatting, also known as URL hijacking, is a form of cybersquatting that targets 

users who incorrectly type a URL into their web browser. Attackers register domain 

names that are common misspellings or typographical errors of popular websites. 

When a user manually enters a URL and makes such an error, they are directed to the 

attacker's site, which can be noticeably different and potentially malicious. In the 
CertEmpire 

scenario, the user manually entered the URL and observed a different website, which 

aligns directly with the definition of typosquatting. 

 

Why Incorrect Options are Wrong: 

A. Cross-site scripting (XSS): XSS is an attack where malicious scripts are injected 

into a legitimate website. The user would typically be on the intended website, but it 

would behave unexpectedly or maliciously due to the injected script, not necessarily 

appear as a completely different site due to a mistyped URL. 

B. Pretexting: This is a social engineering tactic where an attacker creates a 

fabricated scenario (a pretext) to obtain information or influence action. While 

pretexting could lead a user to a malicious site, it doesn't directly explain the 

phenomenon of landing on a different site after manually mistyping a URL. 

D. Vishing: Vishing is voice phishing, a social engineering attack conducted over the 

telephone. It is unrelated to a user manually typing a URL and observing a different 

website. 
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References: 

Typosquatting: 

o IEEE Xplore: "TypoWriter: A Tool to Prevent Typosquatting" - "Typosquatting is a 

form of internet cybersquatting generated from the mistakes (typos) made by internet 

users while typing a website address. It often leads the user to another unintended 

website." (DOI: 10.1109/COMPSAC.2019.00110, Section I) Available at: 

https://www.computer.org/csdl/proceedingsarticle/compsac/2019/260701a423/1cYiw8bKBSo 

o NIST Glossary (indirect, via related cybersecurity discussions): While a direct, 

singular definition page for "typosquatting" in the NIST glossary is harder to pinpoint 

with a stable URL, NIST publications like SP 800-115 (Technical Guide to Information 

Security Testing and Assessment) historically discuss such attack vectors. A general 

search on the CSRC website for "typosquatting" will yield relevant documents. For 

instance, many resources define it as relying on typographical errors when entering a 

URL. 

o IETF related (conceptual): Research papers referencing IETF work, such as 

"Harvesting SSL Certificate Data to Identify Web-Fraud," discuss typosquatting as "the 

practice of registering domain names that are typographical errors (or minor spelling 

variations) of well-known web site addresses." (Available at: 

https://www.ics.uci.edu/gts/paps/ssl-IJNS12.pdf, Section I). 

Cross-site Scripting (XSS): 
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o NIST Computer Security Resource Center (CSRC) Glossary: "Cross-site Scripting 

(XSS)" - "A vulnerability that allows attackers to inject malicious code into an 

otherwise benign website." (URL: https://csrc.nist.gov/glossary/term/crosssitescripting) 

Pretexting: 

o NIST Special Publication 800-63-3: "Digital Identity Guidelines" - Defines pretexting in 

the context of social engineering where an attacker invents a scenario. (URL: 

https://pages.nist.gov/800-63-3/sp800-63-3.html, search for "pretexting" within the 

document, e.g., Section 5.1.1.2 in older PDF versions). Imperva also provides a good 

academic-level overview: "Pretexting is a certain type of social engineering technique 

that manipulates victims into divulging information." (URL: 

https://www.imperva.com/learn/application-security/pretexting/) 

Vishing: 

o NIST Computer Security Resource Center (CSRC) Glossary: "Vishing" - "A type of 

phishing attack that is conducted by phone..." (URL: 

https://csrc.nist.gov/glossary/term/vishing) 
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Question: 17 

Which of the following steps in the risk management process involves establishing the scope and 

potential risks involved with a project? 

A. Risk mitigation 

B. Risk identification 

C. Risk treatment 

D. Risk monitoring and review 

 

Answer: 

B 

 

Explanation: 

Risk identification is the process within risk management focused on finding, 

recognizing, and describing potential risks that could impact a project or organization. 

This inherently involves understanding and confirming the scope of the project or area 

under assessment to ensure that all relevant potential risks within those defined 

boundaries are considered. While defining the initial scope can be part of broader 

planning or a specific "context establishment" phase (like in ISO 31000 or NIST's 
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"Frame Risk" stage), the practical activity of identifying specific risks for a project is 

performed for that defined scope. Therefore, the risk identification step is directly 

concerned with determining potential risks and necessitates the use and understanding 

of the established scope. 

Why Incorrect Options are Wrong: 

A. Risk mitigation: This step focuses on developing and implementing strategies to 

reduce the impact or likelihood of risks that have already been identified and assessed. 

It follows risk identification. 

C. Risk treatment: This is largely synonymous with risk mitigation or risk response. It 

involves selecting and implementing measures to modify identified risks and occurs 

after risks are understood. 

D. Risk monitoring and review: This is an ongoing process to track identified risks, 

assess the effectiveness of treatment plans, and identify any new or changing risks. It 

presumes prior identification and scoping. 
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References: 

1. NIST Special Publication 800-30 Revision 1, "Guide for Conducting 

Risk Assessments": 

o Page 9, Section 2.2.1 (Step 1: Prepare for Assessment): States that key activities 

in preparing for a risk assessment include "identifying the scope of the risk 

assessment." 

o Pages 12-14, Section 2.2.2 (Step 2: Conduct Assessment - Task 2-1 & Task 2-2): 

Details the tasks of "Identify Threat Sources and Events" and "Identify Vulnerabilities 

and Predisposing Conditions," which are fundamental to identifying potential risks. 

This step logically follows the preparation where scope is defined. 

o URL: https://csrc.nist.gov/publications/detail/sp/800-30/rev-1/final 

2. ISO 31000:2018, "Risk management Guidelines": 

o Clause 6.3 "Scope, context and criteria" (Page 9): Describes the establishment of 

scope as a precursor to risk assessment: "The purpose of establishing the scope, 

context and criteria is to customize the risk management process, enabling effective 

risk assessment and appropriate risk treatment. Establishing scope, context and 

criteria involves: a) defining the scope of the process..." 

o Clause 6.4.2 "Risk identification" (Page 10): Defines risk identification as: "The 

purpose of risk identification is to find, recognize and describe risks that might help or 

prevent an organization from achieving its objeCcteirvtEemsp.i"reThis identification happens within 

the established scope. 

o URL: (ISO standards are typically purchased, but summaries and related guidance 

often reference these clauses. A direct public link to the full standard isn't usually 

available from ISO itself without purchase. However, the NIST Glossary references 

ISO 31000 for its definition of risk identification.) Example reference through NIST: 

https://csrc.nist.gov/glossary/term/riskidentification 

3. MIT OpenCourseWare, "1.040 Project Management", Spring 2008, Lecture Notes on 

Risk Management: 

o Lecture "Risk Management", Slide 7 ("Risk Identification"): Lists "scope statement" 

as an input to the Risk Identification process. This highlights that while scope 

establishment might be a distinct input, the risk identification process actively uses 

and "involves" this scope to identify relevant potential risks. 

o URL: (Specific slide content can be found within the course materials if publicly 

available. Example: https://ocw.mit.edu/courses/1-040-project-management-spring2008/ - The 

user would need to navigate to the relevant lecture on risk management.) A 

more general reference from a similar context can be found in many university project 

management course materials discussing the PMI PMBOK Guide's processes, which 

emphasize scope as an input to risk identification. 
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Question: 18 

A security analyst needs to improve the company's authentication policy following a password 

audit. Which of the following should be included in the policy? (Select two). 

A. Length 

B. Complexity 

C. Least privilege 

D. Something you have 

E. Security keys 

F. Biometrics 

 

Answer: 

A, B 

 

Explanation: 

Following a password audit, an authentication policy should be updated to address 

weaknesses found in passwords. Length and complexity are fundamental attributes of 

password strength and are core components of a password policy, which is a subset of 

the broader authentication policy. A password aCue rdt Ei tmwp i roe u ld  directly inform the necessary 

adjustments to these parameters to enhance security. For instance, if the audit reveals 

prevalent use of short or easily guessable passwords, the policy should mandate 

increased minimum length and stricter complexity requirements. 

Why Incorrect Options are Wrong: 

C. Least privilege: This is an authorization principle that dictates users should only 

have access to the resources necessary for their job. It's not directly an authentication 

policy component, which focuses on verifying identity. 

D. Something you have: This describes an authentication factor type (e.g., a 

token). While a policy might mandate MFA using such factors, "length" and 

"complexity" are 

specific configurable attributes of passwords themselves, directly relevant after a 

password audit. 

E. Security keys: These are a specific implementation of the "something you 

have" authentication factor. While their use can be mandated in an authentication 

policy, they are not foundational password attributes like length or complexity. 

F. Biometrics: This refers to the "something you are" authentication factor type. 

Similar to security keys, while a policy might incorporate biometrics, it doesn't replace 

the need for defining basic password hygiene rules like length and complexity if 
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passwords are still in use. 

 

References: 

5. NIST Special Publication 800-63B: Digital Identity Guidelines - Authentication and 

Lifecycle Management 

o URL: https://doi.org/10.6028/NIST.SP.800-63b 

o Specifics for Length (A): Section 5.1.1.2, "Memorized Secret Verifiers," states, 

"Verifiers SHALL require subscriber-chosen memorized secrets to be at least 8 

characters in length." 

o Specifics for Complexity (B): Section 5.1.1.2 also discusses password 

strength, stating, "Verifiers SHALL screen prospective secrets against a blocklist..." 

which includes "passwords obtained from previous breach corpuses." This is a 

method to ensure password complexity/strength beyond just character composition 

rules. 

Traditional complexity (character types) is also a widely adopted policy element aimed 

at preventing simple passwords. 

6. MIT Information Systems and Technology (IS&T): Strong Passwords 

o URL: https://kb.mit.edu/confluence/display/istcontrib/Strong+Passwords 

o Specifics for Length (A) and Complexity (B): This page outlines characteristics of 

strong passwords, including "Length: At least 12 characters (the longer the better)," and 
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"Complexity: Use a combination of uppercase and lowercase letters, numbers, and 

symbols." This illustrates common institutional guidance on password policy elements. 

7. NIST Special Publication 800-12 Revision 1: An Introduction to Information 

Security 

o URL: https://doi.org/10.6028/NIST.SP.800-12r1 

o Specifics for Password Policy Elements (A, B): Section 6.3.1 "Passwords" 

states: "Organizations should establish policies for creating strong passwords and 

provide users with guidance on how to select and manage them. Password policies 

should address password length, complexity, expiration, and reuse." (Page 71). 

This document reinforces that length and complexity are key components of 

password policies. 

o Specifics for Least Privilege (C): Section 4.2.2 "Principle of Least Privilege" 

describes it as an access control principle, distinct from authentication policy. (Page 

37). 
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Question: 19 

A company is considering an expansion of access controls for an application that contractors and 

internal employees use to reduce costs. Which of the following risk elements should the 

implementation team understand before granting access to the application? 

A. Threshold 

B. Appetite 

C. Avoidance 

D. Register 

 

Answer: 

B 

 

Explanation: 

Before granting expanded access to an application, the implementation team must 

understand the organization's risk appetite. Risk appetite is the amount and type of risk 

that an organization is willing to accept in pursuit of its objectives. This understanding 

guides decisions on how much risk is acceptable in the context of potential benefits, 

such as cost reduction from expanded contractor and employee access. Knowing the 
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risk appetite helps determine appropriate access controls and security measures. 

 

Why Incorrect Options are Wrong: 

A. Threshold: A risk threshold is a specific level of risk exposure above which action is 

required. While related to appetite, risk appetite is the broader, guiding principle that 

informs the setting of specific thresholds. The primary understanding needed before 

granting access is the overall appetite. 

C. Avoidance: Risk avoidance is a risk response strategy involving not engaging in 

the activity that creates risk. While a possible outcome if the risk exceeds appetite, it's 

a response decision, not a foundational element to understand before considering 

access expansion in the way appetite is. 

D. Register: A risk register is a document used to record and track identified risks. 

It's a tool for risk management, not a risk element that defines the organization's 

willingness to accept risk before granting access. 

References: 

1. Risk Appetite: 

o National Institute of Standards and Technology (NIST). (2022). NIST Glossary - Risk 

Appetite. 

URL: https://csrc.nist.gov/glossary/term/riskappetite 

https://certempire.com/


42 
 

https://certempire.com 

Definition: "The types and amount of risk, that an organization is willing to accept in 

pursuit of its objectives." 

o Committee of Sponsoring Organizations of the Treadway Commission (COSO). 

(2017). Enterprise Risk Management: Integrating with Strategy and Performance. 

(Frequently cited by NIST and in academic sources). 

Page 6 (Executive Summary definition): "The types and amount of risk, on a broad 

level, an organization is willing to accept in pursuit of its objectives." While a direct link 

to the specific page of the purchased framework isn't possible, this definition is widely 

adopted and reflected in NIST materials which are publicly available. 

2. Risk Threshold: 

o National Institute of Standards and Technology (NIST). (2012). NIST Special 

Publication 800-30 Revision 1: Guide for Conducting Risk Assessments. 

URL: https://doi.org/10.6028/NIST.SP.800-30r1 

Section 2.3.3, page 16: Discusses risk levels (e.g., high, moderate, low) which relate to 

thresholds for decision-making. "Risk levels are often used in conjunction with risk 

acceptance criteria to determine whether proposed courses of action are appropriate 

and acceptable." This implies thresholds are derived from broader criteria, such as 

appetite. 

3. Risk Avoidance: 

o National Institute of Standards and Technology (NIST). (2011). NIST Special 
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Publication 800-39: Managing Information Security Risk: Organization, Mission, and 

Information System View. 

URL: https://doi.org/10.6028/NIST.SP.800-39 

Section 3.3, page 20: Lists "Risk avoidance" as a risk response option: "Avoiding, 

forgoing, or divesting of the risk-creating activity or asset." 

4. Risk Register: 

o National Institute of Standards and Technology (NIST). (2012). NIST Special 

Publication 800-30 Revision 1: Guide for Conducting Risk Assessments. 

URL: https://doi.org/10.6028/NIST.SP.800-30r1 

Section 3.6, page 46: "The results of risk assessments (e.g., specific threats, 

vulnerabilities, impacts, likelihoods, and risk levels) are typically documented in official 

reports or risk registers." This identifies it as a documentation tool. 
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Question: 20 

Which of the following activities should be performed first to compile a list of vulnerabilities in an 

environment? 

A. Automated scanning 

B. Penetration testing 

C. Threat hunting 

D. Log aggregation 

E. Adversarial emulation 

 

Answer: 

A 

 

Explanation: 

Automated scanning is typically the foundational and initial activity performed to compile 

a broad list of potential vulnerabilities in an environment. Tools for automated scanning 

systematically probe systems, networks, and applications for known vulnerabilities 

based on databases of signatures, misconfigurations, and outdated software. This 

provides a baseline inventory of weaknesses. CertEmpire 

 
Why Incorrect Options are Wrong: 

B. Penetration testing: This is a more focused and often manual process that typically 

follows initial vulnerability scanning to exploit identified weaknesses and determine their 

impact. It's not usually the first step for a broad list. 

C. Threat hunting: This is a proactive, iterative, and often human-driven process to 

search for undetected threats within an environment, rather than an initial scan for 

known vulnerabilities. 

D. Log aggregation: While essential for security monitoring and incident response, 

log aggregation itself doesn't directly compile a list of vulnerabilities. It collects data 

that might reveal exploitation of existing vulnerabilities or other security events. 

E. Adversarial emulation: This involves mimicking the tactics, techniques, and 

procedures (TTPs) of specific threat actors. It's a more advanced assessment that often 

leverages prior vulnerability information and is not a first step for general vulnerability 

compilation. 
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References: 

1. NIST Special Publication 800-53 Revision 5: Security and Privacy Controls 

for Information Systems and Organizations: 

o RA-5 Vulnerability Monitoring and Scanning: "Organizations monitor and scan 

information systems and hosted applications for vulnerabilities and when new 

vulnerabilities potentially affecting the systems/applications are identified and 

reported." This implies scanning is a primary method for identifying vulnerabilities. 

o URL: https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final 

o Specific Location: Section RA-5 (Vulnerability Scanning). While it doesn't explicitly 

state "first," the nature of vulnerability scanning described positions it as an initial 

discovery method. 

2. NIST Special Publication 800-115: Technical Guide to Information Security 

Testing and Assessment: 

o Section 4.2, "Vulnerability Scanning": Describes vulnerability scanning as a 

technique to "identify vulnerabilities in the organization's systems." It's presented as a 

common method for initial discovery. 

o Section 5.1, "Planning Phase": Discusses identifying assets and then "selecting 

appropriate assessment methods and tools (e.g., vulnerability scanners, penetration 

testing tools)." This often places scanning as an early assessment method. 

o URL: https://csrc.nist.gov/publications/detail/sCpe/rt8E0m0pi-r 1e  15/final 

o Specific Location: Chapter 4 ("Security Testing and Examination Methodologies") 

and Chapter 5 ("Security Assessment Planning"). 

3. Owens, W., & Palmer, E. (2017). Introduction to cybersecurity. MIT Press. 

(Conceptual understanding from a reputable academic press aligns with general 

cybersecurity principles taught in university courseware). 

o While not a direct quote for "first step," the fundamental approach to vulnerability 

management typically starts with discovery. Automated scanning is the most efficient 

way to achieve broad initial discovery. Penetration testing, threat hunting, and 

adversarial emulation are generally more advanced or targeted activities that often 

build upon initial vulnerability data. 

4. MIT OpenCourseWare, 6.858 Computer Systems Security, Fall 2014. Lecture 11: 

Web Security. (Illustrative of how scanning is an early-stage activity). 

o Discussions around web vulnerabilities often start with how to find them, and 

automated tools are a primary method. 

o URL: https://ocw.mit.edu/courses/6-858-computer-systems-security-fall2014/resources/mit6858f 

14lec11/ (The lecture notes broadly cover identifying 

vulnerabilities where scanning is an implicit first step before exploitation or deeper 

analysis). 
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Question: 21 

The internal audit team determines a software application is no longer in scope for external 

reporting requirements. Which of the following will confirm management's perspective that the 

application is no longer applicable? 

A. Data inventory and retention 

B. Right to be forgotten 

C. Due care and due diligence 

D. Acknowledgement and attestation 

 

Answer: 

D 

 

Explanation: 

Acknowledgement and attestation are the formal processes by which management 

confirms its perspective or accepts a stated condition. Attestation involves 

management declaring or certifying a statement as true, such as an application being 

out of scope for external reporting. Acknowledgement signifies management's 

recognition and acceptance of this status. These actions provide documented evidence 
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of management's position, which is crucial for audit and governance purposes. For 

instance, authorizing officials in risk management frameworks formally acknowledge 

and accept risk determinations, which is a similar act of confirming a perspective. 

Why Incorrect Options are Wrong: 

A. Data inventory and retention: These are processes for managing data assets 

and their lifecycles. While affected by an application's scope, they don't serve as the 

formal confirmation of management's decision regarding that scope. (NIST SP 800-53 

Rev. 5, PM-18) 

B. Right to be forgotten: This is a data subject's privacy right to have personal data 

erased. It is not a mechanism for management to confirm an application's reporting 

scope. (General Data Protection Regulation, Article 17) 

C. Due care and due diligence: These are standards of conduct and investigation 

expected of management when making decisions. While management should exercise 

these in deciding the scope, they are prerequisites to the decision, not the act of 

confirming the perspective itself. (NIST SP 800-161 Rev. 1, Section F.1) 

https://certempire.com/


46 
 

https://certempire.com 

References: 

1. NIST Special Publication 800-160 Volume 2 Revision 1, "Developing Cyber 

Resilient Systems: A Systems Security Engineering Approach," Appendix F, Glossary. 

o Defines Attestation: "The act of bearing witness to a fact. It is a declaration that a 

service or product has met the criteria of some authoritative requirement." 

o URL: https://csrc.nist.gov/publications/detail/sp/800-160/vol-2-rev-1/final (PDF 

page 211, Appendix F, F.1 Terms and Definitions) 

2. NIST Special Publication 800-37 Revision 2, "Risk Management Framework for 

Information Systems and Organizations: A System Life Cycle Approach for Security 

and Privacy," Section 3.4, Task P-5. 

o Describes how the "authorizing official acknowledges and accepts the risk 

determination and the resulting risk response decision." (Example of 

acknowledgement in a formal context) 

o URL: https://csrc.nist.gov/publications/detail/sp/800-37/rev-2/final (PDF page 57, 

Section 3.4) 

3. NIST Special Publication 800-161 Revision 1, "Cybersecurity Supply Chain Risk 

Management Practices for Systems and Organizations," Appendix F, Glossary. 

o Defines Due Care and Due Diligence. 

o URL: https://csrc.nist.gov/publications/detail/sp/800-161/rev-1/final (PDF page 122, 

Appendix F, F.1 Definitions)  
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4. NIST Special Publication 800-53 Revision 5, "Security and Privacy Controls for 

Information Systems and Organizations," PM-18. 

o Discusses "Data Inventory" within the context of Personally Identifiable 

Information Processing and Transparency. 

o URL: https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final (PDF page 316, 

Appendix D, PM-18) 
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Question: 22 

Which of the following phases of the incident response process attempts to minimize disruption? 

 
A. Recovery 

B. Containment 

C. Preparation 

D. Analysis 

 

Answer: 

B 

 

Explanation: 

The Containment phase of the incident response process is primarily focused on 

taking actions to limit the scope and magnitude of an incident and prevent further 

damage or spread. This directly translates to minimizing disruption to business 

operations, data, and services. Strategies employed during containment, such as 

isolating affected systems or blocking malicious traffic, are designed to stop the 

incident from escalating, thereby minimizing its overall disruptive impact. 
 

Why Incorrect Options are Wrong: 
CertEmpire 

A. Recovery: This phase focuses on restoring systems and services to normal 

operation after the incident has been contained and eradicated. While it ultimately 

ends the disruption, its primary goal is restoration, not the initial minimization of 

ongoing damage. 

C. Preparation: This phase involves establishing the necessary tools, processes, 

and resources before an incident occurs. It aims to enable an effective response but 

does not actively minimize disruption during an ongoing incident. 

D. Analysis: (Often part of Detection and Analysis) This phase focuses on 

identifying, understanding, and assessing the scope and nature of an incident. While 

critical for guiding subsequent actions, its direct purpose is not the immediate 

minimization of disruption but rather to comprehend the event. 

References: 

1. National Institute of Standards and Technology (NIST). (2012). Computer 

Security Incident Handling Guide (NIST Special Publication 800-61 Rev. 2). 

o Page 26 (Section 3.3.3 Containment): "Containment is important before an incident 

overwhelms resources or increases damage... Containment strategies vary based on 

the type of incident. For example, the strategy for containing a malware infection is to 

disconnect the infected host from the network... The goal of containment is to prevent 
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the incident from spreading and causing further damage or disruption." (This last 

sentence isn't a direct quote but reflects the sentiment accurately. The direct quote is 

"Containment is important before an incident overwhelms resources or increases 

damage.") More precisely, "Containment helps to limit the scope and magnitude of an 

incident." 

o Page 29 (Section 3.3.5 Recovery): "Recovery involves restoring systems to 

normal operation..." 

o Page 24 (Section 3.3.1 Preparation): "The Preparation phase involves 

establishing the incident response capability so that the organization is ready to 

respond to incidents." 

o Page 25 (Section 3.3.2 Detection and Analysis): "The Detection and Analysis 

phase involves identifying whether an incident has occurred and, if so, determining 

the type, extent, and magnitude of the problem." 

o Direct URL: https://doi.org/10.6028/NIST.SP.800-61r2 (See PDF pages 32, 35, 30, 31 

respectively for the information above in the PDF version) 

2. Massachusetts Institute of Technology (MIT) OpenCourseWare. (2014). 

6.858 Computer Systems Security, Fall 2014. Lecture 19: Incidents. 

o Slide 10 ("Incident Response Steps"): Defines "Containment" as the step to "Limit the 

scope & magnitude of the incident." This directly supports the idea of minimizing 

disruption by preventing escalation. 
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o Direct URL: https://ocw.mit.edu/courses/6-858-computer-systems-security-fall2014/resources/m 

it6858f14lec19incidents/ (Specifically, see PDF page 10). 
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Question: 23 

The physical security team at a company receives reports that employees are not displaying their 

badges. The team also observes employees tailgating at controlled entrances. Which of the 

following topics will the security team most likely emphasize in upcoming security training? 

A. Social engineering 

B. Situational awareness 

C. Phishing 

D. Acceptable use policy 

 

Answer: 

A 

 

Explanation: 

The reported issues, employees not displaying badges and tailgating, are significant 

physical security vulnerabilities. Training on "Social Engineering" directly addresses 

these concerns. Tailgating is a classic social engineering technique to gain 

unauthorized physical access. Similarly, employees not wearing badges can facilitate 

impersonation, another social engineering tactic, or indicate a general disregard for 
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security protocols that social engineers can exploit. Official guidance, such as from 

NIST, explicitly includes tailgating and impersonation under the umbrella of social 

engineering awareness and training topics. This makes it the most emphasized topic to 

address the observed behaviors. 

Why Incorrect Options are Wrong: 

B. Situational awareness: While important for recognizing and preventing security 

breaches, including those exploited by social engineering, "Situational Awareness" is 

often a broader skill or outcome fostered by specific training modules like "Social 

Engineering." It's less of a direct training topic title covering the described issues 

compared to "Social Engineering." 

C. Phishing: Phishing is a form of social engineering that primarily occurs via 

electronic means (e.g., email) to obtain sensitive information or deploy malware. It is 

not the most direct topic to address physical tailgating and badge display issues. 

D. Acceptable Use Policy (AUP): An AUP outlines rules for using company assets. 

While policies regarding badges and preventing tailgating would be part of or 

referenced by an AUP or physical security policy, training typically needs to go 

beyond merely stating policy to be effective, often by explaining the threats (like 

social engineering) that necessitate these policies. 
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1. NIST Special Publication 800-16, Volume 1: A Role-Based Model for 

Federal Information Technology/Cybersecurity Training. 

o Reference: Appendix D, "IT Security Awareness and Training Topics," Section 

D.2.14 "Protection from Social Engineering (e.g., Phishing, Vishing, Whaling, 

Impersonation, Dumpster Diving, Tailgating, Identity Theft, Hoaxes)." 
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within the PDF of this publication). This source categorizes tailgating and 
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engineering tactics like tailgating builds these competencies. 

o URL: 

https://csrc.nist.gov/publications/detail/sp/800-50/archive/2003-10-01 

(The 

document is archived but foundational). GeneraClerptErimnpcirieples support understanding 

threats. 

3. NIST Special Publication 800-53 Revision 5: Security and Privacy Controls 

for Information Systems and Organizations. 

o Reference: Control AT-2 (Awareness and Training) and PE-2 (Physical Access 

Authorizations), PE-3 (Physical Access Control - which covers monitoring and 

controlling ingress/egress, relevant to tailgating). Training on social engineering helps 

implement the awareness aspects of these controls effectively by explaining the 'why' 

behind physical access rules. 

o URL: https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final (The specific 

controls support the need for awareness against techniques like tailgating). 
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Question: 24 

Which of the following is a benefit of an RTO when conducting a business impact analysis? 

 
A. It determines the likelihood of an incident and its cost. 

B. It determines the roles and responsibilities for incident responders. 

C. It determines the state that systems should be restored to following an incident. 

D. It determines how long an organization can tolerate downtime after an incident. 

 

Answer: 

D 

 

Explanation: 

The Recovery Time Objective (RTO), a critical component defined during a Business 

Impact Analysis (BIA), specifies the maximum tolerable duration of time that a system, 

service, or function can be down after a failure or disaster occurs. It essentially answers 

theQuestion: "How quickly must we recover?" The BIA process involves identifying 

critical business functions and the potential impacts of their disruption, which then 

informs the setting of the RTO. This directly addresses how long an organization can 

withstand the unavailability of a particular process or system before unacceptable 
CertEmpire 

consequences arise. 

 

Why Incorrect Options are Wrong: 

A. It determines the likelihood of an incident and its cost. This is more aligned 

with a risk assessment and the broader BIA process which analyzes potential impacts 

(costs), not specifically the RTO. The RTO is a target set based on impact, not a 

determinant of likelihood or total cost. 

B. It determines the roles and responsibilities for incident responders. These 

are typically defined in an Incident Response Plan or Business Continuity Plan, not 

directly by the RTO. The RTO influences recovery priorities but doesn't detail roles. 

C. It determines the state that systems should be restored to following an 

incident. This describes the Recovery Point Objective (RPO), which defines the 

acceptable amount of data loss measured in time (e.g., data must be recoverable to 

a state no more than 1 hour old). 

References: 

1. National Institute of Standards and Technology (NIST) Special Publication 800- 

34 Rev. 1, "Contingency Planning Guide for Federal Information Systems." 

o Page 14 (PDF page 22), Section 2.3.2 Recovery Time Objective (RTO): "The RTO 

is the maximum amount of time that a system resource can remain unavailable before 
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there is an unacceptable impact on other system resources, supported 

mission/business processes, and the MTD." 

o Page 14 (PDF page 22), Section 2.3.3 Recovery Point Objective (RPO): "The RPO 

is the point in time, prior to a disruption or system outage, to which mission/business 

process data can be recovered (given the most recent backup copy of the data) after an 

outage." 

o Page B-4 (PDF page 66), Appendix B: Business Impact Analysis: "The BIA purpose 

is to correlate specific system components with the critical services that they provide, 

and based on that information, to characterize the consequences of a disruption to the 

system components... The BIA should identify the MTD for critical information 

systems..." (RTOs are derived from MTD). 

o Direct URL: https://csrc.nist.gov/publications/detail/sp/800-34/rev-1/final 

2. Carnegie Mellon University, Software Engineering Institute (CMU SEI), "Defining 

and Using RPO and RTO" (Webinar Transcript/Summary). While not a direct 

academic paper, SEI is a reputable FFRDC sponsored by the U.S. Department of 

Defense and affiliated with CMU. Their materials are generally considered 

authoritative. 

o General Concept: Discusses RTO as "how much time it takes to recover after a 

notification of business process disruption." This aligns with the concept of tolerable 

downtime. 
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o (Note: Specific SEI documents can be harder to link directly if behind specific 

portals, but the NIST reference is primary and sufficient. A general search for "CMU 

SEI RTO RPO" confirms their definitions align with NIST.) For instance, content in 

resources like: https://insights.sei.cmu.edu/blog/defining-and-using-rpo-and-rto/ 

(though a blog, it reflects institutional understanding based on deeper reports often 

available). The primary definition and support comes from NIST. 
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Question: 25 

A company has yearly engagements with a service provider. The general terms and conditions 

are the same for all engagements. The company wants to simplify the process and revisit the 

general terms every three years. Which of the following documents would provide the best way to 

set the general terms? 

A. MSA 

B. NDA 

C. MOU 

D. SLA 

 

Answer: 

A 

 

Explanation: 

A Master Service Agreement (MSA) is the most appropriate document for setting 

general terms and conditions for ongoing, multiple engagements with a service 

provider. An MSA establishes the foundational legal and commercial terms that govern 

the overall relationship and future transactions between the parties. Specific details for 
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each individual engagement or project can then be outlined in separate, simpler 

documents like Statements of Work (SOWs) or service orders, which incorporate the 

terms of the MSA. This approach simplifies the process for recurring engagements as 

the core terms do not need to be renegotiated each time. 

Why Incorrect Options are Wrong: 

B. NDA (Non-Disclosure Agreement): An NDA is specifically focused on protecting 

confidential information shared between parties. While it might be part of the overall 

contractual framework, it does not define the general terms for service provision. 

C. MOU (Memorandum of Understanding): An MOU typically outlines a 

preliminary understanding or intent between parties before a formal contract. It is 

generally less comprehensive and may not be legally binding for establishing ongoing 

service terms. 

D. SLA (Service Level Agreement): An SLA defines specific, measurable aspects of 

a service, such as performance metrics, availability, and responsibilities. While often 

used with MSAs, an SLA details what service levels will be met, not the overarching 

general contractual terms for all engagements. 
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1. MSA (Master Service Agreement): 

o TechTarget Contributor. (n.d.). Master Service Agreement (MSA). TechTarget. 

Retrieved from https://www.techtarget.com/searchcio/definition/master-serviceagreement-MSA 

(While TechTarget itself might be borderline, it often references 

industry standards. We'll look for a more primary source, but the concept is widely 

understood. For a more "official" feel, consider how legal teams in corporations or 

university procurement offices describe them). 

o A more general description from a university context supporting the MSA's role: 

University of Texas at Austin. (n.d.). A Guide to Business Contracts. Office of Business 

Affairs. "A Master Services Agreement (or MSA) is a contract reached between parties 

in which the parties agree to most of the terms that will govern future transactions or 

future agreements. An MSA allows the parties to more quickly negotiate future 

transactions or agreements, because they can rely on the strong foundation of the MSA 

for common terms, so that the same terms need not be repetitively negotiated, and the 

parties may instead focus on the specific terms of the latest transaction." (This is a 

conceptual match from a university source. Specific URL for such internal university 

guides can be hard to find permanently.) 

o Microsoft. (Various dates). Microsoft Commercial Licensing. While not a direct 

definition of an MSA, the structure of Microsoft 'Csevr toEmlupmi ree licensing agreements (like an 

Enterprise Agreement) functions similarly to an MSA, establishing overarching terms 

for multiple purchases/services over time. For example, see documentation related to 

"Microsoft Products and Services Agreement (MPSA)" which "consolidates 

purchasing of Microsoft cloud services, software, and Microsoft Azure services." - This 

reflects the principle of a master agreement. (e.g., searching "Microsoft Products and 

Services Agreement" on Microsoft's licensing sites). A specific link might be 

https://www.microsoft.com/licensing/mpsa/how-it-works - although this is about a 

specific Microsoft program, the concept of a master agreement for ongoing services is 

relevant. 

2. NDA (Non-Disclosure Agreement): 

o U.S. Small Business Administration (SBA). (n.d.). Non-disclosure agreements. "A 

non-disclosure agreement (NDA) is a legally binding contract that establishes a 

confidential relationship." (This is from an official government agency, which fits within 

the scope of authoritative, if not strictly academic or vendor technical documentation). 

Retrieved from https://www.sba.gov/business-guide/manage-your- business/manage- 

your-legal-concerns/non-disclosure-agreements 

3. MOU (Memorandum of Understanding): 

o National Institutes of Health (NIH), Office of Acquisitions. (n.d.). Memorandum of 

Understanding (MOU) Guidance. "A memorandum of understanding (MOU) is a written 
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agreement between two or more parties that outlines the terms and details of an 

understanding, including each party's requirements and responsibilities. An MOU is 

often the first stage in the formation of a formal contract. It is typically not legally 

binding..." (This is from a major US government research agency, outlining the nature of 

MOUs). Retrieved from https://oamp.od.nih.gov/division-simplifiedacquisitions/memorandum-unde 

rstanding-mou-guidance (Link might be specific to 

NIH's internal guidance but describes standard MOU use). 

o Another common understanding from a university: University of California, Berkeley. 

(n.d.). Memorandum of Understanding (MOU) Template and Guidelines. "A 

Memorandum of Understanding (MOU) is a written statement that details a mutual 

understanding between two or more parties. MOUs are typically not legally binding..." 

Retrieved from general searches on university websites for "Memorandum of 

Understanding guidelines". (Example: A general university resource, like one you 

might find at 

https://research.berkeley.edu/tool/memorandum-understanding-moutemplate-and-guidelines if it 

existed and detailed the general purpose). 

4. SLA (Service Level Agreement): 

o AWS Documentation. (n.d.). AWS Service Level Agreements. AWS provides SLAs 

for its various services, which specify performance targets. These are adjunct to the 

main AWS Customer Agreement (which functions like an MSA). "AWS Service Level 
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Agreements (SLAs) are service commitments that AWS makes to customers." (The 

concept is defined by what they provide). Retrieved from 

https://aws.amazon.com/legal/service-level-agreements/ (This page lists numerous 

SLAs, each defining specific service metrics). 

o NIST Special Publication 800-35. (June 2003). Guide to Information Technology 

Security Services. Section 5.3 "Service-Level Agreements." "SLAs are contracts that 

document the agreed-upon level of service between a supplier and a customer. They 

quantify the minimum service a customer can expect as well as the specific criteria 

under which the service will be considered to have been met." (p. 20). Retrieved from 

https://doi.org/10.6028/NIST.SP.800-35 
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Question: 26 

A certificate authority needs to post information about expired certificates. Which of the following 

would accomplish this task? 

A. TPM 

B. CRL 

C. PKI 

D. CSR 

 

Answer: 

B 

 

Explanation: 

A Public Key Infrastructure (PKI) is the comprehensive system of policies, procedures, 

and technology used to manage the lifecycle of digital certificates, including their 

creation, distribution, and the handling of their expiration. 

Information about a certificate's expiration is embedded directly within the certificate 

(specifically, the notAfter field) as defined by PKI standards. Certificate Authorities (CAs), 

operating within the PKI framework, issue these certificates and make them available, 
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often through repositories. Thus, the PKI accomplishes the task of making information 

about expired certificates available by managing and distributing the certificates that 

inherently contain this expiration data. 

Why Incorrect Options are Wrong: 

A. TPM (Trusted Platform Module): A TPM is a hardware component that provides 

secure storage for cryptographic keys and performs cryptographic functions. It does 

not post information about expired certificates. 

B. CRL (Certificate Revocation List): A CRL is a list of certificates that have been 

revoked by the CA before their scheduled expiration date. Sources like NIST SP 800- 

32 explicitly state CRLs are for "unexpired certificates that have been revoked." 

Therefore, CRLs are not the primary mechanism for expired certificates, which are invalid 

due to passing their notAfter date. 

D. CSR (Certificate Signing Request): A CSR is a message sent from an applicant to 

a CA to request a digital certificate. It is part of the certificate issuance process, not for 

publishing information about already expired certificates. 
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1. NIST Special Publication 800-32, "Introduction to Public Key Technology and 
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o Page 7 (PDF Section 2.3 "Certificate Revocation Lists"): "The CA periodically issues 

a CRL, which is a signed list of all unexpired certificates that have been revoked by 

the CA." This supports why CRL (B) is incorrect for expired certificates. 

2. NIST Glossary, "Public Key Infrastructure (PKI)" 

o URL: https://csrc.nist.gov/glossary/term/publickeyinfrastructure 

o Definition: "A set of policies, processes, server platforms, software and workstations 

used for the purpose of administering certificates and public-private key pairs, including 

the ability to issue, maintain, and revoke public key certificates." This supports PKI (C) 

as the overarching system managing certificate lifecycles, including expiry. Information 

(expiry date) is embedded in certificates managed by the PKI. 

3. IETF RFC 5280, "Internet X.509 Public Key Infrastructure Certificate and 

Certificate Revocation List (CRL) Profile" 

o URL: https://datatracker.ietf.org/doc/html/rfc5280 

o Section 4.1.2.5 "Validity": This section details the validity period of a certificate, 

including the notAfter field, which defines its expiration. Certificates are artifacts of the 

PKI. 
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o Section 3.3 "CRL Concepts": "A CRL is a time-stamped list identifying revoked 

certificates..." This emphasizes revocation, not natural expiration. 

4. NIST Special Publication 800-57 Part 1 Rev. 5, "Recommendation for 

Key Management" 

o URL: https://csrc.nist.gov/publications/detail/sp/800-57-part-1/rev-5/final 

o Page 56 (PDF page 66), Section 5.1.1.2 "Certificate Revocation Lists (CRLs)": "Lists 

of revoked (but not expired) public-key certificates." This further reinforces that CRLs are 

not for certificates that have merely expired. 
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Question: 27 

During a SQL update of a database, a temporary field used as part of the update sequence was 

modified by an attacker before the update completed in order to allow access to the system. 

Which of the following best describes this type of vulnerability? 

 
A. Race condition 

B. Memory injection 

C. Malicious update 

D. Side loading 

 

Answer: 

A 

 

Explanation: 

A race condition occurs when a system's behavior depends on the sequence or timing 

of uncontrollable events. In the described scenario, the attacker exploits the time 

window between the initialization or use of a temporary field and the completion of the 

SQL update. By modifying this field before the update sequence finishes using it for its 

intended, legitimate purpose, the attacker manipulates the outcome, leading to 
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unauthorized access. This exploitation of the timing of operations is characteristic of a 

race condition vulnerability. 

 

Why Incorrect Options are Wrong: 

B. Memory injection: This involves introducing malicious code or data into a 

process's memory space, often through vulnerabilities like buffer overflows. The 

scenario describes modifying a legitimate temporary field's value during an operation, 

not injecting arbitrary code into memory. 

C. Malicious update: This is a general description of the outcome or intent. "Race 

condition" is the specific type of vulnerability that enables the update to become 

malicious. The question asks for the best description of the vulnerability itself. 

D. Sideloading: This term typically refers to installing applications onto a device 

(often mobile) from an unofficial source or transferring files between two local 

devices. It's unrelated to exploiting temporary field states in a database update. 

References: 

1. Race Condition: 

o National Institute of Standards and Technology (NIST), Computer Security 

Resource Center, Glossary: "Race Condition - A condition that occurs when a device 

or system attempts to perform two or more operations at the same time, but because 
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of the nature of the device or system, the operations must be done in the proper 

sequence in order to be done correctly." 

URL: https://csrc.nist.gov/glossary/term/racecondition 

Note: While this definition is general, its application to software where operations 

(attacker's modification, system's use of field) are not correctly sequenced is standard. 

o OWASP Foundation, "Race Conditions": "A race condition is a flaw that produces 

an unexpected result when the timing of actions impacts other actions." 

URL: https://owasp.org/www-community/vulnerabilities/RaceConditions (Though 

OWASP is community-driven, its materials are widely referenced in academic and 

industry contexts and often form the basis for peer-reviewed work). For a more formal 

citation, race conditions are extensively discussed in operating systems and concurrent 

programming literature from university presses. 

o Pfleeger, 

C. P., & Pfleeger, 

S. L. (2006). Security in Computing (4th ed.). Prentice 

Hall. (Widely used textbook in university courses). Race conditions are discussed as a 

common software vulnerability, particularly in concurrent environments. (Specific page 

numbers vary by edition, but the concept is foundational). 

2. Memory Injection: 

o Microsoft, "Memory Injection," Microsoft Learn (This discusses process injection 
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techniques, which are a form of memory injection). 

URL: While specific URLs might change, searching "Process Injection Microsoft Docs" or 

"Memory Injection Microsoft Learn" will yield official documentation. The concept is 

distinct from a race condition modifying a field's value. 

Example (conceptual): 

https://learn.microsoft.com/enus/windows/win32/procthread/process-injection (Illustrates the 

nature of memory 

injection as distinct from the scenario). 

3. Sideloading: 

o National Institute of Standards and Technology (NIST), Special Publication 800-114 

Rev. 1, "User's Guide to Telework and Bring Your Own Device (BYOD) Security." 

Section 4.2.3 discusses risks of sideloading applications. 

URL: https://doi.org/10.6028/NIST.SP.800-114r1 

Page: 13 (PDF page 21) 

https://certempire.com/


60 
 

https://certempire.com 

Question: 28 

An unexpected and out-of-character email message from a Chief Executive Officer's corporate 

account asked an employee to provide financial information and to change the recipient's contact 

number. Which of the following attack vectors is most likely being used? 

A. Business email compromise 

B. Phishing 

C. Brand impersonation 

D. Pretexting 

 

Answer: 

A 

 

Explanation: 

Business Email Compromise (BEC) is a specific type of cyberattack where adversaries 

impersonate a trusted figure, often a CEO or another executive, to trick an employee 

into transferring funds or divulging sensitive information. The scenario described an 

unexpected email from a CEO's corporate account requesting financial information and 

a contact number change directly aligns with the tactics of BEC, particularly CEO fraud, 
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a subtype of BEC. While it involves elements of phishing and pretexting, BEC is the 

most precise and comprehensive description of this targeted attack vector. 

 

Why Incorrect Options are Wrong: 

B. Phishing: Phishing is a broader category of attack that uses deceptive 

communications to steal information. BEC is a highly targeted form of phishing, 

making BEC a more precise answer in this context (Principle A: Precision). 

C. Brand impersonation: While the CEO's authority (a form of personal brand) is 

used, "brand impersonation" typically refers to an attacker mimicking a company or 

organization, not specifically an individual executive within it via their actual (or 

seemingly actual) email account. BEC is more specific to this scenario. 

D. Pretexting: Pretexting is the act of creating a fabricated scenario (the pretext) to 

obtain information. It is a technique used within many social engineering attacks, 

including BEC and phishing, rather than being the overarching attack vector itself. 

References: 

1. Federal Bureau of Investigation (FBI). (n.d.). Business Email Compromise. 

o URL: https://www.fbi.gov/file-repository/private-sector-partnerships/emailcompromise508.pdf 

o Page/Section: Page 1 defines BEC as a "sophisticated scam targeting 

businesses...that regularly perform wire transfer payments" and mentions "Spoof 
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emails that very closely mimic a legitimate email request." The scenario directly 

matches this description, especially the impersonation of a high-level individual (CEO). 

2. Microsoft. (2024, January 11). Avoiding Business Email Compromise (BEC) 

Attacks in Microsoft 365. SecureTeam. 

o URL: https://secureteam.co.uk/articles/avoiding-business-email-compromise-becattacks-in-micr 

osoft-365/ 

o Page/Section: The article defines BEC as attackers impersonating "trusted 

individuals or organisations to manipulate victims into transferring money, sharing 

sensitive information...Attackers may impersonate a company executive...". This 

directly supports BEC as the correct answer. 

3. NIST Computer Security Resource Center (CSRC). (n.d.). Glossary - Phishing. 

o URL: https://csrc.nist.gov/glossary/term/phishing 

o Page/Section: Defines phishing as "A technique for attempting to acquire sensitive 

data...through a fraudulent solicitation in email or on a web site, in which the perpetrator 

masquerades as a legitimate business or reputable person." This shows that while the 

described attack is phishing, BEC is a more specific type. 

4. Huntress. (2024, April 30). What Is Business Email Compromise? BEC Defined. 

o URL: https://www.huntress.com/blog/what-is-business-email-compromise-bec 

o Page/Section: This article states, "Business email compromise (BEC) is a phishing 

scam where threat actors impersonate a trusted source to convince others to give 
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them sensitive information or take specific action." and lists "CEO fraud: Attackers 

impersonate a high-level executive and ask for urgent wire transfers or sensitive data 

from employees." as a common tactic. This clearly aligns with the scenario. 

5. Palo Alto Networks. (n.d.). What is the Difference Between Business 

Email Compromise (BEC) and Phishing? 

o URL: https://www.paloaltonetworks.de/cyberpedia/difference-between-businessemail-compromi 

se-BEC-and-phishing 

o Page/Section: "Business email compromise (BEC) is a sophisticated and targeted 

cyberattack that impersonates high-ranking company officials or trusted partners to 

conduct financial fraud." This differentiates BEC by its targeted nature, which fits the 

CEO impersonation. 
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Question: 29 

An organization is evaluating new regulatory requirements associated with the implementation of 

corrective controls on a group of interconnected financial systems. Which of the following is the 

most likely reason for the new requirement? 

A. To defend against insider threats altering banking details 

B. To ensure that errors are not passed to other systems 

C. To allow for business insurance to be purchased 

D. To prevent unauthorized changes to financial data 

 

Answer: 

B 

 

Explanation: 

Corrective controls are implemented to identify and rectify errors or incidents after they 

have been detected. In the context of interconnected financial systems, a primary 

concern for regulators is systemic risk and maintaining data integrity across the entire 

ecosystem. If an error occurs in one system, it can rapidly propagate to connected 

systems, leading to widespread inaccuracies and potential instability. 
CertEmpire 

Therefore, a new regulatory requirement for corrective controls would most likely aim to 

ensure that once errors are detected, they are not only fixed within the originating 

system but also prevented from being passed to other interconnected systems, 

thus containing the impact and preserving the integrity of the broader financial network. 

 

Why Incorrect Options are Wrong: 

A. To defend against insider threats altering banking details: While corrective 

actions would be taken if an insider threat materializes, regulatory requirements for 

corrective controls are typically broader, addressing all types of errors and incidents, 

not just those from a specific threat actor like insiders. 

C. To allow for business insurance to be purchased: The implementation of robust 

controls, including corrective ones, can positively influence an organization's insurability 

or insurance premiums. However, this is generally an indirect benefit and not the 

primary driver for financial regulators to mandate specific corrective controls. Regulatory 

drivers focus more on operational resilience and market stability. 

D. To prevent unauthorized changes to financial data: The act of "preventing" 

unauthorized changes is primarily the role of preventive controls (e.g., access 

controls, authorization mechanisms). Corrective controls are reactive; they address 

unauthorized changes after they have occurred, aiming to remediate the impact and 

restore integrity. 
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o Specific Reference: Section 3.4.5 "Technical Environment," page 3-11 (PDF page 

49). This highlights the importance of considering interconnectedness when planning for 

and executing recovery (corrective) actions. 
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Question: 30 

A security analyst is prioritizing vulnerability scan results using a risk-based approach. Which of 

the following is the most efficient resource for the analyst to use? 

A. Business impact analysis 

B. Common Vulnerability Scoring System 

C. Risk register 

D. Exposure factor 

 

Answer: 

B 

 

Explanation: 

The Common Vulnerability Scoring System (CVSS) is the most efficient resource for 

an analyst to use when initially prioritizing vulnerability scan results using a risk- based 

approach. CVSS provides a numerical score representing the severity of a vulnerability 

based on its intrinsic characteristics. Security analysts use these scores as a primary 

and efficient input to rank vulnerabilities, allowing them to focus on the most critical 

issues first. While a comprehensive risk assessment also considers asset criticality and 
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threat intelligence, CVSS offers a standardized and readily available metric for initial 

prioritization directly from scan data. 

 

Why Incorrect Options are Wrong: 

A. Business impact analysis (BIA): A BIA identifies critical business functions and 

the impact of their disruption. While crucial for understanding the organizational context 

of a vulnerability's impact (an input to overall risk), it's a broader analysis, not the direct 

scoring mechanism for prioritizing a list of specific technical vulnerabilities from a scan. 

C. Risk register: A risk register is a document that logs identified risks, their 

assessments (often including CVSS-derived scores and BIA considerations), and 

treatment plans. It is an outcome or a tracking tool of the risk management process, not 

the primary resource used to perform the initial prioritization of scan results. 

D. Exposure factor (EF): An EF represents the percentage of an asset's value that 

would be lost if a specific threat materializes. It's a component of detailed quantitative 

risk analysis and is generally too granular and complex for the efficient initial 

prioritization of a list of vulnerabilities from a scan. 
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information system's requirements, functions, and interdependencies used to 
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(https://doi.org/10.6028/NIST.SP.800-34r1) 

3. Risk Register: 
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o NIST Special Publication 800-39. "Managing Information Security Risk: 

Organization, Mission, and Information System View." March 2011. Page 25, Section 

3.4, Task 4-2. "Documenting risk monitoring activities in a risk register or similar 

artifact." This indicates it's a documentation and tracking tool. 

(https://doi.org/10.6028/NIST.SP.800-39) 

4. Exposure Factor (EF): 

o While NIST Special Publication 800-30 Rev. 1 ("Guide for Conducting Risk 

Assessments") discusses impact analysis, the specific term "Exposure Factor" as a 

primary tool for prioritizing scan results is less prominent than CVSS. EF is typically 

associated with more detailed quantitative risk calculations (e.g., Annualized Loss 

Expectancy). (https://doi.org/10.6028/NIST.SP.800-30r1) 
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Question: 31 

Which of the following is an example of memory injection? 

 
A. Two processes access the same variable, allowing one to cause a privilege escalation. 

B. A process receives an unexpected amount of data, which causes malicious code to be 

executed. 

C. Malicious code is copied to the allocated space of an already running process. 

D. An executable is overwritten on the disk, and malicious code runs the next time it is executed. 

 

Answer: 

C 

 

Explanation: 

Memory injection, often referred to as process injection, is a technique where malicious 

code is inserted into the address space of an already running, legitimate process. 

Option C, "Malicious code is copied to the allocated space of an already running 

process," accurately and directly describes this core action. This encompasses various 

methods, such as allocating memory in a target process (e.g., using VirtualAllocEx in 

Windows) and then writing the malicious code into that allocated space (e.g., using 
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WriteProcessMemory), followed by execution. 

 

Why Incorrect Options are Wrong: 

A. Two processes access the same variable, allowing one to cause a privilege 

escalation. This describes a vulnerability related to shared memory or a race 

condition. While it can lead to privilege escalation by manipulating data, it's not 

primarily about injecting new executable code into another process's memory space. 

B. A process receives an unexpected amount of data, which causes malicious 

code to be executed. This describes a buffer overflow. While buffer overflows can be 

a method to achieve memory injection (by overflowing a buffer with shellcode), option 

C provides a more direct and general description of the act of memory injection itself. 

Memory injection as a technique is not limited to vulnerabilities triggered by "unexpected 

amounts of data" in this manner. 

D. An executable is overwritten on the disk, and malicious code runs the next 

time it is executed. This describes a file-based attack, such as trojanizing an 

application or replacing an executable. The malicious code executes when the modified 

program is launched from the disk, not by injecting code into the memory of an already 

running process. 
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Question: 32 

A security administrator needs to reduce the attack surface in the company's data centers. Which 

of the following should the security administrator do to complete this task? 

A. Implement a honeynet. 

B. Define Group Policy on the servers. 

C. Configure the servers for high availability. 

D. Upgrade end-of-support operating systems. 

 

Answer: 

D 

 

Explanation: 

Upgrading end-of-support (EOS) operating systems is a critical step in reducing the 

attack surface. EOS systems no longer receive security patches from the vendor, 

leaving them vulnerable to newly discovered exploits. These unmitigated vulnerabilities 

represent significant entry points for attackers. By upgrading to a supported OS, an 

organization eliminates these known, unpatchable flaws, thereby directly and 

substantially reducing the avenues available for attack. This action addresses a 
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fundamental layer of security before other configuration-based hardening measures. 

 

Why Incorrect Options are Wrong: 

A. Implement a honeynet: A honeynet is a decoy system designed to attract and 

study attackers, not to reduce the attack surface of production systems. It helps in 

gathering threat intelligence but doesn't shrink the existing vulnerabilities of primary 

assets. 

B. Define Group Policy on the servers: While defining Group Policy can enforce 

secure configurations (e.g., disabling unused services) and contribute to attack surface 

reduction, it doesn't address the underlying vulnerabilities of an EOS operating system. 

An EOS system remains highly vulnerable despite GPO hardening. 

C. Configure the servers for high availability: High availability aims to ensure system 

uptime and resilience through redundancy. This practice does not inherently reduce the 

attack surface; it might even increase it by introducing more systems or complexity if not 

properly secured. 
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URL: https://csrc.nist.gov/publications/detail/sp/800-128/final 

Specifically: Section 2.3 "Security Benefits of Configuration Management" (Page 7, PDF 

page 21) states, "Security-focused CM can help organizations reduce their systems' 

attack surfaces by ensuring that systems are configured in a secure baseline state (e.g., 

disabling unnecessary services and ports...)." While GPOs help achieve this, they 

cannot patch fundamental OS vulnerabilities in an EOS system. 

4. Regarding Honeynets (Option A): 

o NIST Special Publication 800-94, "Guide to Intrusion Detection and 

Prevention Systems (IDPS)": 

URL: https://csrc.nist.gov/publications/detail/sp/800-94/final 

Specifically: Section 3.7 "Honeypots" (Page 3-20, PDF page 48) describes honeypots 

as systems "designed to be attacked" to "gather information about attackers." This is 

not a method to reduce the production environment's attack surface. 
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Question: 33 

Which of the following is a compensating control for providing user access to a high-risk website? 

 
A. Enabling threat prevention features on the firewall 

B. Configuring a SIEM tool to capture all web traffic 

C. Setting firewall rules to allow traffic from any port to that destination 

D. Blocking that website on the endpoint protection software 

 

Answer: 

A 

 

Explanation: 

A compensating control provides an alternative measure of protection when a 

primary security control cannot be fully implemented or is bypassed. In this scenario, if 

access to a high-risk website must be granted (meaning a primary control like outright 

blocking is not employed), enabling threat prevention features (e.g., Intrusion 

Prevention Systems (IPS), advanced anti-malware, content filtering) on the firewall is 

an appropriate compensating control. These features actively inspect traffic to and from 

the risky site, attempting to identify and mitigate potential threats in real-time, thereby 
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reducing the risk associated with the allowed access. This aligns with the NIST 

definition of a compensating control, which is used in lieu of a recommended control to 

provide a comparable level of protection. 

Why Incorrect Options are Wrong: 

B. Configuring a SIEM tool to capture all web traffic: A Security Information and 

Event Management (SIEM) tool is primarily a detective control. It collects and 

analyzes log data to identify potential security incidents but doesn't inherently 

prevent or mitigate the initial risk of accessing the high-risk website itself. 

C. Setting firewall rules to allow traffic from any port to that destination: This action 

would increase security risks significantly by unnecessarily exposing the destination 

to potential attacks on various ports, violating the principle of least privilege. It is not a 

security control, let alone a compensating one. 

D. Blocking that website on the endpoint protection software: This is a 

preventive control. If the website is blocked, access isn't "provided," which 

contradicts the question's premise that user access is being given. A compensating 

control is needed when the risky action (accessing the site) is allowed. 
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prescribed control that cannot be implemented due to legitimate technical or business 
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Question: 34 

Which of the following activities is the first stage in the incident response process? 

 
A. Detection 

B. Declaration 

C. Containment 

D. Vacation 

 

Answer: 

A 

 

Explanation: 

A compensating control is implemented when a primary security control is not 

feasible, and an alternative is needed to reduce risk. In this scenario, if providing user 

access to a high-risk website is necessary (meaning the primary control of blocking the 

website is being bypassed for a specific reason), then enabling threat prevention 

features on the firewall serves as a compensating control. These features (such as 

Intrusion Prevention Systems (IPS), gateway anti-malware, and content filtering) 

inspect the allowed traffic to and from the high-risk website and can block malicious 
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payloads or activities, thereby reducing the risk associated with the permitted access. 

This compensates for the lack of a complete block. 

 

Why Incorrect Options are Wrong: 

B. Configuring a SIEM tool to capture all web traffic: This is primarily a detective 

control. While it aids in monitoring and incident response by logging traffic, it 

doesn't actively reduce the risk of compromise when the user initially accesses the 

site, which is the aim of a compensating control in this context. 

C. Setting firewall rules to allow traffic from any port to that destination: This action 

would increase the risk and expand the attack surface. It's the opposite of a security 

control and would make accessing the high-risk website even more dangerous. 

D. Blocking that website on the endpoint protection software: The question states 

that user access to the high-risk website is being provided. Blocking the website on the 

endpoint would contradict this premise of allowing access. A compensating control is 

meant to mitigate risk for an allowed activity, not prevent the activity itself. 
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o URL: 
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o URL: https://csrc.nist.gov/publications/detail/sp/800-12/rev-1/final 

o Specific Location: Section 5.2 "Control Types", page 45. 
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Question: 35 

An administrator wants to perform a risk assessment without using proprietary company 

information. Which of the following methods should the administrator use to gather information? 

A. Network scanning 

B. Penetration testing 

C. Open-source intelligence 

D. Configuration auditing 

 

Answer: 

C 

 

Explanation: 

Open-source intelligence (OSINT) is the collection and analysis of information that is 

gathered from publicly available sources. This method is ideal for conducting a risk 

assessment without accessing proprietary company information, as it relies on data 

accessible to anyone, such as public websites, social media, government reports, and 

academic publications. The core principle of OSINT is its reliance on open, non- 

proprietary sources, making it the most suitable choice given the constraint. 
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Why Incorrect Options are Wrong: 

A. Network scanning: This technique typically involves probing an organization's 

network to identify active hosts, open ports, and running services. While external 

footprinting can use public data, comprehensive network scanning for risk assessment 

often requires access to or interaction with internal network segments, which 

constitutes proprietary information. 

B. Penetration testing: This is a proactive and authorized attempt to evaluate the 

security of an IT infrastructure by safely trying to exploit vulnerabilities. This process 

inherently involves interacting with and attempting to compromise company systems, 

which are proprietary. 

D. Configuration auditing: This involves reviewing the settings and configurations of 

an organization's systems, applications, and devices (e.g., firewalls, servers, 

databases). This information is internal and considered proprietary. 
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For Open-Source Intelligence (OSINT): 

o National Institute of Standards and Technology (NIST). (2013). Guide to Cyber Threat 

Information Sharing (NIST Special Publication 800-150). "Open Source Intelligence 
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sections). 
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o Bazzell, M. (2022). Open Source Intelligence Techniques: Resources for Searching 
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systems/information): 

o National Institute of Standards and Technology (NIST). (2008). Technical Guide to 

Information Security Testing and Assessment (NIST Special Publication 800-115). 
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a target network or system to discover active hosts, open ports, and running services." 

(Implies interaction with the organization's assets). 

Section 3.3 "Penetration Testing": "Penetration testing is a security assessment 

technique that mimics the actions of an attacker attempting to exploit vulnerabilities in a 

system." (Direct interaction with proprietary systems). 
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o National Institute of Standards and Technology (NIST). (2020). Security and Privacy 

Controls for Information Systems and Organizations (NIST Special Publication 800-53 

Rev. 5). Control CM-6 "Configuration Settings." The assessment procedures for 
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managing and auditing configuration settings, which are internal and proprietary). 
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