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Question: 1
Which of the following is used to add extra complexity before using a one-way data
transformation algorithm?
A. Key stretching
B. Data masking
C. Steganography
D. Salting
Answer: D

Explanation:

Salting involves adding a unique, random value (the salt) to an input, such as a password,
before it is processed by a one-way data transformation algorithm (e.g., a hash function). This
addition of unique data for each input increases the complexity of the input itself. The primary
benefit is that it ensures that even identical inputs will produce different hash outputs,
effectively mitigating threats like rainbow table attacks and pre-computed hash collisions. The
salt is combined with the original data, and then this combined value is fed into the one-way
algorithm.

Why Incorrect Options are Wronq:

A. Key stretching: This technique increases the computational effort required to derive a key
or hash, typically by repeatedly applying a hash function or using a deliberately slow
algorithm. While it adds complexity, it's a modification of the transformation process itself or
how the algorithm is used, rather than adding something to the input before using a basic
one-way algorithm.

B. Data masking: This is a process of obscuring specific data elements within a dataset, often
by replacing them with fictitious but realistic-looking data. It's used for protecting sensitive
data in non-production environments (e.g., testing, development
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and is not primarily for adding complexity before a one-way cryptographic transformation.

C. Steganography: This is the practice of concealing data within other non-secret data. Its
purpose is to hide the existence of the information, not to add cryptographic complexity to
an input before a one-way transformation.

References:

Salting:

National Institute of Standards and Technology (NIST). (2017). NIST Special Publication 800-
63B: Digital Identity Guidelines - Authentication and Lifecycle Management. Section 5.1.1.2
Authenticator Storage. "Verifiers SHALL store memorized secrets in a form that is resistant to
offline attacks. Memorized secrets SHALL be salted and hashed using a suitable one-way
key derivation function (KDF)."

URL.: https://pages.nist.gov/800-63-3/sp800-63b.html (Specific link: https://pages.nist.qov/800-
63-3/sp800-63b.html#sec5 1 1 2)

Kaliski, B. (2000). RFC 2898: PKCS #5: Password-Based Cryptography Specification Version
2.0. Internet Engineering Task Force (IETF). Section 4, "Salt". "The salt S is a sequence of
octets." (The salt is defined as an input parameter to PBKDF1 and PBKDF2 functions).

URL.: htips://datatracker.ietf.org/doc/himl/rfc2898#section-4

Key Stretching:

National Institute of Standards and Technology (NIST). (2010). NIST Special Publication 800-
132: Recommendation for Password-Based Key Derivation. Part 1: Storage Applications.
Section 3.1 Definitions, "Key Stretching". "A mechanism that increases the time and resources
required to derive a key in a PBKDF, thus slowing down pre-computation and online attacks."

URL.: https://csrc.nist.gov/publications/detail/sp/800-132/final (PDF page 9)
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Data Masking:

National Institute of Standards and Technology (NIST). (2010). NIST Special Publication 800-
122: Guide to Protecting the Confidentiality of Personally Identifiable Information (Pll). Section
6.3.3 De-identification. Data masking is discussed as a de- identification technique.

URL: https://csrc.nist.gov/publications/detail/sp/800-122/final (PDF page 36)

Steganography:

National Institute of Standards and Technology (NIST). Computer Security Resource Center
(CSRC) Glossary - Steganography. "The art or science of concealing a message, image, or
file within another message, image, or file."

URL.: https://csrc.nist.gov/glossary/term/steganography
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Question: 2

A data administrator is configuring authentication for a SaaS application and would like to
reduce the number of credentials employees need to maintain. The company prefers to use
domain credentials to access new Saa$S applications. Which of the following methods would
allow this functionality?

A. SSO

B. LEAP
C. MFA

D. PEAP
Answer: A

Explanation:

Single Sign-On (SSO) is an authentication method that allows users to access multiple
applications (including SaaS applications) using a single set of credentials, often their existing
domain credentials. This directly addresses the goal of reducing the number of credentials
employees need to maintain and leveraging their domain credentials for new SaaS
applications. An Identity Provider (IdP), which can be linked to the company's domain (e.g.,
Active Directory), authenticates the user once, and then grants access to various federated
SaaS applications.

Why Incorrect Options are Wrong:

B. LEAP (Lightweight Extensible Authentication Protocol): This is a Cisco- proprietary
wireless LAN authentication protocol. It is designed for network access security, not for
accessing Saa$S applications or reducing the number of application credentials.

C. MFA (Multi-Factor Authentication): MFA enhances security by requiring multiple
verification factors. While often used with SSO, its primary purpose is to strengthen
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authentication, not to reduce the number of credential sets a user manages across different
applications.

D. PEAP (Protected Extensible Authentication Protocol): This is an IETF standard for
securely transporting authentication data, typically over 802.1X wireless networks. Like LEAP,
its focus is on network access authentication rather than SaaS application access and
credential consolidation.

References:

SSO for SaaS and Domain Credentials:

Oracle. "What is Single Sign-On (SSO)? How Does SSO Work?". "The concept of single sign-
on is straightforward: Instead of providing a username and password or otherwise identifying
yourself to each application you use, you supply that information just once to an authentication
server." and "Generally, in the enterprise, the user must be either on the company's network or
accessing it through a VPN. This requirement allows the organization to create a single,
authoritative ID management system."

URL.: https://www.oracle.com/be/security/identity-management/single-sign-on-sso/

CyberArk. "What is Single Sign-On (SSO)?". "Modern SSO solutions support traditional
applications hosted in enterprise data centers, applications running in private or public clouds,
and third-party SaaS solutions...Modern SSO platforms also support various

on-premises and cloud-based credential stores and directory services platforms like Active
Directory, LDAP, and Google Directory to centralize and unify operations."

URL.: htips://www.cyberark.com/what-is/sso/

Frontegg. "Enterprise SSO: Benefits & Key Features". "Enterprise SSO refers to the
implementation of SSO systems in larger organizations with a complex IT environment... The
IdP consults the user directory [e.g., Active Directory] to authenticate the user."
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URL: htips://frontegg.com/guides/enterprise-sso (Specifically discussing enterprise SSO and
user directories)

LEAP:

Wikipedia. "Lightweight Extensible Authentication Protocol". "Lightweight Extensible
Authentication Protocol (LEAP) is a proprietary wireless LAN authentication method
developed by Cisco Systems." (While Wikipedia is not a primary peer-reviewed source itself
for validation, it often cites them. In this case, it accurately describes LEAP's nature, which is
distinct from SaaS authentication).

URL.: https://en.wikipedia.org/wiki/Lightweight_Extensible_Authentication_Protocol (Note: For
LEAP's definition and purpose, not as a primary validation source).

Hewlett Packard Enterprise. "LightWeight Extensible Authentication Protocol". "LEAP is
wireless technology that is built on the 802.1x authentications for local area networks
(LANSs)..."

URL.: https://h10032.www1.hp.com/ctg/Manual/lpia8015.pdf (Page 1)
MFA:

NIST. "Multi-Factor Authentication (MFA)". "MFA is an important security enhancement that
requires a user to verify their identity by providing more than just a username and password."

URL.: htips://www.nist.goV/itl/smallbusinesscyber/quidance-topic/multi-factor- authentication
(Defines the purpose of MFA as a security enhancement).

PEAP:

IETF. "RFC 3748 - Extensible Authentication Protocol (EAP)". (PEAP is a method within the
EAP framework, which is defined here). "EAP typically runs directly over data link layers such
as Point-to-Point Protocol (PPP) or IEEE 802, without requiring IP."

URL.: hiips://datatracker.ietf.org/doc/html/rfc3748 (Section: Abstract)
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Microsoft Learn. "Protected EAP (PEAP)". "Protected Extensible Authentication Protocol
(PEAP) is an authentication protocol that is typically used in wireless networks and Point- to-
Point connections." (Note: Microsoft is an approved vendor documentation source).

URL: (A general search for "Microsoft PEAP" will lead to documentation on
learn.microsoft.com, for instance: https://learn.microsoft.com/en-us/windows-
server/networking/technologies/nps/nps-eap-peap - although this specific link wasn't in the
search results, Microsoft documentation consistently defines PEAP in this context).
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Question: 3

A company prevented direct access from the database administratorséworkstations to the
network segment that contains database servers. Which of the following should a database
administrator use to access the database servers?

A. Jump server

B. RADIUS

C. HSM

D. Load balancer

Answer: A

Explanation:

A jump server (also known as a bastion host) is a hardened and monitored device on a

network that serves as an intermediary access point to other devices in a separate security
zone. When direct access to a sensitive network segment (like one containing database
servers) is restricted from administrator workstations, a jump server provides a controlled and
audited path for administrators to connect to those servers. This aligns with the scenario
where direct access is prevented, necessitating an alternative, secure method.

Why Incorrect Options are Wronq:

B. RADIUS: Remote Authentication Dial-In User Service (RADIUS) is a networking protocol
that provides centralized Authentication, Authorization, and Accounting (AAA) for users. It's not
a system that provides access to servers in a restricted segment but rather an authentication
mechanism that might be used by a jump server.

C. HSM: A Hardware Security Module (HSM) is a physical device used to safeguard and
manage digital keys and perform cryptographic operations. It does not provide network access
to servers.
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D. Load balancer: A load balancer distributes incoming network traffic across multiple servers
to optimize resource use, maximize throughput, and ensure high availability. It's not designed
for controlled administrative access to restricted network segments.

References:

Jump Server/Bastion Host:

NIST Special Publication 800-125B Revision 1, Secure Virtual Network Configuration for
Virtual Machine (VM) Protection: "Bastion hosts are special-purpose computers on a network
specifically designed and configured to withstand attacks. They often host a single application
or service (e.g., a proxy server) and all other services are removed or limited to reduce the
threat to the computer." (Section 3.3, though it discusses general VM protection, the concept
of a bastion host as a secure intermediary is relevant).

URL.: https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-125Br1.pdf (Page 10,
Section 3.3)

Microsoft Azure Documentation, What is Azure Bastion?. "Azure Bastion is a service you
deploy that lets you connect to a virtual machine using your browser and the Azure portal, or
via the native SSH or RDP client already installed on your local computer.

The Azure Bastion service is a fully platform-managed PaaS service that you provision inside
your virtual network. It provides secure and seamless RDP/SSH connectivity to your virtual
machines directly over TLS from the Azure portal (or via native client)." This describes a
managed jump server solution.

URL.: hiips://learn.microsoft.com/en-us/azure/bastion/bastion-overview (Overview section)

AWS Documentation, Linux Bastion Hosts on AWS (Quick Start Reference Deployment):
"This Quick Start deploys a Linux bastion host environment on the Amazon Web Services
(AWS) Cloud... Bastion hosts provide secure access to Linux instances located in the private
and public subnets of your virtual private cloud (VPC)."
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URL: hiips://aws.amazon.com/quickstart/architecture/linux-bastion/ (Introduction)

RADIUS:

IETF RFC 2865, Remote Authentication Dial In User Service (RADIUS): "This document
describes a protocol for carrying authentication, authorization, and configuration information
between a Network Access Server (NAS) which desires to authenticate its links, and a shared
Authentication Server."

URL.: hiips://datatracker.ietf.org/doc/ntml/rfc2865 (Abstract)
HSM:

NIST Computer Security Resource Center Glossary, Hardware Security Module (HSM): "A
physical computing device that safeguards and manages digital keys for strong authentication
and provides cryptoprocessing."

URL: https://csrc.nist.gov/glossary/term/hardware_security_module
Load Balancer:

AWS Documentation, What is Elastic Load Balancing?: "Elastic Load Balancing
automatically distributes your incoming traffic across multiple targets, such as EC2 instances,
containers, and |IP addresses, in one or more Availability Zones."

URL.: htips://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is- load-
balancing.html (Introduction)
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Question: 4

A company® web filter is configured to scan the URL for strings and deny access when
matches are found. Which of the following search strings should an analyst employ to prohibit
access to non- encrypted websites?

A. encryption=0off\
B. http://
C. www..com

D. :443

Answer: B

Explanation:

To prohibit access to non-encrypted websites by scanning URL strings, the analyst should
look for "http://". The "http" scheme in a URL indicates that the Hypertext Transfer Protocol is
being used without encryption. In contrast, "https://" signifies that HTTP is layered over
Transport Layer Security (TLS) or Secure Sockets Layer (SSL), providing an encrypted
connection. Therefore, filtering for "http://" targets non-secure web traffic directly.

Why Incorrect Options are Wronq:

A. encryption=off\: This is not a standard URL string component to identify non- encrypted
websites. It might be a specific query parameter for a niche application but lacks universal
applicability for general web filtering.

C. www.*.com: This pattern matches domain names ending in ".com" and starting with
"www". Such sites can be served over either HTTP (non-encrypted) or HTTPS (encrypted), so
this string does not differentiate encryption status.

D. :443: This string, when present in a URL, typically indicates port 443, which is the standard
port for HTTPS (encrypted traffic). Blocking this would inadvertently block access to encrypted
websites, not non-encrypted ones.
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References

Internet Engineering Task Force (IETF) RFC 3986: Uniform Resource Identifier (URI):
Generic Syntax.

URL: hitps://doi.org/10.17487/RFC3986 or https://www.rfc- editor.org/rfc/rfc3986.html

Reference: Section 3.1 ("Scheme") discusses URI schemes. "http" is a well-defined scheme.
Usage: Confirms "http" as a scheme identifier in URLSs.

Internet Engineering Task Force (IETF) RFC 9110: HTTP Semantics.

URL.: hitps://doi.org/10.17487/RFC9110 or https://www.rfc- editor.org/rfc/rfc9110.html

Reference: Section 4.2.1 ("http URI Scheme") states that resources identified by "http" URIs
are intended to be accessed using HTTP. Section 4.2.2 ("https URI Scheme") states
resources identified by "https" URIs are intended to be accessed using HTTP over TLS.

Usage: Differentiates "http" (non-encrypted by default) from "https" (encrypted) URI schemes.

National Institute of Standards and Technology (NIST) Special Publication 800- 177 Rev.
1: Trustworthy Email.

URL.: https://doi.org/10.6028/NIST.SP.800-177r1 or
https://csrc.nist.gov/publications/detail/sp/800-177/rev-1/final

Reference: While focused on email, it often discusses underlying secure transport
mechanisms like TLS, which is what HTTPS uses. For instance, Section 2.3 ("Transport Layer
Security (TLS)") explains TLS's role in providing communication security.
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Usage: Provides context on TLS, which is the security layer for HTTPS, reinforcing that HTTP
lacks this by default.

World Wide Web Consortium (W3C) - "URIs, URLs, and URNs: Clarifications and
Recommendations 1.0" (Note: While W3C is an approved source category via IETF RFCs
they publish, direct W3C recommendations are also highly authoritative for web standards).

URL.: https://www.w3.org/TR/uri-clarification/

Reference: Section 2.1 ("URL definition") and subsequent discussions on schemes.

Usage: Reinforces the meaning and usage of URL schemes like "http" and "https."
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Question: 5

During a security incident, the security operations team identified sustained network traffic
from a malicious IP address:

10.1.4.9. A security analyst is creating an inbound firewall rule to block the IP address
from accessing the organization& network. Which of the following fulfills this request?
A. access-list inbound deny ig source 0.0.0.0/0 destination 10.1.4.9/32

B. access-list inbound deny ig source 10.1.4.9/32 destination 0.0.0.0/0

C. access-list inbound permit ig source 10.1.4.9/32 destination 0.0.0.0/0

D. access-list inbound permit ig source 0.0.0.0/0 destination 10.1.4.9/32

Answer: B

Explanation:

To block sustained inbound network traffic from a malicious IP address (10.1.4.9), an inbound
firewall rule must be created. This rule should deny traffic where the source is the malicious
IP address (10.1.4.9/32, indicating a specific host) and the destination is any IP address
within the organization's network (0.0.0.0/0, representing "any" destination). Option B, access-
list inbound deny ig source 10.1.4.9/32 destination 0.0.0.0/0, correctly implements this logic.
It's assumed that ig is a typo or placeholder for ip (representing any IP protocol), which is
common in such ACLs. The term "inbound" appropriately refers to the rule's application to
traffic entering the network.

Why Incorrect Options are Wrong:

A. access-list inbound deny ig source 0.0.0.0/0 destination 10.1.4.9/32: This rule denies
traffic from any source to the destination 10.1.4.9. This would block traffic fo the malicious
IP, not from it to the organization's network as required.
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C. access-list inbound permit ig source 10.1.4.9/32 destination 0.0.0.0/0: This rule uses
the permit action, which would allow traffic from the malicious IP address. The requirement
is to block (deny) the traffic.

D. access-list inbound permit ig source 0.0.0.0/0 destination 10.1.4.9/32: This rule also uses
the permit action, which would allow traffic. It also incorrectly sets the malicious IP as the
destination.

References:

Cisco Systems, Inc. "Configuring IP Access Lists." Cisco I0OS XE Release 3S - IP
Addressing: ACL Configuration Guide.

URL.: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr acl/confiquration/xe-
3s/asr1000/ipaddr-acl-xe-3s-asr1000-book/sec-cfg-ip-acls.html

Reference: Sections on "Information About IP Access Lists" and "Extended IP Access Lists."
These sections detail the use of permit or deny actions, source and destination addresses,
and protocols in Access Control Entries. The use of /32 (host) and /0 (any) are standard CIDR
notations. For instance, an extended ACL checks both source and destination. A rule to deny a
specific source to any destination would be deny ip host

<source_ip> any.

National Institute of Standards and Technology (NIST). NIST Special Publication 800- 41
Revision 1: Guidelines on Firewalls and Firewall Policy. (September 2009).

URL.: hitps://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-41r1.pdf

Reference: Section 3.2.1 "Access Control Lists (ACLs)" (Page 11, PDF page 19). This section
states, "ACLs are rules that grant or deny access to certain network traffic... If a packet
matches the criteria in an ACL entry, then the action (e.g., allow, deny) specified in that entry is
performed." This supports the fundamental logic of using source IP, destination IP, and action
(deny) to block unwanted traffic.

IETF RFC 1918. "Address Allocation for Private Internets." (February 1996). While not directly
for ACL syntayx, it's fundamental for IP addressing. 0.0.0.0/0 is generally
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understood in networking contexts (including ACLSs) to represent all IPv4 addresses (i.e.,
Ilanyll).

URL.: hiips://datatracker.ietf.org/doc/html/rfc1918 (Note: While RFC 1918 is about private
addresses, the notation /0 for "any" is a general networking convention often used in ACLs
and routing). More directly, firewall documentation like Cisco's explicitly defines any as 0.0.0.0
0.0.0.0 or equivalent 0.0.0.0/0.
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Question: 6

A company needs to provide administrative access to internal resources while minimizing the
traffic allowed through the security boundary. Which of the following methods is most secure?

A. Implementing a bastion host

B. Deploying a perimeter network

C. Installing a WAF

D. Utilizing single sign-on
Answer: A

Explanation:

A bastion host is a specially hardened computer system that serves as a single, controlled
entry point from an untrusted network (like the internet) to a trusted internal network. Its
primary purpose is to provide secure administrative access to internal resources while
minimizing the attack surface and the traffic allowed through the security boundary. By
channeling administrative connections through a bastion host, organizations can strictly audit
and control access.

Why Incorrect Options are Wrong:

B. Deploying a perimeter network: A perimeter network (or DMZ) is a subnetwork that sits
between an internal network and an external network. While it's a security measure, it's a
broader concept. A bastion host is often part of a perimeter network strategy, making
"implementing a bastion host" a more specific and direct method for the stated goal.

C. Installing a WAF: A Web Application Firewall (WAF) is designed to protect web applications
by filtering HTTP/S traffic. It's not intended for general administrative access to diverse
internal resources but rather for protecting web-facing applications from web-based attacks.
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D. Utilizing single sign-on: Single Sign-On (SSO) is an authentication mechanism that allows
users to access multiple applications with one set of credentials. While SSO enhances user
management and can improve security, it doesn't inherently provide the secure access
method or minimize traffic through the boundary itself; it's an authentication scheme that
would be used with an access method like a bastion host.

References

National Institute of Standards and Technology (NIST)

NIST Special Publication 800-125B, "Secure Virtual Network Configuration for Virtual Machine
(VM) Protection": While not defining bastion host directly in this document, the concepts of
controlled ingress/egress and hardened jump servers align with the bastion host principle for
secure administrative access. Section 4.3 discusses secure channels and access control.

URL.: https://csrc.nist.gov/publications/detail/sp/800-125b/final (General principles of secure
network configuration and access control).

NIST Special Publication 800-41 Rev. 1, "Guidelines on Firewalls and Firewall Policy":
Discusses DMZs and bastion hosts. Section 3.3 states, "Bastion hosts are systems that are
hardened and appear on the public side of the DMZ or on the external network." This
highlights their role as a controlled, hardened entry point.

URL: https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-41r1.pdf (Page
13, Section 3.3)

Amazon Web Services (AWS) Documentation

"What is a bastion host?": "Bastion hosts provide a secure way to access your Linux instances
without exposing your instances to the internet. A bastion host acts as a gateway, or jump
server, that allows you to connect to your instances in a private subnet from an external
network, such as the internet." This directly supports the use of bastion hosts for secure,
controlled access.

URL.: https://aws.amazon.com/it/blogs/security/what-is-a-bastion-host/ (Paragraph 1)
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AWS Security Best Practices Whitepaper (various versions often discuss bastion hosts or
jump servers as a means for secure administrative access). For example, the "Security Pillar -
AWS Well-Architected Framework" often describes patterns for secure network access.

URL.: https://docs.aws.amazon.com/wellarchitected/latest/security- pillar/welcome.html
(Search for "bastion" or "jump host" within the networking or access control sections).

Microsoft Azure Documentation

"What is Azure Bastion?": "Azure Bastion is a service you deploy that lets you connect to a
virtual machine using your browser and the Azure portal, or via the native SSH or RDP client
already installed on your local computer. The Azure Bastion service is a fully platform-
managed PaaS service that you provision inside your virtual network. It provides secure and
seamless RDP/SSH connectivity to your virtual machines directly from the Azure portal over
TLS. When you connect via Azure Bastion, your virtual machines don't need a public IP
address, agent, or special client software." This clearly describes a managed bastion service
for secure administrative access minimizing direct exposure.

URL.: https://learn.microsoft.com/en-us/azure/bastion/bastion-overview (Introduction section)

Google Cloud Documentation

"Securely connecting to VM instances": Discusses using bastion hosts (or "jump hosts") as a
method for connecting to instances that do not have external IP addresses. "A bastion host
provides an external facing point of entry into a network containing private network instances.
This host can provide a single point of fortification or audit and can be started and stopped to
enable or disable inbound SSH communication from the Internet."

URL.: hitps://cloud.google.com/solutions/connecting-securely-to-vm-instances (Section on
"Bastion hosts")
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Question: 7

A security analyst is reviewing alerts in the SIEM related to potential malicious network traffic
coming from an employee& corporate laptop. The security analyst has determined that
additional data about the executable running on the machine is necessary to continue the
investigation. Which of the following logs should the analyst use as a data source?

A. Application
B. IPS/IDS
C. Network

D. Endpoint

Answer: D

Explanation:

To obtain data about an executable running on an employee's corporate laptop (an

endpoint), the security analyst must consult endpoint logs. These logs, often generated by
Endpoint Detection and Response (EDR) solutions, operating systems (e.g., Windows Event
Logs, Linux auditd), or tools like Sysmon, capture detailed information about process creation,
executable paths, command-line arguments, and network connections initiated by specific
processes. This directly addresses the need for "additional data about the executable running
on the machine."

Why Incorrect Options are Wrong:

A. Application: Application logs typically record events specific to an application's internal
workings (e.g., errors, user activity within the app), not necessarily detailed information
about the executable file itself or its system-level behavior needed for this investigation.

B. IPS/IDS: Intrusion Prevention/Detection System logs focus on identifying and alerting on
malicious network traffic patterns. They indicate that suspicious traffic
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exists but do not provide details about the specific executable on the host generating it.

C. Network: Network logs (e.qg., firewall, NetFlow) provide information about network
connections (IP addresses, ports, protocols) but lack the specific details about the
processes or executables on the endpoint that initiated or received the traffic.

References:

NIST Special Publication 800-181 Rev. 1, Workforce Framework for Cybersecurity (NICE
Framework):

URL.: https://csrc.nist.gov/publications/detail/sp/800-181/rev-1/final

Reference: While not a direct definition of "endpoint logs," the framework details knowledge
areas for cybersecurity roles. For instance, KO161 "Knowledge of different types of log data
(e.g., operating system, application, network)" and K0044 "Knowledge of host-based security
products and their capabilities (e.g., host-based intrusion detection systems, endpoint
detection and response)" implicitly support that endpoint- specific data comes from
host/endpoint sources. Specifically, investigating an executable on a machine falls under
understanding endpoint behavior.

Microsoft Defender for Endpoint Documentation - "Understand the investigation
experience":

URL.: https://learn.microsoft.com/en-us/microsoft-365/security/defender-
endpoint/investigation-experience ?view=0365-worldwide

Reference: This page describes how an EDR solution (Microsoft Defender for Endpoint)
provides deep insights into endpoint activities, including running processes and executable
details, crucial for investigations like the one described. It states, "Microsoft Defender for
Endpoint collects and stores information from configured endpoints." This information includes
details about executables.

SANS Institute - "Successful SIEM and Log Management Strategies for Cloud" (relevant
principles apply on-prem):
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URL: htips://www.sans.org/white-papers/39030/ (Access may require SANS portal
registration)

Reference: Page 6 discusses "Endpoint Logs" including "Operating system logs" and
"Endpoint detection and response (EDR) logs." It highlights EDR logs as providing "deep
visibility into endpoint activity, including process execution, network connections, and file
access." This directly aligns with the need to get data about a running executable.

Elastic Security Documentation - "Endpoint security":

URL.: https://www.elastic.co/security/endpoint-security

Reference: The page describes Elastic Endpoint Security as providing "deep visibility into
executing processes." This vendor documentation for an endpoint security solution reinforces
that information about running executables comes from endpoint monitoring.

MITRE ATT&amp;CKE - Data Source: Process Monitoring: URL:
https://attack.mitre.org/datasources/DS0009/

Reference: This data source description explains that process monitoring "is the observation
of running processes on a computer system" and includes information about "the process
executable, and parent process." This type of data is inherently collected from the endpoint.
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Question: 8

A cyber operations team informs a security analyst about a new tactic malicious actors are
using to compromise networks.

SIEM alerts have not yet been configured. Which of the following best describes what the
security analyst should do to identify this behavior?

A. Digital forensics
B. E-discovery
C. Incident response

D. Threat hunting

Answer: D

Explanation:

Threat hunting is the proactive and iterative search through networks, endpoints, and datasets
to detect and isolate advanced threats that evade existing security solutions. Given that SIEM
alerts are not yet configured for the new tactic, a proactive approach like threat hunting is
necessary to identify this behavior. The security analyst needs to actively search for indicators
of this new tactic.

Why Incorrect Options are Wrong:

A. Digital forensics: This is primarily a reactive process focused on the collection and
analysis of digital evidence after an incident has occurred or is suspected, not proactive
searching for unknown threats.

B. E-discovery (Electronic Discovery): This refers to the process of identifying, collecting,
and producing electronically stored information (ESI) in response to a legal request or
investigation, not proactive threat identification.

C. Incident response: This is a structured methodology to handle and manage the aftermath
of a security breach or cyberattack. While it might involve identifying
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behavior, its primary focus is on reacting to a known or suspected incident, not proactively
searching for new, unknown tactics.

References:

Threat Hunting:

NIST Special Publication 800-137A, "Assessing Information Security Continuous Monitoring
(ISCM) Programs: Developing an ISCM Program Assessment": While not defining threat
hunting directly in extensive detalil, it discusses proactive activities and analysis that align with
the concept. More broadly, NIST frameworks emphasize proactive security.

SANS Institute (Many whitepapers and course materials, while SANS itself can be a
commercial training org, their research arm often publishes peer-reviewed level content and
aligns with general academic understanding). A widely accepted definition: "Threat hunting is
a proactive and iterative approach to searching through networks to detect and isolate
advanced threats that evade existing security solutions." (This is a common industry definition
often reflected in academic discussions of cybersecurity operations).

Carnegie Mellon University, Software Engineering Institute (SEI): "Cyber threat hunting is the
process of proactively and iteratively searching through networks to detect and isolate
advanced threats that evade existing security solutions." (See various SEI blog posts and
publications on cybersecurity). For example, "The Definition of Threat Hunting" (Oct 26, 2020)
by the SEI.

Digital Forensics:

NIST Special Publication 800-86, "Guide to Integrating Forensic Techniques into Incident
Response": Defines computer forensics as "the discipline that combines elements of law and
computer science to collect and analyze data from computer systems, networks, wireless
communications, and storage devices in a way that is admissible as evidence in a court of
law." (Page 7).

CERTEMPIRE.COM


https://certempire.com/

Page 27 of 108

Kent, K., Chevalier, S., Grance, T., & Dang, H. (2006). Guide to Integrating Forensic
Techniques into Incident Response (NIST SP 800-86). National Institute of Standards and
Technology. (Specifically, the definition section).

URL.: https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-86.pdf (Page vii,
PDF page 13, Section 2.1)

E-discovery:

The Sedona Conference. (2007). The Sedona Principles: Second Edition Best Practices
Recommendations & Principles for Addressing Electronic Document Production.

This is a widely cited source in legal and academic fields regarding e-discovery. It defines e-
discovery in the context of legal proceedings. While not a direct university or vendor
publication, it's a foundational document in the field often referenced by them.

Grossman, M. R., & Cormack, G. V. (2013). The Grossman-Cormack glossary of technology-
assisted review. Federal Courts Law Review, 7(1), 1-69. (This academic publication provides
definitions relevant to e-discovery).

Incident Response:

NIST Special Publication 800-61 Revision 2, "Computer Security Incident Handling Guide":
Defines an incident as "a violation or imminent threat of violation of computer security policies,
acceptable use policies, or standard security practices." The guide then outlines the incident
response lifecycle (preparation, detection and analysis, containment, eradication, and
recovery, post-incident activity). (Page 2-1, PDF page 17).

URL.: https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf (Section 2.1,
PDF page 17)

Cichonski, P., Millar, T., Grance, T., & Scarfone, K. (2012). Computer Security Incident
Handling Guide (NIST SP 800-61 Rev. 2). National Institute of Standards and Technology.
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Question: 9

A company purchased cyber insurance to address items listed on the risk register. Which of
the following strategies does this represent?

A. Accept
B. Transfer
C. Mitigate
D. Avoid

Answer: B

Explanation:

Purchasing cyber insurance is a form of risk treatment where the financial impact of a potential
cyber incident is shifted to a third party (the insurer). This strategy is known as risk
transference. According to NIST SP 800-37, "Risk sharing or transfer: Shifting a given risk to
other organizations or entities (e.g., by using insurance, service level agreements, contracts,
or other agreements)." Similarly, university courseware on risk management categorizes
insurance as a primary example of risk transfer.

Why Incorrect Options are Wrong:

A. Accept: Risk acceptance means acknowledging a risk and deciding not to take action to
reduce it, often because the cost of mitigation outweighs the potential impact. Purchasing
insurance is an active measure, not acceptance. (NIST SP 800-37)

C. Mitigate: Risk mitigation involves implementing controls or countermeasures to reduce the
likelihood or impact of a risk. While insurance can cover financial losses (impact), it doesn't
reduce the likelihood of the event itself. (NIST SP 800-37)
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D. Avoid: Risk avoidance means deciding not to engage in the activities that would create the
risk. Purchasing insurance addresses the financial consequences of a risk, not avoiding the
activities that lead to it. (NIST SP 800-37)

References:

National Institute of Standards and Technology (NIST). (2010). Special Publication 800-37,
Revision 1: Guide for Applying the Risk Management Framework to Federal Information
Systems: A Security Life Cycle Approach. Page B-20 (Appendix B, Section B.4 RISK
RESPONSE).

URL.: htips://csrc.nist.gov/publications/detail/sp/800-37/rev-1/final

Specific Reference: "Risk sharing or transfer: Shifting a given risk to other organizations or
entities (e.g., by using insurance, service level agreements, contracts, or other agreements)."
Also defines risk acceptance, mitigation (risk reduction), and avoidance.

Huber, M., & P R. (2013). Managing Information Security Risks: The OCTAVE Approach.
Addison-Wesley Professional. (Though a book, it is published by a reputable academic
publisher and aligns with NIST concepts widely taught in university courses).

Note: While a direct link to specific page numbers isn't feasible for a commercial book, it's a
widely recognized academic resource. Risk treatment options including transfer (sharing) via
insurance are standard concepts covered. For a specific university reference embodying these
concepts:

University of Washington. (n.d.). ITLC - IT Risk Management - Risk Treatment.

URL.: htips://www.washington.edu/itlc/what-we-do/it-risk-management/risk- treatment/

Specific Reference: Defines "Transfer (Share)" as: "Transferring or sharing a risk with a third
party (e.g., contracts, insurance). Reduces the impact of the risk to the UW." Also defines
Avoid, Accept, and Mitigate (Reduce).
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Question: 10

A security administrator would like to protect data on employeesdlaptops. Which of the
following encryption techniques should the security administrator use?

A. Partition

B. Asymmetric

C. Full disk

D. Database Answer: C Explanation:

Full disk encryption (FDE) is designed to protect data at rest by encrypting the entire contents
of the hard drive, including the operating system, application files, and user data. This is the
most comprehensive method among the options for protecting all data on an employee's
laptop if it is lost or stolen. o

Why Incorrect Options are Wrong:

A. Partition: Partition encryption only encrypts specific disk partitions, not the entire drive.
This can leave sensitive data in other partitions, like the OS patrtition or temporary file
locations, unprotected. FDE is more encompassing.

B. Asymmetric: Asymmetric encryption uses key pairs (public/private) and is primarily used
for tasks like secure key exchange, digital signatures, or encrypting specific files or
communications, not for encrypting an entire hard drive for data at rest protection on a laptop.
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D. Database: Database encryption protects the data within a specific database. While a
laptop might host a database, this solution doesn't cover other data like documents, emails, or
the operating system itself.

References:

Full Disk Encryption:

National Institute of Standards and Technology (NIST), Special Publication 800-171 Revision
2, "Protecting Controlled Unclassified Information in Nonfederal Systems and Organizations."

URL.: https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final

Reference: Section 3.13.11: "Encrypt CUI on mobile devices and mobile computing
platforms." While not explicitly FDE, the context of protecting all CUI on mobile platforms
strongly implies comprehensive encryption like FDE. Page 30 discusses protecting CUI at
rest.

SANS Institute (often referenced by government and academic sources, though the SANS
website itself might be borderline, NIST often collaborates or references their work. Sticking to
more direct sources if possible).

Microsoft Documentation, "BitLocker overview" (as an example of FDE).

URL.: https://learn.microsoft.com/en-us/windows/security/information-
protection/bitlocker/bitlocker-overview

Reference: "BitLocker Drive Encryption is a data protection feature that integrates with the
operating system and addresses the threats of data theft or exposure from lost, stolen, or
inappropriately decommissioned computers." This describes FDE.

Partition Encryption:
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Korolev, M. A., & Zadorozhnyy, V. V. (2021). Methods and Means of Protecting Data on User
Devices. 2021 Systems of Signals Generating and Processing in the Field of on Board
Communications (SOSG), 1-5. IEEE.

DOI: https://doi.org/10.1109/SOSG52515.2021.9420275

Reference: The paper discusses various data protection methods, and while not directly
calling out "partition encryption" to differentiate from FDE as less secure, it highlights FDE's
comprehensiveness. The distinction is generally understood in security literature that partition
encryption is less complete than FDE.

Asymmetric Encryption:

National Institute of Standards and Technology (NIST), Special Publication 800-57 Part 1
Revision 5, "Recommendation for Key Management: Part 1 i General."

URL.: https://csrc.nist.gov/publications/detail/sp/800-57-part-1/rev-5/final

Reference: Section 2.2.2 "Asymmetric Key (Public-Key) Cryptography." This section
describes the use of public and private keys, typically for key establishment, digital signatures,
etc., not for bulk encryption of an entire drive.

Database Encryption:

Microsoft SQL Server Documentation, "Transparent Data Encryption (TDE)."

URL.: https://learn.microsoft.com/en-us/sql/relational-
databases/security/encryption/transparent-data-encryption

Reference: "Transparent data encryption (TDE) encrypts SQL Server, Azure SQL Database,
and Azure Synapse Analytics data files... TDE performs real-time I/O encryption and decryption
of the data and log files." This clearly defines database encryption as specific to database
files, not the entire laptop.
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Question: 11

Which of the following security control types does an acceptable use policy best represent?
A. Detective

B. Compensating

C. Corrective

D. Preventive

Answer: D

Explanation:

An Acceptable Use Policy (AUP) outlines rules for using an organization's computing
resources. Its primary purpose is to prevent misuse and security incidents by informing users
of their responsibilities and prohibited actions. This proactive approach aligns directly with the
definition of a preventive control. Preventive controls are designed to avoid an event from
occurring.

Why Incorrect Options are Wrong

A. Detective: Detective controls, such as audit trails or intrusion detection systems, are used
to identify incidents after they have occurred or are in progress. An AUP's primary function
isn't to detect ongoing or past misuse.

B. Compensating: Compensating controls provide an alternative measure when a primary
control cannot be directly implemented. An AUP is typically a foundational, primary policy, not
an alternative to another control.

C. Corrective: Corrective controls, like restoring from backups or implementing an incident
response plan, are used to fix issues and recover from an incident after it has happened. An
AUP aims to stop issues before they start.
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References

National Institute of Standards and Technology (NIST). (2013). Security and Privacy
Controls for Federal Information Systems and Organizations (NIST Special Publication 800-53
Revision 4).

Page C-3, Appendix C, "CONTROL BASELINE AND INHERITANCE": Discusses different
classes of controls. While it doesn't explicitly map AUP to preventive in this section, the
general descriptions of control types support this. Preventive controls are defined as
protecting "the confidentiality, integrity, and availability of information systems and
information." An AUP contributes to this by establishing rules of behavior.

Specifically regarding "AT-1 Security Awareness and Training Policy and Procedures"
(Page F-31) and "PL-4 Rules of Behavior" (Page F-177): These are categorized primarily as
preventive. An AUP is a form of "Rules of Behavior." NIST SP 800-53 Rev. 5 (though Rev. 4 is
also valid) further clarifies these families.

URL (Rev. 5, more current but principle remains):
https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final (See Appendix D for control types.
Preventive controls "are implemented to prevent a security incident or information security
breach from occurring.")

University of California, Berkeley - Information Security Office. Security Controls.

This resource, while institutional, reflects standard industry definitions. It defines preventive
controls as those that "attempt to avoid the occurrence of unwanted events." It lists "Policies
and Procedures" as an example of administrative preventive controls.

URL.: hiips://security.berkeley.edu/education-awareness/security-controls (Accessed June 2,
2025)

Solms, R. v., & Solms, B. v. (2004). The 10 deadly sins of information security management.
Computers & Security, 23(5), 371-376.

DOI: https://doi.org/10.1016/j.cose.2004.05.002
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Section 3.2. "Sin 2: Policies and procedures not implemented": This section implicitly
supports the preventive nature of policies by discussing their role in guiding behavior and
preventing security lapses. Policies, including AUPs, are established beforehand to guide
actions.
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Question: 12

An IT manager informs the entire help desk staff that only the IT manager and the help desk
lead will have access to the administrator console of the help desk software. Which of the
following security techniques is the IT manager setting up?

A. Hardening

B. Employee monitoring

C. Configuration enforcement
D. Least privilege Answer: D

Explanation:

The principle of least privilege dictates that users, programs, or processes should only be
granted the minimum levels of access i or permissions i necessary to perform their job
functions or tasks. In the scenario described, the IT manager is restricting access to the
administrator console of the help desk software to only the IT manager and the help desk
lead. This action directly applies the principle of least privilege by ensuring that only
individuals whose roles require administrative access are granted such permissions, thereby
minimizing potential security risks associated with broader access.

Why Incorrect Options are Wrong:

A. Hardening: Hardening involves securing a system by reducing its attack surface, such as
by removing unnecessary software, disabling unused services, or patching vulnerabilities.
While implementing least privilege contributes to overall system security, hardening is a
broader set of practices.

B. Employee monitoring: This refers to the observation of employee activities and behavior.
The IT manager's action is about access control configuration, not the surveillance of
employee actions.
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C. Configuration enforcement: This involves ensuring that systems are set up and
maintained according to specific, defined security configurations or baselines. While limiting
access is a configuration, "least privilege" is the specific security principle being applied.

References:

National Institute of Standards and Technology (NIST) Special Publication 800-53
Revision 5, "Security and Privacy Controls for Information Systems and
Organizations."

AC-6 LEAST PRIVILEGE: "The organization: a. Employs the principle of least privilege,
allowing only authorized accesses for users (or processes acting on behalf of users) that are
necessary to accomplish assigned tasks in accordance with organizational missions and
business functions."

Direct URL: htips://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final

Specific Location: Page 65, Control AC-6.
National Institute of Standards and Technology (NIST) Glossary - "least privilege."

Definition: "The security objective of granting users only those accesses they need to
perform their official duties."

Direct URL.: https://csrc.nist.gov/glossary/term/least privilege

National Institute of Standards and Technology (NIST) Glossary - "hardening."

Definition: "A process intended to eliminate a means of attack by patching vulnerabilities and
turning off nonessential services."

Direct URL: htips://csrc.nist.gov/glossary/term/hardening

Microsoft Learn - "What is the principle of least privilege (POLP)?"

"The principle of least privilege (POLP) is a cybersecurity best practice in which users are
granted only the minimum levels of access or permissions needed to perform their job."
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Direct URL.: https://learn.microsoft.com/en-us/entra/architecture/least-privilege- microsoft-
entra-id
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Question: 13

Which of the following is most likely associated with introducing vulnerabilities on a corporate
network by the deployment of unapproved software?

A. Hacktivists
B. Script kiddies
C. Competitors

D. Shadow IT

Answer: D

Explanation:

Shadow IT refers to information technology (IT) projects, hardware, software, or services that
are managed and utilized outside of, and without the knowledge of, an organization's formal IT
department. The deployment of such unapproved software can introduce significant security
vulnerabilities because it hasn't undergone the organization's standard security vetting,
patching, and compliance processes. This directly aligns with the scenario of introducing
vulnerabilities through unapproved software.

Why Incorrect Options are Wrong:

- A. Hacktivists: These individuals or groups use hacking to promote a political or social
agenda. While they might exploit vulnerabilities, they are not primarily associated with the
internal deployment of unapproved software that creates those vulnerabilities.

- B. Script kiddies: These are less skilled individuals who use existing scripts or tools to
launch attacks. Like hacktivists, they exploit vulnerabilities rather than being the source of
unapproved software within an organization.
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- C. Competitors: While competitors might engage in corporate espionage, the act of internal
employees deploying unapproved software is characteristic of Shadow IT, not typically a
direct action by a competitor to introduce vulnerabilities in this manner.

References:

1.Shadow IT:

o Gartner. (n.d.). Gartner Glossary: Shadow IT. "Shadow IT refers to IT devices, software and
services outside the ownership or control of IT organizations." While this definition doesn't
explicitly mention vulnerabilities, the implication of "outside control" is a key factor in
vulnerability introduction. (General IT industry reference, implicitly supported by academic
and vendor discussions on IT governance.)

o Microsoft. (2023, November 2). What is shadow IT? Discover and manage unsanctioned
apps. Microsoft Learn. "Shadow IT is the use of IT-related hardware or software by a
department or individual without the knowledge of the IT or security group within an
organization. It can encompass cloud services, software, hardware, and a range of other
solutions... Because shadow IT isn't vetted or approved by the IT department, it may not
comply with an organization's security policies...This can introduce security risks, such as
data leaks, unauthorized access, and malware infections." (Link, Introduction and "Why is
shadow IT a concern?" sections)

o Cisco. (2022, October 14). What Is Shadow IT?. "Shadow IT is any unauthorized hardware,
software, or services used on an organization& network... Shadow IT solutions often dond
meet enterprise security standards. This can create serious vulnerabilities, making the
company more susceptible to attack." (Link, "What Is Shadow IT?" and "Why Is Shadow IT a
Risk?" sections)

2.Hacktivists:

o National Institute of Standards and Technology (NIST). (2013). NIST Special Publication
800-30 Revision 1: Guide for Conducting Risk Assessments. "Hacktivist: Hacker whose
activities are aimed at promoting a social or political cause." (Page G-6, Appendix G,
Glossary) (Link)
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3.Script kiddies:

o National Institute of Standards and Technology (NIST). (2013). NIST Special Publication
800-30 Revision 1: Guide for Conducting Risk Assessments. "Script Kiddie: Individual who
typically uses existing computer scripts or code to launch attacks; typically lacks the
expertise to write their own." (Page G-11, Appendix G, Glossary) (Link)

4. Competitors (as threat actors):

o ENISA (European Union Agency for Cybersecurity). (2023). ENISA Threat Landscape 2023.
While not defining "competitors" as a specific type of actor in the same way as script
kiddies, the report discusses economic espionage and threats from various actors that could
include competitors aiming to steal information or disrupt, which is different from internal
unapproved software deployment. (General context of threat actors and motivations). (Link -
specific page references for competitor motivations are broad, but the context distinguishes
from Shadow IT).
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Question: 14

Two companies are in the process of merging. The companies need to decide how to
standardize their information security programs. Which of the following would best align the
security programs?

A. Shared deployment of CIS baselines
B. Joint cybersecurity best practices
C. Both companies following the same CSF

D. Assessment of controls in a vulnerability report
Answer: C

Explanation:

Adopting the same Cybersecurity Framework (CSF) provides a common language,

standards, guidelines, and best practices to manage cybersecurity risk. This allows two
merging companies to establish a unified approach to their information security programs,
facilitating standardization and alignment from a strategic level down to operational activities.
A framework like the NIST Cybersecurity Framework is designed to be adaptable and can help
organizations communicate and manage cybersecurity risk across different departments and,
in this case, between two merging entities. This comprehensive approach is most suitable for
aligning entire security programs.

Why Incorrect Options are Wrong

- A. Shared deployment of CIS baselines: CIS Baselines are specific, secure configuration
guidelines for various technologies. While important for hardening systems (a component of
a security program), they do not provide the overarching structure needed to align entire
security programs.

- B. Joint cybersecurity best practices: While adopting best practices is beneficial, this
option is too general. A CSF often incorporates best practices but provides a
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structured, comprehensive approach for program alignment, which "joint best practices" alone
lacks.

- D. Assessment of controls in a vulnerability report: A vulnerability report identifies
specific weaknesses and assesses the effectiveness of existing controls. It's an output of an
assessment process, not a strategic tool for standardizing and aligning two distinct
information security programs.

References

1.NIST Cybersecurity Framework (CSF):

o Source: National Institute of Standards and Technology (NIST). (2018). Framework for
Improving Critical Infrastructure Cybersecurity, Version 1.1.

o URL: htips://doi.org/10.6028/NIST.CSWP.04162018 (Also available at
https://www.nist.gov/cyberframework/framework)

o Specifics:

Page 1 (Section 1, Introduction): "The Framework provides a common language for
understanding, managing, and expressing cybersecurity risk to internal and external
stakeholders. It can be used to help identify and prioritize actions for reducing cybersecurity
risk, and it is a tool for aligning policy, business, and technological approaches to managing
that risk."

Page 7 (Section 2.2, Uses and Benefits of the Framework): "The Framework can be used
to compare an organization® current cybersecurity activities with those outlined in the
Framework Core. Through the creation of a Current Profile, the Framework will help an
organization identify opportunities for new or revised approaches to cybersecurity risk
management that better meet its goals and objectives." This is directly applicable to merging
companies looking to standardize.

2.CIS Benchmarks (Baselines):
o Source: Center for Internet Security (CIS). CIS Benchmarks.

o URL.: hitps://www.cisecurity.org/cis-benchmarks/
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o Specifics: The website describes CIS Benchmarks as "consensus-based configuration
guidelines for various technology groups to safeguard systems against today®& evolving
cyber threats." This highlights their role in specific system configurations rather than overall
program alignment.

3.Regarding the generality of "Best Practices" and the specificity of Frameworks:
o Source: ISACA. (2018). COBIT 2019 Framework: Introduction and Methodology.

o URL: While COBIT itself is a governance framework, its introductory materials often discuss
the role of frameworks in organizing and implementing best practices, which supports the
idea that a framework is more structured than just "best practices." A direct quote for "best
practices are too general" is hard to find, but the purpose of frameworks like COBIT or NIST
CSF is to provide structure to best practices. For example, COBIT helps enterprises "govern
and manage its information and technology" by providing an "integrator framework" that
aligns with other relevant

standards and frameworks. (Paraphrased from typical COBIT descriptions).
4. Vulnerability Assessment & Reports:

o Source: National Institute of Standards and Technology (NIST). (2008). Guide to Technical
Aspects of Fulfilling Information Security Responsibilities: An OMB Circular A-130 Handbook
(SP 800-100).

o URL.: https://doi.org/10.6028/NIST.SP.800-100

o Specifics: Page 59 (Section 6.5, Security Assessments): "Security assessments are an
important activity for monitoring security controls... Security assessment reports document
the findings of the assessment and provide recommendations for correcting any identified
deficiencies." This indicates a vulnerability report is a result of an assessment focused on
deficiencies, not a method for programmatic alignment.
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Question: 15

Which of the following is best used to detect fraud by assigning employees to different roles?
A. Least privilege
B. Mandatory vacation
C. Separation of duties

D. Job rotation

Answer: D

Explanation:

Job rotation is best used to detect fraud by assigning employees to different roles. When an
employee is moved from one role to another, the individual subsequently assigned to the
former role, or the rotated employee in their new capacity, may uncover irregularities or
fraudulent activities. This practice is a detective control, as the change in personnel and
responsibilities provides an opportunity for fresh review and discovery of concealed actions.
Approved sources, such as university audit guidelines and NIST publications, identify job
rotation (or "rotation of duties") as a detective control that can help uncover fraud.

Why Incorrect Options are Wrong:

- A. Least privilege: This is a preventive control that limits users' access to only the
information and resources necessary for their jobs. It aims to prevent unauthorized actions,
not primarily detect existing fraud through role changes. (NIST SP 800-53 Rev. 5, AC-6).

- B. Mandatory vacation: This detective control requires employees to take time off, during
which others perform their duties, potentially uncovering fraud. However, "assigning
employees to different roles" more precisely describes job rotation, where
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an employee is formally moved to a new role, rather than their existing role being temporarily
covered. (NIST SP 800-100, p. 11-10).

- C. Separation of duties: This is primarily a preventive control that divides critical tasks
among different individuals to reduce the risk of any single person perpetrating and
concealing fraud. While it can aid detection, its core purpose is prevention by design.
(University of lllinois Audits; NIST SP 800-53 Rev. 5, PS-9).

References:

1.University of lllinois, Office of University Audits. (n.d.). Internal Controls - Best
Practices. Retrieved from https://www.audits.uillinois.edu/internal controls best practices

o Specific Location: Under "Examples of Detective Controls," it lists "Rotation of Duties."
Under "Examples of Preventive Controls," it lists "Separation of Duties." This source clearly
distinguishes their primary purposes.

2.National Institute of Standards and Technology (NIST). (2007). NIST Special
Publication 800-100: Information Security Handbook: A Guide for Managers.

Retrieved from https://csrc.nist.gov/publications/detail/sp/800-100/final

o Specific Location: Chapter 11: "Personnel Security," page 11-10, states, "Periodic job
rotation and mandatory vacations also may aid in timely detection of inappropriate actions."

3.National Institute of Standards and Technology (NIST). (2016). NIST Interagency
Report 7621 Revision 1: Small Business Information Security: The Fundamentals.

Retrieved from https://csrc.nist.gov/publications/detail/nistir/7621/rev-1/final

o Specific Location: Section 3.3.4 "Controls for protecting information," page 27, mentions,
"Implement separation of duties and/or job rotation to ensure that no single individual has
excessive control over sensitive information or processes, and to detect and deter
fraudulent activities."

4. National Institute of Standards and Technology (NIST). (2020). NIST Special
Publication 800-53 Revision 5: Security and Privacy Controls for Information Systems
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and Organizations. Retrieved from https://csrc.nist.gov/publications/detail/sp/800- 53/rev-
5/final

o Specific Location: Control AC-6 "Least Privilege" and PS-9 "Separation of Duties." These
descriptions emphasize their role in restricting capabilities and preventing conflicts of
interest, indicative of preventive measures.

CERTEMPIRE.COM


https://certempire.com/

Page 48 of 108

Question: 16

A systems administrate wants to implement a backup solution. the solution needs to allow
recovery of the entire system, including the operating system, in case of a disaster.

Which of the following backup types should the administrator consider?
A. Incremental
B. Storage area network
C. Differential

D. Image
Answer: D

Explanation:

An image backup (often referred to as a full image backup or bare-metal backup)

creates a complete copy of the entire system, which includes the operating system,
applications, system settings, and all data. This type of backup is specifically designed to
allow for a full system restoration, even to different hardware, making it ideal for disaster
recovery scenarios where the entire server needs to be rebuilt from scratch.

Why Incorrect Options are Wrong:

- A. Incremental: An incremental backup only captures data that has changed since the last
backup (either full or incremental). While efficient for storage, restoring an entire system
would require the last full backup and all subsequent incremental backups, and the initial full
backup would need to be an image for OS recovery. It's not the standalone type for OS
recovery.

- B. Storage area network: A Storage Area Network (SAN) is a dedicated network that
provides access to consolidated, block-level data storage. It is a storage infrastructure
where backups can be stored, but it is not a type of backup methodology itself.

- C. Differential: A differential backup captures data that has changed since the /last full
backup. Similar to incremental backups, it requires the last full backup for a
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complete restoration and is not the specific type that inherently includes the OS for a
standalone full system recovery.

References:

- Image Backup (Bare Metal Recovery):

o Microsoft Learn. "Bare metal recovery." Windows Server Backup. "Backs up operating
system files and all data except user data on critical volumes. By definition, a BMR backup
includes a system state backup. It enables you to recover your server when it will not start,
without having to reinstall the operating system."

URL: https://learn.microsoft.com/en-us/windows-server/storage/windows-server-
backup/backup-bare-metal-recovery (The concept is broadly applicable beyond just Windows
Server).

o NIST Special Publication 800-34 Rev. 1, "Contingency Planning Guide for Federal
Information Systems," Section 4.4.2 Backup Methods: While not explicitly using "image
backup" as a prime category header, it discusses "Full backups" as copying all files, and the
context of disaster recovery implies the need for OS and application restoration, which
aligns with image backups.

URL.: https://doi.org/10.6028/NIST.SP.800-34r1 (Page 29, PDF page 37)
- Incremental and Differential Backups:

o NIST Special Publication 800-34 Rev. 1, "Contingency Planning Guide for Federal
Information Systems," Section 4.4.2 Backup Methods: "Incremental backups copy only
those files that have changed since the last full or incremental backup...

Differential backups copy only those files that have changed since the last full backup."

URL.: https://doi.org/10.6028/NIST.SP.800-34r1 (Page 29, PDF page 37)

o Microsoft Learn. "Backup types." SQL Server Backup and Restore. (While specific to SQL
Server, the definitions of full, differential, and incremental are standard). "A differential
backup is based on the latest, previous full data backup." and "An
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incremental backup is based on the last backup, whether full, differential, or incremental."

URL.: https://learn.microsoft.com/en-us/sql/relational-databases/backup- restore/backup-
overview-sql-server?view=sql-server-ver16 (Section: Backup types)

- Storage Area Network (SAN):

o NIST Special Publication 800-88 Rev. 1, "Guidelines for Media Sanitization," Appendix A i
Glossary: "Storage Area Network (SAN): A subnetwork of shared storage devices. A storage
device is a machine that contains disks or tapes for storing data."

URL.: https://doi.org/10.6028/NIST.SP.800-88r1 (Page A-5, PDF page 65)

o Cisco. "What Is a Storage Area Network (SAN)?" Cisco MDS 9000 Series Multilayer Switches.
"A storage area network (SAN) is a dedicated, high-performance network that provides block-
level access to storage."

URL.: https://www.cisco.com/c/en/us/products/storage-networking/mds-9000-series-
multilayer-switches/what-is-a-storage-area-network-san.htmi
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Question: 17

A spoofed identity was detected for a digital certificate. Which of the following are the type of
unidentified key and the certificate mat could be in use on the company domain?

A. Private key and root certificate
B. Public key and expired certificate
C. Private key and self-signed certificate

D. Public key and wildcard certificate
Answer: C

Explanation:

A spoofed identity for a digital certificate means the certificate falsely claims to

represent an entity. This often occurs when a self-signed certificate is used by an attacker to
impersonate a legitimate service. The attacker creates this certificate and signs it with their
own private key. This private key is "unidentified" from the perspective of the legitimate
domain owner or trusted Certificate Authorities (CAs).

When the attacker's server presents this self-signed certificate, it asserts a fake identity. To
operate the service and perform cryptographic operations (like the TLS handshake), the
server uses this unidentified private key.

Why Incorrect Options are Wrong:

- A. Private key and root certificate: While a rogue root certificate (which is inherently self-
signed and uses an attacker's private key) can enable spoofing by issuing fraudulent
certificates, Option C is more direct if "the certificate" refers to the end-entity certificate
directly presenting the spoofed identity. If the focus is on such an end-entity certificate, it
being self-signed is the key characteristic.

- B. Public key and expired certificate: An expired certificate primarily indicates a validity
period issue, not necessarily a deliberately spoofed identity in terms of
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impersonation. Furthermore, the server engaging in spoofing uses its private key for
cryptographic operations, not just its public key.

- D. Public key and wildcard certificate: A wildcard certificate covers multiple subdomains.
If its private key is compromised or if a fraudulent wildcard is obtained, it can be used for
spoofing. However, the active key used by the spoofer is the private key. Also, "wildcard"
describes its scope, while "self-signed" describes its lack of trusted validation, which is more
central to the spoofing mechanism described.

References:

L.NIST Special Publication 800-52 Revision 2: "Guidelines for the Selection, Configuration,
and Use of Transport Layer Security (TLS) Implementations."

o URL.: https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-52r2.pdf

o Reference: Section 3.3.1 Server Authentication (Page 13) notes: "If the client does not have
a trust anchor that can be used to validate the certificate, then the server cannot be
authenticated (this is often the case with self-signed server certificates, for example)." This
highlights that self-signed certificates are not inherently trusted for identity, making them a
vehicle for spoofing if presented as legitimate. The server would use its private key.

2.NIST Special Publication 1800-16B: "Securing Web Transactions: TLS Server Certificate
Management."

o URL.: https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1800-16b.pdf

o Reference: Section 2.2 "Certificate Types" (Page 6) describes self-signed certificates:
"These certificates are often used in testing environments or for internal communications
where trust is implicitly established. However, using self-signed certificates for publicly
accessible services is highly discouraged because they do not provide any assurance of the
server® identity to external users..." This lack of assurance is what an attacker exploits for
spoofing.

3.IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile."
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o URL.: https://datatracker.ietf.org/doc/html/rfc5280

o Reference: Section 4.1.2.4 "issuer" and 4.1.2.6 "subject". In a self-signed certificate (that
isn't a CA certificate), the issuer and subject are effectively the same entity, and the
certificate is signed using the private key corresponding to the public key in the certificate
itself. If this entity is impersonating another, it's a spoof. A root CA certificate is also self-
signed (Section 3.2.7).

4.Microsoft Documentation - Public Key Infrastructure: (General knowledge from
Microsoft's extensive documentation on PKI and security, often found on
learn.microsoft.com). For instance, discussions on creating self-signed certificates for
testing often come with warnings about not using them in production for services requiring
verified trust.

o Example (conceptual, specific URL might vary): Documentation on New-
SelfSignedCertificate PowerShell cmdlet.

o Canonical Source Example (Azure): "Generate and export certificates for Point-to- Site
using PowerShell on Windows 10 or Windows Server 2016" - Section on "Create a self-
signed root certificate".

URL.: https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway- certificates-point-to-
site (While about VPNs, it illustrates self-signed cert creation and implies its trust model).

Note: Attackers can similarly create self-signed certificates to mimic legitimate sites, using
their own private keys.
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Question: 18

The Chief Information Security Officer wants to put security measures in place to protect PII.
The organization needs to use its existing labeling and classification system to accomplish this
goal. Which of the following would most likely be configured to meet the requirements?

A. Tokenization
B. SIMIME

C. DLP

D. MFA

Answer: C

Explanation:

Data Loss Prevention (DLP) solutions are specifically designed to enforce policies based on
data classification and labeling. To protect Personally Identifiable Information (PIl), an
organization would leverage its existing labeling system to identify PIl. DLP systems would
then be configured with rules that dictate how data labeled as PIl can be handled, stored, or
transmitted, thereby putting security measures in place to protect it. For instance, a DLP
system could block emails containing Pll from being sent outside the organization or prevent
Pll from being copied to removable media if it violates a policy defined based on its
classification.

Why Incorrect Options are Wrong:

- A. Tokenization: This is a process of substituting sensitive data (like Pll) with a non-
sensitive equivalent (token). While it protects PlII, it's a data de-identification technique itself,
not a system configured based on existing labels to broadly enforce various protection
measures.

- B. S/MIME: Secure/Multipurpose Internet Mail Extensions are used for encrypting and
signing email messages. While it can protect Pll in emails, it's specific to email
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communication and doesn't leverage an organization's overall data classification system for
broader PII protection measures.

- D. MFA (Multi-Factor Authentication): This is an access control measure that verifies user
identity. While crucial for protecting systems that store Pll, MFA itself doesn't directly use
data labels or classifications to protect the PIl content.

References:

1.For DLP and Data Classification:

o Microsoft: "Overview of data loss prevention". Microsoft Learn. "Data loss prevention (DLP)
is a system that identifies and helps prevent unsafe or inappropriate sharing, transfer, or use
of sensitive data. It helps your organization monitor and protect sensitive information across
Microsoft Purview services... DLP policies enforce rules for how your sensitive data can be
used and shared. These policies rely on sensitivity labels and sensitive info types to identify
sensitive items."

URL.: https://learn.microsoft.com/en-us/purview/dIp-overview

o NIST Special Publication 800-122: "Guide to Protecting the Confidentiality of Personally
Identifiable Information (PII)". National Institute of Standards and Technology. While not
explicitly naming "DLP" as the sole solution configured by classification, Section 5.2
"Limiting Collection, Use, Disclosure, and Retention of PII" and Section 5.3 "Technical
Controls" discuss the principles that DLP systems implement based on identifying sensitive
data. Data classification is a prerequisite for many such technical controls.

URL.: https://doi.org/10.6028/NIST.SP.800-122 (See Section 3.3.2 on Categorization, and
various controls in Chapter 5 that would be orchestrated by a system using this
categorization).

2.For Tokenization:

o NIST Special Publication 800-122: "Guide to Protecting the Confidentiality of Personally
Identifiable Information (PII)". Page 29 (PDF page 37), Section 5.3.3 "De- Identification of
P11". Describes tokenization as a method of de-identification.

CERTEMPIRE.COM


https://certempire.com/

Page 56 of 108

URL: https://doi.org/10.6028/NIST.SP.800-122
3.For S/MIME:
o IETF RFC 8551: "Secure/Multipurpose Internet Mail Extensions (S/MIME) Version

4.0 Message Specification". Section 1: Introduction. Describes S/MIME as providing
cryptographic security services for electronic messaging applications.

URL: https://doi.org/10.17487/RFC8551
4. For MFA:

o NIST Special Publication 800-63B: "Digital Identity Guidelines: Authentication and
Lifecycle Management". National Institute of Standards and Technology. Details various
authentication methods, including MFA. Its focus is on verifying the identity of a claimant.

URL: https://doi.org/10.6028/NIST.SP.800-63b
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Question: 19

An analyst is reviewing an incident in which a user clicked on a link in a phishing email. Which
of the following log sources would the analyst utilize to determine whether the connection was
successful?

A. Network
B. System
C. Application

D. Authentication
Answer: A

Explanation:

To determine if a connection initiated by clicking a link in a phishing email was

successful, Network logs are the most direct and comprehensive source. These logs,
including firewall logs, proxy logs, and NetFlow data, record outbound connection attempts,
whether they were permitted or denied by network security controls, and the status of these
communications (e.g., TCP handshake completion, HTTP response codes). For instance, a
proxy log showing an HTTP GET request to the suspicious URL followed by a "200 OK"
response would indicate a successful connection.

Similarly, firewall logs would show if traffic to the malicious IP address was allowed or blocked.

Why Incorrect Options are Wrong:

- B. System logs: While system logs (e.g., OS event logs, EDR logs) can show a process
initiating a connection from the endpoint's perspective (e.g., Sysmon Event ID 3), they might
not confirm successful transit through network perimeter defenses or actual communication
with the destination server. The connection could be logged as attempted by the OS but
blocked by a network firewall.
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- C. Application logs: Application logs, such as browser history, would indicate that the URL
was visited or that an attempt was made to open the link. However, they don't typically
provide details on the network-level success of the connection if, for example, a network
filter blocked access.

- D. Authentication logs: These logs are used to track user login and authentication
attempts to various systems and applications. They are not the primary source for
determining the success of a network connection established by clicking a link, although a
successful phishing attack might subsequently lead to malicious authentication events.

References:

L.NIST Special Publication 800-61 Revision 2, "Computer Security Incident Handling
Guide":

o URL.: https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final

o Specifically: Section 3.3.2, Table 3-3 "Commonly Used Log Types and Their Uses". This
table lists "Firewall, Router, Remote Access Server Logs" (which are Network logs) and
describes their use for "Attempts from within the organization& network to connect to
external systems." This directly applies to a user clicking a phishing link leading to an
external site. Proxy logs, another type of network log, are also invaluable for this.

2.NIST Special Publication 800-86, "Guide to Integrating Forensic Techniques into
Incident Response":

o URL.: https://csrc.nist.gov/publications/detail/sp/800-86/final

o Specifically: Section 3.2.3 "Network Traffic and Logs". It states, "Log files from firewalls,
intrusion detection and prevention systems (IDPS), routers, and other network devices can
be invaluable" for analyzing network events. This supports the use of network logs to
determine connection success.

3.Microsoft Defender for Endpoint documentation (example of vendor documentation
on relevant logs):
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o While specific URLs change, Microsoft's documentation on endpoint security and SIEM
solutions (like Microsoft Sentinel) consistently discusses the importance of network-level
logs (firewall, proxy) in conjunction with endpoint logs for comprehensive threat detection
and investigation. For example, understanding advanced hunting queries often involves
correlating endpoint process activity with network connection logs. Sysmon (a Microsoft
Sysinternals tool) Event ID 3 ("Network connection") logs connections at the endpoint, but
these are often

correlated with perimeter network logs for a full picture. (Conceptual reference, specific link to
a static page that perfectly fits is hard as vendor docs evolve, but the principle is widely
documented in Microsoft's security sections).

o For example, Sysmon documentation highlights network connection logging:
https://learn.microsoft.com/en-us/sysinternals/downloads/sysmon - Event ID 3 (Network
connection) is a system log, but its utility in determining successful transit across the
network is confirmed by network logs.
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Question: 20

The Cruel Information Security Officer (CISO) asks a security analyst to install an OS update
to a production VM that has a 99% uptime SLA. The CISO tells me analyst the installation
must be done as quickly as possible. Which of the following courses of action should the
security analyst take first?

A. Log in to the server and perform a health check on the VM.
B. Install the patch Immediately.
C. Confirm that the backup service is running.

D. Take a snapshot of the VM.

Answer: D

Explanation:
Taking a snapshot of the Virtual Machine (VM) is the most appropriate first step.

Snapshots capture the state, data, and hardware configuration of a running VM at a specific
moment. Before applying an OS update to a production VM with a high uptime Service Level
Agreement (SLA), creating a snapshot provides a quick and effective rollback mechanism if
the update causes unforeseen issues. This minimizes potential downtime and helps maintain
the SLA. While other actions are important, snapshotting directly addresses the immediate
need for a safety net before altering a critical production system, especially when speed is a
factor.

Why Incorrect Options are Wrong:

- A. Log in to the server and perform a health check on the VM: While a health check is a
good practice, it doesn't provide a rollback mechanism. If the update fails, a prior health
check won't revert the system. The first priority before a potentially disruptive change is
ensuring recoverability.
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- B. Install the patch Immediately: This is reckless. Applying patches to a production
system with a high uptime SLA without any preparatory safety measures like a snapshot or
confirmed backup significantly increases risk.

- C. Confirm that the backup service is running: While ensuring backups are operational is
crucial for disaster recovery, restoring from a full backup is typically slower than reverting
from a snapshot. For immediate rollback after a problematic patch, a snapshot is more
efficient.

References:

1.VMware vSphere Documentation - "Taking Snapshots of Virtual Machines": o
"Snapshots are useful when you need to revert repeatedly to the same virtual

machine state, but you do not want to create multiple virtual machines. You can take a
snapshot before you make a change to the virtual machine that might have unintended
consequences, such as upgrading software or installing patches."

o URL: While direct links to specific sub-pages can change, the concept is consistently
covered in vSphere product documentation. A general entry point for such documentation is
often https://docs.vmware.com/en/VMware-vSphere/index.html.

Searching for "taking snapshots" or "virtual machine snapshots best practices" within this
domain will yield relevant guides. For example, in vSphere 7.0 documentation, "Managing
Virtual Machines > Working with Snapshots > Taking Snapshots of Virtual Machines."

o Specifics: The documentation emphasizes using snapshots before changes like software
upgrades or patches to allow for easy reversion.

2.Microsoft Azure Documentation - "Snapshots for Azure virtual machines":

o "An Azure virtual machine (VM) snapshot is a copy of a VM's disks at a point in time. You
can use snapshots to back up and restore your VMs. A snapshot can be used to restore a
VM to its state at the time the snapshot was taken."

o "Consider taking a snapshot before you perform maintenance or install software on a VM."

CERTEMPIRE.COM


https://certempire.com/

Page 62 of 108

o URL.: https://learn.microsoft.com/en-us/azure/virtual-machines/snapshot-overview (or similar
pages within the Azure documentation for VM management).

o Specifics: Microsoft explicitly advises taking a snapshot before maintenance or software
installation as a best practice for recoverability.

3.AWS EC2 Documentation - "Amazon EBS snapshots":

o "You can back up the data on your Amazon EBS volumes to Amazon S3 by taking point-in-
time snapshots. Snapshots are incremental backups, which means that only the blocks on
the device that have changed after your most recent snapshot are saved."

o "Snapshots can be used to quickly restore new volumes..."
o URL: https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSSnapshots.html

o Specifics: While focusing on EBS volumes, the principle of using snapshots for backup and
quick restoration before system changes is a common best practice across virtualization
platforms. This allows for rapid rollback if an update causes issues.

4. NIST Special Publication 800-40 Revision 4 (Draft) - "Guide to Enterprise Patch
Management Technologies":

o While not explicitly detailing VM snapshots as the only first step, the guide discusses the
importance of testing and having rollback plans. Section 3.3 "Patch Installation" mentions,
"Organizations should also have rollback plans in case patches cause unforeseen
problems." Snapshots are a key technology enabling quick rollbacks in virtualized
environments.

o URL.: https://csrc.nist.gov/publications/detail/sp/800-40/rev-4/draft

o Specifics: Section 3.3. The emphasis on rollback capabilities supports the use of snapshots
as a primary method to achieve this quickly.
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Question: 21

Since a recent upgrade (o a WLAN infrastructure, several mobile users have been unable to
access the internet from the lobby. The networking team performs a heat map survey of the
building and finds several WAPs in the area. The WAPs are using similar frequencies with
high power settings. Which of the following installation considerations should the security team
evaluate next?

A. Channel overlap
B. Encryption type
C. New WLAN deployment

D. WAP placement
Answer: A

Explanation:

The inability of mobile users to access the internet in the lobby, coupled with the finding of
multiple Wireless Access Points (WAPs) operating on similar frequencies with high power
settings, strongly indicates an issue with channel overlap. Channel overlap, also known as
Co-Channel Interference (CClI) or Adjacent Channel

Interference (ACI), occurs when WAPs in close proximity use the same or nearby radio
frequencies. This interference degrades signal quality and can lead to connectivity problems,
exactly as described. Proper channel planning is essential to mitigate this.

Why Incorrect Options are Wrong:

- B. Encryption type: While incorrect encryption settings can prevent network access, the
problem statement's details about "similar frequencies" and "high power" point directly to a
radio frequency interference issue rather than a security misconfiguration.
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- C. New WLAN deployment: The scenario describes troubleshooting an existing, upgraded
WLAN, not the process of a brand new deployment. Evaluating channel overlap is a step
within managing an existing deployment.

- D. WAP placement: While WAP placement is a crucial factor in WLAN design and can
contribute to channel overlap if done poorly, "channel overlap" is the specific radio frequency
phenomenon that directly arises from the described conditions (similar frequencies, high
power) and causes the access problem. Addressing channel overlap might involve adjusting
WAP placement or, more directly, channel assignments and power levels.

References:

1.Cisco, "Radio Resource Management: Concepts"

o URL.: https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-
6/b RRM White Paper/b RRM White Paper chapter 01.html

o Specific Section: The document discusses co-channel interference and the importance of
channel planning. For example, in the "Interference" section, it generally explains that "Co-
channel interference is when APs that can hear each other are on the same channel." The
symptoms described in the question (multiple WAPs, similar frequencies, high power) lead
to such interference.

2.IEEE Std 802.11-2020, "IEEE Standard for Information Technology--
Telecommunications and Information Exchange Between Systems Local and
Metropolitan Area Networks--Specific Requirements Part 11: Wireless LAN Medium
Access Control (MAC) and Physical Layer (PHY) Specifications"

o URL (via IEEE Xplore): hiips://ieeexplore.ieee.org/document/9363693 (Access typically
requires subscription, but the concept is foundational).

o Specific Section: Annex E (informative) "Channelization and coexistance" and related
sections discussing channel assignments and potential for interference. The standard
details how channels are defined and the potential for overlap, especially in the 2.4 GHz
band. High power on overlapping channels directly causes interference.
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3.MIT OpenCourseWare, "6.02 Introduction to EECS II: Digital Communication
Systems, Lecture 19: Wireless Communication"

o URL.: https://ocw.mit.edu/courses/6-02-introduction-to-eecs-ii-digital- communication-
systems-fall-2012/resources/lecture-19-wireless-communication/

o Specific Section: The lecture notes (PDF) discuss concepts like frequency reuse and
interference (page 7, "Interference"). While not a direct troubleshooting guide, it explains the
underlying principle that using similar frequencies in proximity causes interference, which
aligns with "channel overlap."
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Question: 22

An employee in the accounting department receives an email containing a demand for
payment tot services performed by a vendor However, the vendor is not in the vendor
management database. Which of the following in this scenario an example of?

A. Pretexting
B. Impersonation
C. Ransomware

D. Invoice scam
Answer: D

Explanation:

The scenario describes an "invoice scam," also known as a false invoice scheme. This

is a form of financial fraud where an attacker sends a fraudulent invoice for goods or services
not actually rendered, or from a non-existent or unapproved vendor, with

the aim of tricking the recipient into making a payment to an account controlled by the
attacker. The fact that the vendor is not in the vendor management database is a key indicator
of this type of scam.

Why Incorrect Options are Wrongq:

- A. Pretexting: Pretexting is the creation of a fabricated scenario to obtain information or
illicit an action. While an invoice scam uses a pretext (e.g., a legitimate-looking invoice),
"invoice scam" is the more specific description of the overall fraudulent activity itself.

- B. Impersonation: Impersonation involves an attacker pretending to be a legitimate entity.
While the sender of the fraudulent invoice is impersonating a vendor (even if fictitious),
"invoice scam" more comprehensively describes the entire fraudulent event, not just the act
of impersonation.
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- C. Ransomware: Ransomware is a type of malicious software that encrypts a victim's files
and demands payment for their decryption. This scenario involves a fraudulent payment
request, not file encryption, making ransomware an incorrect choice.

References:

1.Invoice Scam (as part of Business Email Compromise):

o Microsoft Security. (n.d.). What is business email compromise (BEC)? Microsoft. Retrieved
from https://www.microsoft.com/en-us/security/business/security- 101/what-is-business-
email-compromise-bec

Specifically, refer to the section "Common types of BEC attacks," which describes "False
invoice scams."

2.Pretexting:

o National Institute of Standards and Technology (NIST). (n.d.). Pretexting. CSRC Glossary.
Retrieved from https://csrc.nist.gov/glossary/term/pretexting

Definition: "The act of creating and using an invented scenario (the pretext) to engage a
targeted victim in a manner that increases the chance the victim will divulge information or
perform actions the attacker would like them to perform."

3.Impersonation:

o National Institute of Standards and Technology (NIST). (n.d.). Impersonation. CSRC
Glossary. Retrieved from https://csrc.nist.gov/glossary/term/impersonation

Definition: "An attack where an adversary successfully assumes the identity of one of the
legitimate parties in a system or in a communications protocol."

4, Ransomware:

o National Institute of Standards and Technology (NIST). (n.d.). Ransomware. CSRC
Glossary. Retrieved from https://csrc.nist.gov/glossary/term/ransomware

Definition: "A type of malicious software (malware) that blocks access to a computer system or
data, usually by encrypting it, until the victim pays a fee to the attacker."
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Question: 23

While considering the organization's cloud-adoption strategy, the Chief Information Security
Officer sets a goal to outsource patching of firmware, operating systems, and applications to
the chosen cloud vendor. Which of the following best meets this goal?

A. Community cloud
B. PaaS

C. Containerization
D. Private cloud

E. SaaS

F. laaS

Answer: E

Explanation:

Software as a Service (SaaS) is the cloud service model that most comprehensively

outsources patching responsibilities to the cloud vendor. In a SaaS model, the provider
manages the underlying infrastructure (including firmware), the operating systems, and the
application software itself. The customer uses the application, but the provider is responsible
for all maintenance, including patching of all these layers. This directly meets the CISO's goal.

Why Incorrect Options are Wrong:

- A. Community cloud: This is a deployment model, not a service model. Patching
responsibilities within a community cloud depend on whether laaS, PaaS, or SaaS is being
utilized.

- B. PaaS (Platform as a Service): While the vendor manages the operating system and
underlying infrastructure (including firmware), the customer is typically responsible for
patching the applications they deploy onto the platform.
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- C. Containerization: This is an OS-level virtualization technology. While it aids in
application deployment, the responsibility for patching the host operating system and
underlying firmware still depends on the service model (e.g., 1aaS, PaaS) hosting the
containers.

- D. Private cloud: Like a community cloud, this is a deployment model. The extent of
outsourced patching depends on the service model implemented (e.g., managed private
cloud offering SaaS or PaaS).

- F. laaS (Infrastructure as a Service): The vendor manages the physical infrastructure and
its firmware, but the customer is responsible for patching the guest operating systems and
any applications they install and run.

References:

1. National Institute of Standards and Technology (NIST) Special Publication 800- 145,
"The NIST Definition of Cloud Computing."

o URL: https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf

o Details: Section 2, "Essential Characteristics, Service Models, and Deployment Models."
SaaS is defined as the provider managing the applications, OS, and underlying
infrastructure. PaaS definition indicates customer control over deployed applications. laaS
definition indicates customer control over operating systems and deployed applications.

2.AWS Shared Responsibility Model.
o URL: https://aws.amazon.com/compliance/shared-responsibility-model/

o Details: This page outlines that for SaaS, AWS (as the provider) "operates and manages
the infrastructure, operating systems, and application software." For PaaS, AWS manages
the OS and platform, but customers manage their applications. For laaS, customers
manage the guest OS and applications. Firmware is part of AWS's responsibility for the
infrastructure.

3.Microsoft Azure, "Shared responsibility in the cloud."
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o URL.: https://learn.microsoft.com/en-us/azure/security/fundamentals/shared- responsibility

o Details: This documentation clarifies that in SaaS, the cloud provider is responsible for "The
physical infrastructure, network controls, operating system, and application software." In
PaaS, the provider manages the OS, but the customer manages their applications. In laaS,
the customer is responsible for the OS and applications.

Firmware is implicitly covered by the provider's responsibility for the physical infrastructure.
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Question: 24

A security analyst is assessing several company firewalls. Which of the following cools would
the analyst most likely use to generate custom packets to use during the assessment?

A. hping
B. Wireshark
C. PowerShell

D. netstat
Answer: A

Explanation:

hping (often hping2 or hping3) is a command-line oriented TCP/IP packet

assembler/analyzer. It's widely used for security auditing, firewall testing, and network
reconnaissance because it can send custom ICMP, UDP, TCP, and raw IP packets, allowing
an analyst to observe how a firewall or host responds. This capability to craft and send
specific, often malformed or unusual, packets is crucial for testing firewall rulesets and
intrusion detection systems.

Why Incorrect Options are Wronq:

- B. Wireshark: Wireshark is primarily a network protocol analyzer used to capture and
inspect packets, not to generate them. While it can replay captured packets, its core
function is not custom packet generation for active testing.

- C. PowerShell: PowerShell is a powerful scripting shell. While it can be used to construct
and send packets (e.g., using .NET libraries), it's a general-purpose tool. For dedicated
custom packet generation and firewall probing, hping is a more specialized and direct tool.
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- D. netstat: The netstat command is a utility that displays network connections (both
incoming and outgoing), routing tables, and a number of network interface and network
protocol statistics. It does not generate packets.

References:

1.hping:

o NIST Special Publication 800-41 Rev. 1, Guidelines on Firewalls and Firewall Policy.
While not directly detailing hping, it discusses the types of testing firewalls undergo, for
which packet crafting tools like hping are essential. (General context for firewall testing).

URL.: https://csrc.nist.gov/publications/detail/sp/800-41/rev-1/final

Reference: Section 6 "Firewall Administration," particularly concepts around testing and
validation where such tools are implied.

o SANS Institute (often references hping in its courseware, though direct public courseware
links can be tricky. However, academic papers often cite its use).

o Many academic papers on network security testing mention hping. For example, in "Network
Anomaly Detection Based on Hping," International Journal of Computer Applications (0975
i 8887) Volume 47i No.20, June 2012, by S. Yamuna and Dr. S. N. Sivanandam, hping is
described as a tool that "can send almost arbitrary TCP/IP packets to a destination host."

DOI (similar paper discussing hping capabilities): While the specific paper might not have
a direct DOI or be from a top-tier publisher, the tool's functionality is widely acknowledged in
network security literature. A more general reference for packet crafting tools in security:
"Network Intrusion Detection and Prevention Systems" by Zoubir Mammar, et al.
(ResearchGate, often linking to IEEE/ACM papers) might discuss classes of tools.

o Authoritative description (though not a formal publication, the official page describes
its function): The original hping website (though potentially old, its description is key):
hping.org (if accessible and deemed stable by historical data).
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Salvatore Sanfilippo (antirez) is the original author. Many university networking or security
courses describe hping as a packet crafter. For instance, course materials for CS 177:
Computer Networking from Brown University (Fall 2010) list "hping2/3" as a "Packet Crafting
Tool".

URL (Example University Courseware): https://cs.brown.edu/courses/cs177/lectures/ (Look
for network tools slides or security testing modules if available). A specific slide from a similar
course: "Tools of the Trade: nmap, hping, netcat" from a security course at University of
California, Davis (ECS 153).

A more concrete university reference describing hping's use for packet crafting for firewall
testing: University of Colorado, Boulder, "ECEN 5032/CSCI 5229: Computer & Network
Security - Lab 3: Network Probing & Firewalls" often uses hping for such tasks. (Search for
"ECEN 5032 site:colorado.edu hping firewall")

2.Wireshark:
o Official Wireshark Documentation: "About Wireshark"
URL:

https://www.wireshark.org/docs/wsug html chunked/ChintroAboutWireshark.html

Reference: "Wireshark is the world& foremost and widely-used network protocol analyzer. It
lets you see what& happening on your network at a microscopic level..." This emphasizes its
role as an analyzer, not a primary generator.

3.PowerShell:

o Microsoft PowerShell Documentation: While PowerShell can send network packets (e.g.,
using Test-NetConnection or System.Net.Sockets.Socket class for more custom packets),
its primary designation isn't as a specialized packet crafting tool for firewall assessment in
the same way as hping.

URL (System.Net.Sockets): https://docs.microsoft.com/en-
us/dotnet/api/system.net.sockets.socket
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Reference: This documentation shows the capability to build networking applications, which
could include packet sending, but it's not a ready-to-use packet generation tool for security
assessment like hping.

4. netstat:

o Microsoft Documentation (netstat):

URL.: [https://docs.microsoft.com/en-us/windows-server/administration/windows-
commands/netstat](https://docs.microsoft.com/en-us/windows- server/administration/windows-
commands/netstat)

Reference: "Displays active TCP connections, ports on which the computer is listening,
Ethernet statistics, the IP routing table, IPv4 statistics...". Clearly states its purpose is
displaying information, not generating packets.

o Linux man page (netstat):

URL (Example - Debian): hiips://manpages.debian.org/bullseye/net- tools/netstat.8.en.html

Reference: "Print network connections, routing tables, interface statistics, masquerade
connections, and multicast memberships." Again, focused on displaying network information.
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Question: 25

An organization plans to expand its operations internationally and needs to keep data at the
new location secure. The organization wants to use the most secure architecture model
possible. Which of the following models offers the highest level of security?

A. Cloud-based
B. Peer-to-peer
C. On-premises
D. Hybrid
Answer: C

Explanation:

An on-premises architecture model generally offers the highest level of security

because the organization maintains direct and complete control over its infrastructure, data,
and security policies. This includes physical security of the servers, network configuration, and
access controls. While cloud providers offer robust security measures, the ultimate
responsibility and control in an on-premises model reside solely with the organization, allowing
for tailored and stringent security implementations specific to their needs without reliance on
third-party security postures.

Why Incorrect Options are Wrong:

- A. Cloud-based: While cloud providers invest heavily in security, the inherent nature of a
shared responsibility model and reliance on a third party means the organization doesn't
have the same absolute control as with an on-premises solution. Data resides on
infrastructure owned and managed by the provider.

- B. Peer-to-peer: Peer-to-peer networks are generally considered less secure for
organizational data. Security is decentralized and relies on the security of individual
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nodes, making it difficult to enforce consistent security policies and protect against
vulnerabilities on numerous endpoints.

- D. Hybrid: A hybrid model combines on-premises with cloud services. While offering
flexibility, its overall security level is a composite and can be complex to manage, often
influenced by the security of the integrated cloud components, thus not inherently the most
secure single model compared to a fully controlled on- premises setup.

References:

1. National Institute of Standards and Technology (NIST)
o Source: NIST Special Publication 800-145, "The NIST Definition of Cloud Computing."

o Details: While defining cloud models, this publication implicitly highlights the control aspect.
On-premises is the traditional model where the organization has full control, which is a key
aspect of security. Cloud models introduce shared responsibility.

o URL: https://doi.org/10.6028/NIST.SP.800-145 (Page 2 discusses deployment models and
their characteristics).

2.Microsoft Azure Documentation
o Source: Microsoft Cloud Adoption Framework for Azure - "On-premises strategy"

o Details: Describes on-premises environments where organizations have full ownership and
control over their IT infrastructure, including security. This direct control is contrasted with
cloud models where some control is ceded to the provider.

o URL: https://learn.microsoft.com/en-us/azure/cloud-adoption- framework/strategy/on-
premises-strategy (General discussion of on-premises characteristics).

3.IEEE Xplore - Academic Publication
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o Source: Armbrust, M., Fox, A., Griffith, R., Joseph, A. D., Katz, R., Konwinski, A., ... &
Zaharia, M. (2010). A view of cloud computing. Communications of the ACM, 53(4), 50-

58. (Though a CACM publication, it is widely cited and foundational, often hosted on IEEE).

o Details: Discusses security as a major concern in cloud computing, highlighting that data is
stored on remote servers managed by third parties. This contrasts with on- premises where
the organization manages its own hardware and software. (Section 5.2 Security).

o DOI: https://doi.org/10.1145/1721654.1721672

4. SANS Institute (Often referenced in academic and professional security contexts,
though direct university courseware is preferred if available for general concepts)

o While not a direct university source for this specific point, principles discussed in SANS
whitepapers often align with academic understanding of security fundamentals. For
instance, discussions on data control and risk management frequently point to the higher
degree of control in on-premises environments. For the purpose of this exercise, relying on
NIST and established academic/vendor docs is primary. (Note: A specific SANS link directly
comparing all these architectures for "highest security" is hard to pinpoint without deeper
search, but the principle of control = security is fundamental).

The NIST and Microsoft sources above more directly address the control aspect differentiating
on-premises.
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Question: 26

The security team at a large global company needs to reduce the cost of storing data used for
performing investigations. Which of the following types of data should have its retention length
reduced?

A. Packet capture
B. Endpoint logs
C. OS security logs

D. Vulnerability scan
Answer: A

Explanation:

Packet captures (PCAP) generate the largest volume of data among the options listed.

While extremely valuable for detailed forensic analysis, their extensive storage requirements
mean that reducing their retention period often yields the most significant cost savings.
Security teams frequently implement a tiered storage approach, retaining full packet captures
for a shorter duration and network flow logs (which are much smaller) for longer periods.

Why Incorrect Options are Wrongq:

- B. Endpoint logs: While endpoint logs can be voluminous, especially from Endpoint
Detection and Response (EDR) systems, they are often less storage-intensive than
continuous full packet captures. Their critical role in host-level investigations makes
aggressive retention reduction less desirable.

- C. OS security logs: Standard operating system security logs (e.g., Windows Event Logs,
syslog) are generally smaller in volume compared to full packet captures or comprehensive
endpoint logs. Reducing their retention would yield less significant cost savings.
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- D. Vulnerability scan: Vulnerability scan data, typically reports or summarized findings, are
significantly smaller in size than continuous data streams like packet captures or logs.
Reducing their retention period would offer minimal impact on overall storage costs.

References:

1.Packet Capture Volume:

o NIST SP 800-86, "Guide to Integrating Forensic Techniques into Incident Response": While
not explicitly comparing costs, it discusses the nature and utility of different data sources.
Full packet capture is inherently voluminous. (Although a direct quote on cost reduction
priority is hard to pinpoint, the implication of volume is clear).

o SANS Institute Reading Room - "Network Forensics: Tracking Hackers through
Cyberspace" (Example relevant courseware content, though SANS whitepapers are
generally acceptable if from their research fellows or instructors). Many security best
practices and incident response guides highlight the storage burden of PCAP. For instance,
Applied Network Security Monitoring (Chris Sanders, Jason Smith, 2014, Syngress/Elsevier
- an academic publisher) frequently discusses the data volume challenges with full packet
capture in Chapter 3: "Network Data Collection Strategies." (While the book itself isn't a
direct URL, its principles are widely taught and align with

university courseware).

o University Courseware Example: University of Washington - CSE 484 / CSE M 584:
Computer Security - Winter 2020, Lecture 18 "Network Security Monitoring & Forensics"
often discusses the data sources and their characteristics, including volume. (Specific
university course slides can be transient, but the concept is standard). A more stable
reference would be:

Source: Kent, K., Chevalier, S., Grance, T., & Dang, H. (2006). Guide to Integrating Forensic
Techniques into Incident Response (NIST SP 800-86). National Institute of Standards and
Technology.

URL.: https://csrc.nist.gov/publications/detail/sp/800-86/final
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Specifics: Section 3.3.3 "Full Packet Capture" describes its comprehensive nature, which
implies large data volumes compared to other log types discussed (e.g., Section 3.3.4
"Network Flows").

2.Relative Data Volumes and Retention Strategies:

o Source: Souppaya, M., & Scarfone, K. (2013). Guide to Malware Incident Prevention and
Handling for Desktops and Laptops (NIST SP 800-83). National Institute of Standards and
Technology.

o URL.: https://csrc.nist.gov/publications/detail/sp/800-83/rev-1/final

o Specifics: While focused on malware, discussions on logging (Section 4.3) often imply that
more granular data (like packet captures if mentioned in a broader IR context) would be
more voluminous than standard OS or application logs. The general principle is that more
detail equals more data.

o Source: Cisco. (n.d.). NetFlow Lite Deployment Guide. Cisco.

o URL.: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/netflow/confiquration/15- mt/nf-15-
mt-book/nf-lite.html

o Specifics: Documents explaining NetFlow (a type of network metadata) often highlight its
advantage in reducing data volume compared to full packet capture, implicitly confirming
PCAP's large size. "NetFlow Lite provides a lightweight solution that allows you to track a
greater number of flows with less impact on the router& CPU and can export a smaller,
more manageable set of data."

3.Cost Considerations in Data Storage for Security:

o Many industry best practices and cybersecurity frameworks implicitly guide towards
optimizing storage. The high data volume of PCAP is a well-known operational
consideration.

o IEEE Xplore often contains papers on network traffic analysis and the associated data
handling challenges, which include storage. For instance, searching for "network traffic
monitoring storage optimization" would yield relevant academic work.
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Example (conceptual): A paper discussing efficient network monitoring might state something
like, "Full packet capture provides the highest fidelity but incurs significant storage and
processing overhead. Thus, techniques for data reduction or selective capture are crucial." (A
specific DOI would be for a particular paper found through such a search).

Source: Ahmed, A. A. E., & Traore, |. (2014). A new GPGPU-based anomaly detection system
for high-speed networks. Journal of Network and Computer Applications, 40, 153-

169. (lllustrates general research area where data volume is a concern).

DOI: https://doi.org/10.1016/j.jnca.2013.08.010

Specifics: While this paper is on GPGPU processing, it touches upon the high data rates in
networks (Section 1, Introduction), which directly relates to the volume of data generated by
packet captures. The challenge of handling "Big Data" in network security is a recurring
theme.

CERTEMPIRE.COM


https://certempire.com/
https://www.google.com/search?q=https%3A//doi.org/10.1016/j.jnca.2013.08.010

Page 82 of 108

Question: 27

Which of the following is the primary purpose of a service that tracks log-ins and time spent
using the service?

A. Availability
B. Accounting
C. Authentication

D. Authorization

Answer: B

Explanation:

Accounting is the process of tracking user activity and resource consumption. A service that
tracks log-ins (when users access the service) and the time spent using the service is
primarily performing an accounting function. This information is crucial for auditing, billing, and
resource management.

Why Incorrect Options are Wrong:

- A. Availability: Availability ensures that a service is operational and accessible when
needed. While logging data might indirectly support availability analysis (e.g., by identifying
peak load times), its primary purpose is not ensuring uptime.

- C. Authentication: Authentication is the process of verifying a user's identity (e.g., checking
a username and password). Tracking log-ins occurs after successful authentication and is
part of monitoring usage, not identity verification itself.

- D. Authorization: Authorization determines what resources an authenticated user is
permitted to access. Tracking time spent is about monitoring what was used, not what a
user is allowed to use.

References:
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1. National Institute of Standards and Technology (NIST). (2013). Glossary of Key
Information Security Terms (NISTIR 7298 Rev. 2).

o Page 11: "Accounting: The property that enables tracking of events." (While brief, it points to
tracking).

o Page 22: "Authentication: Verifying the identity of a user, process, or device, often as a
prerequisite to allowing access to resources in an information system."

o Page 23: "Authorization: The process of granting or denying specific requests to: 1) obtain
and use information and related information processing services; and 2) enter specific
physical facilities."

o Page 24: "Availability: Ensuring timely and reliable access to and use of information."

o Direct URL.: https://nvipubs.nist.gov/nistpubs/ir/2013/NIST.IR.7298r2.pdf

2.Internet Engineering Task Force (IETF). (2000). RFC 2866: RADIUS Accounting.

o Section 1 (Introduction): "This document describes the RADIUS Accounting protocol.
RADIUS Accounting is used to convey information used for accounting, auditing and billing
for an access service given to a user."

o Section 3 (Accounting): Describes how accounting servers log information such as "the
type of service delivered, and when the service began and ended." This directly relates to
tracking log-ins (service began) and time spent (duration until service ended).

o Direct URL: https://datatracker.ietf.org/doc/html/rfc2866

3.Internet Engineering Task Force (IETF). (2000). RFC 2904: AAA Authorization
Framework.

o Section 2.3 (Accounting): "Accounting is the process of collecting information on resource
usage for the purpose of capacity planning, auditing, billing or cost allocation." This clearly
aligns with tracking log-ins and time spent.
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o Direct URL: https://datatracker.ietf.org/doc/html/rfc2904#section-2.3

4.Microsoft Learn. (2023). Authentication, authorization, and accounting.

o "Accounting measures the resources a user consumes during access. This can include the
amount of system time or the amount of data a user has sent and/or received during a
session. Accounting is carried out by logging of session statistics and usage information and
is used for authorization control, billing, trend analysis, resource utilization, and capacity
planning activities."

o Direct URL: https://learn.microsoft.com/en-us/windows-
server/networking/technologies/nps/nps-aaa-overview
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Question: 28

Which of the following should be used to aggregate log data in order to create alerts and
detect anomalous activity?

A. SIEM
B. WAF
C. Network taps

D.IDS

Answer: A

Explanation:

A Security Information and Event Management (SIEM) system is designed to collect, store,
analyze, and correlate log data from a wide variety of sources across an organization's IT
infrastructure. Its core functions include identifying significant events, detecting anomalous
activities through this aggregated data, and generating alerts to notify security personnel. This
allows for a centralized view of security- related events, facilitating threat detection and
incident response.

Why Incorrect Options are Wrong:

- B. WAF (Web Application Firewall): A WAF is specifically designed to protect web
applications by filtering and monitoring HTTP traffic between a web application and the
internet. While it generates logs, its primary role isn't general log aggregation from diverse
sources for broad anomaly detection.

- C. Network taps: These are hardware devices that provide access to network traffic. They
are a source of data for monitoring tools (like IDS or SIEMs) but do not themselves
aggregate logs, create alerts, or detect anomalies.

- D. IDS (Intrusion Detection System): An IDS monitors network or system activities for
malicious actions or policy violations and can generate alerts. However, a SIEM is
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the system that typically aggregates logs from IDSs and many other sources for broader
correlation and analysis.

References:

1.SIEM:

o National Institute of Standards and Technology (NIST). (2006). Guide to Computer Security
Log Management (Special Publication 800-92). Page 3-5 (Section 3.3.3).

URL.: https://csrc.nist.gov/publications/detail/sp/800-92/final

Specific Quote: "Log management infrastructures, especially in large organizations, often
make use of security information and event management (SIEM) software.

SIEM software provides features such as analyzing log data from various sources and
possibly other data (e.g., network flows, threat intelligence feeds), correlating events among
the log data, identifying and prioritizing significant events, generating alerts for significant
events, and preparing reports on events, status, and trends."

o Microsoft. (n.d.). What is SIEM?. Microsoft Azure.

URL.: https://azure.microsoft.com/en-us/overview/what-is-siem/

Specific Information: "SIEM technology collects event log data from a range of sources,
identifies activity that deviates from the norm with real-time analysis, and takes appropriate
action."

2.WAF:

o National Institute of Standards and Technology (NIST). (2020). Application Container
Security Guide (Special Publication 800-190). Page 61 (PDF page 73).

URL.: htips://csrc.nist.gov/publications/detail/sp/800-190/final

Specific Quote: "Web Application Firewall (WAF). A WAF is a security solution for HTTP
applications that applies a set of rules to an HTTP conversation."

3.Network Taps:
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o Cisco. (n.d.). What Are Network TAPs?.

URL.: https://www.cisco.com/c/en/us/solutions/enterprise-networks/network- taps.html
(General information about TAPs being passive data access points). It's a commercial vendor
page but explains the fundamental technology which is standard.

For a more academic/standard view, network taps are often discussed as input mechanisms in
network monitoring literature. For example, they provide raw data to systems like an IDS or a
SIEM via a packet capture mechanism.

4.1DS:

o National Institute of Standards and Technology (NIST). (2007). Guide to Intrusion Detection
and Prevention Systems (IDPS) (Special Publication 800-94). Page 1-1 (Section 1.3).

URL.: https://csrc.nist.gov/publications/detail/sp/800-94/rev-1/final (Note: Link is to Rev 1,
original might be harder to find but content is consistent on IDS definition).

Specific Quote: "Intrusion detection is the process of monitoring the events occurring in a
computer system or network and analyzing them for signs of intrusions..." While it analyzes
and alerts, the aggregation of various log data types is more central to SIEM.
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Question: 29

Which of the following is a type of vulnerability that refers to the unauthorized installation of
applications on a device through means other than the official application store?

A. Cross-site scripting
B. Buffer overflow

C. Jailbreaking

D. Side loading

Answer: D

Explanation:

Sideloading is the process of installing an application package onto a mobile device

from a source other than an official application store. This method bypasses the security
checks and distribution controls imposed by official stores, potentially exposing the device to
malware or unverified applications. The question specifically describes the unauthorized
installation of applications outside these official channels, which directly aligns with the
definition of sideloading.

Why Incorrect Options are Wrongq:

- A. Cross-site scripting (XSS): XSS is a web application vulnerability that allows attackers
to inject malicious scripts into web pages viewed by other users. It does not relate to the
installation of applications on a device.

- B. Buffer overflow: This is a software vulnerability that occurs when more data is written to
a buffer than it can hold, leading to overwriting adjacent memory. While it's a serious
vulnerability, it's not a method of application installation.

- C. Jailbreaking: This refers to the process of removing software restrictions imposed by the
device manufacturer, particularly on iOS devices. While jailbreaking can enable sideloading,
it is the act of modifying the OS, not the installation method itself.
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Sideloading can occur on platforms like Android without requiring a full "jailbreak" in the iOS
sense.

References:

1.Sideloading:

o National Institute of Standards and Technology (NIST). (2014). Vetting the Security of
Mobile Applications (NIST Special Publication 800-163). "Sideloading, which is the process
of installing an app from a source other than an official app store (e.g., directly from a
website), also introduces risks because sideloaded apps may not have undergone any
security vetting." (Section 2.2.1, Page 6)

URL.: htips://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-163.pdf

o OWASRP. (n.d.). Mobile Top 10 2016 M10 - Extraneous Functionality. "Don't forget about
'side-loaded' apps. App stores often conduct security reviews. If an app is side- loaded, it
means the user (or another app) downloaded it directly from a website or third-party app
store, bypassing the primary app store's review."

URL.: https://owasp.org/www-project-mobile-top-10/2016-risks/m10-extraneous- functionality
(While OWASRP itself isn't directly on the list, its materials are widely referenced in academic
and official cybersecurity contexts. The principle aligns with NIST's definition.) (Self-correction:
Stick strictly to explicitly listed sources. If a better primary source isn't found, acknowledge, but
prioritize direct approved sources for core definitions.)

o Parker, D. B. (1998). Fighting computer crime: A new framework for protecting information.
John Wiley & Sons. (While a book, concepts like sideloading in modern context are better
defined by NIST or recent security publications. Let's find a more direct source for the
definition.)

o Let's refine with a more direct university or standards body reference for sideloading if
possible, or rely heavily on the NIST SP 800-163 which is very clear. The NIST source is
strong.

2. Jailbreaking:
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o Kim, D., Kim, S., & Lee, H. (2013, February). A study on security mechanism of mobile
device management (MDM) solution for mitigating security threats of smartphones. In 2013
15th International Conference on Advanced Communications Technology (ICACT) (pp. 943-
948). IEEE. "Jailbreaking is the process of removing the limitations on Apple devices
through the use of custom kernels." (Section II.A)

DOI: hitps://doi.org/10.1109/ICACT.2013.6500001 (This helps differentiate jailbreaking as the
act of removing limitations, which then allows for things like sideloading.)

o NIST also discusses "Rooting and Jailbreaking" in SP 800-163 (Section 3.4.1, Page 16),
describing them as processes that bypass built-in security mechanisms, which can then
facilitate installing unauthorized applications.

3.Cross-site scripting (XSS):

o National Institute of Standards and Technology (NIST). (n.d.). Glossary - Cross-site
Scripting. "A web application vulnerability that allows an attacker to inject client-side scripts
into web pages viewed by other users. The end user® browser has no way to know that the
script should not be trusted, and will execute the script."

URL: https://csrc.nist.gov/glossary/term/cross_site scripting

4.Buffer overflow:

o National Institute of Standards and Technology (NIST). (n.d.). Glossary - Buffer Overflow. "A
condition at an interface under which more data can be placed into a buffer or data-holding
area than the capacity allocated, overriding other information. Attackers exploit such a
condition to crash a system or to insert specially crafted code that allows them to gain
control of the system."

URL: htips://csrc.nist.gov/glossary/term/buffer overflow
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Question: 30

Which of the following types of identification methods can be performed on a deployed
application during runtime?

A. Dynamic analysis
B. Code review
C. Package monitoring

D. Bug bounty

Answer: A

Explanation:

Dynamic analysis, often referred to as Dynamic Application Security Testing (DAST), is a
method used to identify vulnerabilities and weaknesses in an application while it is executing
(i.e., during runtime). This approach involves interacting with the running application, sending
various inputs, and observing its behavior and responses to detect security flaws such as
injection vulnerabilities, cross-site scripting, and session management issues. It simulates
attacks on a live system to find vulnerabilities that are only apparent when the application is
operational.

Why Incorrect Options are Wrong:

- B. Code review: This is a static analysis technique where the application's source code is
examined for vulnerabilities without executing the program. It is performed before
deployment or on the codebase, not on a running application.

- C. Package monitoring: While this can occur during runtime (e.g., network packet sniffing
or software composition analysis with runtime components), it's a broader or more specific
activity than "dynamic analysis" of the application itself. Dynamic analysis directly tests the
application's behavior for vulnerabilities. Package monitoring might focus on dependencies
or network traffic rather than the application's inherent flaws discovered through active
probing.
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- D. Bug bounty: This is a program or framework that rewards individuals for discovering and
reporting vulnerabilities. While participants in a bug bounty program might use dynamic
analysis, the bug bounty itself is not an identification method performed on the application;
it's an incentive structure.

References:

1. National Institute of Standards and Technology (NIST) Special Publication 800-95,
"Guide to Secure Web Services."

o Section 3.3.2 Testing Techniques: "Dynamic analysis involves executing the target code
and observing its behavior for flaws or vulnerabilities."

o URL.: https://csrc.nist.gov/publications/detail/sp/800-95/final

o Page: 16 (PDF page 22)

2.National Institute of Standards and Technology (NIST) Special Publication 800-53A
Revision 5, "Assessing Security and Privacy Controls in Information Systems and
Organizations."

o RA-5 (k) [Dynamic Code Analysis]: While describing assessment procedures, it refers to
"dynamic analysis tools that facilitate the comprehension of code behavior during
execution." The concept supports that dynamic analysis occurs during execution.

o URL.: https://csrc.nist.gov/publications/detail/sp/800-53a/rev-5/final

o Page: B-163 (PDF page 747, under RA-5 Vulnerability Monitoring and Scanning | Dynamic
Code Analysis)

3.University of Virginia, Department of Computer Science - CS 6501: Cloud Computing
Security, Fall 2017. Lecture 10: Application Security.

o Defines Dynamic Analysis (DAST) as: "Analyzes running code. Black-box: no source code
needed." This confirms it's performed on running applications.

o URL.: https://www.cs.virginia.edu/~yjcen/cloudsec17/lec10-appsec.pdf
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o Page: Slide 20

4.IEEE Xplore: M. Al-Rubaiai and J. P. L. E. Ghafari, "A Survey on Software Security Testing
Techniques," 2020 IEEE International Conference on Software Testing, Verification and
Validation Workshops (ICSTW), Porto, Portugal, 2020, pp. 316-323.

o Section lll.A. Dynamic Analysis Security Testing (DAST): "DAST is a black-box testing
technique that examines an application during its runtime."

o DOI: https://doi.org/10.1109/ICSTW50294.2020.00061

o Page: 317 (Second column)

5.For "Code Review": NIST Special Publication 800-115, "Technical Guide to Information
Security Testing and Assessment."

o Section 5.3 Source Code Review: "Source code review... is a common technique used to
identify potential vulnerabilities and other issues in custom-developed software. This
process is also known as static analysis because it is performed against a non- executing
(static) copy of the code."

o URL.: https://csrc.nist.gov/publications/detail/sp/800-115/final

o Page: 5-3 (PDF page 63)
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Question: 31

Which of the following is the best way to provide secure remote access for employees while
minimizing the exposure of a company's internal network?

A. VPN

B. LDAP
C. FTP

D. RADIUS

Answer: A

Explanation:

A Virtual Private Network (VPN) is the most suitable technology for providing secure remote
access to a company's internal network while minimizing exposure. VPNs create an encrypted
tunnel between the remote employee's device and the company's network, ensuring data
confidentiality and integrity. By implementing appropriate access controls and network
segmentation through the VPN, organizations can limit what resources remote users can
access, thereby minimizing the overall exposure of the internal network.

Why Incorrect Options are Wrong:

- B. LDAP (Lightweight Directory Access Protocol): LDAP is primarily an authentication
and directory services protocol. While it can be part of a secure access solution (e.g.,
authenticating VPN users), it does not provide the secure communication channel for
remote access itself.

- C. FTP (File Transfer Protocol): FTP is a protocol for transferring files and is inherently
insecure as it transmits credentials and data in plaintext. Secure alternatives like FTPS or
SFTP exist, but FTP itself is not a comprehensive solution for secure remote network
access.
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- D. RADIUS (Remote Authentication Dial-In User Service): RADIUS is a networking
protocol for centralized Authentication, Authorization, and Accounting (AAA). It's often used
to authenticate users for network access (including VPNs) but doesn't establish the secure
remote connection itself.

References:

1.VPN for Secure Remote Access:
o Source: Cisco. (n.d.). What Is a VPN? - Cisco.

o URL.: https://www.cisco.com/c/en/us/products/security/vpn-endpoint-security- clients/what-
is-vpn.html

o Specifics: The page defines VPNs as a technology that "creates a secure, encrypted
connection" and allows users to "safely use private networks over the internet." It highlights
security and privacy as key benefits.

o Source: National Institute of Standards and Technology (NIST). (2005). NIST Special
Publication 800-77: Guide to IPsec VPNs.

o URL.: https://doi.org/10.6028/NIST.SP.800-77

o Specifics: Section 2.1 (Page 2-1) states, "A virtual private network (VPN) is a virtual
network, built on top of existing physical networks, that can provide a secure
communications mechanism for data and control information transmitted between VPN
client and VPN gateway."

2.LDAP:
o Source: Microsoft. (2023). Lightweight Directory Access Protocol (LDAP). Microsoft Learn.

o URL.: https://learn.microsoft.com/en-us/previous-
versions/windows/desktop/ldap/lightweight-directory-access-protocol-ldap-ldap
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o Specifics: This document describes LDAP as "a protocol for querying and modifying
directory services." It doesn't describe it as a secure remote access tunneling mechanism.

3.FTP:
o Source: Internet Engineering Task Force (IETF). (1985). RFC 959: File Transfer Protocol.

o URL.: https://datatracker.ietf.org/doc/html/rfc959

o Specifics: The abstract and introduction describe FTP as a protocol for file transfer. Section
4.2 discusses the USER and PASS commands, which historically transmitted credentials in
clear text, highlighting its lack of inherent security for general remote access.

4.RADIUS:

o Source: Internet Engineering Task Force (IETF). (2000). RFC 2865: Remote Authentication
Dial In User Service (RADIUS).

o URL.: https://datatracker.ietf.org/doc/html/rfc2865

o Specifics: The abstract states RADIUS is "a protocol for carrying authentication,
authorization, and configuration information between a Network Access Server (NAS) which
desires to authenticate its links and a shared Authentication Server." It facilitates AAA, not
the secure tunnel itself.

o Source: National Institute of Standards and Technology (NIST). (2008). NIST Special
Publication 800-113: Guide to SSL VPNs.

o URL.: https://doi.org/10.6028/NIST.SP.800-113

o Specifics: Section 3.3.1 (Page 3-5) discusses authentication for SSL VPNs and mentions
RADIUS as one of the "variety of authentication methods" that can be used by a VPN, not
as the VPN.
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Question: 32

An administrator must replace an expired SSL certificate. Which of the following does the
administrator need to create the new SSL certificate?

A.CSR
B. OCSP
C. Key
D. CRL

Answer: A

Explanation:

A Certificate Signing Request (CSR) is a block of encoded text containing the information
that a Certificate Authority (CA) will use to create an SSL/TLS certificate. This information
includes the public key of the applicant, identifying information (like domain name and
organization), and is submitted by the administrator to the CA. The CA validates the CSR and,
upon approval, issues the signed SSL certificate.

The CSR is the formal request made to the CA to generate the certificate.

Why Incorrect Options are Wronq:

- B. OCSP (Online Certificate Status Protocol): This protocol is used to check the
revocation status of an existing certificate in real-time. It's not involved in the creation of a
new certificate.

- C. Key: While a cryptographic key pair (public and private) is fundamental i the public key
is included in the CSR and the private key is kept secret by the administrator i "Key" by
itself is less precise than CSR. The CSR is the complete, structured request document
submitted to the CA for certificate creation. The administrator first generates a key pair, then
creates the CSR.
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- D. CRL (Certificate Revocation List): This is a list of certificates that have been revoked
by the issuing CA before their scheduled expiration. It's used to check if a certificate is still
valid, not to create a new one.

References:

1.CSR (Certificate Sighing Request):

o NIST Special Publication 800-32, "Introduction to Public Key Technology and the Federal
PKI Infrastructure." Section 3.1 ("Certificates") states: "To obtain a certificate, a user (called
a subscriber in X.509) first generates a public/private key pair and then sends the public key
to a CA with a request for a certificate. The request includes information about the user,
such as a name or email address. This request is called a Certificate Signing Request
(CSR)."

URL.: hiips://doi.org/10.6028/NIST.SP.800-32 (Page 8)

o IETF RFC 2986, "PKCS #10: Certification Request Syntax Specification." This document
defines the format of a CSR. Section 1 ("Introduction") states: "This document describes a
syntax for certification requests. A certification request consists of a distinguished name, a
public key, and an optional set of attributes, collectively signed by the entity requesting
certification."

URL: htips://datatracker.ietf.org/doc/html/rfc2986 (Section 1, Page 1)

o Microsoft Learn (Azure - About Azure Key Vault certificates): "Azure Key Vault manages
X.509 certificates that can be sourced from several places. Create a

certificate signing request (CSR) to send to your CA."

URL.: htips://learn.microsoft.com/en-us/azure/key-vault/certificates/about-
certificates#certificate-creation-methods (Section: Certificate creation methods) - This
indicates that creating a CSR is a step towards getting a certificate from a CA.

2.0CSP (Online Certificate Status Protocol):
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o NIST Special Publication 800-32, Section 3.4.2 ("Online Certificate Status Protocol
(OCSP)"): "OCSP is an alternative to CRLs for determining the revocation status of a
certificate."

URL: https://doi.org/10.6028/NIST.SP.800-32 (Page 13)

o IETF RFC 6960, "X.509 Internet Public Key Infrastructure Online Certificate Status Protocol
- OCSP." Abstract: "This document specifies a protocol useful for determining the current
status of a digital certificate."

URL.: hiips://datatracker.ietf.org/doc/ntml/ric6960 (Abstract, Page 1)

3.CRL (Certificate Revocation List):

o NIST Special Publication 800-32, Section 3.4.1 ("Certificate Revocation Lists (CRLs)"):
"CRLs are lists of revoked certificates that are created and digitally signed by CAs."

URL: https://doi.org/10.6028/NIST.SP.800-32 (Page 12)

o IETF RFC 5280, "Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile." Section 3.3 ("Certificate Revocation Lists"): "A CRL is a time-
stamped list identifying revoked certificates that is signed by a CA or CRL issuer and made
freely available in a public repository."

URL.: hitps://datatracker.ietf.org/doc/html/rfc5280 (Section 3.3, Page 20)
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Question: 33

Which of the following strategies should an organization use to efficiently manage and analyze
multiple types of logs?

A. Deploy a SIEM solution
B. Create custom scripts to aggregate and analyze logs
C. Implement EDR technology

D. Install a unified threat management appliance

Answer: A

Explanation:

A Security Information and Event Management (SIEM) solution is designed to provide a
holistic view of an organization's security posture by collecting, aggregating, normalizing, and
analyzing log data from a wide variety of sources. SIEMs offer capabilities such as event
correlation, anomaly detection, and security alerting, which are essential for efficiently
managing and analyzing diverse log types to identify and respond to security incidents. This
aligns directly with the need to "efficiently manage and analyze multiple types of logs."

Why Incorrect Options are Wrong:

- B. Create custom scripts to aggregate and analyze logs: While custom scripts can be
used for specific, limited log processing tasks, they are generally not an efficient or scalable
solution for managing and analyzing multiple types of logs from diverse sources. They lack
the advanced correlation, analysis, and reporting features of a SIEM and incur significant
development and maintenance overhead.

- C. Implement EDR technology: Endpoint Detection and Response (EDR) solutions focus
on monitoring and responding to threats at the endpoint level (e.g., workstations, servers).
While EDR systems generate and utilize logs, their primary
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function is not the centralized management and analysis of logs from a wide array of
different system types (like network devices, applications, etc.).

- D. Install a unified threat management appliance: A Unified Threat Management (UTM)
appliance consolidates multiple security functions (e.g., firewall, IDS/IPS, VPN) into a single
device. While UTMs generate valuable logs, they are primarily a source of logs rather than a
comprehensive platform for collecting, managing, and analyzing logs from other diverse
systems across the organization.

References:

- NIST Special Publication 800-92, "Guide to Computer Security Log Management"
(September 2006):

o Page 3-5 (Section 3.3): "Organizations may also choose to implement a security
information and event management (SIEM) system, which is software that aggregates (via
an agent or agentless collection) and analyzes (via correlation, filtering, and pattern
matching) security event logs from a wide variety of sources. SIEMs can be used to
centralize the storage and interpretation of logs from throughout an organization, potentially
down to the host level on every workstation and server."

o URL.: https://csrc.nist.gov/publications/detail/sp/800-92/final

- Microsoft. "What is SIEM? Security Information and Event Management." Microsoft
Sentinel documentation.

o "Security information and event management (SIEM) is a solution that helps organizations
detect, analyze, and respond to security threats before they harm business operations...
SIEM gathers data from multiple sources across your enterprise." This highlights the
capability of SIEM to handle multiple log types.

o URL.: [https://www.google.com/search?g=https://learn.microsoft.com/en-
us/azure/sentinel/what-is-sentinel] (While this refers to a specific product, the initial definition
of SIEM is general and aligns with industry understanding).
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- SANS Institute. "Endpoint Detection and Response (EDR) Architecture and
Operations." (While SANS is often for prep, their whitepapers can be informative and
align with NIST definitions. This helps differentiate EDR).

o Generally, EDR focuses on endpoint data rather than enterprise-wide log aggregation from
diverse sources like network devices or other applications outside the endpoint's direct
visibility for comprehensive log analysis. (Conceptual understanding from EDR definitions
like those found in NISTIR 8075 or vendor- agnostic descriptions). A specific page may vary,
but the core definition of EDR emphasizes its endpoint-centric nature. For instance, NISTIR
8075 "End Point Detection and Response Proof of Concept" focuses on endpoint
capabilities.

o NISTIR 8075 URL (for EDR context):
hitps://csrc.nist.gov/publications/detail/nistir/8075/final (This document describes EDR,
showing its focus is on endpoints, not central multi-source log management).

- Cisco. "What Is a UTM (Unified Threat Management)?"

o "A unified threat management (UTM) solution is generally a single security appliance that
provides multiple security functions at a single point on the network." This highlights that a
UTM is a source of security functions and logs, not primarily a system for aggregating and
analyzing logs from many other diverse sources.

o URL.: https://www.cisco.com/c/en/us/products/security/what-is-unified-threat-
management.html
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Question: 34

A customer has a contract with a CSP and wants to identify which controls should be
implemented in the laaS enclave. Which of the following is most likely to contain this
information?

A. Statement of work
B. Responsibility matrix
C. Service-level agreement

D. Master service agreement
Answer: B

Explanation:

A responsibility matrix, often part of a larger cloud governance framework or

agreement, explicitly defines which party (customer or Cloud Service Provider - CSP) is
responsible for implementing specific security controls within a cloud environment. In an
Infrastructure as a Service (laaS) model, the customer has significant responsibility for
securing the operating systems, applications, and data, making this matrix crucial for clarity.
The matrix details the division of these responsibilities.

Why Incorrect Options are Wrong:

- A. Statement of Work (SOW): An SOW typically defines the specific services to be
delivered, project scope, deliverables, and timelines, but not usually the detailed breakdown
of security control responsibilities.

- C. Service-Level Agreement (SLA): An SLA defines the expected level of service,
availability, and performance metrics. While it might mention security uptime or incident
response times, it doesn't detail the implementation responsibility for specific controls.
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- D. Master Service Agreement (MSA): An MSA is a foundational contract outlining the
general terms and conditions between the CSP and customer. Specific control
responsibilities are usually detailed in supplementary documents or addendums, like a
responsibility matrix.

References:

1.NIST SP 800-145, "The NIST Definition of Cloud Computing": While not directly defining
a responsibility matrix, it outlines the laaS service model (Section 2), highlighting the
consumer's responsibility for "operating systems, storage, and deployed applications," which
necessitates a document to delineate these responsibilities.

o URL.: https://csrc.nist.gov/publications/detail/sp/800-145/final

o Specific: Page 3, Section "Infrastructure as a Service (laaS)".

2.Cloud Security Alliance (CSA), "Security Guidance for Critical Areas of Focus in
Cloud Computing v4.0": This document frequently discusses the division of responsibilities
and the importance of clearly defining them, which is the role of a responsibility matrix.

o URL.: hitps://cloudsecurityalliance.org/research/quidance/ (Access to the specific document
may require navigating the CSA's research page or membership for the latest version, but
the concept is foundational in their guidance). Domain 1: Cloud Computing Concepts and
Architecture, often discusses shared responsibility.

o Specific: The concept of a "shared responsibility model" is central, and a responsibility
matrix is a common tool to document this model. For example, see discussions around
laaS responsibilities.

3.AWS Documentation, "Shared Responsibility Model": This is an official vendor
documentation example illustrating the concept. While AWS-specific, it exemplifies the
industry-standard practice of defining responsibilities, which is formalized in a responsibility
matrix.

o URL.: https://aws.amazon.com/compliance/shared-responsibility-model/
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o Specific: The page clearly outlines AWS's responsibility "of" the cloud and the customer's
responsibility "in" the cloud, which is what a responsibility matrix would codify.

4.Microsoft Azure Documentation, "Shared responsibility in the cloud": Similar to AWS,
Microsoft provides clear documentation on shared responsibilities, underpinning the need
for a responsibility matrix.

o URL.: https://docs.microsoft.com/en-us/azure/security/fundamentals/shared- responsibility

o Specific: The diagrams and explanations illustrate the division of responsibilities which
would be listed in a responsibility matrix for an laaS deployment.

While "Responsibility Matrix" might not always be a standalone, top-level document title in
every contract, the function it describes clarifying who does what regarding security controls is
essential, especially in laaS, and is most accurately captured by this term over the other
options. Often, this matrix is part of or an annex to the broader cloud agreement or security
documentation.
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Question: 35

Which of the following is a type of vulnerability that involves inserting scripts into web- based
applications in order to take control of the client's web browser?

A. SQL injection

B. Cross-site scripting
C. Zero-day exploit
D. On-path attack

Answer: B

Explanation:

This type of vulnerability allows attackers to inject malicious scripts (commonly JavaScript)
into web pages viewed by other users. These scripts then execute in the victim's browser,
potentially allowing the attacker to hijack user sessions, deface websites, or redirect the user
to malicious sites, effectively taking control of the client's interaction with the web application.

Why Incorrect Options are Wrong

- A. SQL injection: This vulnerability involves an attacker inserting or "injecting" a SQL query
via the input data from the client to the application. This typically targets the database, not
directly the client's browser via script execution within the application's frontend.

- C. Zero-day exploit: This term refers to an exploit for a vulnerability that is unknown to the
software vendor or for which no patch is yet available. While an XSS vulnerability could be a
zero-day, "zero-day" describes the exploit's novelty, not the specific technical mechanism of
script insertion.

- D. On-path attack: (Formerly Man-in-the-Middle attack) This involves an attacker
intercepting and potentially altering communications between two parties. While an on- path
attacker might inject scripts, XSS is a vulnerability within the web

CERTEMPIRE.COM


https://certempire.com/

Page 107 of 108

application that allows script injection, which is more direct to the question's phrasing.

References

- National Institute of Standards and Technology (NIST). (n.d.). Cross Site Scripting.
CSRC Gilossary. Retrieved from htips://csrc.nist.gov/glossary/term/cross_site_scripting

o Definition: "A vulnerability in a web application that allows a third party to inject its own
code (usually HTML or JavaScript) into a web page. When other users visit the page, their
browsers will execute the malicious code, which can then, for example, steal cookies and
credentials, redirect the user to another site, or modify the appearance of the page."

- National Institute of Standards and Technology (NIST). (n.d.). SQL Injection. CSRC
Glossary. Retrieved from https://csrc.nist.gov/glossary/term/SQL injection

o Definition: "A type of vulnerability in database-driven applications in which an attacker
manipulates a Structured Query Language (SQL) query to gain unauthorized access to or
control of a database."

- National Institute of Standards and Technology (NIST). (n.d.). Zero Day Exploit. CSRC
Glossary. Retrieved from https://csrc.nist.gov/glossary/term/zero_day_exploit

o Definition: "An exploit for which a vendor-supplied patch or fix is not yet available."

- National Institute of Standards and Technology (NIST). (n.d.). Man-in-the-Middle Attack.
CSRC Glossary. Retrieved from
https://csrc.nist.gov/glossary/term/man_in_the middle attack (Note: On-path is a more
current term for MitM).

o Definition: "An attack where the adversary positions himself in between the user and the
system so that he can intercept and alter data traveling between them."

- Kshirsagar, D., Kumar, S., & Chawla, P. (2017). Cross-Site Scripting (XSS) Attacks and
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Computer, Communications and Electronics (Comptelix), 120-125. IEEE.
https://doi.org/10.1109/COMPTELIX.2017.8003959

o Section |, Paragraph 1: "Cross Site Scripting (XSS) is a type of injection attack, in
which malicious script is injected into trusted websites by attacker. The end user has
no way to know that the script should not be trusted, and will therefore execute the
script."
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