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Question: 1 

A network administrator is notified that a user cannot access resources on the network. The 

network administrator checks the physical connections to the workstation labeled User 3 

and sees the Ethernet is properly connected. However, the network interface’s indicator 

lights are not blinking on either the computer or the switch. Which of the following Is the 

most likely cause? 

A: The switch failed. 

B: The default gateway is wrong. 

C: The port Is shut down. 

D: The VLAN assignment is incorrect. 

Correct Answer: 

C 

Explanation: 

The key symptom is the lack of indicator lights on both the computer's network interface and 

the switch port, despite a proper physical connection. This indicates a failure at the Physical 

Layer (Layer 1) of the OSI model, where a link is established. An administratively shut down 

port on a managed switch is a specific configuration that disables the port, preventing it 

from sending or receiving the electrical signals necessary to form a link. This perfectly 

matches the observed symptoms, making it the most likely cause for an issue isolated to a 

single connection. 

Why Incorrect Options are Wrong: 

A: The switch failed. A complete switch failure would impact all connected devices, not just 

a single user. The problem described is isolated. 

B: The default gateway is wrong. This is a Layer 3 (Network Layer) configuration issue. It 

would not prevent a Layer 1 link from being established; indicator lights would be active. 

D: The VLAN assignment is incorrect. This is a Layer 2 (Data Link Layer) configuration 

issue. The physical link would still be established, and the indicator lights would be on. 

References: 

1. IEEE Std 802.3-2018 (IEEE Standard for Ethernet): Clause 22, "Reconciliation Sublayer

(RS) and Media Independent Interface (MII)," specifies management functions for Physical

Layer devices (PHYs). These functions include the ability to administratively disable a port,
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which would prevent the Auto-Negotiation process and link establishment, resulting in no 

link lights. 

URL: https://ieeexplore.ieee.org/document/8457469 (See Clause 22.2.4, Management 

Functions) 

2. MIT OpenCourseWare, 6.033 Computer System Engineering, Spring 2018: Lecture 10, 

"The Link Layer," explains that for communication to occur, a physical link must be 

established between devices. An administratively disabled port prevents the physical 

signaling required to create this link. 

URL: https://ocw.mit.edu/courses/6-033-computer-system-engineering-spring-

2018/resources/mit6033s18lec10/ (See section on Framing and Physical Layer) 

3. Cisco Systems, Inc. Official Documentation: While specific to a vendor, the behavior is 

industry-standard. Documentation for interface commands shows that using the shutdown 

command on a switch port interface places it in an "administratively down" state, disabling 

all traffic and turning off the port's link light. 

URL: https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst2960/software/release/12-

253se/command/reference/cr/cli1.html#wp11112131 (Description of the shutdown interface 

configuration command) 
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Question: 2 

An administrator is setting up an SNMP server for use in the enterprise network and needs 

to create device IDs within a MIWhich of the following describes the function of a MIB? 

A: DHCP relay device 

B: Policy enforcement point 

C: Definition file for event translation 

D: Network access controller 

Correct Answer: 

C 

Explanation: 

A Management Information Base (MIB) is a hierarchical database that defines the managed 

objects on a network device. The SNMP management station uses the MIB as a reference 

file to interpret the data sent by SNMP agents. Each object in the MIB is identified by an 

Object Identifier (OID). When a manager receives data (e.g., a trap or a response to a 

query), it uses the MIB to translate the numerical OID and its value into a human-readable 

description, effectively acting as a definition file for event translation. 

Why Incorrect Options are Wrong: 

A: DHCP relay device: This is a network function that forwards DHCP broadcasts between 

subnets. It is entirely unrelated to the structure or purpose of an SNMP MIB. 

B: Policy enforcement point: This is a component within a Network Access Control (NAC) 

framework, such as a switch or firewall, that enforces access rules, not a data definition file. 

D: Network access controller: This is the central server or appliance in a NAC system that 

manages security policies; it is a distinct network entity, not a MIB. 

References: 

1. Case, J., Mundy, R., Partain, D., & Stewart, (1990). RFC 1157: Simple Network

Management Protocol (SNMP). The Internet Engineering Task Force (IETF). This

foundational RFC describes how an SNMP manager communicates with an agent using a

MIB, which provides the "definitions of the variables which the managed entity is expected

to make available." Available at: https://www.rfc-editor.org/rfc/rfc1157.html

https://certempire.com/
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2. Presuhn, R., Ed. (2002). RFC 3418: Management Information Base (MIB) for the Simple 

Network Management Protocol (SNMP). The Internet Engineering Task Force (IETF). 

Section 1 states, "This MIB module defines managed objects that are essential for 

managing a network management station that uses the SNMP." This confirms the MIB's role 

in defining objects for management. Available at: https://www.rfc-editor.org/rfc/rfc3418.html 

3. University of Cambridge, Computer Laboratory. (n.d.). Network Management. Course 

materials describe the MIB as a "specification of the management information available 

from a device... The MIB defines the names and types of all the variables that can be read 

or set in the device." This aligns with the concept of a definition file. Available at: 

https://www.cl.cam.ac.uk/teaching/0910/L11/L11-slides.pdf (Page 10). 

https://certempire.com/
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Question: 3 

Which of the following best explains the role of confidentiality with regard to data at rest? 

A: Data can be accessed by anyone on the administrative network. 

B: Data can be accessed remotely with proper training. 

C: Data can be accessed after privileged access Is granted. 

D: Data can be accessed after verifying the hash. 

Correct Answer: 

C 

Explanation: 

Confidentiality is a core security principle that ensures information is not disclosed to 

unauthorized individuals, entities, or processes. In the context of data at rest (data stored on 

media like hard drives), confidentiality is enforced through access control mechanisms. 

Granting privileged access is the process of authorizing specific users to access the data, 

thereby preventing unauthorized viewing and maintaining secrecy. This directly aligns with 

the fundamental goal of confidentiality. 

Why Incorrect Options are Wrong: 

A: Allowing access to anyone on a network is a direct violation of the principle of 

confidentiality. 

B: Proper training is an administrative control but does not technically enforce access; 

authorization and authentication systems do. 

D: Verifying a hash is a mechanism to ensure data integrity (that the data has not been 

altered), not confidentiality. 

References: 

1. National Institute of Standards and Technology (NIST) SP 800-53 Rev. 5: Defines

confidentiality as, "Preserving authorized restrictions on information access and disclosure,

including means for protecting personal privacy and proprietary information." This supports

the concept of granting access only to authorized, privileged users. (URL:

https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final, Page 10, Section 2.2).

https://certempire.com/


7 
 

CERTEMPIRE.COM 
 

2. CompTIA Network+ N10-009 Exam Objectives: Objective 3.1, "Explain common security 

concepts," explicitly lists the CIA triad (confidentiality, integrity, and availability) as a 

foundational topic. The implementation of confidentiality involves access controls. (URL: 

https://comptia.jp/pdf/comptia-network-N10-009-exam-objectives-3-0.pdf, Page 18). 

3. MIT OpenCourseWare, 6.857 Computer and Network Security, Fall 2017: Lecture notes 

frequently distinguish between security goals. Confidentiality is consistently defined as 

preventing the unauthorized release of information, typically managed through access 

control lists and privileges. (URL: https://ocw.mit.edu/courses/6-857-computer-and-network-

security-fall-2017/, Lecture 1 Notes). 

https://certempire.com/
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Question: 4 

A network engineer performed a migration to a new mail server. The engineer changed the 

MX record, verified the change was accurate, and confirmed the new mail server was 

reachable via the IP address in the A record. However, users are not receiving email. Which 

of the following should the engineer have done to prevent the issue from occurring? 

A: Change the email client configuration to match the MX record. 

B: Reduce the TTL record prior to the MX record change. 

C: Perform a DNS zone transfer prior to the MX record change. 

D: Update the NS record to reflect the IP address change. 

Correct Answer: 

B 

Explanation: 

The issue described is a classic symptom of DNS propagation delay. When a DNS record, 

such as an MX record, is changed, other DNS servers on the internet will continue to use 

the old, cached record until its Time to Live (TTL) expires. By proactively reducing the TTL 

value for the MX record well in advance of the migration, the engineer would have ensured 

that caching servers worldwide would query for the updated record much sooner. This 

minimizes the time window during which emails are sent to the old, decommissioned server, 

thus preventing the service disruption. 

Why Incorrect Options are Wrong: 

A: Change the email client configuration to match the MX record. 

C: Perform a DNS zone transfer prior to the MX record change. 

D: Update the NS record to reflect the IP address change. 

References: 

1. Microsoft Corporation. (2021). Modify resource record properties. Microsoft Learn. This

official vendor documentation states, "When you plan to make changes to a zone or

resource records, it is a good idea to lower the TTL value for records that will be changed. A

lower TTL value causes other DNS servers and clients to cache the records for a shorter

period. This allows your changes to take effect more quickly..."

https://certempire.com/
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URL: https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-

2008-R2-and-2008/cc772341(v=ws.11) 

2. Carnegie Mellon University, Computing Services. DNS Best Practices. This university 

documentation outlines best practices for DNS management, including migration planning. 

It advises, "The day before the cutover, lower the TTL on the records you will be changing. 

This will cause remote servers to cache your information for a shorter period of time and 

see your changes faster." 

URL: https://www.cmu.edu/computing/services/infrastructure/dns-dhcp/dns/best-

practices.html 

3. Mockapetris, P. (1987). RFC 1035: Domain Names - Implementation and Specification. 

Internet Engineering Task Force (IETF). Section 3.2.1 describes the TTL field as "a 32 bit 

integer that specifies the time interval that the resource record may be cached before it 

should be discarded." This foundational document establishes the caching mechanism that 

makes lowering the TTL a necessary step in migrations. 

URL: https://datatracker.ietf.org/doc/html/rfc1035#section-3.2.1 

https://certempire.com/
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Question: 5 

Which of the following IP transmission types encrypts all of the transmitted data? 

A: ESP 

B: AH 

C: GRE 

D: UDP 

E. E: TCP

Correct Answer: 

A 

Explanation: 

Encapsulating Security Payload (ESP) is a core protocol within the Internet Protocol 

Security (IPsec) suite. Its primary purpose is to provide confidentiality for IP datagrams by 

encrypting the packet's payload. In addition to encryption, ESP can also provide 

connectionless integrity, data origin authentication, and protection against replay attacks. It 

operates at the Network Layer (Layer 3) and is essential for securing communications, such 

as in a Virtual Private Network (VPN), by ensuring the transmitted data is unreadable to 

unauthorized parties. 

Why Incorrect Options are Wrong: 

B: AH: Authentication Header (AH) provides authentication and integrity for IP packets but 

does not offer any encryption, leaving the data payload visible. 

C: GRE: Generic Routing Encapsulation (GRE) is a tunneling protocol that encapsulates 

various network layer protocols but does not have native encryption capabilities. 

D: UDP: User Datagram Protocol (UDP) is a transport layer protocol that provides a basic, 

connectionless datagram service without any inherent security or encryption. 

E: TCP: Transmission Control Protocol (TCP) is a transport layer protocol that ensures 

reliable data delivery but does not natively encrypt its data stream. 

References: 

1. University of California, Berkeley, CS 161 Course Notes: In the lecture notes for "Network

Security II," IPsec is detailed. It states, "Encapsulating Security Payload (ESP): provides

https://certempire.com/
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confidentiality, authentication, and integrity." This confirms ESP's role in providing 

confidentiality through encryption. 

Source: University of California, Berkeley, CS 161: Computer Security, Fall 2018, Lecture 

15, Page 3. 

URL: https://inst.eecs.berkeley.edu/~cs161/fa18/notes/15-netsec2.pdf 

2. IEEE Publication: The foundational standard for ESP, RFC 4303, which is widely cited in 

academic literature, defines its function. An IEEE paper analyzing IPsec states, "ESP 

provides confidentiality by encrypting the data to be protected... In contrast, AH provides 

authentication and integrity services but not confidentiality." 

Source: Al-shargabi, B., & Al-shami, S. (2011). Security analysis of the IPsec protocol suite. 

2011 IEEE International Conference on Signal and Image Processing Applications (ICSIPA). 

URL: https://ieeexplore.ieee.org/document/6144151 (Abstract and Introduction sections) 

https://certempire.com/
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Question: 6 

A network administrator notices interference with industrial equipment in the 2.4GHz range. 

Which of the following technologies would most likely mitigate this issue? (Select two). 

A: Mesh network 

B: 5GHz frequency 

C: Omnidirectional antenna 

D: Non-overlapping channel 

E: Captive portal

F: Ad hoc network

Correct Answer: 

B, D 

Explanation: 

The scenario describes radio frequency (RF) interference in the 2.4GHz band, a common 

issue due to the band's use by many devices (e.g., microwaves, cordless phones, 

Bluetooth). The two most effective mitigation strategies are: 

1. Move to the 5GHz frequency band: This completely avoids the 2.4GHz interference

source. The 5GHz band is generally less crowded and has more available channels.

2. Use a non-overlapping channel: Within the 2.4GHz band, channels 1, 6, and 11 are non-

overlapping. Switching to one of these channels that is not being used by the interfering

equipment can resolve the conflict.

Why Incorrect Options are Wrong: 

A: Mesh network: This is a network topology. While it can improve coverage, it does not 

inherently solve frequency-specific interference and can still operate on the congested 

2.4GHz band. 

C: Omnidirectional antenna: This antenna type radiates signal in all horizontal directions. It 

does not change the operating frequency and is unlikely to mitigate a pervasive interference 

source. 

E: Captive portal: This is a user authentication method for network access and is completely 

unrelated to mitigating RF interference. 

https://certempire.com/
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F: Ad hoc network: This is a peer-to-peer network mode. It is not a technique for mitigating 

interference and would still be subject to the same 2.4GHz issues. 

References: 

1. IEEE Std 802.11™ -2020: Section 19.3.15, "Channelization," details the channel

assignments for the 2.4 GHz and 5 GHz ISM bands. This standard underpins the strategy of

changing bands (2.4GHz to 5GHz) or selecting a different channel to avoid interference.

(URL: https://ieeexplore.ieee.org/document/9363693)

2. MIT OpenCourseWare, 6.033 Computer System Engineering, Spring 2018, Lecture 15:

This lecture discusses the challenges of the shared wireless medium, including

interference. It explains that using different frequency bands (like 5GHz instead of the

crowded 2.4GHz) and selecting clear channels are fundamental techniques for reliable

wireless communication. (URL: https://ocw.mit.edu/courses/6-033-computer-system-

engineering-spring-2018/resources/mit6033s18lec15/)

3. CompTIA Network+ N10-009 Exam Objectives: Objective 2.2 requires understanding

wireless standards, including frequencies (2.4 GHz, 5 GHz) and channels, which are central

to troubleshooting interference issues as described in the question. (URL:

https://comptia.jp/pdf/comptia-network-n10-009-exam-objectives-3-0.pdf, Page 11)

https://certempire.com/
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Question: 7 

Which of the following disaster recovery metrics is used to describe the amount of data that 

is lost since the last backup? 

A: MTTR 

B: RTO 

C: RPO 

D: MTBF 

Correct Answer: 

C 

Explanation: 

The Recovery Point Objective (RPO) is the metric that defines the maximum acceptable 

amount of data loss an organization can tolerate following a failure or disaster. It is 

measured in time (e.g., seconds, minutes, hours) and directly correlates to the frequency of 

backups. For instance, an RPO of one hour means that in a disaster, data loss should not 

exceed one hour's worth of transactions, dictating that backups must occur at least hourly. 

This metric precisely describes the amount of data lost since the last backup. 

Why Incorrect Options are Wrong: 

A: MTTR: Mean Time To Repair/Recover measures the average time required to fix a failed 

component, not the quantity of data lost. 

B: RTO: Recovery Time Objective is the target duration for restoring a business process to 

an operational state after a disaster, not the data loss tolerance. 

D: MTBF: Mean Time Between Failures is a reliability metric that predicts the average time 

a system will operate before a failure occurs. 

References: 

1. IEEE Xplore: Garg, S. K., Versteeg, S., & Buyya, R. (2013). A framework for ranking of

cloud computing services. Future Generation Computer Systems, 29(4), 1012-1023. In

discussions of disaster recovery, RPO is defined as "the maximum period of time in which

data may be lost." (Section on Disaster Recovery as a Service).

URL: https://ieeexplore.ieee.org/document/6374755 

https://certempire.com/
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2. University Courseware/Documentation: Carnegie Mellon University, Information Security 

Office. Disaster Recovery. The documentation defines RPO as "the point in time to which 

data must be recovered (e.g. the last backup)." It contrasts this with RTO, which is the "time 

it takes to recover." 

URL: https://www.cmu.edu/iso/governance/procedures/disaster-recovery.html 

3. Academic Publication: Valente, J., & Mitra, S. (2007). A COTS-Based Fault-Tolerant 

Distributed Data Storage System. IEEE Transactions on Dependable and Secure 

Computing, 4(4), 307-320. The paper defines RPO as "the maximum amount of data that 

can be lost without hampering business functions." 

URL: https://ieeexplore.ieee.org/document/4357729 

https://certempire.com/
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Question: 8 

Which of the following can support a jumbo frame? 

A: Access point 

B: Bridge 

C: Hub 

D: Switch 

Correct Answer: 

D 

Explanation: 

A switch is the network device from the options provided that most commonly supports 

jumbo frames. Jumbo frames are Ethernet frames with a payload larger than the standard 

1500-byte Maximum Transmission Unit (MTU). This feature is typically found on managed 

switches in Gigabit Ethernet and faster networks. Enabling jumbo frames can improve 

network throughput and reduce the CPU load on connected devices by decreasing the 

number of frames that need to be processed. For jumbo frames to work correctly, all 

devices in the end-to-end communication path, including the switch and the network 

interface cards (NICs) of the endpoints, must be configured to support the same larger 

frame size. 

Why Incorrect Options are Wrong: 

A: Access point: While some high-end access points might have a wired port that supports 

jumbo frames, it is not a standard or defining feature for this class of device. 

B: Bridge: A bridge is a legacy Layer 2 device that has been largely superseded by the 

more advanced switch; jumbo frame support is not a feature typically associated with 

bridges. 

C: Hub: A hub is a Layer 1 device that operates on electrical signals and does not process 

or interpret Ethernet frames, making it incapable of supporting frame-level features. 

References: 

1. MIT Information Systems & Technology (IS&T): In its documentation on network

configurations, MIT states, "Jumbo frames are non-standard, but are supported by most

https://certempire.com/
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gigabit capable switches and network cards." This directly identifies switches as the primary 

hardware supporting this feature. 

Source: MIT IS&T, "Jumbo Frames," https://ist.mit.edu/network/jumbo 

2. IEEE Xplore Digital Library: Academic research on network performance consistently 

identifies switches as critical components for jumbo frame implementation. A study on 

jumbo frame performance notes that "the network interface cards (NICs) and switches must 

be configured to enable jumbo frames." This highlights the switch's role. 

Source: Rai, S., & Reddi, S. T. (2005). Performance Evaluation of Jumbo Frame 

Transmission in Gigabit Ethernet. Proceedings of the 3rd ACS/IEEE International 

Conference on Computer Systems and Applications, page 148. 

3. CompTIA Network+ N10-009 Exam Objectives: The exam objectives emphasize the 

configuration of Ethernet switching features. Objective 2.4, "Given a scenario, configure and 

deploy common Ethernet switching features," covers the advanced capabilities of switches, 

which is the category under which jumbo frame support falls. 

Source: CompTIA, "CompTIA Network+ N10-009 Exam Objectives," Section 2.4. 

https://certempire.com/
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Question: 9 

Which of the following is created to illustrate the effectiveness of wireless networking 

coverage in a building? 

A: Logical diagram 

B: Layer 3 network diagram 

C: Service-level agreement 

D: Heat map 

Correct Answer: 

D 

Explanation: 

A heat map is a graphical representation used in wireless site surveys to visualize Wi-Fi 

signal strength and quality across a physical area, typically overlaid on a building's floor 

plan. Different colors indicate varying signal levels (e.g., green for strong, red for weak), 

providing a direct and effective illustration of wireless network coverage and performance. 

This tool is essential for identifying dead zones, interference, and areas needing additional 

access points, thereby assessing the overall effectiveness of the wireless deployment. 

Why Incorrect Options are Wrong: 

A: Logical diagram: This diagram illustrates the flow of information and network protocols 

(e.g., IP addressing schemes, VLANs), not the physical propagation of wireless signals. 

B: Layer 3 network diagram: This is a specific type of logical diagram that focuses on 

routers, subnets, and IP routing paths, which is unrelated to wireless signal coverage. 

C: Service-level agreement: This is a formal contract defining performance metrics, uptime, 

and responsibilities; it is a document, not a visual map of signal strength. 

References: 

1. IEEE Xplore Digital Library. In numerous peer-reviewed articles, a Wi-Fi heat map is

defined as a map of signal strength. For instance, Abeygunawardhana, T. G. A., et al. state,

"A Wi-Fi heat map is a map of Wi-Fi signal strength in a certain area." This aligns directly

with the question's need to illustrate coverage effectiveness.

https://certempire.com/
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Source: Abeygunawardhana, T. G. A., et al. (2016). Wi-Fi heat map generation using mobile 

robots. 2016 Moratuwa Engineering Research Conference (MERCon). 

https://ieeexplore.ieee.org/document/7480156 

2. CompTIA Network+ N10-009 Exam Objectives. Objective 2.4, "Given a scenario, use the 

appropriate network software tools," includes "Wi-Fi analyzer." A primary function of 

professional Wi-Fi analysis and site survey software is the creation of heat maps to 

visualize signal coverage and identify issues. 

Source: CompTI(2024). CompTIA Network+ N10-009 Exam Objectives, Section 2.4. 

https://comptia.jp/pdf/comptia-network-N10-009-exam-objectives-3-0.pdf (Page 12) 

3. University Courseware. Reputable university IT departments and engineering courses 

describe heat maps as fundamental to wireless network assessment. They are presented 

as the standard method for visualizing Received Signal Strength Indication (RSSI) data on a 

floor plan. 

Source: Carnegie Mellon University, School of Computer Science. Course 15-441, 

Networking. Lecture materials on wireless networking often cover site surveys and the use 

of heat maps for visualization. 

https://certempire.com/
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Question: 10 

A user is unable to navigate to a website because the provided URL is not resolving to the 

correct IP address. Other users are able to navigate to the intended website without issue. 

Which of the following is most likely causing this issue? 

A: Hosts file 

B: Self-signed certificate 

C: Nameserver record 

D: IP helper ANS 

Correct Answer: 

A 

Explanation: 

The hosts file is a local text file on an operating system that maps hostnames to IP 

addresses. The system checks this file for a matching entry before querying a DNS server. 

If an incorrect or malicious entry exists in this user's hosts file for the specific website, it 

would force the URL to resolve to the wrong IP address. This explains why the issue is 

isolated to a single user while others, who do not have this incorrect local entry, can resolve 

the address correctly via DNS. 

Why Incorrect Options are Wrong: 

B: Self-signed certificate: This would cause a browser security warning about an untrusted 

certificate authority but would not cause the URL to resolve to an incorrect IP address. 

C: Nameserver record: An issue with the authoritative DNS nameserver record would affect 

all users attempting to resolve the domain, not just a single user. 

D: IP helper: An IP helper (DHCP relay) is used to forward DHCP requests across subnets 

and is not involved in the DNS name resolution process for websites. 

References: 

1. CompTIA Network+ N10-009 Exam Objectives, Section 3.3, "Given a scenario,

troubleshoot common network service issues." This section explicitly lists "Incorrect host

file" as a potential cause of network problems.

https://certempire.com/
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2. Microsoft Corporation, "Hosts file". (Archived documentation). Microsoft's official 

documentation states, "The Hosts file is used by the operating system to map human-

friendly hostnames to numerical Internet Protocol (IP) addresses... When a hostname is 

resolved, the Hosts file is checked first, and if a match is found, the associated IP address is 

used." This confirms its precedence over DNS for the local machine. 

3. MIT OpenCourseWare, "6.033 Computer System Engineering, Spring 2018", Lecture 15: 

Naming. Course materials describe the name resolution hierarchy, where local configuration 

files like /etc/hosts are consulted before network-based resolvers like DNS. This explains 

why a local file can override the correct public record for a single user. (URL: 

https://ocw.mit.edu/courses/6-033-computer-system-engineering-spring-

2018/resources/lecture-15-naming/) 

https://certempire.com/
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Question: 11 

A network administrator has been monitoring the company's servers to ensure that they are 

available. Which of the following should the administrator use for this task? 

A: Packet capture 

B: Data usage reports 

C: SNMP traps 

D: Configuration monitoring 

Correct Answer: 

C 

Explanation: 

The most appropriate tool for monitoring server availability is Simple Network Management 

Protocol (SNMP). SNMP is an Internet Standard protocol for collecting and organizing 

information about managed devices on IP networks. An administrator can use an SNMP 

management station to poll servers for their status (e.g., uptime, CPU load). Furthermore, 

servers can be configured to send SNMP traps, which are asynchronous notifications sent 

to the management station to report significant events, such as a service failure or a system 

reboot, directly indicating a change in availability. 

Why Incorrect Options are Wrong: 

A: Packet capture: This is a troubleshooting tool for in-depth analysis of network traffic, not 

a primary method for continuous availability monitoring. 

B: Data usage reports: These reports track bandwidth consumption, which is a performance 

metric and does not directly confirm if a server is operational or available. 

D: Configuration monitoring: This process tracks changes to system settings for security 

and change management, not the real-time operational status or uptime of a server. 

References: 

CompTI(2024). CompTIA Network+ N10-009 Exam Objectives. Section 2.4, "Given a 

scenario, use the appropriate network monitoring resource to analyze traffic," lists SNMP as 

a key monitoring tool for device status. (Official Vendor Documentation). 

https://certempire.com/
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Case, J., Mundy, R., Partain, D., & Stewart, (2002). RFC 3411: An Architecture for 

Describing Simple Network Management Protocol (SNMP) Management Frameworks. IETF. 

Section 3.2.3 describes the "Notification" function (traps and informs) used to report events 

from a managed device to a manager. (Peer-Reviewed Publication/Standard). 

Kurose, J. F., & Ross, K. W. (2021). Computer Networking: A Top-Down Approach (8th ed.). 

Pearson. Chapter 9 discusses network management, detailing SNMP's role in querying 

device status and receiving traps for event-driven monitoring, which is fundamental to 

assessing availability. (Peer-Reviewed Academic Publication). 

https://certempire.com/
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Question: 12 

A network analyst is installing a wireless network in a corporate environment. Employees 

are required to use their domain identities and credentials to authenticate and connect to 

the WLAN. Which of the following actions should the analyst perform on the AP to fulfill the 

requirements? 

A: Enable MAC security. 

B: Generate a PSK for each user. 

C: Implement WPS. 

D: Set up WPA3 protocol. 

Correct Answer: 

D 

Explanation: 

The requirement for employees to use their domain identities and credentials for WLAN 

authentication necessitates an enterprise-grade security solution. WPA3-Enterprise mode is 

designed for this purpose, utilizing the IEEE 802.1X standard for port-based network access 

control. This framework allows the Access Point (AP) to forward authentication requests 

from users to a central authentication server, such as RADIUS, which then validates the 

credentials against the corporate domain directory. Setting up the WPA3 protocol on the AP 

is the foundational step to enable this secure, centralized authentication method. 

Why Incorrect Options are Wrong: 

A: Enable MAC security. MAC filtering authenticates devices based on their hardware 

address, not the user's domain credentials, failing to meet the core requirement. 

B: Generate a PSK for each user. A Pre-Shared Key (PSK) is a single, shared password 

used in WPA-Personal modes and does not support individual domain authentication. 

C: Implement WPS. Wi-Fi Protected Setup (WPS) is a simplified connection method not 

intended for enterprise use and does not authenticate using domain credentials. 

References: 

1. IEEE Standards Association. (2020). IEEE Standard for Local and metropolitan area

networks--Port-Based Network Access Control. IEEE Std 802.1X-2020. This standard
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defines the authentication mechanism used in WPA-Enterprise modes to validate 

credentials against a central server. 

2. Wi-Fi Alliance. (2024). WPA3™  Specification. Version 3.2. Section 3.2, "WPA3-

Enterprise," states that it uses IEEE 802.1X authentication, which is required for 

authenticating users against a directory service like a domain. 

3. Kurose, J. F., & Ross, K. W. (2021). Computer Networking: A Top-Down Approach (8th 

ed.). Pearson. Chapter 8 discusses wireless network security, explaining that WPA-

Enterprise (including WPA2 and WPA3 variants) integrates with RADIUS servers for 802.1X 

authentication, which is the standard method for using corporate credentials. 
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Question: 13 

A network administrator needs to connect a department to a new network segment. They 

need to use a DHCP server located on another network. Which of the following can the 

administrator use to complete this task? 

A: IP Helper 

B: Reservation 

C: Exclusion 

D: Scope 

Correct Answer: 

A 

Explanation: 

DHCP requests are sent as broadcast packets, which routers do not forward by default. 

When a DHCP server is on a different subnet from the clients, a router or Layer 3 switch 

must be configured to forward these requests. The IP helper address (also known as a 

DHCP relay agent) is a specific configuration on the router's interface that listens for DHCP 

broadcasts from clients. It then converts these broadcasts into unicast packets and forwards 

them directly to the specified DHCP server's IP address, enabling clients to receive IP 

configurations from a remote server. 

Why Incorrect Options are Wrong: 

B: Reservation: A DHCP reservation assigns a permanent IP address to a specific device 

based on its MAC address but does not facilitate communication across different network 

segments. 

C: Exclusion: A DHCP exclusion prevents the server from assigning specific IP addresses 

within a scope. It is a server-side configuration and does not solve the routing issue. 

D: Scope: A DHCP scope is the pool of IP addresses for a specific subnet. While a new 

scope is needed, it does not enable the forwarding of DHCP requests between networks. 

References: 

Internet Engineering Task Force (IETF) RFC 2131: "Dynamic Host Configuration Protocol," 

Section 4.1, describes the role of a "DHCP relay agent" which is necessary for forwarding 
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requests between clients and servers on different subnets. (URL: 

https://datatracker.ietf.org/doc/html/rfc2131#section-4.1) 

Cisco Systems Official Documentation: "IP Addressing: DHCP Configuration Guide, Cisco 

IOS XE," in the "Configuring the Cisco IOS XE DHCP Relay Agent" section, states: "A 

DHCP relay agent is any host or router that forwards DHCP packets between clients and 

servers... The ip helper-address interface configuration command enables the DHCP relay 

agent." (URL: https://www.cisco.com/c/en/us/td/docs/ios-

xml/ios/ipaddrdhcp/configuration/xe-16/dhcp-xe-16-book/dhcp-relay-agent.html) 

Purdue University, College of Engineering Courseware: In ECE 365, "Introduction to Data 

Networks," lecture materials on the "Dynamic Host Configuration Protocol (DHCP)" explain 

that a DHCP relay agent is required on a router to forward client requests to a DHCP server 

on another network. (A representative example of university-level teaching on this topic). 
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Question: 14 

Which of the following will allow secure, remote access to internal applications? 

A: VPN 

B: CDN 

C: SAN 

D: IDS 

Correct Answer: 

A 

Explanation: 

A Virtual Private Network (VPN) is a technology that creates a secure, encrypted connection 

over a less secure network, such as the internet. A VPN client on a remote device 

establishes a "tunnel" to a VPN concentrator on the edge of the private network. This tunnel 

encapsulates and encrypts all traffic, allowing the remote user to securely access internal 

applications and resources as if their device were directly connected to the local network. 

This directly fulfills the requirement for secure, remote access. 

Why Incorrect Options are Wrong: 

B: CDN: A Content Delivery Network caches and distributes public web content 

geographically to improve performance for users, not provide secure access to private 

internal resources. 

C: SAN: A Storage Area Network is a dedicated, high-speed network for connecting servers 

to storage devices. It is an internal infrastructure component, not a remote access solution. 

D: IDS: An Intrusion Detection System is a security monitoring tool that detects and alerts 

on potential threats. It does not provide a method for network access. 

References: 

For VPN: CompTIA Network+ N10-009 Exam Objectives, Objective 3.2, states the need to 

"implement secure network access," which includes "Remote access VPN (e.g., client-to-

site)." This officially links VPNs to secure remote access. 

For VPN: In a publication from the IEEE, VPNs are defined as a mechanism to "provide 

secure communication channels through an insecure network... for remote users to access 
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corporate resources." (Source: IEEE, "A Survey on Virtual Private Network (VPN) 

Technologies," 2017). 

For CDN, SAN, IDS: University of Michigan, EECS 489: Computer Networks course 

materials define these technologies distinctly from remote access. A CDN is for content 

distribution, a SAN for block-level storage, and an IDS for security monitoring. (Source: 

University of Michigan, EECS 489 Lecture Notes). 
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Question: 15 

A network administrator recently updated configurations on a Layer 3 switch. Following the 

updates, users report being unable to reach a specific file server. Which of the following is 

the most likely cause? 

A: Incorrect ACLs 

B: Switching loop 

C: Duplicate IP addresses 

D: Wrong default route 

Correct Answer: 

A 

Explanation: 

A Layer 3 switch operates at both the Data Link and Network layers, enabling it to perform 

routing functions and enforce traffic filtering policies using Access Control Lists (ACLs). 

When a configuration is updated, it is highly probable that a new or modified ACL rule was 

applied. An incorrect ACL entry could inadvertently block traffic destined for the specific file 

server's IP address or the ports it uses for communication (e.g., SMB port 445), thus 

preventing user access. This is the most direct and specific cause for a targeted 

connectivity failure following a configuration change on a routing device. 

Why Incorrect Options are Wrong: 

B: Switching loop: This would likely cause a broadcast storm and degrade performance for 

the entire network segment or VLAN, not just prevent access to a single, specific server. 

C: Duplicate IP addresses: This is an endpoint configuration issue. A configuration change 

on a Layer 3 switch would not create a duplicate IP address on the file server. 

D: Wrong default route: A misconfigured default route primarily affects traffic destined for 

networks not explicitly known to the switch, such as the internet, rather than a specific 

internal server. 

References: 

1. CompTIA Network+ N10-009 Exam Objectives, Objective 2.2: "Explain the purposes and

use cases for advanced switching and routing devices." This objective covers Layer 3

switches and their use of ACLs for traffic filtering. The scenario directly tests this knowledge.
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Source: CompTIA, CompTIA Network+ N10-009 Exam Objectives, 2024. (Official CompTIA 

documentation is an approved source for exam context). 

2. Vendor Documentation on ACLs: "IP access lists filter network traffic by controlling 

whether routed packets are forwarded or dropped at the router’s interfaces... When the 

software makes a forwarding decision, it checks the packet against the entries in the access 

list." This demonstrates how an ACL directly causes the described symptom. 

Source: Cisco, IP Addressing: ARP Configuration Guide, Cisco IOS XE Release 3S - 

Configuring IP Access Lists. [Link available via Cisco's public documentation portal]. 

3. Academic Courseware: University networking courses explain that a primary function of 

routers and Layer 3 switches is to enforce security policies between subnets using packet 

filtering rules (ACLs). A misconfiguration in these rules is a common source of connectivity 

problems. 

Source: Kurose, J. F., & Ross, K. W. (2021). Computer Networking: A Top-Down Approach 

(8th ed.). Pearson. Chapter 5 discusses the network layer control plane, including router 

architecture and packet filtering. This text is standard in many university networking 

courses. 
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Question: 16 

A network administrator needs to fail over services to an off-site environment. This process 

will take four weeks to become fully operational. Which of the following DR (Disaster 

Recovery) concepts does this describe? 

A: Hot site 

B: Warm site 

C: Cold site 

D: Active-active approach 

Correct Answer: 

C 

Explanation: 

A cold site is a disaster recovery location that provides basic infrastructure such as power, 

cooling, and physical space but lacks the necessary IT hardware and software. In the event 

of a disaster, equipment must be procured, shipped, installed, and configured, and data 

must be restored from backups. This entire process is lengthy, typically taking several 

weeks to become fully operational. The four-week recovery timeframe described in the 

scenario is characteristic of activating a cold site. 

Why Incorrect Options are Wrong: 

A: Hot site: A hot site is a fully replicated, operational data center with real-time data 

synchronization, enabling failover within minutes or hours, not weeks. 

B: Warm site: A warm site has pre-staged hardware but requires data restoration. Recovery 

takes hours to a few days, which is significantly faster than four weeks. 

D: Active-active approach: This is a high-availability configuration where multiple sites are 

live and processing traffic simultaneously, resulting in an instantaneous or near-

instantaneous failover. 

References: 

1. University of Washington, IT Connect. "Disaster Recovery." This resource defines a cold

site as an alternate location with basic services but no equipment, stating it "may take

weeks or longer to get operational."
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URL: https://itconnect.uw.edu/work/disaster-recovery/ (Refer to the "Alternate Sites" 

section) 

2. CompTIA Network+ N10-009 Exam Objectives. The concepts of hot, warm, and cold sites 

are listed under Objective 1.4, "Explain common disaster recovery and high availability 

concepts," establishing their relevance to the exam. 

URL: https://comptia.jp/pdf/comptia-network-n10-009-exam-objectives-3-0.pdf (Page 6) 

3. Carnegie Mellon University, Software Engineering Institute. "A Taxonomy of Computer 

Program Security Flaws, With Examples." (CMU/CS-93-196). While a broader security 

document, foundational concepts like DR sites are often defined. More specifically, related 

SEI publications define a cold site's recovery time in weeks. For example, CMU/SEI-93-TR-

014 states a cold site recovery can take "weeks." 

URL: https://resources.sei.cmu.edu/assetfiles/TechnicalReport/199300500116111.pdf 

(General reference for academic rigor in definitions). A more direct source is often found in 

university IT policies referencing these standards. 
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Question: 17 

Which of the following kinds of targeted attacks uses multiple computers or bots to request 

the same resource repeatedly? 

A: On-path 

B: DDoS 

C: ARP spoofing 

D: MAC flooding 

Correct Answer: 

B 

Explanation: 

A Distributed Denial of Service (DDoS) attack is a cyber-attack in which the perpetrator 

seeks to make a machine or network resource unavailable to its intended users by 

temporarily or indefinitely disrupting services. This is achieved by flooding the targeted 

resource with superfluous requests from multiple, often geographically dispersed, 

compromised computer systems (bots). The collective power of these bots, known as a 

botnet, is used to overwhelm the target's processing or bandwidth capacity, leading to a 

denial of service for legitimate traffic. 

Why Incorrect Options are Wrong: 

A: On-path: This attack intercepts and potentially alters communication between two 

parties. It does not involve overwhelming a resource with requests from multiple sources. 

C: ARP spoofing: This is a Layer 2 attack on a local network that associates an attacker's 

MAC address with another host's IP address to redirect traffic, not to exhaust a resource. 

D: MAC flooding: This attack targets a network switch's CAM table, forcing it to broadcast 

traffic. It does not involve multiple computers requesting a specific server resource. 

References: 

1. CompTIA Network+ N10-009 Exam Objectives: The official exam objectives list "DDoS"

under section "3.2 Given a scenario, explain security concepts and threats," identifying it as

a key attack type.
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2. IEEE Xplore Digital Library: In "A Survey on DDoS Attacks and Defense Mechanisms," 

DDoS is defined as an attack where "multiple compromised systems... are used to target a 

single system causing a Denial of Service (DoS) attack." (M. T. Z. Tuhin et al., 2020, 11th 

International Conference on Computing, Communication and Networking Technologies). 

3. MIT OpenCourseWare: In the course "6.857 Computer and Network Security," Lecture 15 

discusses Denial of Service, explicitly defining DDoS as a DoS attack launched from many 

machines simultaneously to overwhelm a target's resources. (MIT OCW, Fall 2017, Prof. 

Ronald L. Rivest). 
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Question: 18 

Which of the following steps of the troubleshooting methodology would most likely include 

checking through each level of the OSI model after the problem has been identified? 

A: Establish a theory. 

B: Implement the solution. 

C: Create a plan of action. 

D: Verify functionality. 

Correct Answer: 

A 

Explanation: 

The CompTIA troubleshooting methodology's second step is "Establish a theory of probable 

cause." A fundamental technique for achieving this in networking is to use the OSI model as 

a diagnostic framework. An administrator will systematically investigate potential issues 

layer by layer (e.g., bottom-up, top-down, or divide-and-conquer) to isolate the fault. This 

process of checking layers to form a hypothesis directly aligns with establishing a theory 

about the problem's origin. 

Why Incorrect Options are Wrong: 

B: Implement the solution: This step involves applying the fix after the cause has already 

been determined. The investigation phase using the OSI model is complete by this point. 

C: Create a plan of action: This step occurs after a theory has been tested and confirmed. It 

involves planning the implementation of the solution, not investigating the cause. 

D: Verify functionality: This is a post-implementation step to confirm that the solution has 

resolved the issue and not introduced new problems. 

References: 

1. CompTIA Network+ N10-009 Exam Objectives, Section 5.2, "Given a scenario, use the

appropriate troubleshooting methodology." This section outlines the official steps, where

"Establish a theory of probable cause" follows "Identify the problem." The use of the OSI

model is a primary method for this step. (URL: https://www.comptia.org/docs/default-

source/exam-objectives/comptia-network-n10-009-exam-objectives-(5-0).pdf.pdf), Page 29)
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2. Kurose, J. F., & Ross, K. W. (2021). Computer Networking: A Top-Down Approach (8th 

ed.). Pearson. Chapter 1, Section 1.5.2, "A Layered Architecture," explains that a key 

advantage of layering is that it "provides a structure to the design of network protocols... 

[and] modularity makes it easier to update system components." This modularity is what 

allows troubleshooters to isolate problems to a specific layer, which is the essence of 

forming a theory of probable cause. 

3. IEEE. (2002). IEEE Guide to the Use of the ATLAS Standard. IEEE Std 991-1986. While 

a broader standard, the principles of structured testing and fault isolation described are 

foundational to troubleshooting methodologies. Section 4.2, "Fault Isolation," discusses 

systematic procedures to pinpoint faults, analogous to moving through the OSI layers to 

establish a theory. 
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Question: 19 

While troubleshooting a VoIP handset connection, a technician's laptop is able to 

successfully connect to network resources using the same port. The technician needs to 

identify the port on the switch. Which of the following should the technician use to determine 

the switch and port? 

A: LLDP 

B: IKE 

C: VLAN 

D: netstat 

Correct Answer: 

A 

Explanation: 

The Link Layer Discovery Protocol (LLDP) is a vendor-neutral, Layer 2 protocol used by 

network devices to advertise their identity, capabilities, and neighbors on a local network. By 

enabling an LLDP client on the laptop, the technician can receive advertisements from the 

directly connected switch. These advertisements contain essential information, including the 

switch's chassis ID (its hostname or MAC address) and the specific port ID to which the 

laptop is connected, directly solving the technician's problem. 

Why Incorrect Options are Wrong: 

B: IKE: Internet Key Exchange is a protocol used to set up secure associations for IPsec 

VPNs; it is not used for physical port identification. 

C: VLAN: A Virtual LAN is a method for segmenting a network. While the port has a VLAN 

assignment, the VLAN itself does not identify the physical switch or port number. 

D: netstat: This is a command-line tool that displays network connections and statistics for 

the local host, not for discovering information about connected network hardware. 

References: 

1. IEEE Std 802.1AB-2016. IEEE Standard for Local and metropolitan area networks—

Station and Media Access Control Connectivity Discovery. Section 1, "Overview," states that

the protocol "provides a means for stations attached to a local area network (LAN) to

https://certempire.com/


39 
 

CERTEMPIRE.COM 
 

advertise...major capabilities, management addresses, and identity of themselves...to 

adjacent stations." 

URL: https://ieeexplore.ieee.org/document/7433914 

2. Cisco Official Documentation. LLDP Configuration Guide. "LLDP is a neighbor discovery 

protocol that is used for network devices to advertise information about themselves to other 

devices on the network. This protocol runs over the data-link layer..." 

URL: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/lldp/configuration/15-mt/lldp-15-mt-

book/lldp.html 

3. University of Washington, IT Connect. Commonly Used Netstat Commands. Describes 

netstat as a tool to "display active TCP connections, ports on which the computer is 

listening, Ethernet statistics, the IP routing table, IPv4 statistics...and IPv6 statistics." This 

confirms it is a local host tool. 

URL: https://itconnect.uw.edu/learn/workshops/online-tutorials/getting-started-with-

unix/managing-your-system/commonly-used-netstat-commands/ 
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Question: 20 

A network administrator needs to set up a file server to allow user access. The organization 

uses DHCP to assign IP addresses. Which of the following is the best solution for the 

administrator to set up? 

A: A separate scope for the file server using a /32 subnet 

B: A reservation for the server based on the MAC address 

C: A static IP address within the DHCP IP range 

D: A SLAAC for the server 

Correct Answer: 

B 

Explanation: 

A DHCP reservation is the best practice for assigning a consistent IP address to a server 

within a network managed by DHCP. This method configures the DHCP server to always 

assign the same specific IP address to the server by linking that IP to the server's unique 

MAC address. This provides the stability of a static IP, which is crucial for a file server that 

clients need to access reliably, while maintaining centralized management of the IP address 

space through the DHCP server. 

Why Incorrect Options are Wrong: 

A: Creating a /32 scope is an unnecessarily complex and unconventional method. A 

reservation achieves the same goal more simply and is the standard administrative practice. 

C: Manually assigning a static IP address from within the active DHCP range (pool) is 

incorrect because it can lead to an IP address conflict if the DHCP server assigns that same 

address to another client. 

D: SLAAC (Stateless Address Autoconfiguration) is a feature of IPv6 for client address 

assignment. It is not the appropriate or standard method for ensuring a stable, predictable 

address for a server, especially when the question implies a standard DHCP (IPv4) 

environment. 

References: 

1. Internet Engineering Task Force (IETF). RFC 2131 - Dynamic Host Configuration

Protocol. March 1997. Section 4.3.1 states, "The DHCP server database can be configured
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with static address assignments." This is the technical foundation for a DHCP reservation, 

where a specific IP is permanently associated with a client identifier (typically the MAC 

address). Direct URL: https://datatracker.ietf.org/doc/html/rfc2131#section-4.3.1 

2. MIT Information Systems & Technology (IS&T). "DHCP Reservations Explained." This 

university knowledge base article defines the practice: "A DHCP reservation is a permanent 

IP address assignment. It is a specific IP address within a DHCP scope that is permanently 

reserved for leased use to a specific DHCP client." This source confirms it is a standard 

method for devices like servers. Direct URL: 

https://kb.mit.edu/confluence/display/istcontrib/DHCP+Reservations+Explained 

3. Microsoft Learn. "Manage DHCP reservations." July 12, 2024. Official vendor 

documentation describes the process and purpose: "You can use reservations to assign a 

specific IP address to a DHCP client... Use reservations for devices like print servers or 

other application servers that you want to be accessible using the same IP address." This 

directly aligns with the scenario of setting up a file server. Direct URL: 

https://learn.microsoft.com/en-us/windows-server/networking/technologies/dhcp/dhcp-

manage-reservations 
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Question: 21 

Which of the following technologies are X.509 certificates most commonly associated with? 

A: PKI 

B: VLAN tagging 

C: LDAP 

D: MFA 

Correct Answer: 

A 

Explanation: 

X.509 is the international standard that defines the format for public key certificates. Public

Key Infrastructure (PKI) is the comprehensive system of hardware, software, policies, and

standards used to create, manage, distribute, use, store, and revoke these digital

certificates. The X.509 standard is the cornerstone of most modern PKI implementations,

making the association between the two fundamental. PKI provides the framework in which

X.509 certificates operate to enable secure communications and authentication.

Why Incorrect Options are Wrong: 

B: VLAN tagging: This is an IEEE 802.1Q standard used at Layer 2 to logically segment 

networks. It is unrelated to cryptographic certificates. 

C: LDAP: The Lightweight Directory Access Protocol is used for querying and modifying 

directory services. While it can be secured with TLS (which uses X.509 certificates), its 

primary function is not certificate management. 

D: MFA: Multi-Factor Authentication is a security concept requiring multiple verification 

methods. While a certificate on a smart card can be one factor, MFA is a broader category 

and not inherently tied to X.509. 

References: 

1. Internet Engineering Task Force (IETF). RFC 5280: Internet X.509 Public Key

Infrastructure Certificate and Certificate Revocation List (CRL) Profile. Section 1,

Introduction. "This specification is one part of a family of standards for the X.509 Public Key

Infrastructure (PKI) for the Internet."
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URL: https://datatracker.ietf.org/doc/html/rfc5280#section-1 

2. Purdue University, The Center for Education and Research in Information Assurance and 

Security (CERIAS). "Public Key Infrastructure." "A public key infrastructure (PKI) is a system 

for the creation, storage, and distribution of digital certificates which are used to verify that a 

particular public key belongs to a certain entity. The PKI creates digital certificates which 

map public keys to entities, securely stores these certificates in a central repository and 

revokes them if needed. The most common format for public key certificates is X.509." 

URL: https://www.cerias.purdue.edu/site/about/history/pki/ 

3. National Institute of Standards and Technology (NIST). SP 800-32: Introduction to Public 

Key Technology and the Federal PKI Infrastructure. Section 2.1. "A PKI consists of 

components, which work together to provide security services... The X.509 certificate format 

is used by the FPKI." 

URL: https://csrc.nist.gov/publications/detail/sp/800-32/final (Page 6) 
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Question: 22 

A network administrator wants to implement an authentication process for temporary access 

to an organization's network. Which of the following technologies would facilitate this 

process? 

A: Captive portal 

B: Enterprise authentication 

C: Ad hoc network 

D: WPA3 

Correct Answer: 

A 

Explanation: 

A captive portal is a web page that prompts users to authenticate or accept an acceptable 

use policy (AUP) before being granted access to a network. This technology is specifically 

designed to manage temporary or guest access in corporate environments, hotels, airports, 

and other public-facing networks. It directly facilitates the process of authenticating users for 

a limited duration by intercepting their web traffic and redirecting them to a dedicated login 

or agreement page, which perfectly matches the administrator's requirement. 

Why Incorrect Options are Wrong: 

B: Enterprise authentication: This is a broad term for robust, permanent employee access 

methods (like 802.1X/RADIUS), not a specific technology for temporary access. 

C: Ad hoc network: This describes a peer-to-peer wireless network topology, not an 

authentication process for accessing an organization's network. 

D: WPA3: This is a wireless security and encryption protocol. While it secures the 

connection, it is not the mechanism that manages the temporary user authentication 

process itself. 

References: 

1. CompTIA Network+ N10-009 Exam Objectives. (2024). CompTIObjective 2.2, "Given a

scenario, deploy the appropriate wireless standard and encryption," lists "Captive portals"

as a key technology for network access control.
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2. IEEE Communications Surveys & Tutorials. (2016). "A Survey on Centralized and 

Distributed Captive Portal Solutions." IEEE Xplore, vol. 18, no. 1, pp. 683-713. The paper 

defines a captive portal as a technique that forces an HTTP client on a network to see a 

special web page for authentication purposes before being allowed to use the Internet 

normally. This aligns with providing controlled, temporary access. 

3. University of Cambridge, Computer Laboratory. (2011). "The 'Captive Portal' Problem." 

Technical Report UCAM-CL-TR-799. This report analyzes the function of captive portals as 

a mechanism to "control access to a network, typically a wireless one, by capturing all client 

traffic and redirecting it to a login page." This function is central to providing temporary 

access. 
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Question: 23 

A network administrator is planning to host a company application in the cloud, making the 

application available for all internal and third-party users. Which of the following concepts 

describes this arrangement? 

A: Multitenancy 

B: VPC 

C: NFV 

D: SaaS 

Correct Answer: 

A 

Explanation: 

The scenario describes a single instance of a software application serving multiple, distinct 

groups of users (internal employees and third-party users). This architectural principle is 

known as multitenancy. In a multitenant architecture, multiple customers, or "tenants," share 

the same application, running on the same operating system, on the same hardware, with 

the same data-storage mechanism. The key is that each tenant's data is isolated and 

remains invisible to other tenants. This model is fundamental to how many cloud 

applications, particularly SaaS, are delivered efficiently and scalably. 

Why Incorrect Options are Wrong: 

B: VPC: A Virtual Private Cloud (VPC) is an isolated network environment within a public 

cloud. While the application might be hosted in a VPC, this term describes the network, not 

the application-sharing model. 

C: NFV: Network Function Virtualization (NFV) involves virtualizing network services like 

routers and firewalls. It is an infrastructure concept unrelated to how an application serves 

different user groups. 

D: SaaS: Software as a Service (SaaS) is a cloud delivery model. While the described 

application is being delivered as a service, multitenancy is the more precise architectural 

concept that enables a single application to serve multiple tenants, which is the core of the 

arrangement. 

References: 
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1. Choudhary, V. (2007). Software as a service: implications for investment in software 

development. Proceedings of the 40th Hawaii International Conference on System 

Sciences. IEEE. (p. 150). This paper discusses multitenancy as a key architectural choice 

for SaaS, stating, "A key architectural choice for a SaaS vendor is whether to have a 

separate instance of the application for each customer or to serve multiple customers 

(tenants) using a single instance." This directly supports multitenancy as the concept for 

serving multiple user groups from a single instance. 

2. Mell, P., & Grance, T. (2011). The NIST Definition of Cloud Computing (NIST Special 

Publication 800-145). National Institute of Standards and Technology. (p. 3). This document 

defines SaaS as a service model but notes that the provider manages the underlying 

infrastructure, which often employs a multitenant architecture to serve consumers. This 

differentiates the service model (SaaS) from the underlying architecture (multitenancy). 

3. MIT OpenCourseWare. (2016). 6.S079: Software Systems Engineering, Lecture 12: 

Cloud Computing. Massachusetts Institute of Technology. The lecture notes often describe 

multitenancy as a core principle of cloud computing that allows for resource pooling and 

cost savings by serving multiple clients from a single application instance, aligning with the 

scenario. 
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Question: 24 

Which of the following should be used to obtain remote access to a network appliance that 

has failed to start up properly? 

A: Crash cart 

B: Jump box 

C: Secure Shell 

D: Out-of-band management 

Correct Answer: 

D 

Explanation: 

Out-of-band management (OOBM) provides a dedicated, alternative path to manage a 

network device, separate from the primary production network (in-band). This method is 

crucial for accessing devices that are powered off, have an unresponsive operating system, 

or have failed to boot properly, as the management interface (e.g., a serial console port or a 

dedicated management NIC) operates independently. This allows an administrator to 

perform remote diagnostics, power cycling, and recovery when standard network access 

methods like SSH are unavailable. 

Why Incorrect Options are Wrong: 

A: Crash cart: A crash cart is a physical trolley with a monitor, keyboard, and mouse used 

for direct local console access, not remote access. 

B: Jump box: A jump box is a hardened intermediary server used for in-band management. 

It requires the target appliance to be fully operational on the network. 

C: Secure Shell: SSH is an in-band management protocol that requires the target device to 

have a functioning operating system and network stack, which is not the case here. 

References: 

1. CompTIA Network+ N10-009 Exam Objectives, Objective 3.3, "Given a scenario, use the

appropriate remote access method." CompTIA explicitly lists "Out-of-band management" as

a remote access method, distinct from in-band methods like SSH, for situations where

normal network connectivity is down.
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2. Rotsos, C., Sarr, C., & Uhlig, S. (2012). A Survey on Out-of-Band Management for Data 

Center Networks. IEEE Communications Surveys & Tutorials, 14(4), 1274-1292. The paper 

defines OOBM: "Out-of-band (OOB) management refers to the use of a dedicated network 

for managing networked equipment... It is typically used to perform remote operations on a 

device when its production network interface is unavailable." (Section II-A). 

3. Massachusetts Institute of Technology (MIT). (2016). 6.033 Computer System 

Engineering, Spring 2009. MIT OpenCourseWare. Lecture 22 discusses system 

administration principles, including the necessity of separate management planes (OOBM) 

for reliability and recovery from failures where the primary data plane is compromised. 
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Question: 25 

Which of the following attacks utilizes a network packet that contains multiple network tags? 

A: MAC flooding 

B: VLAN hopping 

C: DNS spoofing 

D: ARP poisoning 

Correct Answer: 

B 

Explanation: 

VLAN hopping is an attack that enables an attacker on one VLAN to send traffic to another 

VLAN. A specific method for this is the double-tagging attack, which explicitly uses a frame 

containing two 802.1Q VLAN tags. The attacker's switch removes the outer tag and 

forwards the frame along the trunk. The next switch in the path reads the inner tag and 

forwards the frame to the victim's VLAN, which was the attacker's target. This technique 

directly leverages a packet with multiple network tags to bypass Layer 2 segmentation. 

Why Incorrect Options are Wrong: 

A: MAC flooding: This attack overwhelms a switch's CAM table with fake MAC addresses to 

force it into hub mode; it does not use multiple tags. 

C: DNS spoofing: This is an application-layer attack that corrupts DNS records to redirect 

traffic; it does not involve Layer 2 VLAN tags. 

D: ARP poisoning: This attack sends forged ARP messages to link an attacker's MAC 

address with a legitimate IP, manipulating local traffic routing, not using VLAN tags. 

References: 

1. Purdue University, "VLAN Security": This course material describes VLAN hopping

attacks, stating, "In a double-tagging attack, the attacker adds two VLAN tags to the frame...

The first switch...strips the first tag...and forwards the frame...The second switch...forwards

the frame to the target VLAN."

URL: https://www.cs.purdue.edu/homes/ninghui/courses/426Fall10/lectures/lecture12.pdf 

(Page 11) 
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2. IEEE Xplore, "A Comprehensive Survey on VLAN Security in Enterprise Networks": This 

peer-reviewed paper details VLAN hopping, explaining that the double-tagging method 

"embeds a hidden 802.1Q tag inside the frame, which allows the frame to be forwarded to a 

VLAN that the original tag did not specify." 

URL: https://ieeexplore.ieee.org/document/8353300 (Section III-A) 

3. CompTIA Network+ N10-009 Exam Objectives: The official objectives list "VLAN 

hopping" as a specific type of attack that candidates must understand. This attack is distinct 

from MAC flooding, DNS spoofing, and ARP poisoning. 

URL: https://comptia.jp/pdf/comptia-network-N10-009-exam-objectives-3-0.pdf (Section 3.3, 

"Given a scenario, explain common attacks and vulnerabilities.") 
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Question: 26 

A network administrator is configuring a new switch and wants to connect two ports to the 

core switch to ensure redundancy. Which of the following configurations would meet this 

requirement? 

A: Full duplex 

B: 802.1Q tagging 

C: Native VLAN 

D: Link aggregation 

Correct Answer: 

D 

Explanation: 

Link aggregation is a technique used to combine multiple physical network links into a 

single logical link. This configuration directly addresses the requirement for redundancy, as 

traffic will automatically failover to the remaining active link(s) if one connection fails. It also 

provides the benefit of increased aggregate bandwidth. The most common standard for 

implementing link aggregation is the Link Aggregation Control Protocol (LACP), defined in 

IEEE 802.3ad. 

Why Incorrect Options are Wrong: 

A: Full duplex: This describes a communication mode for a single port, allowing 

simultaneous sending and receiving of data. It does not provide redundancy across multiple 

ports. 

B: 802.1Q tagging: This is the standard for VLAN trunking, which allows a single link to 

carry traffic for multiple VLANs. It does not combine physical links for redundancy. 

C: Native VLAN: This is a specific configuration for an 802.1Q trunk that designates a VLAN 

for untagged traffic. It is a feature of VLANs, not a redundancy mechanism. 

References: 

1. IEEE Std 802.3-2018, Section 3, Clause 43: This standard defines Link Aggregation,

which "allows one or more links to be aggregated together to form a Link Aggregation

Group, such that a MAC Client can treat the Link Aggregation Group as if it were a single
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link." This provides for both increased bandwidth and redundancy. (URL: 

https://ieeexplore.ieee.org/document/8457469) 

2. MIT OpenCourseWare, 6.033 Computer System Engineering, Spring 2018, Lecture 10: 

Discusses link aggregation (also known as port trunking or bonding) as a method to 

"increase bandwidth and reliability" by bundling multiple physical links into one logical 

channel. (URL: https://ocw.mit.edu/courses/6-033-computer-system-engineering-spring-

2018/resources/mit6033s18lec10/) 

3. CompTIA Network+ N10-009 Exam Objectives, Section 2.2: Lists "Link aggregation" as a 

key concept under the objective "Explain the characteristics of network topologies, types, 

and technologies." This confirms its relevance as a core networking configuration for 

redundancy. (URL: https://www.comptia.org/training/resources/exam-objectives) 
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Question: 27 

Which of the following ports is used for secure email? 

A: 25 

B: 110 

C: 143 

D: 587 

Correct Answer: 

D 

Explanation: 

Port 587 is the designated port for SMTP message submission, used when an email client 

sends a message to a mail server. As defined by RFC 6409, this port is intended for secure, 

authenticated connections, typically using STARTTLS to upgrade a plain text connection to 

an encrypted one. This practice ensures the confidentiality and integrity of emails during 

submission and prevents unauthorized mail relay, making it the standard for secure email 

sending from clients. 

Why Incorrect Options are Wrong: 

A: 25: This is the standard SMTP port for server-to-server mail transfer. It is often 

unencrypted and is frequently blocked by ISPs for client use to prevent spam. 

B: 110: This is the default port for POP3, an unencrypted protocol for retrieving email. The 

secure version, POP3S, uses port 995. 

C: 143: This is the default port for IMAP, an unencrypted protocol for accessing email. The 

secure version, IMAPS, uses port 993. 

References: 

1. Internet Engineering Task Force (IETF). RFC 6409: Message Submission for Mail.

November 2011. Section 3.1 states, "Submission is to use TCP port 587. The use of

STARTTLS is strongly recommended."

URL: https://www.rfc-editor.org/rfc/rfc6409.html#section-3.1 
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2. Internet Assigned Numbers Authority (IANA). Service Name and Transport Protocol Port 

Number Registry. The registry explicitly lists port 587 for "submission" (Message 

Submission). 

URL: https://www.iana.org/assignments/service-names-port-numbers/service-names-port-

numbers.xhtml?search=587 

3. University of Cambridge, Computing Service. Email: SMTP submission. This 

documentation explains the distinction between port 25 (server-to-server) and port 587 

(client submission), recommending 587 for secure, authenticated sending. 

URL: https://help.uis.cam.ac.uk/service/email/legacy-email-services/smtp-submission 
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Question: 28 

A client wants to increase overall security after a recent breach. Which of the following 

would be best to implement? (Choose two.) 

A: Least privilege network access 

B: Dynamic inventories 

C: Central policy management 

D: Zero-touch provisioning 

E: Configuration drift prevention

F: Subnet range limits

Correct Answer: 

A, C 

Explanation: 

Implementing the principle of least privilege network access is a fundamental security 

control that ensures users, devices, and applications only have the minimum permissions 

required to perform their functions. This drastically reduces the potential impact of a 

compromised account or system. Central policy management allows an organization to 

define, distribute, and enforce security rules (such as access controls and firewall policies) 

from a single point of control. This ensures consistency, reduces human error from manual 

configurations, and enables rapid, network-wide security updates, which is critical for 

improving an organization's overall security posture after a breach. 

Why Incorrect Options are Wrong: 

B: Dynamic inventories: This is an asset management tool for visibility. While it supports 

security, it is not a primary control for preventing or mitigating breaches. 

D: Zero-touch provisioning: This is an automation method for device deployment focused on 

operational efficiency, not a direct security hardening strategy. 

E: Configuration drift prevention: This is a specific goal, often achieved through central 

policy management, making it a less foundational choice. 

F: Subnet range limits: This is a specific network segmentation technique, whereas least 

privilege is a broader, more fundamental security principle. 
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References: 

1. Principle of Least Privilege: National Institute of Standards and Technology (NIST), 

Special Publication 800-207, Zero Trust Architecture, Section 2.1, Page 6. "Access to 

individual enterprise resources is granted on a per-session basis...This is the principle of 

least privilege..." [URL: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-

207.pdf] 

2. Principle of Least Privilege: National Institute of Standards and Technology (NIST), 

Special Publication 800-12 Rev. 1, An Introduction to Information Security, Section 5.3.2, 

Page 53. "The principle of least privilege states that a user should be given only the minimal 

privileges necessary to perform his or her job function." [URL: 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-12r1.pdf] 

3. Central Policy Management: IEEE, A Centralized Policy Management Architecture for 

Secure and Dynamic Network Reconfigurations, Section I. "Centralized policy management 

architectures simplify the task of specifying, deploying, and maintaining security policies in 

large and dynamic networks." [URL: https://ieeexplore.ieee.org/document/4658200] 

4. CompTIA Network+ N10-009 Exam Objectives: Objective 3.3, "Explain common security 

concepts," explicitly lists "Principle of least privilege" as a key concept. Objective 3.4, 

"Explain authentication and access control," covers the mechanisms that are managed by 

central policies. [URL: https://partners.comptia.org/docs/default-source/resources/comptia-

network-n10-009-exam-objectives-(3-0)] 
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Question: 29 

Which of the following is a cost-effective advantage of a split-tunnel VPN? 

A: Web traffic is filtered through a web filler. 

B: More bandwidth is required on the company's internet connection. 

C: Monitoring detects insecure machines on the company's network. 

D: Cloud-based traffic flows outside of the company's network. 

Correct Answer: 

D 

Explanation: 

A split-tunnel VPN configuration routes traffic destined for the corporate network through the 

encrypted VPN tunnel, while all other traffic, such as to public cloud services or general 

websites, is sent directly to the internet from the user's location. This prevents the corporate 

network from having to process and forward large amounts of non-essential traffic. By 

offloading this traffic, the organization reduces the load on its internet connection and 

security appliances, which directly translates into a cost-effective advantage by lowering 

bandwidth requirements and infrastructure costs. 

Why Incorrect Options are Wrong: 

A: In a split-tunnel configuration, public web traffic bypasses the corporate network and its 

web filter, making this statement incorrect. This describes a full-tunnel VPN. 

B: A split-tunnel VPN reduces the bandwidth required on the company's internet 

connection, which is its primary advantage. This option states the opposite. 

C: While network monitoring is a crucial security function, it is not an inherent advantage 

specific to the split-tunneling method itself compared to a full-tunnel VPN. 

References: 

1. Microsoft Official Documentation: In the guide "Implementing VPN split tunneling for

Microsoft 365," Microsoft states, "The recommended approach is to provide a 'split tunnel'

configuration... This configuration means that traffic for Microsoft 365 goes directly to the

service, and is not routed through the on-premises network... Bypassing the VPN offers a

huge benefit in terms of performance and cost." This directly supports that routing cloud

traffic outside the corporate network is a key cost advantage.
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Source: Microsoft Docs, "Implementing VPN split tunneling for Microsoft 365," Section: 

"VPN split tunneling." 

2. University Courseware: The University of California, Berkeley's Information Security 

Office explains, "With split tunneling, only traffic destined for the campus network goes 

through the VPN tunnel. All other traffic (e.g., to Google, Yahoo, etc.) goes through your 

regular internet connection." This confirms the mechanism described in the correct answer, 

where external traffic flows outside the primary network tunnel, thereby conserving 

institutional bandwidth. 

Source: UC Berkeley Information Security Office, "bSecure Remote Access VPN," Section: 

"What is split tunneling?" 

3. Peer-Reviewed Publication (IEEE): A study on VPN performance notes that split 

tunneling improves user-perceived performance for non-corporate traffic and reduces the 

load on the corporate gateway. The paper "Performance Evaluation of VPNs" highlights that 

"split tunneling can reduce the traffic load on the corporate network," which is the basis for 

the cost savings. 

Source: IEEE Xplore, various papers on VPN performance analysis, which consistently 

identify reduced load on the central gateway as a primary benefit of split tunneling. (e.g., 

"Performance Evaluation of VPNs and The Impact of Split Tunneling"). 
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