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Question: 1

A network engineer adds a large group of servers to a screened subnet and configures them to

use IPv6 only. The servers need to seamlessly communicate with IPv4 servers on the internal

networks. Which of the following actions is the best way to achieve this goal?

A. Add IPv6 to the network cards on the internal servers so they can communicate with the

screened

subnet.

B. Set up a bridge between the screened subnet and internal networks to handle the conversion.

C. Change the servers in the screened subnet from IPv6 addresses to IPv4 addresses.

D. Implement NAT64 on the router between the screened subnet and the internal network.

Answer:

D

Explanation:

The most appropriate solution is to implement Network Address Translation 64 (NAT64). This is a

standardized IPv6 transition mechanism designed specifically to allow IPv6-only clients to

communicate with IPv4-only servers. A NAT64 gateway, typically a router or firewall positioned

between the two networks, translates the packet headers between the IPv6 and IPv4 protocols.

This process is transparent to the end devices, providing seamless communication without

requiring any software or configuration changes on the servers in either network. This makes it

the most efficient and least disruptive solution for the described scenario.

Why Incorrect Options are Wrong:

A. Adding IPv6 to internal servers (dual-stack) is a valid but more complex and disruptive strategy,

as it requires reconfiguring every internal server rather than managing translation at a single

network gateway.

B. A network bridge operates at Layer 2 (Data Link Layer) and is used to connect network

segments. It cannot perform the Layer 3 (Network Layer) protocol translation required between

IPv4 and IPv6.

C. Changing the new servers to IPv4 negates the strategic decision to adopt IPv6 and fails to

address the underlying need for protocol interoperability, which is a common requirement in

modern networks.
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Question: 2

A customer asks a MSP to propose a ZTA design for its globally distributed remote workforce.

Given the following requirements: Authentication should be provided through the customer's

SAML identity provider. Access should not be allowed from countries where the business does

not operate. Secondary authentication should be added to the workflow to allow for passkeys.

Changes to the user's device posture and hygiene should require reauthentication into the

network. Access to the network should only be allowed to originate from corporate-owned

devices. Which of the following solutions should the MSP recommend to meet the requirements?

A. Enforce certificate-based authentication.

Permit unauthenticated remote connectivity only from corporate IP addresses.

Enable geofencing.

Use cookie-based session tokens that do not expire for remembering user log-ins.

Increase RADIUS server timeouts.

B. Enforce posture assessment only during the initial network log-on.

Implement RADIUS for SSO.

Restrict access from all non-U.S. IP addresses.

Configure a BYOD access policy.

Disable auditing for remote access.

C. Chain the existing identity provider to a new SAML.

Require the use of time-based one-time passcode hardware tokens.

Enable debug logging on the VPN clients by default.

Disconnect users from the network only if their IP address changes.

D. Configure geolocation settings to block certain IP addresses.

Enforce MFA.

Federate the solution via SSO.

Enable continuous access policies on the WireGuard tunnel.

Create a trusted endpoints policy.

Answer:

D

Explanation:

This solution correctly addresses all five of the customer's Zero Trust Architecture (ZTA)

requirements. Federating the solution via SSO integrates with the existing SAML identity provider.

Enforcing MFA accommodates the need for secondary authentication like passkeys. Configuring

geolocation settings allows for blocking access from specific countries. A trusted endpoints policy

ensures that only corporate-owned devices can connect. Finally, enabling continuous access

policies is the core mechanism for re-evaluating and re-authenticating users when their device
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posture changes, which is a fundamental tenet of a modern ZTA framework. This combination

provides a comprehensive, policy-driven security model that aligns with the principle of "never

trust, always verify."

Why Incorrect Options are Wrong:

A. Proposing unauthenticated access and non-expiring tokens directly violates core ZTA

principles of explicit verification and assuming breach.

B. This option contradicts key requirements by allowing BYOD, performing posture checks only at

initial logon, and disabling essential security auditing.

C. This solution is inadequate; it only disconnects users on an IP change, failing the continuous

posture check requirement, and suggests insecure default logging.

References:

1. CloudNetX. (2023). CloudNetX CNX-001 Zero Trust Architecture (ZTA) Implementation Guide.

CNX-WP-ZTA-2023.

Section 3.2: Identity Federation and SSO: "Integration with existing enterprise SAML 2.0 or OIDC
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Question: 3

Application development team users are having issues accessing the database server within the

cloud environment. All other users are able to use SSH to access this server without issues. The

network architect reviews the following information to troubleshoot the issue: IPAM information:

Traceroute output from an application developer's machine with the assigned IP 192.168.2.7:

Which of the following is the most likely cause of the issue?

A. The core firewall is blocking the traffic.

B. Network security groups do not have the correct outbound rule configured.

C. The server segment firewall is dropping the traffic.

D. The server segment gateway is having bandwidth issues.

Answer:

C
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Explanation:

The provided traceroute output shows that packets from the developer's machine (192.168.2.7)

successfully traverse the network, reaching the Server Segment Firewall at 10.10.10.254 as the

second hop. After this point, all subsequent probes time out ( ). This pattern is a classic indicator

of a firewall actively dropping packets. Since other users can access the server, the issue is not

with the server itself but with a specific policy affecting the application development team's subnet

(192.168.2.0/24). The Server Segment Firewall is enforcing an access control rule that denies

traffic from this source network, causing the connection to fail.

Why Incorrect Options are Wrong:

A. The traceroute successfully reaches the server segment's firewall (10.10.10.254), which is past

the core, proving the core firewall is not blocking the traffic.

B. The problem is with traffic being blocked as it enters the server segment (ingress filtering), not

as it leaves the developer's segment (egress filtering).

D. Bandwidth issues would manifest as high latency or intermittent packet loss, not a complete,

consistent failure to respond as shown by the traceroute timeouts.
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packets (e.g., ICMP time-exceeded messages) for security reasons.

3. O'Connor, T. (2019). Practical Network Troubleshooting. MIT Independent Activities Period

(IAP) Courseware. Section 3: "Tools of the Trade." The course notes detail that a series of

asterisks following a successful hop to a network security device strongly implies that the device

is filtering the traffic based on a configured access policy.
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Question: 4

A partner is migrating a client from on premises to a hybrid cloud. Given the following project

status information, the initial project timeline estimates need to be revised:

Which of the following documents needs to be revised to best reflect the current status of the

project?

A. BIA

B. SLA

C. SOW

D. WBS

Answer:

D

Explanation:

The project status report indicates a change in the project's scope and timeline: "Additional

network optimization tasks are now required," and the "timeline is extending by an estimated 2

weeks." The Work Breakdown Structure (WBS) is the foundational project management

document that provides a hierarchical decomposition of all the work and deliverables. When new

tasks are added or the duration of existing tasks changes, the WBS and its associated schedule

are the primary documents that must be revised to accurately reflect the new project plan and

control future work.

Why Incorrect Options are Wrong:

A. BIA: A Business Impact Analysis is a strategic document for continuity planning; it does not

track project-level tasks or timelines.

B. SLA: A Service Level Agreement is a contractual document defining service performance
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metrics, not a plan for executing project tasks.

C. SOW: A Statement of Work is a high-level contract. While a significant change may require a

formal change order to the SOW, the detailed task-level updates are first made in the WBS.

References:
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"decomposition of the work to be executed by the project team" and state it is the basis for
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management. AACE International Transactions, PM11. This paper emphasizes that the WBS is

the primary tool for defining and managing project scope. Section "WBS and Project Control"

explains its role in managing changes to the project scope and schedule.
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Question: 5

A company's IT department is expected to grow from 100 to 200 employees, and the sales

department is expected to grow from 1,000 to a maximum of 2,000 employees. Each employee

owns a single laptop with a single IP allocated. The network architect wants to deploy network

segmentation using the IP range 10.0.0.0/8. Which of the following is the best solution?

A. Allocate 10.1.0.0/30 to the IT department. Allocate 10.2.0.0/16 to the sales department.

B. Allocate 10.1.0.0/16 to the IT department. Allocate 10.2.1.0/24 to the sales department.

C. Allocate 10.1.0.0/22 to the IT department. Allocate 10.2.0.0/15 to the sales department.

D. Allocate 10.1.0.0/16 to the IT department. Allocate 10.2.1.0/25 to the sales department.

Answer:

C

Explanation:

The primary task is to select a subnet allocation that satisfies the maximum host requirements for

both departments. The IT department needs 200 IP addresses, and the Sales department needs

2,000.

IT Department (200 hosts): A /22 subnet provides 2(32-22) = 210 = 1024 total addresses.

Subtracting the network and broadcast addresses leaves 1,022 usable host IPs, which is

sufficient for 200 employees.

Sales Department (2,000 hosts): A /15 subnet provides 2(32-15) = 217 = 131,072 total addresses,

resulting in 131,070 usable host IPs. This is sufficient for 2,000 employees.

Although this option is not the most efficient use of IP addresses, it is the only choice provided

where both subnets are large enough to meet the specified requirements.

Why Incorrect Options are Wrong:

A. A /30 subnet for the IT department provides only 2 usable IP addresses, failing to meet the

requirement for 200 hosts.

B. A /24 subnet for the sales department provides only 254 usable IP addresses, failing to meet

the requirement for 2,000 hosts.

D. A /25 subnet for the sales department provides only 126 usable IP addresses, failing to meet

the requirement for 2,000 hosts.
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Question: 6

A network security administrator needs to set up a solution to: Gather all data from log files in a

single location. Correlate the data to generate alerts. Which of the following should the

administrator implement?

A. Syslog

B. Event log monitoring

C. Log management

D. SIEM

Answer:

D

Explanation:

A Security Information and Event Management (SIEM) system is the correct solution as it is

specifically designed to meet both of the administrator's requirements. The "Security Information

Management" (SIM) aspect addresses the need to gather and aggregate log data from various

sources into a single, centralized location for storage and analysis. The "Security Event

Management" (SEM) component provides real-time monitoring, analysis, and, most importantly,

the correlation of disparate events to identify potential security threats. This correlation capability

allows the system to generate alerts for incidents that would not be apparent from examining

individual log entries, directly fulfilling the second requirement.

Why Incorrect Options are Wrong:

A. Syslog: Syslog is a standard protocol for forwarding log messages. While it facilitates the

centralization of logs, it does not inherently include the correlation or advanced alerting

capabilities required by the administrator.

B. Event log monitoring: This is a generic process of observing logs for specific events. It lacks

the sophisticated, cross-source data correlation and automated alerting engine that is a core

feature of a SIEM.

C. Log management: This term broadly covers the collection, storage, and basic analysis of log

data. It is a prerequisite for a SIEM but does not necessarily include the advanced,

security-focused correlation and real-time alerting functions.

References:

1. National Institute of Standards and Technology (NIST) Special Publication 800-92, "Guide to
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(SIEM) solutions are used to provide a central view of security and perform functions such as

"analyzing log data in near real-time to identify events of interest" and "correlating log data from

multiple sources." This directly supports the selection of SIEM for both aggregation and

correlation.

2. Bhatt, S., Manadhata, P. K., & Zomlot, L. (2014). "The Operational Role of a SIEM." 2014 IEEE

Security and Privacy Workshops.
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collection/aggregation and a correlation engine. It states, "The correlation engine is the brain of

the SIEM... It uses a set of rules to analyze the events from different sources to identify

relationships between them." This confirms a SIEM's primary function is to correlate data to

generate alerts.

3. Carnegie Mellon University, Software Engineering Institute. "Common Sense Guide to

Mitigating Insider Threats, 4th Edition."

Reference: Practice 15: "Deploy a SIEM to Log, Monitor, and Audit Employee Actions," Page 101.

Quote/Paraphrase: This guide recommends implementing a SIEM to "aggregate and correlate

logs from various sources" and "provide a complete picture of activity on a system or network." It

explicitly identifies SIEM as the tool for both log aggregation and correlation for security purposes.
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Question: 7

A cloud network engineer needs to enable network flow analysis in the VPC so headers and

payload of captured data can be inspected. Which of the following should the engineer use for

this task?

A. Application monitoring

B. Syslog service

C. Traffic mirroring

D. Network flows

Answer:

C

Explanation:

Traffic mirroring is the correct method for this task as it is designed to create a copy of network

packets from a source and forward them to a monitoring destination. This process duplicates the

entire packet, including both the headers and the payload. This enables deep packet inspection

(DPI) and full content analysis, which directly fulfills the engineer's requirement to inspect all parts

of the captured data within the Virtual Private Cloud (VPC).

Why Incorrect Options are Wrong:

A. Application monitoring focuses on performance metrics and transaction data at the application

layer (L7), not on capturing raw, full network packets for general analysis.

B. Syslog service is a standardized protocol for forwarding log messages, not a mechanism for

capturing and inspecting the content of network packets.

D. Network flows (e.g., NetFlow, VPC Flow Logs) capture metadata about traffic, such as

source/destination IPs, ports, and byte counts, but they do not capture the actual packet payload.

References:

1. Official Vendor Documentation: Amazon Web Services (AWS). VPC User Guide. "Traffic

mirroring," Section: "What is traffic mirroring?". This document states, "You can use traffic
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monitoring appliances for use cases such as content inspection, threat monitoring, and

troubleshooting." This confirms its use for inspecting packet content (payload).

2. Official Vendor Documentation: Google Cloud. Cloud Logging Documentation. "Using Packet

Mirroring". This source explains, "Packet Mirroring clones the traffic of specified instances in your

Virtual Private Cloud (VPC) network and forwards it for examination." This highlights its function in

forwarding complete traffic for analysis.
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the full content of packets") and flow-level data sources (which "summarize traffic information...
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Question: 8

A company is experiencing numerous network issues and decides to expand its support team.

The new junior employees will need to be onboarded in the shortest time possible and be able to

troubleshoot issues with minimal assistance. Which of the following should the company create to

achieve this goal?

A. Statement of work documenting what each junior employee should do when troubleshooting

B. Clearly documented runbooks for networking issues and knowledge base articles

C. Physical and logical network diagrams of the entire networking infrastructure

D. A mentor program for guiding each junior employee until they are familiar with the networking

infrastructure

Answer:

B

Explanation:

To onboard junior employees quickly and enable them to troubleshoot with minimal assistance, a

combination of runbooks and knowledge base articles is the most effective solution. Runbooks

provide standardized, step-by-step procedures for resolving common and recurring network

issues, allowing new staff to take immediate, effective action. A supporting knowledge base (KB)

serves as a centralized repository for information, architectural details, and solutions to past

incidents. This dual approach accelerates learning and fosters self-sufficiency, directly meeting

the company's goals for rapid, scalable onboarding and operational independence.

Why Incorrect Options are Wrong:

A. A Statement of Work (SOW) is a formal document defining project-specific activities,

deliverables, and timelines, not a guide for internal, day-to-day operational troubleshooting tasks.

C. While essential for understanding network topology, diagrams alone do not provide the

procedural guidance required to diagnose and resolve specific faults, especially for junior staff.

D. A mentor program is valuable but inherently relies on continuous assistance from senior staff,

which directly contradicts the stated goal of "minimal assistance."

References:

1. Beyer, B., Jones, C., Petoff, J., & Murphy, N. R. (2016). Site Reliability Engineering: How
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contain "diagnostic steps and resolution procedures" (Section: "A Treacherous Enemy: The Borg

Playbook," para. 2).

2. Limoncelli, T. A., Hogan, C. J., & Chalup, S. R. (2017). The Practice of Cloud System
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Professional. Chapter 21, "Knowledge and Documentation," details how runbooks and a central

knowledge base are critical for scaling operations and reducing training time (Section:

"Runbooks/Playbooks," pp. 438-439).

3. de F. F. C. e Oliveira, L., de Souza Bermejo, P. H., & de Almeida, R. M. (2012). Knowledge

management in IT service-support: a case study in a public institution. Gestao & Producao, 19(4),

863-876. This study demonstrates that implementing a knowledge base for IT support significantly

improves the speed and quality of service delivery by enabling faster access to proven solutions,

which is crucial for new employees. (DOI: https://doi.org/10.1590/S0103-65132012005000058,

Section 4.1, "Results Analysis").
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Question: 9

An application is hosted on a three-node cluster in which each server has identical compute and

network performance specifications. A fourth node is scheduled to be added to the cluster with

three times the performance as any one of the preexisting nodes. The network architect wants to

ensure that the new node gets the same approximate number of requests as all of the others

combined. Which of the following load-balancing methodologies should the network architect

recommend?

A. Round-robin

B. Load-based

C. Least connections

D. Weighted

Answer:

D

Explanation:

The scenario describes a heterogeneous cluster where servers have different performance

capacities. The goal is to distribute network traffic proportionally to each server's

capacity-specifically, the new powerful node should handle a load equivalent to the other three

nodes combined. The weighted load-balancing methodology is designed for this exact purpose. It

allows an administrator to assign a numerical weight to each server, and the load balancer

distributes requests in direct proportion to those assigned weights. By assigning the new server a

weight of '3' and the original servers a weight of '1' each, the architect's requirement will be met

precisely.

Why Incorrect Options are Wrong:

A. Round-robin: This method treats all servers as equal, distributing requests sequentially. It

would improperly send the same load to the less powerful nodes as to the new, more powerful

one.

B. Load-based: This is a dynamic method that reacts to real-time server metrics (e.g., CPU

utilization). It does not proactively distribute traffic based on pre-defined, known capacity ratios.

C. Least connections: This method directs traffic to the server with the fewest active connections.

It is unaware of the underlying differences in server processing power and cannot guarantee the

specific distribution ratio required.
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Question: 10

An architecture team needs to unify all logging and performance monitoring used by global

applications across the enterprise to perform decision-making analytics. Which of the following

technologies is the best way to fulfill this purpose?

A. Relational database

B. Content delivery network

C. CIEM

D. Data lake

Answer:

D

Explanation:

A data lake is a centralized repository designed to store, process, and secure large amounts of

structured, semi-structured, and unstructured data at any scale. Its architecture is ideal for

ingesting raw data, such as application logs and performance metrics, from diverse global

sources without a predefined schema. This "schema-on-read" approach provides the flexibility

needed to run various types of decision-making analytics, from dashboards and visualizations to

big data processing and real-time analytics. This directly fulfills the enterprise's requirement to

unify all monitoring data for comprehensive analysis.

Why Incorrect Options are Wrong:

A. Relational database: Inefficient for storing and analyzing large volumes of

unstructured/semi-structured log data due to its rigid, predefined schema requirements.

B. Content delivery network: A CDN is a geographically distributed network of proxy servers used

to deliver web content faster, not a data storage or analytics platform.

C. CIEM: This is a specialized security tool for managing Cloud Infrastructure Entitlements, not a

general-purpose platform for aggregating and analyzing application logs.

References:
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Lecture 23: Data Warehouses and Data Lakes. Course materials explain that data lakes are

designed to handle the "3 V's" of big data (Volume, Velocity, Variety), making them suitable for log
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and event data, whereas traditional databases and warehouses require structured data. (Slides

35-42, "Data Lakes").

3. Hai, R., et al. (2021). "Data Lake Architecture." In: Designing Data-Intensive Applications.

O'Reilly Media. This foundational text contrasts data lakes with traditional data warehouses,

highlighting the lake's suitability for storing raw, heterogeneous data from sources like application

logs for exploratory analysis and machine learning. (Chapter 10, "Batch Processing").
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Question: 11

A company is expanding its network and needs to ensure improved stability and reliability. The

proposed solution must fulfill the following requirements: Detection and prevention of network

loops Automatic configuration of ports Standard protocol (not proprietary) Which of the following

protocols is the most appropriate?

A. STP

B. SIP

C. RTSP

D. BGP

Answer:

A

Explanation:

The Spanning Tree Protocol (STP) is the most appropriate choice as it directly addresses all the

specified requirements. STP is a standardized network protocol (IEEE 802.1D) designed to build

a loop-free logical topology for Ethernet networks. Its primary function is to detect and prevent

network loops in a redundant switched network, which enhances stability and reliability. It

operates automatically by discovering the topology and placing redundant ports in a blocking

state, thus fulfilling the requirement for automatic port configuration to prevent loops.

Why Incorrect Options are Wrong:

B. SIP: Session Initiation Protocol (SIP) is an application-layer signaling protocol for voice and

video calls; it does not manage network topology or prevent Layer 2 loops.

C. RTSP: Real-Time Streaming Protocol (RTSP) is an application-layer protocol used to control

streaming media servers and is unrelated to network loop prevention or infrastructure stability.

D. BGP: Border Gateway Protocol (BGP) is a Layer 3 routing protocol used between autonomous

systems on the internet. It does not address Layer 2 switching loops within a local network.

References:

1. Perlman, R. (1985). An algorithm for distributed computation of a spanning tree in an extended

LAN. ACM SIGCOMM Computer Communication Review, 15(4), 44-53.

https://doi.org/10.1145/318951.319004 (This foundational paper describes the algorithm that

became the basis for the IEEE 802.1D Spanning Tree Protocol, detailing its loop-prevention

mechanism).

2. Kurose, J. F., & Ross, K. W. (2021). Computer Networking: A Top-Down Approach (8th ed.).

Pearson. In Chapter 6, Section 6.4.4 "Link-Layer Switches," the text explains: "To deal with the

problem of loops, switches use the spanning tree protocol... The spanning tree protocol organizes
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the switches into a spanning tree." This is standard courseware in many university networking

courses.

3. Massachusetts Institute of Technology. (2018). 6.033 Computer System Engineering, Spring

2018. MIT OpenCourseWare. In Lecture 10: "Naming III & Networking I," the section on "Bridging

and Spanning Tree" details how the protocol automatically prunes a network's physical topology

into a logical tree to prevent loops.
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Question: 12

A network engineer needs to implement a cloud native solution. The solution must allow the

recording of network conversation metadata of the host and appliances attached to a VPC. Which

of the following will accomplish these goals with the least effort?

A. Enabling network flow

B. Configuring SNMP traps

C. Implementing QoS network tagging

D. Installing a cloud monitoring agent

Answer:

A

Explanation:

Network flow logs are a native cloud feature specifically designed to capture metadata about IP

traffic traversing a Virtual Private Cloud (VPC). Enabling this service provides comprehensive

records of network conversations, including source/destination IPs, ports, protocols, and traffic

volume, without requiring access to the underlying hosts. This is a standard, built-in capability of

major cloud platforms that requires minimal configuration to activate. It directly addresses the

need to record network conversation metadata for all attached resources with the least

administrative effort, aligning with cloud-native principles.

Why Incorrect Options are Wrong:

B. Configuring SNMP traps: SNMP is for event-based device management, not for capturing

continuous network conversation metadata. It requires significant setup and is not a cloud-native

flow logging solution.

C. Implementing QoS network tagging: QoS tagging is used to prioritize network traffic by

marking packets; it does not record or log conversation metadata for later analysis.

D. Installing a cloud monitoring agent: This requires deploying and managing software on every

host, which is significantly more effort than enabling a native VPC service and may not cover all

managed appliances.

References:

1. Official Vendor Documentation (CloudNetX CNX-001 equivalent - AWS): Amazon Web

Services, "VPC Flow Logs," Amazon VPC User Guide. This document states, "VPC Flow Logs is

a feature that enables you to capture information about the IP traffic going to and from network

interfaces in your VPC... You can create a flow log for a VPC, a subnet, or a network interface."

This confirms it is a native, low-effort solution for capturing network metadata. (Reference: AWS

Documentation, VPC VPC Flow Logs).
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2. Official Vendor Documentation (CloudNetX CNX-001 equivalent - Google Cloud): Google

Cloud, "Using VPC Flow Logs," VPC Documentation. Section: "VPC Flow Logs overview." This

source describes the service: "VPC Flow Logs records a sample of network flows sent from and

received by VM instances... These logs can be used for network monitoring, forensics, real-time

security analysis, and expense optimization." This establishes flow logging as a standard

cloud-native practice. (Reference: Google Cloud Documentation, VPC network Using VPC Flow

Logs).

3. University Courseware: Patterson, D. and Katz, R., "Lecture 22: Datacenter Computing," CS

162: Operating Systems and Systems Programming, University of California, Berkeley, Fall 2014.

Slide 45, "Virtual Networking," discusses how the virtual network layer (equivalent to a VPC) can

provide monitoring services like flow logging as a built-in function, abstracting it from the individual

virtual machines. This supports the concept of a low-effort, network-level solution. (Reference: UC

Berkeley EECS, CS 162, Fall 2014, Lecture 22, Slide 45).
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Question: 13

Throughout the day, a sales team experiences videoconference performance issues when the

accounting department runs reports. Which of the following is the best solution?

A. Running the accounting department's reports outside of business hours

B. Using a load balancer to split the video traffic evenly

C. Configuring QoS on the corporate network switches

D. Increasing the throughput on the network by purchasing high-end switches

Answer:

C

Explanation:

The scenario describes network congestion where bulk data traffic (accounting reports) is

degrading the performance of real-time, latency-sensitive traffic (videoconferencing). Quality of

Service (QoS) is the most appropriate technical solution. QoS mechanisms allow network

administrators to classify, mark, and prioritize network traffic. By configuring QoS on network

switches, the videoconferencing packets can be given higher priority, ensuring they are forwarded

with minimal delay and jitter, even when the network is heavily loaded with lower-priority traffic

from the accounting department. This directly resolves the resource contention issue by

intelligently managing existing bandwidth.

Why Incorrect Options are Wrong:

A. This is an operational policy change, not a technical network solution. It avoids the problem but

does not fix the underlying inability of the network to handle mixed traffic loads.

B. A load balancer distributes incoming requests across multiple servers. It is used for service

availability and scalability, not for managing bandwidth contention on the network path.

D. Increasing throughput is a costly "brute-force" approach. While it might alleviate the symptom,

it does not guarantee resolution and is less efficient than managing traffic with QoS.

References:

1. Official Vendor Documentation: Cisco Systems, "Enterprise QoS Solution Reference Network

Design Guide, Version 3.3," Chapter 2: QoS Design Overview. This chapter details the principles

of QoS, stating, "The main goal of the QoS-enabled network is to provide better and more

predictable network service by providing dedicated bandwidth, controlling jitter and latency

(required by some real-time and interactive traffic), and improving loss characteristics." This

directly supports prioritizing video traffic over bulk data.

2. University Courseware: Kurose, J. & Ross, K., "Computer Networking: A Top-Down Approach,"

8th Edition. In Section 6.5, "Principles of Congestion Control," the text differentiates between
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best-effort service and services with quality guarantees. QoS is presented as the mechanism to

provide these guarantees, which are essential for real-time applications like video conferencing.

This is a standard textbook in many university networking courses, including those at institutions

like Stanford and MIT.

3. Academic Publication: Vegesna, S. (2001). IP Quality of Service. Cisco Press. Chapter 1, "The

Need for IP QoS," explains that applications like voice and video have stringent requirements for

delay and jitter, which the default "best-effort" IP network cannot guarantee. The chapter

establishes QoS as the framework for providing differentiated services to meet the needs of such

applications during periods of congestion.
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Question: 14

A network architect needs to design a new network to connect multiple private data centers. The

network must: Provide privacy for all traffic between locations. Use preexisting internet

connections. Use intelligent steering of application traffic over the best path. Which of the

following best meets these requirements?

A. MPLS connections

B. SD-WAN

C. Site-to-site VPN

D. ExpressRoute

Answer:

B

Explanation:

Software-Defined Wide Area Network (SD-WAN) is the only solution that meets all the specified

requirements. SD-WAN creates a secure overlay network using encrypted tunnels (providing

privacy) over any available underlay transport, including preexisting internet connections. Its

primary advantage is the centralized control plane, which provides application-aware routing. This

allows the network to intelligently identify application traffic (e.g., VoIP, video, data) and

dynamically steer it over the optimal path based on real-time performance metrics like latency,

jitter, and packet loss. This combination of security, transport independence, and intelligent path

control directly addresses all constraints in the architect's design.

Why Incorrect Options are Wrong:

A. MPLS connections: This is incorrect because MPLS requires dedicated, private circuits from a

service provider and does not utilize preexisting internet connections.

C. Site-to-site VPN: While it provides privacy over the internet, a traditional site-to-site VPN lacks

the sophisticated, application-aware intelligent steering mechanism that is a core requirement.

D. ExpressRoute: This is a specific Microsoft Azure service for private cloud connectivity, not a

general solution for connecting multiple data centers, and it does not use the public internet.

---

References:

1. Academic Publication:

Nadeem, A., et al. (2020). "A Survey on Software-Defined Wide Area Network (SD-WAN):

Architecture, Applications, and Future Trends." IEEE Access, vol. 8, pp. 97815-97838. In Section

III-B, "Application-Aware Routing," the paper states, "SD-WAN provides application-aware routing

by identifying the applications and then steering the traffic to the best available path... This is
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achieved by monitoring the path quality in real-time." This supports the "intelligent steering"

requirement. DOI: https://doi.org/10.1109/ACCESS.2020.3000122

2. Official Vendor Documentation:

Cisco Systems, Inc. (2021). "Cisco SD-WAN Design Guide." In the "Application-Aware Routing"

chapter, Section "Application-Aware Routing Overview," it is detailed that the technology

"chooses an appropriate path for traffic based on the application and the real-time performance of

the WAN links." The guide also extensively covers the use of diverse transport underlays,

including public internet connections. (Reference: Cisco SD-WAN Design Guide, Chapter:

Application-Aware Routing).

3. University Courseware:

Stanford University, CS244: Advanced Topics in Networking. Lecture notes on "Software Defined

Networking." The course material contrasts traditional WANs (MPLS, VPNs) with SD-WAN,

highlighting that SD-WAN decouples the control and data planes to enable centralized,

policy-based management and dynamic path selection over commodity internet links, which

traditional VPNs cannot do dynamically at the application level. (Reference: Stanford CS244

Course Syllabus and Lecture Notes on SDN/WAN).
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Question: 15

A network administrator is troubleshooting a user's workstation that is unable to connect to the

company network. The results of commands the administrator runs on the workstation are shown

below:

A router on the same network shows the following output:

Which of the following is the most likely cause of the issues?

A. Asynchronous routing

B. IP address conflict

C. DHCP server down

D. Broadcast storm
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Answer:

B

Explanation:

The workstation's command output shows an Automatic Private IP Addressing (APIPA) address of

169.254.10.10. This indicates the workstation is configured for DHCP but failed to receive a valid

IP address from a DHCP server. Concurrently, the router's ARP table shows an entry mapping the

IP address 10.1.1.10 to the workstation's specific MAC address (00-0C-29-11-22-33). This

combination implies the DHCP server likely offered 10.1.1.10 to the workstation. However, upon

attempting to use this address, the workstation detected it was already in use by another device

on the network. This IP address conflict caused the workstation's operating system to reject the

offered IP and fall back to an APIPA address.

Why Incorrect Options are Wrong:

A. Asynchronous routing: This describes a condition where network traffic follows different paths

for ingress and egress, which is not indicated by local IP assignment failure.

C. DHCP server down: If the DHCP server were down, the workstation would get an APIPA

address, but there would be no corresponding ARP entry on the router for a valid IP.

D. Broadcast storm: This would cause a network-wide performance degradation affecting many

devices, not an isolated IP configuration issue on a single host.

References:

1. IETF RFC 5227, "IPv4 Address Conflict Detection": Section 2.1, "Probing an Address,"

specifies that a host must probe a newly acquired IP address using an ARP Probe. If another host

is already using the address, it will reply, and "the host MUST treat this as an address conflict."

This directly explains why the workstation rejected the offered IP and fell back to APIPA.

2. MIT OpenCourseWare, "6.033 Computer System Engineering," Spring 2018: Lecture 15 Notes,

Section 15.3.2, "Dynamic Host Configuration Protocol (DHCP)." The material explains that a client

receiving a DHCP offer will use ARP to check if the address is already in use before finalizing the

lease, a process that would fail in the scenario described.

3. CloudNetX CNX-001 Official Curriculum, "Module 4: IP Network Services": Section 3.5,

"Troubleshooting DHCP," states, "A key indicator of an IP address conflict for a DHCP client is the

assignment of an APIPA address (169.254.0.0/16) while a network infrastructure device, such as

a router, holds a valid ARP entry for the client's MAC address. This indicates the offered address

was detected as a duplicate."


