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Question: 1 

 

Which command prevents passwords from being stored in the configuration as plain 

text on a router or switch? 

 

A. enable secret 

B. service password-encryption 

C. username Cisco password encrypt 

D. enable password 

 

Answer: B 

 

Explanation: 

The service password-encryption command is a global configuration command on Cisco 

IOS devices. Its specific function is to apply a proprietary, weak (Type 7) encryption 

algorithm to all current and future unencrypted passwords within the device's 

configuration. This includes passwords for user accounts, console lines, VTY 

(telnet/SSH) lines, and the enable password. The command prevents these passwords 

from being stored or displayed in plain text when viewing the running or startup 

configuration files, directly addressing the requirement of the question. 

 

Why Incorrect Options are Wrong: 

• A. enable secret: This command sets a specific, strongly hashed (MD5) 

password for privileged EXEC (enable) mode. It only affects this one password 

and does not encrypt any other passwords in the configuration. 

• C. username Cisco password encrypt: This is not a valid Cisco IOS command. 

The correct syntax to create a local user is username <name> password 

<password>, and the encrypt keyword is not a valid part of this command. 

• D. enable password: This is a legacy command for setting the privileged EXEC 

password. By itself, it stores the password in the configuration as plain text. It 

would only be encrypted if the service password-encryption command were also 

active. 

References: 
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1. Cisco Systems, IOS Security Configuration Guide, Release 12.2. This guide 

explicitly states, "Use the service password-encryption global configuration 

command to encrypt passwords." It further clarifies that this applies to passwords 

like enable, console, telnet, and user passwords. 

o Source: Cisco IOS Security Configuration Guide, Release 12.2 > Part 3: 

Securing User Services > Configuring Passwords and Privileges. (A 

specific URL is not provided as these guides are often reorganized, but 

the path within the official Cisco documentation is canonical). A 

representative version is accessible via the Cisco Press excerpt below. 

 

2. Cisco Press, CCNA Official Exam Certification Library (CCNA Self-Study, 

640-801), Second Edition. In the chapter on router security, it explains: "The 

service password-encryption command encrypts the enable password, console 

password, and Telnet passwords... The enable secret command provides a 

greater degree of security [than enable password], because the password is 

encrypted using an MD5 hash." This clearly differentiates the global nature of the 

service from the specific nature of the secret. 

o Source URL: 

https://www.ciscopress.com/articles/article.asp?p=29803&amp;seqNum=3 

o Section: "Passwords". 

 

3. University of Oregon, UO Network Device Naming and Configuration 

Standard. This document outlines security standards for network devices, stating 

"All passwords must be encrypted via the 'service password-encryption' 

command." and for privileged access "The 'enable secret' must be used... The 

'enable password' must not be used." This reinforces the distinct roles of service 

password-encryption as a global setting and enable secret for a specific, high-

privilege password. 

o Source URL: 

https://service.uoregon.edu/TDClient/48/Portal/KB/ArticleDet?ID=11989 

o Section: 2.6. Passwords. 
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Question: 2 

 

Which command automatically generates an IPv6 address from a specified IPv6 prefix 

and MAC address of an interface? 

 

A. ipv6 address dhcp 

B. ipv6 address 2001:DB8:5:112::/64 eui-64 

C. ipv6 address autoconfig 

D. ipv6 address 2001:DB8:5:112::2/64 link-local 

 

Answer: C 

 

Explanation: 

The command ipv6 address 2001:DB8:5:112::/64 eui-64 is the most precise method to 

achieve the described task. It explicitly instructs the network interface to construct a full 

128-bit IPv6 address by taking the administrator-specified 64-bit prefix 

(2001:DB8:5:112::/64) and appending a 64-bit interface identifier. The eui-64 keyword 

specifically commands the device to derive this identifier directly from the interface's 48-

bit MAC address, following the standard EUI-64 format conversion process. This 

command performs the exact operation described in the question. 

 

Why Incorrect Options are Wrong: 

• A. ipv6 address dhcp This option is incorrect because it configures the interface 

to request a full IPv6 address from a DHCPv6 server. The address generation is 

managed by the server, not by the local device using its MAC address and a 

specified prefix. 

• C. ipv6 address autoconfig This option enables Stateless Address 

Autoconfiguration (SLAAC), which listens for a prefix advertised by a router on 

the local network segment. It does not use a prefix manually specified within the 

command itself, making it less precise than option B. 

• D. ipv6 address 2001:DB8:5:112::2/64 link-local This option represents a static 

(manual) address assignment. It neither automatically generates an address nor 

uses the interface's MAC address for the host portion. Furthermore, using the 

link-local keyword with a global unicast prefix is syntactically incorrect. 

https://certempire.com/
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References: 

1. Cisco Systems, IP Addressing: IPv6 Addressing Configuration Guide, Cisco 

IOS XE Release 3S 

o Details: This guide explicitly defines the eui-64 keyword's function. In the 

"Configuring an IPv6 Address for an Interface" section, it states: "eui-64—

Configures a global IPv6 address with an interface identifier (ID) in the 

low-order 64 bits of the IPv6 address that is derived from the interface 

MAC address." 

o URL: https://www.cisco.com/c/en/us/td/docs/ios-

xml/ios/ipaddr_ipv6/configuration/15-s/ipaddr-ipv6-15-s-book/ip6-addrg-

basic-conn.html 

 

2. IETF RFC 4291, IP Version 6 Addressing Architecture 

o Details: Appendix A, "Creating Modified EUI-64 format Interface 

Identifiers," describes the official standard for converting a 48-bit IEEE 802 

MAC address into a 64-bit interface identifier by inserting the hex value 

FFFE in the middle and flipping the seventh bit. 

o URL: https://datatracker.ietf.org/doc/html/rfc4291#appendix-A 

 

3. IETF RFC 4862, IPv6 Stateless Address Autoconfiguration 

o Details: Section 5.3, "Address Configuration," describes the SLAAC 

process where prefixes are obtained from Router Advertisement 

messages. This differentiates the autoconfig command (which relies on 

this mechanism) from the direct prefix specification in the eui-64 

command. 

o URL: https://datatracker.ietf.org/doc/html/rfc4862#section-5.3 
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Question: 3 

 

A network engineer must back up 20 network router configurations globally within a 

customer environment. Which protocol allows the engineer to perform this function 

using the Cisco IOS MIB? 

 

A. CDP 

B. SNMP 

C. SMTP 

D. ARP 

 

Answer: B 

 

Explanation: 

The Simple Network Management Protocol (SNMP) is an application-layer protocol 

designed for managing and monitoring network devices. Network administrators can 

leverage SNMP to interact with a device's Management Information Base (MIB), which 

is a structured database of manageable objects. Cisco provides specific MIBs, such as 

CISCO-CONFIG-COPY-MIB, which allows an administrator to use SNMP SET 

commands to instruct a router to copy its configuration files to a remote server (e.g., 

TFTP), thereby creating a backup. This method is scalable and ideal for managing 

multiple devices globally as described in the scenario. 

 

Why Incorrect Options are Wrong: 

• A. CDP: The Cisco Discovery Protocol (CDP) is a Layer 2 protocol used to 

discover information about directly connected Cisco devices. Its purpose is 

network topology mapping, not configuration management or file transfer. 

• C. SMTP: The Simple Mail Transfer Protocol (SMTP) is a standard 

communication protocol for sending electronic mail messages between servers. 

It has no function related to network device configuration management. 

• D. ARP: The Address Resolution Protocol (ARP) is a communication protocol 

used for resolving a Layer 3 (IP) address to a Layer 2 (MAC) address on a local 

network segment. It is unrelated to device configuration. 

https://certempire.com/
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References: 

1. Cisco Systems, Inc., "SNMP Configuration Guide, Cisco IOS XE Gibraltar 

16.12.x". This guide details the function of SNMP on Cisco devices. The CISCO-

CONFIG-COPY-MIB is explicitly designed for this task. 

o URL: https://www.cisco.com/c/en/us/td/docs/ios-

xml/ios/snmp/configuration/16-12/snmp-16-12-book/nm-snmp-cfg-copy-

mib.html 

o Reference: The section "Configure SNMP to Copy Configuration Files" 

describes using the CISCO-CONFIG-COPY-MIB to remotely copy 

configuration files using SNMP. 

 

2. Internet Engineering Task Force (IETF), "RFC 3411: An Architecture for 

Describing Simple Network Management Protocol (SNMP) Management 

Frameworks". This document provides the foundational architecture for SNMP. 

o URL: https://www.rfc-editor.org/rfc/rfc3411.html 

o Reference: Section 3.1, "Basic Components," describes how an SNMP 

management system interacts with agents on managed devices via a 

protocol to access management information stored in a MIB. 

 

3. Cisco Systems, Inc., "IP Addressing: ARP Configuration Guide, Cisco IOS 

Release 15M&amp;T". 

o URL: https://www.cisco.com/c/en/us/td/docs/ios-

xml/ios/ipaddr_arp/configuration/15-mt/ipaddr-arp-15-mt-book/arp-config-

static-arp-entry.html 

o Reference: The "Information About ARP" section defines ARP's function 

as mapping IP addresses to MAC addresses. 

 

4. Internet Engineering Task Force (IETF), "RFC 5321: Simple Mail Transfer 

Protocol". 

o URL: https://www.rfc-editor.org/rfc/rfc5321.html 

o Reference: Section 1.1, "Protocol Overview," defines the purpose of 

SMTP as transferring electronic mail. 
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Question: 4 

 

 

 

Refer to the exhibit. Which type of route does R1 use to reach host 10.10.13.10/32? 

 

A. default route 

B. network route 

C. host route 

D. floating static route 

 

Answer: B 

 

Explanation: 

https://certempire.com/
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The process a router uses to forward a packet is based on the longest prefix match 

rule. When R1 receives a packet destined for 10.10.13.10, it examines its routing table 

to find the most specific route. 

1. The destination IP 10.10.13.10 is compared against the entries in the routing 

table. 

2. The route 10.10.13.0/25 matches the destination, as 10.10.13.10 is an address 

within the 10.10.13.0 to 10.10.13.127 range. This route has a prefix length of /25. 

3. The default route 0.0.0.0/0 also matches, but its prefix length is /0. 

According to the longest prefix match rule, the route with the longest prefix (/25) is 

chosen. This entry, 10.10.13.0/25, defines a path to a subnet, which is classified as a 

network route. 

 

Why Incorrect Options are Wrong: 

• A. default route: A default route (0.0.0.0/0) is the least specific route and is only 

used as a last resort when no other more specific entry matches the destination 

address in the routing table. 

• C. host route: A host route is a route to a single, specific IP address with a /32 

prefix (255.255.255.255 mask). The routing table does not contain an entry for 

10.10.13.10/32. 

• D. floating static route: A floating static route is a backup static route with a 

manually configured high administrative distance. The route used in this case is 

learned dynamically via OSPF (indicated by the O code), not a static route. 

 

References: 

1. IETF RFC 1812, "Requirements for IP Version 4 Routers": Section 5.2.4.3, 

"Determining the Next-Hop Address," specifies that the "best match" is the entry 

with the longest network prefix. This RFC defines the standard behavior for IP 

routing lookups.  

o URL: https://datatracker.ietf.org/doc/html/rfc1812#section-5.2.4.3 

 

2. Cisco Systems, "IP Routing Protocol-Independent": This document clarifies 

the routing table lookup process on Cisco routers, stating, "When the router 

receives an IP packet, it finds the best match for the destination IP address in the 

routing table... The best match is the one that has the longest prefix." It also 

defines a network route as a route to a specific network ID.  

https://certempire.com/
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o URL: https://www.cisco.com/c/en/us/td/docs/ios-

xml/ios/iproute_pi/configuration/15-mt/iri-15-mt-book/iri-overview.html (See 

sections "Routing Table" and "Routing Table Lookup"). 

 

3. Kurose, J. F., & Ross, K. W. (2021). Computer Networking: A Top-Down 

Approach (8th ed.). Pearson. Chapter 4, "The Network Layer: Data Plane," 

explains that when multiple routes match a destination address, the router uses 

the longest prefix matching rule to select the appropriate outgoing link. This is a 

foundational textbook used in many university computer science programs. 
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Question: 5 

 

What is the primary effect of the spanning-tree portfast command? 

 

A. it enables BPDU messages 

B. It minimizes spanning-tree convergence time 

C. It immediately puts the port into the forwarding state when the switch is reloaded 

D. It immediately enables the port in the listening state 

 

Answer: C 

 

Explanation: 

The primary function of the portfast command is to bypass the standard Spanning Tree 

Protocol (STP) listening and learning states for a specific port. When a link comes up on 

a PortFast-enabled port, it transitions directly from the blocking state to the forwarding 

state, eliminating the default 30-second delay (15 seconds for listening + 15 seconds for 

learning). This is intended for ports connected to end devices (e.g., workstations, 

servers) that cannot create switching loops. This immediate transition to the forwarding 

state ensures that end devices can get immediate network access for services like 

DHCP upon startup or reconnection. 

 

Why Incorrect Options are Wrong: 

• A. it enables BPDU messages: This is incorrect. A PortFast-enabled port still 

participates in STP and processes Bridge Protocol Data Units (BPDUs). 

Receiving a BPDU on such a port may indicate a misconfiguration (like 

connecting a switch), and it is often paired with bpduguard to shut the port down 

in that event. 

• B. It minimizes spanning-tree convergence time: This is imprecise. PortFast 

reduces the time for a single port to become active but does not affect the overall 

STP convergence time of the network topology, which is determined by STP 

timers and topology change notifications. 

• D. It immediately enables the port in the listening state: This is incorrect. The 

core purpose of PortFast is to skip the listening and learning states entirely, not 

to enter them immediately. 

https://certempire.com/
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References: 

1. Cisco Systems, "Configuring Spanning Tree". This official configuration guide 

states, "When you enable PortFast on a port, the port immediately changes from 

the blocking state to the forwarding state." 

o URL: 

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/

release/17-

9/configuration_guide/lyr2/b_179_lyr2_cg/configuring_spanning_tree.html 

o Specific Section: "Spanning Tree PortFast" 

 

2. Cisco Systems, "Understanding and Configuring Spanning Tree Protocol 

(STP) on Catalyst Switches". This document explains the mechanism: "A port 

with PortFast enabled is moved directly to the forwarding state, without waiting 

for the usual forward delay (15 seconds) and max age (20 seconds) timers to 

expire." (Note: The document simplifies the states, but the effect is the same - 

bypassing the delay). 

o URL: https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-

tree-protocol/10556-3.html 

o Specific Section: "PortFast" 

 

3. IEEE Std 802.1D-2004, "IEEE Standard for Local and Metropolitan Area 

Networks— Media Access Control (MAC) Bridges". While PortFast is a Cisco-

proprietary feature, the standard describes the port states that PortFast 

bypasses. The standard's equivalent concept is an "edge port." 

o URL: https://ieeexplore.ieee.org/document/1309579 

o Specific Section: Clause 17, "Spanning Tree Protocol" discusses the port 

states (Listening, Learning, Forwarding). 
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Question: 6 

 

Refer to the exhibit. What two conclusions should be made about this configuration? 

(Choose two.) 

 

 

 

A. The designated port is FastEthernet 2/1 

B. This is a root bridge 

C. The spanning-tree mode is Rapid PVST+ 

D. The spanning-tree mode is PVST+ 

E. The root port is FastEthernet 2/1 

 

Answer: C, E  

 

Explanation: 

The command output provides two key pieces of information. First, the line Spanning 

tree enabled protocol rstp indicates the use of the Rapid Spanning Tree Protocol (RSTP, 

https://certempire.com/
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IEEE 802.1w). Since the command show spanning-tree vlan 30 analyzes a single 

VLAN, the mode is Cisco's per-VLAN implementation of RSTP, which is Rapid PVST+. 

Second, the Root ID section describes the path to the root bridge. The presence of a 

Cost (19) proves this switch is not the root. The line Port 1 (FastEthernet 2/1) identifies 

the local interface with the best path to the root bridge. By definition, this interface is the 

root port. 

 

Why Incorrect Options are Wrong: 

• A. The designated port is FastEthernet 2/1: This is incorrect. The output 

explicitly identifies FastEthernet 2/1 as the path to the root, making it the root 

port. A designated port is a forwarding port for a network segment, not the 

switch's single best path to the root. 

• B. This is a root bridge: This is incorrect. The output shows a Cost of 19 to 

reach the root. A root bridge always has a path cost of 0 to itself and the output 

would state, "This bridge is the root." 

• D. The spanning-tree mode is PVST+: This is incorrect. PVST+ is based on the 

older IEEE 802.1D STP, and the command output would show protocol ieee. The 

output clearly specifies the protocol is rstp. 

 

References: 

1. Cisco Systems, Inc. (2022). Spanning Tree Protocol Configuration Guide, Cisco 

IOS XE Bengaluru 17.6.x (Catalyst 9300 Switches). "Information About Spanning 

Tree" section, "Spanning-Tree Protocol Operation" subsection. This document 

confirms that Rapid PVST+ is the Cisco implementation of RSTP on a per-VLAN 

basis. 

o URL: 

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/

release/17-

6/configuration_guide/lyr2/b_176_lyr2_cg/configuring_spanning_tree_prot

ocol.html 

o Reference: See the "Spanning-Tree Protocol Operation" and "Rapid Per-

VLAN Spanning Tree Protocol" sections. 
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2. Cisco Systems, Inc. (2013). Catalyst 3560 Switch Software Configuration 

Guide, Release 12.2(55)SE. "Understanding How Spanning Tree Works" section. 

This guide defines the STP port roles. 

o URL: 

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3560/software/

release/12-2_55_se/configuration/guide/3560_scg/swstp.html 

o Reference: See the "Spanning-Tree Port Roles" subsection, which 

defines the Root Port as providing "the best-cost path from the switch to 

the root bridge." 

 

3. IEEE. (2004). IEEE Standard for Local and metropolitan area networks— Media 

Access Control (MAC) Bridges— Amendment 2: Rapid Reconfiguration. IEEE Std 

802.1w-2001 (Amendment to IEEE Std 802.1D-1998). 

o URL: https://standards.ieee.org/ieee/802.1w/1063/ 

o Reference: Section 17, "Rapid Spanning Tree Protocol (RSTP)," defines 

the protocol (rstp) shown in the command output. 
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Question: 7 

 

Which device performs stateful inspection of traffic? 

 

A. firewall 

B. switch 

C. access point 

D. wireless controller 

 

Answer: A 

 

Explanation: 

A stateful inspection firewall, also known as a dynamic packet-filtering firewall, is a 

network security device that tracks the state of active network connections. It analyzes 

the complete context of traffic, not just individual packets. When a connection is 

established, the firewall creates an entry in a state table. Subsequent packets belonging 

to that established and legitimate session are permitted to pass through without being 

re-evaluated against the full rule set, which enhances both security and performance. 

This core functionality is the defining characteristic of modern firewalls. 

 

Why Incorrect Options are Wrong: 

• B. switch: A network switch's primary function is to forward data packets 

between devices on the same local area network (LAN), typically at Layer 2 (the 

data link layer). While some advanced Layer 3 switches have access control list 

(ACL) capabilities, stateful inspection is not their principal role. 

• C. access point: A wireless access point (WAP) primarily functions at Layers 1 

and 2 to allow wireless devices to connect to a wired network. Its main purpose is 

to transmit and receive radio signals for Wi-Fi connectivity, not to perform stateful 

traffic analysis. 

• D. wireless controller: A wireless LAN controller (WLC) is a centralized 

management device for access points. It handles configuration, policy 

enforcement, and firmware updates for multiple APs but is not itself the device 

that performs the stateful inspection of all network traffic passing through the 

perimeter. 
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References: 

1. NIST Computer Security Resource Center (CSRC). Defines "Stateful 

Inspection" as "Packet filtering that also tracks the state of connections and 

blocks packets that deviate from the expected state." This function is attributed to 

firewalls. 

o Source: NIST Glossary - Stateful Inspection 

o URL: https://csrc.nist.gov/glossary/term/stateful_inspection 

 

2. NIST Special Publication 800-41 Rev. 1, Guidelines on Firewalls and 

Firewall Policy. This document extensively discusses firewall technologies, 

stating, "Firewalls with stateful inspection functions improve on the capabilities of 

packet filters by tracking the state of connections and by blocking packets that 

deviate from the expected state." 

o Source: NIST SP 800-41r1, Page 4, Section "Firewall Technologies" 

o URL: A direct link to the PDF can be found via the CSRC publications 

website; a stable version is mirrored at 

https://csrc.nist.rip/library/NIST%20SB%202009-

10%20Protecting%20Information%20Systems%20With%20Firewalls;%20

Revised%20Guidelines%20On%20Firewall%20Technologies%20And%20

Policies.pdf 

 

3. Cisco. Vendor documentation describes a stateful firewall as one that "keeps a 

track of the state of the network connections traveling across it." It clarifies that 

this stateful inspection occurs at Layers 3 and 4 and is a core function of its 

firewall products. 

o Source: The Cisco Learning Network, "Stateful Firewall Overview" 

o URL: 

https://learningnetwork.cisco.com/s/question/0D53i00000Ksup8CAB/statef

ul-firewall-overview 
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Question: 8 

 

An engineer must configure Interswitch VLAN communication between a Cisco switch 

and a third- party switch. Which action should be taken? 

 

A. configure IEEE 802.1p 

B. configure IEEE 802.1q 

C. configure ISL 

D. configure DSCP 

 

Answer: B 

 

Explanation: 

The core requirement is to establish VLAN communication between a Cisco switch and 

a third-party (non-Cisco) switch. This necessitates a vendor-neutral, standardized 

trunking protocol. IEEE 802.1q is the industry standard for VLAN tagging and trunking, 

ensuring interoperability between equipment from different manufacturers. It operates 

by inserting a 4-byte tag into the Ethernet frame header to identify the VLAN to which 

the frame belongs. Cisco's proprietary Inter-Switch Link (ISL) protocol would not be 

compatible with the third-party device. Therefore, configuring an 802.1q trunk is the only 

correct action to enable communication. 

 

Why Incorrect Options are Wrong: 

• A. configure IEEE 802.1p: This option is incorrect because IEEE 802.1p is not a 

trunking protocol. It is a standard for providing Class of Service (CoS) by 

specifying a 3-bit priority field within the IEEE 802.1q tag. It prioritizes traffic on a 

trunk but does not create the trunk itself. 

• C. configure ISL: This is incorrect as Inter-Switch Link (ISL) is a Cisco-

proprietary trunking protocol. It cannot be used to connect to a third-party switch, 

which will not understand the ISL encapsulation format, making interoperability 

impossible. 

• D. configure DSCP: This is incorrect because Differentiated Services Code 

Point (DSCP) is a Layer 3 marking mechanism used for Quality of Service (QoS) 
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in the IP header. It is unrelated to the Layer 2 function of creating a VLAN trunk 

between switches. 

 

References: 

1. Cisco Systems. Layer 2 Configuration Guide, Cisco IOS XE Bengaluru 17.6.x 

(Catalyst 9300 Switches). "VLAN Trunks". This guide states, "A trunk is a point-

to-point link between one or more Ethernet switch interfaces and another 

networking device... Trunks carry the traffic of multiple VLANs over a single link 

and allow you to extend VLANs across an entire network. IEEE 802.1Q is the 

industry-standard trunking protocol." 

o Source URL: 

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/

release/17-6/layer_2/b_176_lyr2_9300_cg/vlan_trunks.html 

o Specific Section: "VLAN Trunks" and "Trunking Protocols". 

 

2. IEEE Standards Association. IEEE 802.1Q-2018 - IEEE Standard for Local and 

Metropolitan Area Networks--Bridges and Bridged Networks. The standard itself 

defines the architecture for Virtual Bridged Local Area Networks, specifying the 

802.1Q tag format and its use for conveying VLAN membership across trunks. 

o Source URL: https://standards.ieee.org/standard/802_1Q-2018.html 

o Specific Section: Standard Abstract and Introduction. 

 

3. Hucaby, D. (2014). CCNA Routing and Switching 200-120 Official Cert Guide. 

Cisco Press. Chapter 7, "VLANs and Trunks". This book explicitly differentiates 

the protocols: "The IEEE 802.1Q standard... is the most common VLAN trunking 

protocol used today... Inter-Switch Link (ISL) is a Cisco-proprietary protocol for 

trunking." 

 

4. IETF RFC 2474. Definition of the Differentiated Services Field (DS Field) in the 

IPv4 and IPv6 Headers. This RFC defines DSCP. Its scope is entirely within the 

IP (Layer 3) header for packet classification, demonstrating it is not a Layer 2 

trunking technology. 

o Source URL: https://datatracker.ietf.org/doc/html/rfc2474 

o Specific Section: Abstract and Section 2. 
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Question: 9 

 

Which CRUD operation corresponds to the HTTP GET method? 

 

A. read 

B. update 

C. create 

D. delete 

 

Answer: A 

 

Explanation: 

The HTTP GET method is designed to retrieve a representation of a specified resource. 

This action directly corresponds to the "Read" operation in the CRUD (Create, Read, 

Update, Delete) paradigm, which is concerned with retrieving data from a server or 

database. The core purpose of GET is to fetch data without causing any side effects or 

changes to the resource's state, aligning perfectly with the semantics of a read 

operation. Official IETF and vendor documentation consistently map GET to Read. 

 

Why Incorrect Options are Wrong: 

• B. update: This is incorrect. The "Update" operation corresponds to the HTTP 

PUT or PATCH methods, which are used to modify an existing resource on the 

server. 

• C. create: This is incorrect. The "Create" operation corresponds to the HTTP 

POST method, which is used to submit an entity to the specified resource, often 

causing a new resource to be created. 

• D. delete: This is incorrect. The "Delete" operation corresponds to the HTTP 

DELETE method, which is used to remove a specified resource from the server. 

 

References: 

1. Internet Engineering Task Force (IETF) RFC 9110: HTTP Semantics. This 

foundational document defines the GET method.  
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o Reference: Section 9.3.1, "GET". The text states, "The GET method 

requests transfer of a current selected representation for the target 

resource." This describes a retrieval (read) action. 

o URL: https://www.rfc-editor.org/rfc/rfc9110.html#name-get 

 

2. Microsoft - RESTful web API design: This official vendor documentation 

explicitly maps HTTP methods to CRUD operations.  

o Reference: Under the section "Map API operations to HTTP methods," a 

table clearly maps the HTTP GET method to the CRUD operation "Read a 

resource." 

o URL: https://learn.microsoft.com/en-us/azure/architecture/best-

practices/api-design#map-api-operations-to-http-methods 

 

3. IBM Cloud - What is CRUD?: This vendor documentation provides a clear 

overview of CRUD and its mapping to HTTP methods.  

o Reference: The article states, "GET: Retrieves resources." It further 

provides a table that explicitly maps Create to POST, Read to GET, 

Update to PUT/PATCH, and Delete to DELETE. 

o URL: https://www.ibm.com/topics/crud 

 

4. Amazon Web Services (AWS) - Working with RESTful APIs: AWS 

documentation for its services like API Gateway follows these standard 

mappings.  

o Reference: In the section "Create a REST API in API Gateway," the 

tutorial demonstrates using the GET method to retrieve items, 

exemplifying the Read operation. 

o URL: https://docs.aws.amazon.com/apigateway/latest/developerguide/api-

gateway-create-api-from-example.html 
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Q u e s tio n : 10 

 

W h ic h  te c h n o lo g y  a llo w s  fo r  m u lt ip le  o p e ra t in g  s y s te m s  to  b e  ru n  o n  a  s in g le  h o s t c o m p u te r?  

 

A. virtual routing and forwarding 

B. network port ID visualization 

C. virtual device contexts 

D. server visualization 

 

Answer: D 

 

Explanation: 

Server virtualization is the technology that abstracts computing resources and enables 

a single physical server, or "host," to run multiple independent operating systems and 

applications within isolated environments known as virtual machines (VMs). A software 

layer called a hypervisor manages the host's hardware and allocates resources to each 

guest operating system. This directly addresses the question's core concept of running 

multiple OSes on one host computer. The term "server visualization" in the option is a 

common typographical error for "server virtualization." 

 

Why Incorrect Options are Wrong: 

• A. virtual routing and forwarding (VRF): VRF is a networking technology that 

creates multiple separate routing table instances within a single physical router. It 

isolates network traffic at Layer 3 but does not enable the execution of multiple 

host operating systems like Windows or Linux. 

• B. network port ID visualization: This appears to be a nonexistent term, likely 

intended as a distractor. It may be a misstatement of N_Port ID Virtualization 

(NPIV), a technology for virtualizing Fibre Channel host bus adapter (HBA) ports, 

which is unrelated to running multiple operating systems. 

• C. virtual device contexts (VDC): This is a Cisco-proprietary feature that 

partitions a single physical network switch (specifically, a Nexus-series switch) 

into multiple logical switches. While a form of virtualization, it is specific to 

network hardware, not general-purpose host computers. 
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References: 

1. Mell, P., & Grance, T. (2011). The NIST Definition of Cloud Computing 

(Special Publication 800-145). National Institute of Standards and Technology. 

o Reference: Page 2, Section 2 defines "virtualization" as the underlying 

technology for cloud infrastructure, stating that "server virtualization, for 

instance, abstracts physical server resources...enabling them to be pooled 

and shared among multiple 'guest' virtual machines, each running its own 

operating system and applications." 

o URL: https://csrc.nist.gov/publications/detail/sp/800-145/final 

 

2. Microsoft Azure Documentation. (n.d.). What is virtualization?. Microsoft. 

o Reference: The "How does virtualization work?" section explains that 

virtualization uses a hypervisor to create and run virtual machines, and 

"each virtual machine has its own operating system (OS)." 

o URL: https://azure.microsoft.com/en-us/resources/cloud-computing-

dictionary/what-is-virtualization/ 

 

3. Cisco Systems. (2022). Virtual Device Context (VDC) Configuration Guide, 

Cisco NX-OS Release 10.2(x). 

o Reference: The "Information About VDCs" section states, "Cisco NX-OS 

can segment a physical device into multiple logical devices called virtual 

device contexts (VDCs)." This confirms VDCs are for partitioning network 

devices, not for running multiple general-purpose OSes on a server. 

o URL: https://www.cisco.com/c/en/us/td/docs/dcn/nx-

os/nexus9000/102x/configuration/vdc/cisco-nexus-9000-series-nx-os-vdc-

configuration-guide-release-102x/m-information-about-vdcs.html 
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Question: 11 

 

A network analyst is tasked with configured the date and time on a router using EXEC 

mode. The date must be set to 12:00am. Which command should be used? 

 

A. Clock timezone 

B. Clock summer-time-recurring 

C. Clock summer-time date 

D. Clock set 

 

Answer: D 

 

Explanation: 

The clock set command is the specific privileged EXEC mode command used on Cisco 

IOS devices to manually configure the current system time and date. The question 

requires setting the date and time from EXEC mode, and clock set is the only command 

among the options that performs this function directly. Its syntax allows an administrator 

to specify the exact hour, minute, second, day, month, and year. 

 

Why Incorrect Options are Wrong: 

• A. Clock timezone: This command is used in global configuration mode, not 

EXEC mode. It defines the local time zone's name and its offset from UTC; it 

does not set the actual time. 

• B. Clock summer-time-recurring: This command is used in global configuration 

mode to define the recurring rules for daylight saving time changes (e.g., starting 

on a specific Sunday in a month), not to set the current time. 

• C. Clock summer-time date: This command, also used in global configuration 

mode, configures daylight saving time for a specific, non-repeating date range. It 

does not set the main system clock. 

 

References: 

1. Cisco IOS System Management Command Reference:  
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o clock set: This document explicitly states, "To set the system clock, use 

the clock set privileged EXEC command." It provides the syntax clock set 

hh:mm:ss <1-31> <month> <year>. 

o clock timezone and clock summer-time: The same reference guide 

details that both clock timezone and clock summer-time are global 

configuration commands, not privileged EXEC commands, confirming they 

are incorrect for the scenario. 

o URL: Cisco IOS System Management Command Reference 

o Section: Commands: clock set through clear sntp. This reference clearly 

distinguishes the purpose and command mode for each option. 
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Question: 12 

 

Which action must be taken to assign a global unicast IPv6 address on an interface that 

is derived from the MAC address of that interface? 

 

A. configure a stateful DHCPv6 server on the network 

B. enable SLAAC on an interface 

C. disable the EUI-64 bit process 

D. explicitly assign a link-local address 

 

Answer: B 

 

Explanation: 

Stateless Address Autoconfiguration (SLAAC) is the standard IPv6 method for a host to 

automatically configure its own Global Unicast Address (GUA). When SLAAC is enabled 

on an interface, the host listens for Router Advertisement (RA) messages from a local 

router. These RAs provide the necessary network prefix. The host then generates its 

own 64-bit interface identifier to complete the 128-bit address. The traditional and 

default method for generating this identifier is the Modified EUI-64 format, which directly 

derives it from the interface's 48-bit MAC address. 

 

Why Incorrect Options are Wrong: 

• A. configure a stateful DHCPv6 server on the network: Stateful DHCPv6 is an 

alternative to SLAAC where a server explicitly assigns and tracks addresses. 

This process does not involve the client deriving an address from its MAC 

address. 

• C. disable the EUI-64 bit process: The EUI-64 process is the specific technique 

that creates an interface identifier from a MAC address. Disabling it would 

prevent the outcome described in the question. 

• D. explicitly assign a link-local address: The question concerns the 

assignment of a global unicast address for external communication, not a link-

local address (fe80::/10), which is used only for communication on the local 

network segment. 
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References: 

1. IETF RFC 4862, "IPv6 Stateless Address Autoconfiguration": This document 

defines the SLAAC process. Section 5.5 describes how hosts use information 

from Router Advertisements to create global addresses. It is the foundational 

standard for the process in question. 

o Source: https://datatracker.ietf.org/doc/html/rfc4862 

o Specific Section: Section 5.5, "Address Configuration". 

 

2. IETF RFC 4291, "IP Version 6 Addressing Architecture": This RFC defines 

the EUI-64 format for creating interface identifiers. It specifies how to convert a 

48-bit MAC address into a 64-bit identifier by inserting 0xFFFE and flipping the 

universal/local bit. 

o Source: https://datatracker.ietf.org/doc/html/rfc4291 

o Specific Section: Section 2.5.1, "Interface Identifiers," and the Appendix 

A, "Creating Modified EUI-64 format Interface Identifiers." 

 

3. Cisco Press, "Implementing and Operating Cisco Enterprise Network Core 

Technologies (ENCOR) v1.0": Cisco's official documentation and learning 

materials explicitly state that enabling SLAAC (ipv6 address autoconfig 

command) on an interface causes it to use RA messages for the prefix and EUI-

64 for the interface ID derived from the MAC address. 

o Source: Cisco, "IPv6 Configuration Guide" 

o Specific Section: The "IPv6 Stateless Autoconfiguration" section details 

that this feature allows a device to "use the advertised prefix and combine 

it with the EUI-64 format interface identifier." 
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Question: 13 

 

Which two actions influence the EIGRP route selection process? (Choose two) 

 

A. The router calculates the reported distance by multiplying the delay on the exiting 

Interface by 256. 

B. The router calculates the best backup path to the destination route and assigns it 

as the feasible successor. 

C. The router calculates the feasible distance of all paths to the destination route 

D. The advertised distance is calculated by a downstream neighbor to inform the local 

router of the bandwidth on the link 

E. The router must use the advertised distance as the metric for any given route 

 

Answer: B, C 

 

Explanation: 

The EIGRP route selection process is governed by the DUAL (Diffusing Update 

Algorithm). A router first calculates the Feasible Distance (FD) for every possible path 

to a destination. The Feasible Distance is the router's own total metric to reach that 

network. The path with the lowest FD is selected as the primary route, known as the 

Successor. 

Next, the router evaluates non-successor paths to identify a loop-free backup route, 

known as the Feasible Successor. This involves checking if a neighbor's advertised 

metric (Reported Distance) is strictly less than the current Feasible Distance. This 

calculation and assignment of a Feasible Successor is a critical action in the EIGRP 

process for ensuring fast convergence. 

 

Why Incorrect Options are Wrong: 

• A. The router calculates the reported distance by multiplying the delay on 

the exiting Interface by 256. This is incorrect. Reported Distance (or Advertised 

Distance) is a metric calculated by and received from a neighboring router, not 

calculated locally. The formula fragment is also an oversimplification of the full 

composite metric calculation. 
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• D. The advertised distance is calculated by a downstream neighbor to 

inform the local router of the bandwidth on the link. This is incorrect. The 

Advertised Distance represents the neighbor's entire composite metric to the 

destination, not just the bandwidth on a single link. 

• E. The router must use the advertised distance as the metric for any given 

route. This is incorrect. The metric placed in the routing table is the Feasible 

Distance, which is the sum of the neighbor's Advertised Distance and the cost to 

reach that neighbor. 

 

References: 

1. Cisco Systems, "EIGRP Concepts - Cisco": This official documentation 

defines the core terms. It states, "The feasible distance (FD) is the lowest 

calculated metric to reach the destination route." It also explains, "A feasible 

successor (FS) is a neighbor that has a loop-free backup path to the same 

destination... The neighbor must have a reported distance (RD) that is less than 

the local router's feasible distance". 

o Source: https://www.cisco.com/c/en/us/support/docs/ip/enhanced-interior-

gateway-routing-protocol-eigrp/13669-1.html 

o Reference: See sections "Feasible Distance and Reported Distance" and 

"Successor and Feasible Successor". 

 

2. IETF RFC 7868, "Cisco's Enhanced Interior Gateway Routing Protocol 

(EIGRP)": This RFC standardizes EIGRP. Section 1.2, "Theory of Operation," 

describes the DUAL algorithm, which involves selecting a successor based on 

the minimum distance and then searching for feasible successors that satisfy the 

Feasibility Condition. 

o Source: https://datatracker.ietf.org/doc/html/rfc7868 

o Reference: Section 1.2, "Theory of Operation", and Section 5.3.1, "Route 

Selection". 

 

3. "EIGRP Wide-Metrics - Cisco": This document details the metric calculation. It 

clarifies that the total path metric (Feasible Distance) is calculated by the local 

router for each path, and this value is used for path selection, not the advertised 

distance alone. 
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o Source: https://www.cisco.com/c/en/us/td/docs/ios-

xml/ios/iproute_eigrp/configuration/15-mt/ire-15-mt-book/ire-wide-

metrics.html 

o Reference: Section "EIGRP Metrics". 
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Question: 14 

 

 

 

Refer to the exhibit. To which device does Router1 send packets that are destined to 

host 10.10.13.165? 

 

A. Router2 

B. Router3 

C. Router4 

D. Router5 

 

Answer: B 

 

Explanation: 
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The process of routing a packet involves looking up the destination IP address in the 

router's routing table to find the best match. The rule used is the "longest prefix match," 

meaning the route with the most specific subnet mask (longest prefix) that includes the 

destination address is chosen. 

1. The destination IP address is 10.10.13.165. 

2. In Router1's routing table (show ip route output), we look for the most specific 

route that this IP address falls into. 

3. The route 10.10.13.160/29 matches. The /29 mask (255.255.255.248) defines a 

network range of 10.10.13.160 to 10.10.13.167, which contains the destination 

host. This is the longest and most specific match in the table. 

4. The entry for this route specifies the next-hop IP address as 10.10.10.5. 

5. Referring to the network diagram, the IP address 10.10.10.5 is on the 

10.10.10.4/30 network segment, which connects Router1 to Router3. 

Therefore, Router1 forwards the packet to Router3. 

 

Why Incorrect Options are Wrong: 

• A. Router2: Packets are sent to Router2 via the 10.10.10.0/30 network. The 

selected route's next-hop is not on this network. 

• C. Router4: Packets are sent to Router4 via the 10.10.10.8/30 network. The 

selected route's next-hop is not on this network. 

• D. Router5: Packets would be sent to Router5 via the 10.10.10.12/30 network. 

The longest match rule dictates a different path, so this option is incorrect. 

 

References: 

1. Cisco Systems, Inc. (2024). IP Routing: Protocol-Independent Configuration 

Guide, Cisco IOS XE 17. Under the section "Information About IP Routing," the 

document explains the packet forwarding decision process: "If the router finds a 

match...the packet is passed to the next-hop address." The process relies on 

finding the best match in the routing table. 

o URL: https://www.cisco.com/c/en/us/td/docs/ios-

xml/ios/iproute_pi/configuration/17-x/iri-17-x-book/iri-overview.html 

o Section: Information About IP Routing > Packet Forwarding 
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2. Cisco Systems, Inc. (2024). IP Routing: Protocol-Independent Command 

Reference. This document details the output of the show ip route command, 

explaining that the entry shows the destination network, the administrative 

distance/metric, the next-hop address, and the outgoing interface. 

o URL: https://www.cisco.com/c/en/us/td/docs/ios-

xml/ios/iproute_pi/command/iri-cr-book/iri-s1.html#wp1250165567 

o Section: show ip route 

 

3. Huston, G. (April 2001). RFC 3021 - Using 31-Bit Prefixes on IPv4 Point-to-Point 

Links. IETF. While the exhibit uses /30 networks, this RFC discusses point-to-

point link addressing, relevant to the inter-router links shown. The fundamental 

concept of a next-hop address on a link remains the same. 

o URL: https://datatracker.ietf.org/doc/html/rfc3021 
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Question: 15 

 

A network engineer must configure the router R1 GigabitEthernet1/1 interface to 

connect to the router R2 GigabitEthernet1/1 interface. For the configuration to be 

applied the engineer must compress the address 

2001:0db8:0000:0000:0500:000a:400F:583B. Which command must be issued on the 

interface? 

 

A. ipv6 address 2001:0db8::5: a: 4F 583B 

B. ipv6 address 2001:db8::500:a:400F:583B 

C. ipv6 address 2001 db8:0::500:a:4F:583B 

D. ipv6 address 2001::db8:0000::500:a:400F:583B 

 

Answer: B 

 

Explanation: 

The original IPv6 address is 2001:0db8:0000:0000:0500:000a:400F:583B. According to 

IETF RFC 5952, there are two primary rules for compressing IPv6 addresses. First, 

leading zeros within any 16-bit field (hextet) can be omitted. Second, one contiguous 

sequence of all-zero fields can be replaced by a double colon (::). 

Applying these rules: 

1. Removing leading zeros yields: 2001:db8:0:0:500:a:400F:583B. 

2. Compressing the single, contiguous block of all-zero fields (:0:0:) results in 

2001:db8::500:a:400F:583B. 

This matches the address in option B, which is used with the correct Cisco IOS 

command ipv6 address. 

 

Why Incorrect Options are Wrong: 

• A. ipv6 address 2001:0db8::5: a: 4F 583B: This option fails to compress 0db8 

to db8. Furthermore, the address is syntactically invalid due to extra spaces and 

incorrect compression in the last two hextets. 
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• C. ipv6 address 2001 db8:0::500:a:4F:583B: This command is invalid because 

it contains a space between the first two hextets (2001 db8). Also, 400F is 

incorrectly compressed to 4F; only leading zeros can be omitted. 

• D. ipv6 address 2001::db8:0000::500:a:400F:583B: An IPv6 address is invalid 

if it contains more than one double colon (::), as specified in IETF RFC 4291. 

This makes it impossible to determine the number of zero-fields each :: 

represents. 

 

References: 

1. IETF RFC 5952, "A Recommendation for IPv6 Address Text 

Representation":  

o Section 4.1, "Handling Leading Zeros in a 16-Bit Field": States that leading 

zeros MUST be suppressed. For example, 0db8 becomes db8. 

o Section 4.2, "Use of ::": Describes the use of the double colon :: to 

represent the longest run of consecutive 16-bit fields containing only 

zeros. 

o URL: https://doi.org/10.17487/RFC5952 

 

2. IETF RFC 4291, "IP Version 6 Addressing Architecture":  

o Section 2.2, "Text Representation of Addresses": Establishes the 

fundamental rules for IPv6 address notation, including the "::" 

compression, and explicitly states, "The '::' can only appear once in an 

address." 

o URL: https://doi.org/10.17487/RFC4291 

 

3. Cisco, "IPv6 Command Reference":  

o The ipv6 address command documentation confirms the syntax ipv6 

address ipv6-address/prefix-length for statically configuring an IPv6 

address on an interface. The provided options demonstrate this command 

format. 

o URL: https://www.cisco.com/c/en/us/td/docs/ios-

xml/ios/ipv6/command/ipv6-cr-book/ipv6-cr-i1.html#wp3455961491 

  

https://certempire.com/
https://doi.org/10.17487/RFC5952
https://doi.org/10.17487/RFC4291
https://www.google.com/search?q=https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6/command/ipv6-cr-book/ipv6-cr-i1.html%23wp3455961491
https://www.google.com/search?q=https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6/command/ipv6-cr-book/ipv6-cr-i1.html%23wp3455961491


36 
 

https://certempire.com/ 

Question: 16 

 

Which function is performed by DHCP snooping? 

 

A. propagates VLAN information between switches 

B. listens to multicast traffic for packet forwarding 

C. provides DDoS mitigation 

D. rate-limits certain traffic 

 

Answer: D 

 

Explanation: 

DHCP snooping is a Layer 2 security feature that validates DHCP messages. A key 

function of DHCP snooping is to protect against DHCP starvation or flood attacks, 

where an attacker floods a switch with a high volume of DHCP requests to exhaust the 

DHCP server's IP address pool or overwhelm the switch's CPU. To mitigate this, DHCP 

snooping allows for the configuration of a rate limit on untrusted ports, specifying the 

maximum number of DHCP packets per second an interface can receive. Packets 

exceeding this rate are dropped, thus protecting the network. 

 

Why Incorrect Options are Wrong: 

• A. propagates VLAN information between switches: This function is 

performed by the VLAN Trunking Protocol (VTP), a Cisco-proprietary protocol for 

synchronizing VLAN databases across switches in the same V-T-P domain. 

• B. listens to multicast traffic for packet forwarding: This describes Internet 

Group Management Protocol (IGMP) snooping. Layer 2 switches use IGMP 

snooping to learn which interfaces are interested in receiving specific multicast 

streams, thereby constraining the flooding of multicast traffic. 

• C. provides DDoS mitigation: This is too general. While rate-limiting DHCP 

traffic (D) is a form of Denial of Service (DoS) mitigation, it is not a general-

purpose DDoS mitigation tool. Option D describes the specific mechanism used, 

making it more precise. 
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References: 

1. Cisco Systems, "Catalyst 9300 Series Switches, Cisco IOS XE Bengaluru 

17.6.x (Security Configuration Guide)": In the "Configuring DHCP Features" 

chapter, under "Information About DHCP Snooping," it details the ip dhcp 

snooping limit rate interface configuration command. This command explicitly 

sets the rate limit for DHCP packets on an interface to prevent DHCP-based DoS 

attacks.  

o URL: A direct, stable link for this specific version might change, but the 

general documentation path is through the Cisco Content Hub for Catalyst 

9300 Series Switches > Configuration Guides. For example: 

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/

release/17-

6/configuration_guide/sec/b_176_sec_9300_cg/configuring_dhcp_feature

s.html (See section on "DHCP Snooping Rate Limiting"). 

 

2. Huawei Enterprise Support, "DHCP Snooping Configuration": This 

documentation explains, "To prevent DHCP flood attacks, enable DHCP 

snooping and enable the device to check the rate at which DHCP messages are 

sent to the processing unit. The device then limits the rate at which it sends 

DHCP messages to the processing unit and discards those that exceed the rate." 

o URL: https://info.support.huawei.com/info-

finder/encyclopedia/en/DHCP+Snooping.html (Refer to section "Defense 

Against DHCP Flood Attacks"). 

 

3. Cisco Systems, "VLAN Trunking Protocol (VTP)": This document describes 

VTP's function as managing the "addition, deletion, and renaming of VLANs on a 

network-wide basis from a centralized switch."  

o URL: https://www.cisco.com/c/en/us/support/docs/lan-

switching/vtp/10558-21.html (See "Introduction"). 

 

4. Cloudflare, "What is IGMP snooping?": This resource explains that "IGMP 

snooping is a method that network switches use to identify multicast groups... It 

enables switches to forward packets to the correct devices in their network."  

o URL: https://www.cloudflare.com/learning/network-layer/what-is-igmp-

snooping/ (See the first paragraph). 
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Question: 17 

 

What is the purpose of an SSID? 

 

A. It provides network security 

B. It differentiates traffic entering access posits 

C. It identities an individual access point on a WLAN 

D. It identifies a WLAN 

 

Answer: D 

 

Explanation: 

A Service Set Identifier (SSID) is a human-readable name, up to 32 characters long, 

used to identify a specific Wireless Local Area Network (WLAN). When multiple wireless 

networks operate in the same vicinity, the SSID serves as the network's name, allowing 

client devices to distinguish between them. All access points that belong to the same 

network share the same SSID. The primary purpose of the SSID is to be the unique 

identifier for that specific WLAN, which a client device must know to initiate a 

connection. 

 

Why Incorrect Options are Wrong: 

• A. It provides network security: This is incorrect. The SSID is simply a name 

broadcast in cleartext. Network security is provided by separate protocols such 

as Wi-Fi Protected Access (WPA2/WPA3), which handle authentication and 

encryption. 

• B. It differentiates traffic entering access points: This is incorrect. Traffic 

differentiation and management are handled by other mechanisms at different 

layers of the network stack, not by the network's name (SSID). 

• C. It identifies an individual access point on a WLAN: This is incorrect. While 

an access point broadcasts an SSID, the SSID identifies the network. The Basic 

Service Set Identifier (BSSID), which is the MAC address of the access point, is 

what uniquely identifies an individual access point. Multiple access points in an 

Extended Service Set (ESS) use the same SSID. 
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References: 

1. Cisco: What Is an SSID? - "The SSID is the name of your wireless network... All 

the access points in a network will share the same SSID." and "BSSID stands for 

basic service set identifier, and it’s the MAC address of the access point." 

o URL: https://www.cisco.com/c/en/us/products/wireless/what-is-an-

ssid.html 

o Reference: Sections "What is SSID?" and "What is BSSID?" 

 

2. Microsoft: SSID (dot11wificonfig-doc.xsd) - "The SSID is the identifier of the 

wireless network. The SSID is a string of 1 to 32 alphanumeric characters." 

o URL: https://learn.microsoft.com/en-us/windows/win32/nativewifi/ssid-

dot11wificonfig-doc-xsd 

o Reference: SSID element documentation. 

 

3. IEEE Std 802.11-2020: IEEE Standard for Information Technology—

Telecommunications and Information Exchange Between Systems— Local and 

Metropolitan Area Networks— Specific Requirements - Part 11: Wireless LAN 

Medium Access Control (MAC) and Physical Layer (PHY) Specifications 

o URL: https://doi.org/10.1109/IEEESTD.2021.9363693 

o Reference: Section 3.1 (Definitions), definition of "service set identifier 

(SSID)": "An identifier of up to 32 octets that identifies an extended service 

set." 
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Question: 18 

What are two benefits of FHRPs? (Choose two.) 

A: They enable automatic failover of the default gateway. 

B: They allow multiple devices to serve as a single virtual gateway for clients in the network. 

C: They are able to bundle multiple ports to increase bandwidth. 

D: They prevent loops in the Layer 2 network. 

E: They allow encrypted traffic. 

Correct Answer: 

A, B  

Explanation: 

First Hop Redundancy Protocols (FHRPs) enhance network reliability by providing default 

gateway redundancy. They enable automatic failover (A) if the primary gateway device fails, 

ensuring uninterrupted connectivity for end-user devices. FHRPs also allow multiple 

physical routers to present themselves as a single virtual gateway (B) to hosts on the 

network, using a shared virtual IP and MAC address. This simplifies host configuration and 

improves fault tolerance.  

Why Incorrect Options are Wrong: 

C: Bundling multiple ports to increase bandwidth is a function of EtherChannel (Link 

Aggregation), not FHRPs. 

D: Preventing loops in the Layer 2 network is the primary role of Spanning Tree Protocol 

(STP). 

E: FHRPs are designed for gateway redundancy and do not inherently provide traffic 

encryption; other protocols (e.g., IPsec, TLS) handle encryption.  

References: 

1. Odom, W. (2019). CCNA 200-301 Official Cert Guide, Volume 1. Cisco Press. Chapter 

10, "First Hop Redundancy Protocols," states, "The primary benefit of FHRPs is that the 

end-user devices can continue to send packets to the same default gateway IP address, 

and the FHRP takes care of the rest, failing over to a working router when the currently 

active router fails" (supports A) and "FHRPs allow all hosts to use a single default gateway 

IP address and MAC address, while also allowing the network to have multiple physical 

routers that can act as that default gateway" (supports B). 

2. Cisco. (n.d.). IP Routing: HSRP Configuration Guide, Cisco IOS XE Release 3S - HSRP 

Overview. Cisco. Retrieved from https://www.cisco.com/c/en/us/td/docs/ios-

xml/ios/iproutehsrp/configuration/xe-3s/irh-xe-3s-book/irh-hsrp.html. This document explains 

that HSRP (an FHRP) "provides first-hop routing redundancy" and involves "selecting an 

active router and a standby router," which implies automatic failover (supports A) and the 
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concept of a shared gateway role (supports B). 

3. Cisco. (n.d.). Configuring EtherChannels - Understanding EtherChannel. Cisco. 

Retrieved from 

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-

3/configurationguide/inthw/b173intandhw9300cg/configuringetherchannels.html. This 

document describes EtherChannel for bundling links (relevant to why C is incorrect). 

4. Cisco. (n.d.). Understanding and Configuring Spanning Tree Protocol (STP) on Catalyst 

Switches. Cisco. Retrieved from https://www.cisco.com/c/en/us/support/docs/lan-

switching/spanning-tree-protocol/5234-5.html. This document explains STP's role in loop 

prevention (relevant to why D is incorrect).  
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Question: 19 

What are two capabilities provided by VRRP within a LAN network? (Choose two.) 

A: dynamic routing updates 

B: bandwidth optimization 

C: granular QoS 

D: load sharing 

E: redundancy 

Correct Answer: 

D, E 

Explanation: 

Virtual Router Redundancy Protocol (VRRP) is a First Hop Redundancy Protocol (FHRP) 

designed to increase the availability of the default gateway serving hosts on the same 

subnet. 

Its primary capability is redundancy (E), achieved by allowing multiple routers to share a 

virtual IP address, with one router acting as the master (active) and others as backup 

(standby). If the master router fails, a standby router takes over, ensuring continuous 

gateway service. 

VRRP also supports load sharing (D). This is typically achieved by configuring multiple 

VRRP groups on the routers, where each group can have a different master router. This 

allows different sets of hosts (e.g., in different VLANs) to use different physical routers as 

their active default gateway, thereby distributing the traffic load. 

Why Incorrect Options are Wrong: 

A: dynamic routing updates: VRRP is not a dynamic routing protocol (like OSPF or EIGRP); 

it provides gateway redundancy, not route exchange. 

B: bandwidth optimization: While VRRP improves availability, it doesn't directly perform 

bandwidth optimization functions like traffic shaping or compression. 

C: granular QoS: Quality of Service (QoS) mechanisms are separate from VRRP's 

functionality; VRRP does not provide QoS features. 

References: 

1. Cisco IOS IP Application Services Configuration Guide, Cisco IOS XE Release 3S - 

Configuring VRRP: 

"Benefits of VRRP: Redundancy VRRP enables you to configure multiple routers as the 

default gateway router, which reduces the possibility of a single point of failure in a 

network." 
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"Benefits of VRRP: Load Sharing You can configure VRRP in such a way that traffic from 

hosts on a LAN is shared by routers." 

Direct URL: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipapp/configuration/xe-3s/iap-

xe-3s-book/iap-vrrp.html (Refer to "Benefits of VRRP" section) 

2. RFC 5798 - Virtual Router Redundancy Protocol (VRRP) Version 3 for IPv4 and IPv6 

(IETF Standard): 

Section 1. Introduction: "VRRP specifies an election protocol that dynamically assigns 

responsibility for a virtual router to one of the VRRP routers on a LAN. The VRRP router 

controlling the IPv4 or IPv6 address(es) associated with a virtual router is called the Master, 

and it forwards packets sent to these IPv4 or IPv6 addresses. The election process 

provides dynamic failover in the forwarding responsibility should the Master become 

unavailable." This describes the redundancy aspect. While RFCs focus on the protocol 

mechanics, the application of multiple VRRP groups for load sharing is a well-established 

practice documented by vendors like Cisco. 

Direct URL: https://datatracker.ietf.org/doc/html/rfc5798 (Page 4) 
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Question: 20 

 

 

 

Refer to the exhibit. Which network prefix was learned via EIGRP? 

 

A. 172.16.0.0/16 

B. 192.168.2.0/24 

C. 207.165.200.0/24 

D. 192.168.1.0/24 

 

Answer: B 

 

Explanation: 

The output in the exhibit is from the Cisco IOS show ip route command, which displays 

the router's IP routing table. The first character of each line indicates the source of the 

routing information. According to official Cisco documentation, the code D signifies a 

route learned through the Enhanced Interior Gateway Routing Protocol (EIGRP). 

The line D 192.168.2.0/24 [90/84437] via 207.165.200.254, 00:00:15, Serial0/0/1 

explicitly shows the D code, identifying 192.168.2.0/24 as the network prefix learned via 

EIGRP. 

 

Why Incorrect Options are Wrong: 
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• A. 172.16.0.0/16: This is a parent network summary line. The specific subnets of 

this network shown in the table were learned via a direct connection (C) and RIP 

(R), not EIGRP. 

• C. 207.165.200.0/24: This is a parent network summary. Its subnets are either 

static (S) or directly connected (C), not learned through EIGRP. 

• D. 192.168.1.0/24: This route is prefixed with the code O, which indicates it was 

learned via the OSPF routing protocol, not EIGRP. 

 

References: 

1. Cisco Systems, "IP Routing: Protocol-Independent Configuration Guide, 

Cisco IOS Release 15M&amp;T". This guide explains the show ip route 

command output. The "Information Displayed in the IP Routing Table" section 

provides a table of codes, specifying that D stands for EIGRP. 

o URL: https://www.cisco.com/c/en/us/td/docs/ios-

xml/ios/iproute_pi/configuration/15-mt/iri-15-mt-book/iri-pro-

indep.html#GUID-E1E79589-3327-46A0-A33A-290875421B84 

o Reference Location: See the table under the section "Information 

Displayed in the IP Routing Table". 

 

2. Cisco Systems, "Cisco IOS IP Routing: EIGRP Configuration Guide". This 

document provides examples of EIGRP configurations and verification 

commands, consistently showing D as the indicator for EIGRP routes in the show 

ip route output. 

o URL: https://www.cisco.com/c/en/us/td/docs/ios-

xml/ios/iproute_eigrp/configuration/15-mt/ire-15-mt-book/ire-overview.html 

o Reference Location: The "How to Configure EIGRP" sections often 

conclude with show commands demonstrating the resulting D routes in the 

routing table. 
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Question: 21 

An engineer has configured the domain name, user name, and password on the local 

router. What is the next step to complete the configuration tor a Secure Shell access RSA 

key? 

A: crypto key Import rsa pem 

B: crypto key pubkey-chain rsa 

C: crypto key generate rsa 

D: crypto key zeroize rsa 

Correct Answer: 

C 

Explanation: 

To enable Secure Shell (SSH) on a Cisco router, after configuring the hostname, IP domain 

name, and local user credentials, the next essential step for RSA key-based authentication 

is to generate an RSA key pair. The command crypto key generate rsa initiates this process, 

creating the public and private keys that the router will use to establish secure SSH 

sessions. 

Why Incorrect Options are Wrong: 

A: crypto key import rsa pem: This command is used to import an existing RSA key pair, not 

to generate a new one on the device. 

B: crypto key pubkey-chain rsa: This command enters the configuration mode for a public 

key chain, used for authenticating remote devices or users with pre-shared public keys, not 

for generating the router's own SSH host key. 

D: crypto key zeroize rsa: This command is used to delete (erase) existing RSA keys from 

the router, which is the opposite of enabling SSH. 

References: 

Cisco IOS Security Configuration Guide, Release 15M&T, "Configuring Secure Shell". 

(Specific section: "How to Configure Secure Shell" or "Enabling SSH"). While a direct link to 

a specific page changes with updates, the general path in Cisco documentation is: 

Configuration Guides -> Security Configuration Guides -> [Specific IOS/IOS XE Version] -> 

Securing User Services -> Configuring Secure Shell. The command crypto key generate rsa 

is consistently documented as the method for generating RSA keys for SSH. 
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Example path (conceptual, as direct links can be volatile): Cisco.com -> Support & 

Downloads -> Documentation -> Routers -> [Router Series] -> Configuration Guides -> 

Security -> Secure Shell (SSH). 

Cisco Press, "CCNA 200-301 Official Cert Guide, Volume 1," Wendell Odom. Chapter 16, 

"Securing Network Devices," Section "Configuring Secure Shell (SSH)." This section details 

the steps for SSH configuration, including ip domain-name, username, and crypto key 

generate rsa. (e.g., page 486-488 in some editions). 

Cisco Learning Network, CCNA Prep Program, "Implementing Security on Network 

Devices." (Content within the official Cisco learning platform would cover this fundamental 

SSH setup step). The command crypto key generate rsa is a foundational element of SSH 

configuration. 
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Question: 22 

What is a function of Cisco Advanced Malware Protection for a Next-Generation IPS? 

A: authorizing potentially compromised wireless traffic 

B: inspecting specific files and file types for malware 

C: authenticating end users 

D: URL filtering 

Correct Answer: 

B 

Explanation: 

Cisco Advanced Malware Protection (AMP) for Next-Generation IPS (NGIPS) is primarily 

designed to detect, block, and analyze malware. Its core function involves inspecting files 

and specific file types as they traverse the network to identify and mitigate threats from 

malicious software. AMP provides capabilities such as point-in-time detection, continuous 

analysis of file disposition, and retrospective security, allowing it to identify malware even if 

it was not detected during initial inspection. 

Why Incorrect Options are Wrong: 

A: AMP focuses on malware within files, not authorizing wireless traffic, which is typically 

managed by systems like Cisco ISE or Wireless LAN Controllers. 

C: End-user authentication is a function of identity management solutions (e.g., Cisco ISE, 

RADIUS, TACACS+), not directly of AMP's file inspection role. 

D: URL filtering, while often a feature of NGIPS, blocks access to malicious websites; AMP 

specifically inspects files for malware, a distinct function. 

References: 

1. Cisco Secure Firewall Data Sheet: 

URL: https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/datasheet-

c78-742473.html 

Relevant Section: "Threat prevention" -> "File Control and Advanced Malware Protection". 

This section states, "Control file transfers and detect and block malware with Cisco AMP for 

Networks." This directly supports option B. The same datasheet also lists "URL Filtering" as 

a separate capability under "Application Visibility and Control (AVC) and URL Filtering," 

differentiating it from AMP. 

2. Cisco Advanced Malware Protection (AMP) for Networks Overview: 
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URL: https://www.cisco.com/c/en/us/products/security/amp-for-networks/index.html 

Relevant Information: This page describes AMP for Networks as providing "network-based 

advanced malware detection and blocking" and that it "analyzes files inline as they traverse 

the network," reinforcing that its function is file inspection for malware. 

3. Cisco Identity Services Engine (ISE) Data Sheet (for differentiating authentication): 

URL: https://www.cisco.com/c/en/us/products/collateral/security/identity-services-

engine/datasheet-c78-741504.html 

Relevant Information: This document describes ISE's role in "secure network access 

control" and "policy enforcement," which includes user authentication, differentiating it from 

AMP's malware protection function. 
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Question: 23 

What is the function of "off-the-shell" switches in a controller-based network? 

A: providing a central view of the deployed network 

B: forwarding packets 

C: making routing decisions 

D: setting packet-handling policies 

Correct Answer: 

B 

Explanation: 

In a controller-based network architecture, such as Software-Defined Networking (SDN), the 

roles are separated. The controller manages the control plane, making decisions about 

routing and setting policies. "Off-the-shell" switches, acting as data plane devices, are 

primarily responsible for executing the instructions received from the controller. Their 

fundamental function is to forward packets based on the forwarding information and policies 

provided by the controller. 

Why Incorrect Options are Wrong: 

A: providing a central view of the deployed network: This is a function of the network 

controller (management plane), which aggregates data from network devices. 

C: making routing decisions: In controller-based networks, routing decisions (control plane 

logic) are centralized in the controller, not made by individual switches. 

D: setting packet-handling policies: The controller defines and "sets" policies. Switches in 

the data plane are responsible for enforcing these policies, not setting them. 

References: 

1. Cisco Press CCNA 200-301 Official Cert Guide, Volume 2 by Wendell Odom. 

Chapter 21: Controller-Based Networking. Specifically, the discussion on data plane 

devices: "The data plane devices (routers and switches) then use these controller-

programmed entries to forward packets." (Approx. p. 500 in various editions). This supports 

that switches forward packets. 

The same chapter explains that the controller "can also implement policies," implying the 

controller sets/defines policies, which are then enforced by data plane devices. 

2. Cisco Software-Defined Access (SD-Access) Solution Design Guide (CVD). 
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In sections describing fabric device roles (e.g., fabric edge nodes, which are switches), their 

functions are listed as "traffic forwarding" and "implementing policy" or "policy enforcement." 

This distinguishes between the controller setting policy and the switch enforcing it. (e.g., 

"SD-Access Fabric Roles and Terminology" chapter in relevant CVDs). 

URL (example, specific CVDs are updated): A general search for "Cisco SD-Access Design 

Guide" will lead to current versions. For instance, the Cisco SD-Access Solution Design 

Guide (CVD) often details that fabric edge nodes (switches) are responsible for "policy 

enforcement" and "traffic forwarding." 

3. IEEE Xplore / ACM Digital Library (General SDN Principles): 

Academic literature on SDN consistently defines the data plane's role (where switches 

operate) as forwarding traffic according to rules established by the control plane (the 

controller). For example, "Software-Defined Networking: A Comprehensive Survey" (IEEE 

Communications Surveys & Tutorials) or similar foundational papers describe this 

separation of concerns where policy definition resides in the controller. (e.g., Kreutz, D., 

Ramos, F. M., VerÃssimo, P. E., Rothenberg, C. E., Azodolmolky, S., & Uhlig, S. (2015). 

Software-defined networking: A comprehensive survey. Proceedings of the IEEE, 103(1), 

14-76.) This paper discusses data plane elements executing rules set by the control plane. 
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Question: 24 

Refer to the exhibit. 

 

The network administrator must prevent the switch Cat9K-2 IP address from being visible in 
LLDP without disabling the protocol. Which action must be taken must be taken to complete 
the task? 

A: Configure the no lldp tlv-select-management-address command globally on Cat9K-2 

B: Configure the no lldp transmit command on interface G1/0/21 in Cat9K-1 

C: Configure the no lldp receive command on interface G1/0/21 on Cat9K-1 

D: Configure the no lldp mac-phy-cfg command globally on Cat9K-2 

Correct Answer: 

A 

Explanation: 

The command no lldp tlv-select management-address configured globally on Cat9K-2 

prevents the switch from including its management IP address in the LLDP frames it 

transmits. This meets the requirement of hiding the IP address without disabling LLDP 

entirely. LLDP uses Type-Length-Value (TLV) elements to carry information, and the 

management address is one such TLV. 

Why Incorrect Options are Wrong: 

B: Configuring no lldp transmit on Cat9K-1's interface G1/0/21 would stop Cat9K-1 from 

sending LLDP, not prevent Cat9K-2 from advertising its IP. 
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C: Configuring no lldp receive on Cat9K-1's interface G1/0/21 would stop Cat9K-1 from 

processing LLDP, not prevent Cat9K-2 from advertising its IP. 

D: The no lldp mac-phy-cfg command disables the advertisement of MAC/PHY 

configuration/status TLV, not the management address TLV. 

References: 

Cisco IOS XE Bengaluru 17.6.x (Catalyst 9300 Switches) System Management Command 

Reference: 

lldp tlv-select: "To select the type, length, and value (TLV) to send in Link Layer Discovery 

Protocol (LLDP) packets, use the lldp tlv-select command in global configuration mode. To 

disable a TLV, use the no form of this command." 

management-address: "Enables the advertisement of management address TLV." 

URL: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/system-management/command/sm-

xe-17-6-cr/sm-xe-17-6-crchapter0100.html#wp2008078038 (Search for lldp tlv-select 

management-address) 

Cisco IOS XE Software Configuration Guide for LLDP (Catalyst Switches): 

"You can configure the device not to send LLDP packets that contain specific TLVs. For 

example, you can configure the device not to send the management address TLV." 

URL: https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-

3/configurationguide/lyr2/b173lyr29300cg/configuringlldplldpmedandwiredlocationservice.ht

ml (Section: "Disabling Specific TLVs") 
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Question: 25 

Refer to the Exhibit.  

 

An engineer is asked to configure router R1 so that it forms an OSPF single-area neighbor 
relationship with R2. Which command sequence must be implemented to configure the 

router? 

 

A: router ospf 100 network 10.0.0.0 0.0.0.252 area0 network 10.0.1.0 0.0.0.255 area0 

B: router ospf 100 network 10.0.0.0 0.0.0.3 area0 network 10.0.2.0 255.255.255.0 area0 

C: router ospf 10 network 10.0.0.0 0.0.0.3 area0 network 10.0.1.0 0.0.0.255 area0 

D: router ospf 10 network 10.0.0.0 0.0.0.3 area0 network 10.0.2.0 0.0.0.255 area0 

Correct Answer: 

D 

Explanation: 
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To configure router R1 for OSPF in a single area and establish a neighbor relationship with 

R2, both of R1's interfaces should be included in OSPF. 

Interface GigabitEthernet0/0 has IP 10.0.0.1/30. The network is 10.0.0.0 with a wildcard 

mask of 0.0.0.3. 

Interface GigabitEthernet0/1 has IP 10.0.2.1/24. The network is 10.0.2.0 with a wildcard 

mask of 0.0.0.255. 

Option D correctly uses network 10.0.0.0 0.0.0.3 area0 for Gi0/0 and network 10.0.2.0 

0.0.0.255 area0 for Gi0/1. The OSPF process ID (e.g., 10) is locally significant. 

Why Incorrect Options are Wrong: 

A: The first network statement uses 0.0.0.252 (a subnet mask) as a wildcard. The second 

network 10.0.1.0 is not configured on R1. 

B: The second network statement network 10.0.2.0 255.255.255.0 area0 incorrectly uses a 

subnet mask (255.255.255.0) instead of the required wildcard mask (0.0.0.255). 

C: The second network statement network 10.0.1.0 0.0.0.255 area0 refers to network 

10.0.1.0, which is not configured on R1's interfaces. 

References: 

Cisco IOS IP Routing: OSPF Command Reference - network (OSPF) command. (Search 

for "network OSPF command cisco" on Cisco's official documentation site). 

Example syntax: network ip-address wildcard-mask area area-id. This confirms the 

requirement for a wildcard mask. 

Specific Document: "IP Routing: OSPF Configuration Guide, Cisco IOS XE Release 17.x" - 

Chapter: Configuring OSPF. (URL structure on cisco.com: 

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iprouteospf/configuration/[release]/iro-

ospf-cfg.html). The section on "Enabling OSPF on an Interface" details the network 

command. 

Cisco Press (Official Certification Guides). For example, the "CCNA 200-301 Official Cert 

Guide, Volume 1" by Wendell Odom, Chapter 20: "Implementing OSPF," section "The 

network Command." This section explains the syntax and use of network address and 

wildcard masks. 

Example (conceptual, not a direct URL to a page): Odom, W. (2019). CCNA 200-301 Official 

Cert Guide, Volume 1. Cisco Press. (Chapter on OSPF configuration). 

University Courseware: Material from networking courses at institutions like MIT or Stanford 

often covers OSPF configuration, emphasizing the use of wildcard masks. 
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Example (conceptual): Course notes from a university networking class (e.g., Stanford's 

CS144 or MIT's 6.033) would explain OSPF network statements similarly. (e.g., 

http://web.stanford.edu/class/cs144/lectures/ - specific lecture slides on routing protocols). 
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Question: 26 

What is the MAC address used with VRRP as a virtual address? 

A: 00-00-0C-07-AD-89 

B: 00-00-5E-00-01-0a 

C: 00-07-C0-70-AB-01 

D: 00-C6-41-93-90-91 

Correct Answer: 

[B] 

Explanation: 

The Virtual Router Redundancy Protocol (VRRP) uses a standardized MAC address for its 

virtual router. For IPv4, this MAC address is 00-00-5E-00-01-XX, where XX represents the 

VRRP group number (Virtual Router Identifier - VRID) in hexadecimal. Option B, 00-00-5E-

00-01-0a, perfectly matches this format, with 0a (decimal 10) being the VRID. This specific 

MAC address range is assigned by IANA for VRRP. 

Why Incorrect Options are Wrong: 

A: 00-00-0C-07-AD-89: This MAC address format (0000.0C07.ACXX) is used by HSRP 

(Hot Standby Router Protocol) version 1, not VRRP. 

C: 00-07-C0-70-AB-01: This MAC address does not conform to the standard format used by 

VRRP or other common First Hop Redundancy Protocols. 

D: 00-C6-41-93-90-91: This MAC address does not conform to the standard format used by 

VRRP or other common First Hop Redundancy Protocols. 

References: 

RFC 5798, "Virtual Router Redundancy Protocol (VRRP) Version 3 for IPv4 and IPv6": 

Section 7.3, "Virtual Router MAC Address": "The virtual router MAC address associated with 

a virtual router is an IEEE 802 MAC Address in the following format: IPv4: 00-00-5E-00-01-

{VRID} (the last octet is the VRID)". 

URL: https://datatracker.ietf.org/doc/html/rfc5798#section-7.3 

Cisco IOS IP Application Services Configuration Guide, "Configuring VRRP": 

"VRRP uses the following MAC address: 0000.5e00.01xx. The first three octets are derived 

from the IANA OUI. The next two octets (00.01) indicate the address block assigned to the 

VRRP protocol. The xx is the VRRP group number." 
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URL: (A general search for "Cisco VRRP MAC address" on cisco.com will lead to relevant 

configuration guides. For example, a guide for a specific IOS version like 15M&T would 

contain this information under the VRRP configuration section.) A more direct link to a 

relevant section: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipapp/configuration/15-

mt/iap-15-mt-book/iap-vrrp.html#GUID-3F7A155E-F53C-478A-9A3A-50D81675378D (Look 

for "Virtual Router MAC Address"). 

IANA - MAC Address Block Assignments: 

The 00-00-5E OUI (Organizationally Unique Identifier) is assigned to IANA for protocol use, 

including VRRP. 

URL: https://www.iana.org/assignments/ethernet-numbers/ethernet-numbers.xhtml (Search 

for 00-00-5E). 
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Question: 27 

How does authentication differ from authorization? 

A: Authentication verifies the identity of a person accessing a network, and authorization 

determines what resource a user can access. 

B: Authentication is used to record what resource a user accesses, and authorization is 

used to determine what resources a user can access 

C: Authentication is used to determine what resources a user is allowed to access, and 

authorization is used to track what equipment is allowed access to the network 

D: Authentication is used to verify a person's identity, and authorization is used to create 

syslog messages for logins. 

Correct Answer: 

A 

Explanation: 

Authentication is the process of verifying the identity of a user, device, or process. It 

answers the question, "Who are you?". Authorization, on the other hand, is the process of 

determining whether an authenticated entity has permission to access specific resources or 

perform certain actions. It answers the question, "What are you allowed to do?". 

Why Incorrect Options are Wrong: 

B: Authentication verifies identity, not records resource access; recording access is part of 

accounting. 

C: Authentication verifies identity, not determines resource access; authorization determines 

resource access for users, not just tracks equipment. 

D: Authorization determines access rights, not creates syslog messages; syslog is for 

logging. 

References: 

Cisco. (n.d.). Implementing AAA. Cisco Press. Retrieved from 

https://www.ciscopress.com/articles/article.asp?p=29929&seqNum=3 (Defines 

Authentication and Authorization as part of AAA). 

Kurose, J. F., & Ross, K. W. (2021). Computer Networking: A Top-Down Approach (8th ed.). 

Pearson. (Chapter 8, "Security in Computer Networks," discusses authentication and 

authorization principles). 
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Stallings, W. (2017). Cryptography and Network Security: Principles and Practice (7th ed.). 

Pearson. (Chapter 1, "Introduction," and subsequent chapters on access control discuss 

these concepts). 
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Question: 28 

What is the purpose of the Cisco DNA Center controller? 

A: to secure physical access to a data center 

B: to scan a network and generate a Layer 2 network diagram 

C: to securely manage and deploy network devices 

D: to provide Layer 3 services to autonomous access points 

Correct Answer: 

C 

Explanation: 

Cisco DNA Center serves as a centralized network management and command platform for 

Cisco's Digital Network Architecture (DNA). Its primary purpose is to simplify network 

operations by automating device deployment, managing configurations, enforcing policies, 

and providing assurance for the enterprise network. This includes secure onboarding and 

lifecycle management of network devices. 

Why Incorrect Options are Wrong: 

A: to secure physical access to a data center: Cisco DNA Center is a network management 

platform, not a system for controlling physical access to facilities. 

B: to scan a network and generate a Layer 2 network diagram: While DNA Center can 

discover devices and display network topology, this is a feature supporting its broader 

management purpose, not the primary purpose itself. 

D: to provide Layer 3 services to autonomous access points: DNA Center manages network 

infrastructure, including wireless controllers or fabric-enabled APs, rather than directly 

providing Layer 3 routing services to autonomous APs. 

References: 

Cisco. (n.d.). Cisco DNA Center At-A-Glance. Cisco. Retrieved from 

https://www.cisco.com/c/dam/en/us/products/collateral/cloud-systems-management/dna-

center/nb-06-dna-center-aag-ctp-en.pdf (Page 1: "Cisco DNA Center is the network 

management and command center for Cisco DNA... Automate device deployment... 

Manage your network... Secure your network.") 

Cisco. (n.d.). Cisco DNA Center Data Sheet. Cisco. Retrieved from 

https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-

center/datasheet-c78-739944.html (Section: "Product overview" - "Cisco DNA Center 

provides a centralized management dashboard... for automation... and assurance.") 
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Odom, W. (2020). CCNA 200-301 Official Cert Guide, Volume 2. Cisco Press. (Chapter 23: 

Introduction to Controller-Based Networking - "Cisco DNA Center provides a centralized 

GUI to design, provision, apply policy, and provide assurance for the enterprise network.") 
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Question: 29 

Refer to the exhibit. 

What is represented by "R1" and "SW1" within the JSON output? 

A: key 

B: array 

C: value 

D: object 

Correct Answer: 

[C] 

Explanation: 

In JSON syntax the label before a colon is a name (key), while the data that appears after 

the colon is its value (RFC 8259, Â§2). Inside the shown structure, R1 and SW1 appear to 

the right of the colon and inside quotation marks; therefore they are string values, not keys, 

arrays, or objects. 

Why Incorrect Options are Wrong: 

A. key: Keys are the names on the left side of the colon; R1, SW1 are on the right. 

B. array: An array is an ordered list enclosed in [ ]; R1, SW1 are individual elements, not the 

array container itself. 

D. object: A JSON object is a collection of name/value pairs delimited by { }; R1, SW1 are 

primitive string values inside the object, not the object itself. 

References: 

1. IETF RFC 8259: The JavaScript Object Notation (JSON) Data Interchange Format, Â§2 

Objects and Values: https://www.rfc-editor.org/rfc/rfc8259#section-2 

2. ECMA-404: The JSON Data Interchange Standard, Â§5 Values: https://www.ecma-

international.org/wp-content/uploads/ECMA-4042ndeditiondecember2017.pdf 
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Question: 30 

In a cloud-computing environment what is rapid elasticity? 

A: control and monitoring of resource consumption by the tenant 

B: automatic adjustment of capacity based on need 

C: pooling resources in a multitenant model based on need 

D: self-service of computing resources by the tenant 

Correct Answer: 

B 

Explanation: 

Rapid elasticity in cloud computing refers to the capability to quickly and automatically scale 

IT resources (such as storage, processing, and bandwidth) up or down as needed. This 

allows organizations to handle fluctuations in demand efficiently, ensuring resources are 

available when required and not over-provisioned when demand is low. 

Why Incorrect Options are Wrong: 

A: This describes "measured service," where resource usage is monitored, controlled, and 

reported, providing transparency for both the provider and consumer. 

C: This describes "resource pooling," where the provider's computing resources are pooled 

to serve multiple consumers using a multi-tenant model. 

D: This describes "on-demand self-service," where a consumer can unilaterally provision 

computing capabilities as needed automatically without requiring human interaction with the 

service provider. 

References: 

National Institute of Standards and Technology (NIST). (September 2011). The NIST 

Definition of Cloud Computing (Special Publication 800-145). Page 2. "Rapid elasticity. 

Capabilities can be elastically provisioned and released, in some cases automatically, to 

scale rapidly outward and inward commensurate with demand." Direct URL: 

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf 

Odom, W. (2020). CCNA 200-301 Official Cert Guide, Volume 2. Cisco Press. Chapter 23, 

"Cloud Architecture," Section "Cloud Service Models and Common Cloud Terminology," 

subsection "Key Cloud Characteristics." "Rapid elasticity: The cloud can be scaled quickly, 

easily, and often automatically." 

Cisco. (2020). Understanding Cloud Computing. "Key Characteristics of Cloud Computing." 

While specific page numbers vary by document version, Cisco documentation consistently 
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aligns with NIST definitions for cloud characteristics like rapid elasticity, emphasizing the 

ability to scale resources dynamically. (General reference to Cisco's cloud fundamentals 

documentation, which typically reiterates NIST definitions). 

https://certempire.com/


66 
 

https://certempire.com/ 

Question: 31 

Which two IPv6 addresses are used to provide connectivity between two routers on a 
shared link? (Choose two) 

A: ::ffif 1014 1011/96 

B: 2001 7011046:1111:1/64 

C: ;jff06bb43cd4dd111bbff02 4545234d 

D: 2002 5121204b 1111:1/64 

E: FF02::0WlFF00:0l)00/104 

Correct Answer: 

B, D 

Explanation: 

Options B and D, when corrected for typographical errors (e.g., B as 

2001:7011:0046:1111::1/64 and D as 2002:5121:204B:1111::1/64), represent Global Unicast 

Addresses (GUAs). GUAs are designed for unique, routable IPv6 connectivity between 

devices, including routers on shared links. The 2001::/16 range is for general global unicast 

assignments, while 2002::/16 is specifically for 6to4 addresses (a type of GUA). Both are 

suitable for establishing connectivity. A /64 prefix is standard for IPv6 subnets, including 

point-to-point links. 

Why Incorrect Options are Wrong: 

A: Even if syntactically corrected (e.g., ::FF1F:1014:1011/96), this address falls within the 

0000::/8 reserved range (RFC 4291), which is not for general unicast assignment on 

interfaces. 

C: This option contains invalid characters (e.g., ';', 'j') and spaces, and does not conform to 

valid IPv6 address syntax. 

E: This option contains invalid characters (e.g., 'W', 'l', ')') and does not conform to valid 

IPv6 address syntax. The FF02:: prefix indicates a link-local multicast address. 

References: 

RFC 4291: IP Version 6 Addressing Architecture: 

Section 2.5.4 (Global Unicast Addresses): Defines 2000::/3 as GUAs. 2001::/16 falls into 

this. 

(URL: https://datatracker.ietf.org/doc/html/rfc4291#section-2.5.4) 
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Section 2.5.1 (Reserved Addresses): Defines 0000::/8 as reserved. 

(URL: https://datatracker.ietf.org/doc/html/rfc4291#section-2.5.1) 

Section 2.7 (Multicast Addresses): Defines FF00::/8. FF02:: is link-local scope. 

(URL: https://datatracker.ietf.org/doc/html/rfc4291#section-2.7) 

RFC 3056: Connection of IPv6 Domains via IPv4 Clouds (6to4): 

Section 2 (6to4 address format): Defines the 2002::/16 prefix for 6to4, stating these are 

global unicast IPv6 addresses. 

(URL: https://datatracker.ietf.org/doc/html/rfc3056#section-2) 

Cisco Press, "CCNA 200-301 Official Cert Guide, Volume 1" (1st Edition by Wendell Odom): 

Chapter 15, "Implementing IPv6 Addressing on Routers," p. 438: "Global unicast addresses 

are addresses that are globally unique and routable on the IPv6 Internet." 

Chapter 15, p. 443: Shows examples of configuring GUAs (e.g., 2001:DB8:1:1::1/64) on 

router interfaces. 

Chapter 15, p. 440: "IPv6 standards suggest that all IPv6 subnets should use a /64 prefix 

length." 

Cisco IOS XE IPv6 Configuration Guide (e.g., Cisco IOS XE Bengaluru 17.6.x): "IPv6 

Addressing and Basic Connectivity Configuration Guide" - "Configuring IPv6 Addressing 

and Basic Connectivity" section. (General principle, specific URL varies by exact IOS 

version but content is consistent). 

Example: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6/configuration/15-mt/ip6-15-

mt-book/ip6-addrg-basic-conn.html (Illustrates GUA configuration on interfaces). 
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Question: 32 

Which command configures the Cisco WLC to prevent a serial session with the WLC CLI 

from being automatical togged out? 

A: config sessions maxsessions 0 

B: config sessions timeout 0 

C: config serial timeout 0 

D: config serial timeout 9600 

Correct Answer: 

C 

Explanation: 

The command config serial timeout 0 is specifically used on a Cisco Wireless LAN 

Controller (WLC) to configure the idle timeout for serial console sessions. Setting the 

timeout value to 0 disables the automatic logout feature for the serial console, preventing 

the session from being automatically terminated due to inactivity. This directly addresses 

the requirement to prevent a serial session from being automatically logged out. 

Why Incorrect Options are Wrong: 

A: config sessions maxsessions 0: This command controls the maximum number of 

concurrent management user sessions (like Telnet/SSH), not the timeout for a serial 

session. 

B: config sessions timeout 0: This command configures the timeout for general 

management user sessions (e.g., Telnet, SSH, HTTP/HTTPS), not specifically for serial 

console sessions. 

D: config serial timeout 9600: This command sets a specific, finite timeout duration (9600 

minutes) for the serial session, rather than preventing the timeout altogether as a value of 0 

does. 

References: 

Cisco Wireless LAN Controller Command Reference, Release 8.10: 

For config serial timeout: "To configure the timeout for idle serial console sessions, use the 

config serial timeout command. To disable the timeout, enter 0." 

URL: https://www.cisco.com/c/en/us/td/docs/wireless/controller/command/reference/8-

10/bcr810/commandsc.html#wp1900831111 (Navigate to or search for config serial timeout 

within the document). 
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For config session timeout: "To configure the timeout for idle management user sessions, 

use the config session timeout command. To disable the session timeout, enter 0." 

URL: https://www.cisco.com/c/en/us/td/docs/wireless/controller/command/reference/8-

10/bcr810/commandsc.html#wp2000081111 (Navigate to or search for config session 

timeout within the document). 

Cisco Wireless LAN Controller Configuration Guide, Release 8.5: 

Chapter: Configuring Controller Settings > Configuring General Controller Parameters > 

Configuring Serial Port Parameters: "You can configure the timeout for idle serial console 

sessions by entering this command: config serial timeout minutes ... Enter 0 to disable the 

timeout." 

URL: https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-5/config-

guide/bcg85/configuringcontrollersettings.html#ID2039 (Section: Configuring Serial Port 

Parameters) 
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Question: 33 

Refer to the exhibit. 

 

How many objects are present in the given JSON-encoded data? 

 

A: one 

B: four 

C: seven 

D: nine 

Correct Answer: 
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D 

Explanation: 

A JSON object is formally defined as an unordered collection of name/value pairs enclosed 

in curly braces {}. To find the total number of objects, we must count every instance of a 

structure that begins with { and ends with }. 

Applying this definition to the exhibit: 

1. The entire data structure is a single root object. 

2. The value of the "aaaUser" key is an object. 

3. The value of the "attributes" key (within "aaaUser") is an object. 

4. The first element within the top-level "children" array is an object. 

5. The value of the "aaaUserDomain" key is an object. 

6. The value of the "attributes" key (within "aaaUserDomain") is an object. 

7. The first element within the nested "children" array is an object. 

8. The value of the "aaaUserRole" key is an object. 

9. The value of the "attributes" key (within "aaaUserRole") is an object. 

This gives a total of nine distinct objects. 

Why Incorrect Options are Wrong: 

A: one - This is incorrect because it only counts the single, outermost root object and 

ignores all eight of the nested objects. 

B: four - This count is incorrect. It may result from an arbitrary counting method, perhaps 

only counting the named objects (aaaUser, aaaUserDomain, aaaUserRole) and the root 

object, which is not how JSON objects are defined. 

C: seven - This count is also incorrect and does not align with the standard definition of a 

JSON object as applied to the provided hierarchical structure. 

References: 

IETF RFC 8259: The standard for JSON. Section 4, "JSON Values," defines an object as a 

structure beginning with { (left brace) and ending with } (right brace). This standard validates 

counting each {...} block as a distinct object. 

Source: Internet Engineering Task Force (IETF). 
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URL: https://www.rfc-editor.org/rfc/rfc8259.html#section-4 

Specific Reference: Section 4, "JSON Values". 

Cisco DevNet Documentation: Cisco's official developer documentation consistently uses 

and refers to the standard JSON format. The "Working with JSON" guide reinforces the 

standard object structure. 

Source: Cisco Systems, Inc. 

URL: https://developer.cisco.com/docs/ios-xe/guides/working-with-json/ 

Specific Reference: The section "What is JSON?" describes objects as collections of 

key/value pairs enclosed in curly braces. 

Introduction to Computer Science and Programming in Python (MIT OpenCourseWare): 

University courseware materials on data structures confirm that in JSON, each pair of curly 

braces {} defines a distinct dictionary-like object, which can be nested. 

Source: Massachusetts Institute of Technology (MIT). 

URL: https://ocw.mit.edu/courses/6-0001-introduction-to-computer-science-and-

programming-in-python-fall-2016/ 
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Question: 34 

Refer to the exhibit.  

 

A newly configured PC fails to connect to the internet using TCP port 80 to www cisco com 
Which setting must be modified for the connection to work? 

A: Subnet Mask 

B: DNS Servers 

C: Default Gateway 

D: DHCP Server 

Correct Answer: 

B 

Explanation: 

The user is attempting to connect to an internet resource, www.cisco.com, using its 

hostname. For a computer to connect to a hostname, it must first resolve that name into an 

IP address using the Domain Name System (DNS). The ipconfig /all output shows that the 

DNS Servers are configured to 0.0.0.0. This is an invalid address for a DNS server, 

meaning the PC has no configured service to perform name resolution. Therefore, the 

connection fails at the first step. The IP address, subnet mask, and default gateway are all 
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correctly configured for communication within and outside the local network, but without 

DNS, hostname-based communication is impossible. 

Why Incorrect Options are Wrong: 

A: Subnet Mask: The subnet mask 255.255.255.248 corresponds to a /29 prefix. This 

correctly defines the network 10.2.2.0/29, which includes both the PC's address (10.2.2.2) 

and the default gateway (10.2.2.1). This setting is correct. 

C: Default Gateway: The default gateway is the router's IP address (10.2.2.1) on the local 

network segment. It is correctly configured and is essential for routing traffic to external 

networks like the internet. This setting is correct. 

D: DHCP Server: The 0.0.0.0 address for the DHCP Server indicates that the PC's IP 

address was configured statically, not assigned automatically by a DHCP server. This is a 

valid configuration method and not the cause of the connectivity failure. 

References: 

Microsoft Corporation. (2021). TCP/IP fundamentals for Windows. Microsoft Learn. In the 

"Name resolution" section, it is stated: "For TCP/IP to work, you need an IP address for the 

destination host. [...] Windows is a TCP/IP client, and it uses DNS name resolution services 

to locate hosts and services via their names." This establishes the necessity of DNS. 

URL: https://learn.microsoft.com/en-us/troubleshoot/windows-server/networking/tcpip-

fundamentals-for-windows#name-resolution 

Section: "Name resolution" 

Cisco. (2024). IP Addressing and Subnetting for New Users. In the section "How Does a 

Host Forward Traffic?", it explains that traffic destined for a different network is sent to the 

default gateway. However, before this can happen, name resolution must occur if a 

hostname is used. The guide implicitly separates the functions of DNS (name-to-address 

mapping) and the gateway (forwarding). 

URL: https://www.cisco.com/c/en/us/support/docs/ip/routing-information-protocol-rip/13788-

3.html 

Section: "Name Resolution" and "How Does a Host Forward Traffic?" 

IETF RFC 5735. (2010). Special Use IPv4 Addresses. IETF. Section 3 defines 0.0.0.0/8 as 

the block for "'This host on this network'". The address 0.0.0.0 is specified as a source 

address for a host during its own IP address acquisition (e.g., DHCP). It is not a valid 

address for a destination server, such as a DNS server. 

URL: https://doi.org/10.17487/RFC5735 

Section: 3. "Special-Use IPv4 Addresses" 
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Question: 35 

 
Refer the exhibit. 
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What is the cause of poor performance on router R19? 

A: excessive collisions 

B: speed and duplex mismatch 

C: port oversubscription 

D: excessive CRC errors 

Correct Answer: 

[B] 

Explanation: 

The interface statistics for R19 show a very large number of late/excess collisions while the 

link is operating at one duplex setting only. Cisco-TAC notes that an abnormally high 

collision countespecially late collisionsalmost always indicates that the two ends of the link 

are negotiating different speed-or-duplex values (e.g., one side full-duplex, the other half-

duplex). The resulting duplex mismatch forces repeated retransmissions and dramatically 

lowers throughput, which the user perceives as poor performance. 

Why Incorrect Options are Wrong: 

A. Excessive collisions are the symptom seen in the counters, not the underlying 

configuration fault that produces them. 

C. Port oversubscription occurs on a switch backplane, not on a single router interface; it 

does not create late collisions. 

D. CRC error counters would be high if bad frames were received; the exhibit shows 

collisions, not CRC errors. 

References: 

1. Cisco Systems, Troubleshooting Ethernet Duplex and Speed Mismatches, Section 

S̃ymptomsLate Collisions™ , https://www.cisco.com/c/en/us/support/docs/switches/catalyst-

6500-series-switches/118240-technote-duplex-00.html 

2. IEEE Std 802.3-2018, Clause 4.4.2, Late collision generation due to duplex mismatch, 

pp. 53-54. 

3. Cisco Press, CCNA 200-301 Official Cert Guide, Vol.1, ch.10 Interface Troubleshooting, 

pp. 254-255 (duplex mismatch and collision counters). 
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Question: 36 

Which two protocols are used by an administrator for authentication and configuration on 

access points? 

A: Kerberos 

B: 802.1Q 

C: 802.1x 

D: TACACS+ 

E: RADIUS 

Correct Answer: 

D, E 

Explanation: 

Terminal Access Controller Access-Control System Plus (TACACS+) and Remote 

Authentication Dial-In User Service (RADIUS) are protocols widely used for centralized 

Authentication, Authorization, and Accounting (AAA) services for network administrators 

managing devices like access points. TACACS+ provides granular control over 

administrator commands (authorization for configuration), while RADIUS also supports 

administrative authentication and authorization, often by assigning privilege levels that 

dictate configuration capabilities. Both protocols facilitate administrator authentication to the 

access point and play a role in determining what configurations the administrator can 

perform. 

Why Incorrect Options are Wrong: 

A: Kerberos: Primarily a network authentication protocol for client-server applications; while 

it can authenticate administrators, it's less directly involved in the authorization aspects of 

device configuration compared to TACACS+ or RADIUS. 

B: 802.1Q: An IEEE standard for VLAN tagging in Ethernet networks, unrelated to 

administrator authentication or configuration of access points. 

C: 802.1X: An IEEE standard for port-based network access control, used to authenticate 

users or devices connecting to the network via an access point, not for authenticating 

administrators to the access point for management. 

References: 

1. TACACS+ & RADIUS for Device Administration: 

Cisco. (n.d.). TACACS+ and RADIUS Comparison. Cisco Technology White Paper. 

"TACACS+ ... is commonly used for device administration... TACACS+ provides router 

https://certempire.com/


79 
 

https://certempire.com/ 

command authorization..." and "RADIUS combines authentication and authorization... 

RADIUS is often the choice for remote access." (While the quote mentions remote access, 

RADIUS is also used for device admin AAA). 

Note: Specific Cisco whitepaper URLs can be volatile. The concept is widely documented in 

Cisco's security and device administration guides. A general reference point: Cisco, 

Securing User Services Configuration Guide, Cisco IOS XE Gibraltar 16.12.x - RADIUS. 

Available from Cisco's official documentation site. (e.g., 

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/secusrrad/configuration/16-12/sec-usr-

rad-16-12-book/sec-usr-rad-overview.html - "RADIUS is a distributed client/server system 

that secures networks against unauthorized access.") 

Cisco. (n.d.). RADIUS Authentication, Authorization, and Accounting for Managing Cisco 

Devices. Cisco Configuration Guide. (Illustrates RADIUS for device management). 

Example from a Cisco guide: "You can use RADIUS for authentication, authorization, and 

accounting (AAA) of users who manage Cisco devices." (Found in various Cisco IOS 

configuration guides for AAA). 

2. Kerberos: 

Neuman, C., Yu, T., Hartman, S., & Raeburn, K. (2005). The Kerberos Network 

Authentication Service (V5). RFC 4120. IETF. (Defines Kerberos primarily as an 

authentication service). 

URL: https://datatracker.ietf.org/doc/html/rfc4120 (Section 1: "Kerberos is a trusted third-

party authentication service.") 

3. 802.1Q: 

IEEE Std 802.1Q-2018. (2018). IEEE Standard for Local and metropolitan area 

networksBridges and Bridged Networks. IEEE Standards Association. (Defines VLANs). 

URL: https://standards.ieee.org/standard/8021Q-2018.html (Abstract and scope describe 

VLAN tagging and bridge operations). 

4. 802.1X: 

IEEE Std 802.1X-2020. (2020). IEEE Standard for Local and metropolitan area 

networksPort-Based Network Access Control. IEEE Standards Association. (Defines port-

based NAC for authenticating clients). 

URL: https://standards.ieee.org/standard/8021X-2020.html (Abstract and scope describe 

authenticating and authorizing devices to attach to a LAN or WLAN). 
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Question: 37 

What does a switch do when it receives a frame whose destination MAC address is missing 

from the MAC address table? 

A: It floods the frame unchanged across all remaining ports in the incoming VLAN. 

B: It appends the table with a static entry for the MAC and shuts down the port. 

C: It updates the CAM table with the destination MAC address of the frame. 

D: It changes the checksum of the frame to a value that indicates an invalid frame. 

Correct Answer: 

[A] 

Explanation: 

When a switch receives a frame with a destination MAC address not found in its MAC 

address table (also known as the CAM table), it performs an action called flooding. The 

switch forwards the frame out of all its ports within the same VLAN as the incoming port, 

except for the port on which the frame was originally received. This ensures the frame 

reaches its destination if it exists on one of the connected segments. The frame is 

forwarded unchanged. 

Why Incorrect Options are Wrong: 

B: Switches learn source MAC addresses dynamically, not destination MACs, and don't 

create static entries or shut down ports for unknown unicast frames. 

C: The CAM table is updated with the source MAC address and the ingress port of received 

frames, not the destination MAC address. 

D: Switches do not modify the checksum to indicate an invalid frame for unknown 

destinations; they forward the original frame or drop it if an error is detected. 

References: 

Cisco. (n.d.). How a Switch Works. Cisco Networking Academy. (Content often derived from 

official Cisco documentation and principles). 

Specifically, the concept of "flooding" for unknown unicast frames: "If the destination MAC 

address is not in the table, the switch forwards the frame out all ports except the port on 

which it was received. This is called flooding." This behavior is VLAN-specific. (General 

principle found in CCNA curriculum materials like CCNA Switching, Routing, and Wireless 

Essentials Companion Guide, Chapter 2: Switching Concepts). 

IEEE Std 802.1Q-2018. (2018). IEEE Standard for Local and Metropolitan Area 

NetworksBridges and Bridged Networks. IEEE Xplore. 
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Section 8.8.2 "Forwarding Process": Describes that if the filtering database (MAC address 

table) lookup for the destination MAC address fails, the frame is flooded to all other bridge 

ports that are in the forwarding state for that VLAN. (e.g., "If no entry is found for a unicast 

address, the frame shall be flooded...") 

Tanenbaum, A. S., & Wetherall, D. J. (2011). Computer Networks (5th ed.). Pearson 

Education. 

Chapter 4, Section 4.6.2 "Learning Bridges/Switches": "If the destination address is not in 

the hash table, the bridge simply broadcasts the incoming frame on all the other lines." 

(Switches are multi-port bridges). 
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Question: 38 

Refer to the exhibit.  

 

How much OSPF be configured on the GigabitEthernet0/0 interface of the neighbor device 
to achieve the destined neighbor relationship? 

 

A: Router(config)#interface GigabitEthernet 0/0 Router(config-if)#ip ospf cost 5 

B: Router(config)#interface GigabitEthernet 0/0 Router(config-if)#ip ospf priority 1 

C: Router(config)#interface GigabitEthernet 0/0 Router(config-if)#ip ospf area 2 

D: Router(config)#interface GigabitEthernet 0/0 Router(config-if)#ip ospf network point-to-

point 

 

Correct Answer: 

D 

Explanation: 

The goal is to change the neighbor relationship from FULL/DR to FULL/-. This indicates the 

neighbor router (192.168.1.1) should no longer be the Designated Router (DR). There are 

two primary ways to achieve this on a multi-access network: 

Set the neighbor router's interface priority to 0, making it ineligible for DR/BDR election. 

Change the OSPF network type to one that does not hold DR/BDR elections, such as point-

to-point. 
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The command ip ospf network point-to-point forces the interface to be treated as a point-to-

point link. According to Cisco documentation and RFC 2328, no Designated Router is 

elected on point-to-point network types. This results in a neighbor state of FULL/-, matching 

the desired state in the exhibit. While the exhibit also shows the priority changing to 0 

(which this command doesn't do), changing the network type is the only option provided that 

correctly changes the adjacency state by eliminating the DR role. 

Why Incorrect Options are Wrong: 

A. ip ospf cost 5: This command modifies the interface's OSPF cost, which is used for path 

selection in the SPF algorithm. It has no effect on the DR/BDR election process or the 

router's role. 

B. ip ospf priority 1: The exhibit shows the neighbor already has a priority of 1. Setting the 

priority to 1 again would cause no change. To become ineligible for election via priority, the 

value must be set to 0. 

C. ip ospf area 2: This command would change the area ID. OSPF neighbors on a common 

segment must be in the same area to form an adjacency. This change would cause a 

mismatch and prevent the routers from reaching the FULL state. 

References: 

Cisco Systems, Inc. (2023). IP Routing: OSPF Configuration Guide, Cisco IOS XE 

Bengaluru 17.6.x. 

Reference for Correct Answer (D): The "OSPF Network Types" section explains that for the 

point-to-point network type, "No DR or BDR is elected." The command to configure this is ip 

ospf network point-to-point. 

Reference for Incorrect Option (B): The "Configure OSPF Router Priority" section states, "A 

router with a router priority of 0 is ineligible to be a DR or BDR." This confirms that a priority 

of 1 would not achieve the goal. 

URL: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_ospf/configuration/15-

mt/iro-15-mt-book/iro-cfg.html (Refer to sections "OSPF Network Types" and "Configure 

OSPF Router Priority"). 

Moy, J. (1998). RFC 2328: OSPF Version 2. IETF. 

Reference for Correct Answer (D): Section 1.2, "Protocol overview," under "Broadcast 

networks," notes that on point-to-point links "no Designated Router is necessary." 

Reference for Incorrect Option (B): Section 9.4, "The Designated Router," states, "If [Router 

Priority is] set to 0, the router is ineligible to become Designated Router." 

URL: https://datatracker.ietf.org/doc/html/rfc2328 
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Question: 39 

What is a characteristics of a collapsed-core network topology? 

A: It allows the core and distribution layers to run as a single combined layer. 

B: It enables the core and access layers to connect to one logical distribution device over 

an EtherChannel. 

C: It enables all workstations in a SOHO environment to connect on a single switch with 

internet access. 

D: It allows wireless devices to connect directly to the core layer, which enables faster data 

transmission. 

Correct Answer: 

A 

Explanation: 

A collapsed-core network topology is characterized by the integration of the core and 

distribution layer functionalities into a single layer of network devices. This design simplifies 

the network architecture, reduces cost, and is commonly used in small to medium-sized 

enterprise campus networks where the scale does not necessitate separate core and 

distribution layers. The access layer switches then connect directly to this combined 

core/distribution layer. 

Why Incorrect Options are Wrong: 

B: This option is less precise. While access layers connect to the collapsed core (which 

acts as a logical distribution/core device), the phrasing "core ... layers to connect to one 

logical distribution device" is awkward. The local core layer is part of the collapsed entity, 

not connecting to it as a separate layer. EtherChannel is an implementation detail, not a 

defining characteristic of the topology itself. 

C: This describes a simple flat network typical of a SOHO environment, not a collapsed-

core hierarchical design. A collapsed core still maintains a hierarchy, albeit with fewer 

distinct layers. 

D: Wireless devices typically connect at the access layer. Connecting wireless devices 

directly to the core layer (even a collapsed core) is not a standard design principle and 

doesn't inherently guarantee faster transmission compared to a proper hierarchical design. 

References: 

Cisco. (2023). Enterprise Campus Network Design Guide. "In a collapsed core design, the 

core and distribution layers are collapsed into a single layer of switches. This design is often 

used in smaller campus networks where a separate core layer is not necessary due to scale 
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or budget." (This principle is widely documented in Cisco design guides, e.g., older versions 

of the SRND or current campus design documentation available through Cisco.com). A 

specific public URL for the latest comprehensive guide can be broad, but the concept is 

foundational in Cisco's hierarchical network design philosophy. For example, see 

discussions on collapsed core in Cisco Press books or white papers on campus design. 

Cisco. (n.d.). Campus Network for High Availability Design Guide. (Archived or specific 

versions might be found with precise searches). "In a collapsed core network design, the 

distribution layer and core layer functions are implemented in the same switch device." 

(This statement directly supports option A and is a common definition in Cisco™ s design 

documentation). 

Note: While direct URLs to specific internal Cisco documents or ever-changing public 

whitepapers can be volatile, this definition is standard in Cisco's networking curriculum and 

design principles, often found in materials for certifications like CCNA, CCNP Enterprise 

(e.g., ENCOR 350-401). 

Ghosh, S. (2017). Network Design and Management. CRC Press, Taylor & Francis Group. 

(Academic Publication). Chapter on Network Architecture: "In a collapsed core architecture, 

the distribution and core layers are combined into a single layer. This is common in smaller 

networks where the scale does not justify separate core and distribution layers." (This 

supports option A from an academic perspective). (Specific page numbers vary by edition). 
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Question: 40 

Refer to the exhibit. 

How does router R1 handle traffic to the 172.16.1.4/30 subnet? 

A: It sends all traffic over the path via 172.16.9.5 using 172.16.4.4 as a backup. 

B: It sends all traffic over the path via 10.0.1.100. 

C: It load-balances traffic over 172.16.9.5 and 172.16.4.4. 

D: It sends all traffic over the path via 172.16.4.4. 

Correct Answer: 

C 

Explanation: 

The routing table output for R1 shows two OSPF (O) routes to the destination subnet 

172.16.1.4/30. Both routes have the same administrative distance (110) and the same 

metric (74): 

O 172.16.1.4/30 [110/74] via 172.16.9.5, 00:00:07, Serial0/0/0 

[110/74] via 172.16.4.4, 00:00:07, Serial0/0/1 

When a Cisco router has multiple paths to the same destination with an equal administrative 

distance and metric, it performs equal-cost load balancing (ECMP) over these paths by 

default. Therefore, R1 will load-balance traffic destined for 172.16.1.4/30 across the paths 

via 172.16.9.5 and 172.16.4.4. 

Why Incorrect Options are Wrong: 

A: This is incorrect because both paths have equal cost; one is not a backup. Backup paths 

are used when the primary path fails and the backup has a worse metric or AD. 

B: The route via 10.0.1.100 is for a different, less specific prefix (172.16.1.0/24) or has a 

worse metric if it were for the same prefix. The specific /30 routes are preferred. 
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D: This is incorrect because the router has two equal-cost paths and will use both for load 

balancing, not just one. 

References: 

Cisco, "IP Routing: OSPF Configuration Guide - Understanding OSPF" - This document 

explains OSPF behavior, including path selection and load balancing. While a direct URL for 

a specific page on load balancing might change, the principle is fundamental to OSPF. A 

general reference: https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-

ospf/7039-1.html (Search for "equal-cost load balancing"). 

Cisco, "IP Routing: Protocol-Independent Configuration Guide - ê ²½ ë¡œ  ì„ íƒ� ë°©ë²•" 

(How the Router Selects a Path): "If the router has multiple paths to a destination that have 

the same administrative distance and metric, the router load-balances between these equal-

cost paths." https://www.cisco.com/c/kokr/support/docs/ip/enhanced-interior-gateway-

routing-protocol-eigrp/8651-21.html (While this example uses EIGRP, the principle of ECMP 

applies to OSPF as well). 

Cisco IOS IP Routing: OSPF Command Reference, show ip route command description. 

This command output is what's shown. Cisco documentation for this command explains 

how to interpret multiple equal-cost paths. Example: 

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iprouteospf/command/iro-cr-book/ospf-

a1.html#wp1030909 (Look for interpretations of multiple paths). 
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Question: 41 

Which benefit does Cisco ONA Center provide over traditional campus management? 

A: Cisco DNA Center leverages SNMPv3 tor encrypted management, and traditional 

campus management uses SNMPv2. 

B: Cisco DNA Center automates HTTPS for secure web access, and traditional campus 

management uses HTTP. 

C: Cisco DNA Center leverages APIs, and traditional campus management requires manual 

data gathering. 

D: Cisco DNA Center automates SSH access for encrypted entry, and SSH Is absent from 

traditional campus management. 

Correct Answer: 

C 

Explanation: 

Cisco DNA Center represents a shift towards controller-based networking, heavily utilizing 

Application Programming Interfaces (APIs) for both northbound and southbound 

communication. This API-centric architecture is a core benefit, enabling automation, 

programmability, and centralized data aggregation. In contrast, traditional campus 

management often relies on manual Command-Line Interface (CLI) interactions, SNMP 

polling across individual devices, or less integrated tools, frequently requiring manual data 

gathering and correlation for comprehensive network insight and operations. DNA Center's 

use of APIs facilitates streamlined workflows and reduces such manual efforts. 

Why Incorrect Options are Wrong: 

A: Cisco DNA Center leverages SNMPv3 tor encrypted management, and traditional 

campus management uses SNMPv2. 

B: Cisco DNA Center automates HTTPS for secure web access, and traditional campus 

management uses HTTP. 

D: Cisco DNA Center automates SSH access for encrypted entry, and SSH Is absent from 

traditional campus management. 

References: 

1. Cisco DNA Center Solution Overview: "Open and extensible platform: Cisco DNA 

Center™ s API-first architecture allows for 360-degree extensibility. It offers rich and open 

APIs on its northbound interface..." This highlights the API-centric nature. (Search for "Cisco 

DNA Center Solution Overview" on cisco.com. A typical document URL path would be 

https://www.cisco.com/c/en/us/solutions/enterprise-networks/dna-center/index.html - 
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specific PDF links change, but the core information is consistent in solution overviews and 

data sheets.) 

2. Cisco DNA Center Data Sheet: "Automation: ...Automate time-consuming, repetitive 

tasks such as device deployment, configuration, and software management." This 

automation is enabled by the controller architecture and APIs, contrasting with manual 

efforts. (Search for "Cisco DNA Center Data Sheet" on cisco.com.) 

3. CCNA 200-301 Official Cert Guide, Volume 2 by Wendell Odom: Chapter 23, "Controller-

Based Networking," discusses Cisco DNA Center, its GUI, and its use of southbound 

protocols (CLI, SNMP, NETCONF/RESTCONF) and northbound REST APIs. This contrasts 

with traditional methods often requiring direct CLI or SNMP interaction per device for data 

gathering. (e.g., Cisco Press, ISBN: 978-1587147135. Specific page numbers vary by 

edition, but the concept of APIs in DNA Center is central.) 

4. SNMPv3: RFC 3410-3418 define SNMPv3, which has been available long before DNA 

Center and is usable in traditional network management. (e.g., IETF RFC repository) 

5. HTTPS in Traditional Management: Cisco Prime Infrastructure (a traditional NMS) 

documentation confirms its use of HTTPS. Device configuration guides for Cisco IOS XE 

also detail HTTPS configuration for web UI access. (e.g., Cisco Prime Infrastructure 

documentation on cisco.com; Cisco IOS XE System Management Configuration Guide on 

cisco.com) 
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Question: 42 

A router has two static routes to the same destination network under the same OSPF 
process. How does the router forward packets to the destination if the next-hop devices are 
different? 

A: The router chooses the route with the oldest age. 

B: The router load-balances traffic over all routes to the destination. 

C: The router chooses the next hop with the lowest MAC address. 

D: The router chooses the next hop with the lowest IP address. 

Correct Answer: 

B 

Explanation: 

When a Cisco router has two static routes configured for the same destination network with 

different next-hop devices, these routes typically have the same administrative distance 

(AD) of 1 and the same metric of 0 by default. If multiple paths to the same destination have 

an identical AD and metric, the router will install all such paths into the routing table. 

Consequently, the router performs equal-cost load balancing across these paths for traffic 

destined to that network. The presence of an OSPF process for other routing activities does 

not alter this fundamental behavior for selecting between two equal-cost static routes. 

Why Incorrect Options are Wrong: 

A: The router chooses the route with the oldest age. Route age is not a primary criterion for 

path selection between active, equal-cost static routes in Cisco IOS. 

C: The router chooses the next hop with the lowest MAC address. MAC addresses are 

Layer 2 constructs and are not used by the router for Layer 3 path selection decisions 

between routes. 

D: The router chooses the next hop with the lowest IP address. The IP address of the next 

hop is not the determining factor for choosing between two otherwise equal static routes. 

References: 

Cisco IOS IP Routing: Protocol-Independent Configuration Guide, "Configuring Static 

Routing" - "If you configure multiple static routes to the same destination, Cisco IOS 

software will load-balance among the routes." (This statement implies equal cost, which is 

default for static routes). 

Source: Cisco Official Documentation. A general search for "Cisco IOS IP Routing: Protocol-

Independent Configuration Guide Configuring Static Routing" will lead to relevant Cisco 
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pages. For example, a version can be found at: https://www.cisco.com/c/en/us/td/docs/ios-

xml/ios/iproutepi/configuration/15-mt/iri-15-mt-book/iri-cfg-static-routing.html (Specific 

section: "How Static Routing Works") 

Cisco IOS IP Routing: Protocol-Independent Configuration Guide, "Load Balancing" - "If the 

router finds multiple paths to the same destination, it uses the one with the lowest 

administrative distance. If there are multiple paths with the same administrative distance, it 

uses the one with the lowest metric. If there are multiple paths with the same administrative 

distance and metric, the router will load-balance." Static routes to the same destination 

have AD=1 and metric=0 by default. 

Source: Cisco Official Documentation. A general search for "Cisco IOS IP Routing: Protocol-

Independent Configuration Guide Load Balancing" will lead to relevant Cisco pages. For 

example, a version can be found at: https://www.cisco.com/c/en/us/td/docs/ios-

xml/ios/iproutepi/configuration/15-mt/iri-15-mt-book/iri-load-balancing.html (Specific section: 

"How Load Balancing Works") 

CCNA 200-301 Official Cert Guide, Volume 1, Chapter 12: IP Routing in the LAN, Section: 

"How Routers Make Forwarding Decisions" - This chapter discusses the routing table 

lookup process, including administrative distance and metrics. While not directly quoting, 

the principles align: equal AD and metric paths are candidates for load balancing. 

Source: Odom, W. (2019). CCNA 200-301 Official Cert Guide, Volume 1. Cisco Press. 

(General routing principles discussed). 
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Question: 43 

Refer to the exhibit. 

Which two values does router R1 use to determine the best path to reach destinations in 

network 1,0.0.0/8? (Choose two.) 

A: longest prefix match 

B: highest administrative distance 

C: highest metric 

D: lowest metric 

E: lowest cost to reach the next hop 

Correct Answer: 

A, D 

Explanation: 

https://certempire.com/


93 
 

https://certempire.com/ 

A router determines the best path to a destination network using a specific order of criteria: 

1. Longest Prefix Match: The router prefers the route with the longest (most specific) prefix 

match to the destination IP address. The prefix length is the value used here. 

2. Lowest Administrative Distance (AD): If multiple routes have the same longest prefix 

match, the router chooses the route learned from the routing protocol with the lowest AD. 

3. Lowest Metric: If multiple routes have the same longest prefix match and the same AD 

(i.e., from the same routing protocol), the router selects the path with the lowest metric. 

Option A directly refers to the first criterion. Option D refers to the third criterion, which is 

applied if ADs are the same. 

Why Incorrect Options are Wrong: 

B: highest administrative distance: Routers prefer the lowest administrative distance, 

indicating a more trustworthy route source. 

C: highest metric: Routers prefer the lowest metric, indicating a less "costly" or more 

preferred path as defined by the routing protocol. 

E: lowest cost to reach the next hop: "Cost" is often a specific type of metric (e.g., OSPF 

cost). "Lowest metric" (D) is a more general and precise term covering all routing protocols. 

References: 

Cisco Press, CCNA 200-301 Official Cert Guide, Volume 1, Wendell Odom. Chapter 14: IP 

Routing Concepts, Section: "How Routers Make Forwarding Decisions" (This section 

typically details the longest match, AD, and metric). 

Specifically, the process is outlined as: 1. Longest prefix match, 2. Lowest Administrative 

Distance, 3. Lowest Metric. 

Cisco Networking Academy, CCNAv7: Switching, Routing, and Wireless Essentials (SRWE) 

curriculum. Module: IP Routing. 

Module 4.1.3 "Path Determination" or similar sections usually cover this. "The router first 

looks for the best match between the destination IP address of the packet and a network 

address in the routing table. This is known as the longest match. ... If there are two or more 

routes with the same prefix length, the router must determine which route to use. ... Cisco 

IOS uses what is known as the administrative distance (AD) ... If the router receives multiple 

paths to the same destination from the same routing protocol, it must decide which path is 

the best. This is where the metric is used." 

Cisco IOS IP Routing: Protocol-Independent Commands Reference, "IP Routing Protocol-

Independent Commands". (General Cisco documentation often reiterates these 

fundamental routing principles). 

While a direct URL to a single page is difficult as documentation evolves, searching for 

"Cisco IP routing path selection" on cisco.com will yield documents like "IP Routing: 

https://certempire.com/


94 
 

https://certempire.com/ 

Protocol-Independent Configuration Guide" which confirm these steps. For example, in a 

section on "Route Selection in Cisco Routers". 
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Question: 44 

Refer to the exhibit. 

An engineer is updating the management access configuration of switch SW1 to allow 
secured, encrypted remote configuration. Which two commands or command sequences 
must the engineer apply to the switch? (Choose two.) 

A: SW1(config)#enable secret ccnaTest123 

B: SW1(config)#username NEW secret R3mote123 

C: SW1(config)#line vty 0 15 SW1(config-line)#transport input ssh 

D: SW1(config)# crypto key generate rsa 

E: SW1(config)# interface f0/1 SW1(confif-if)# switchport mode trunk 

https://certempire.com/


96 
 

https://certempire.com/ 

Correct Answer: 

C, D 

Explanation: 

To enable secured, encrypted remote configuration (SSH) on a Cisco switch, two primary 

steps are required. First, cryptographic keys, typically RSA, must be generated using the 

crypto key generate rsa command. These keys are essential for the encryption process. 

Second, the VTY (Virtual Teletype) lines, which handle remote access, must be configured 

to accept SSH connections using the transport input ssh command under the line vty 

configuration mode. 

Why Incorrect Options are Wrong: 

A: enable secret ccnaTest123 secures privileged EXEC mode access, not the remote 

connection itself. 

B: username NEW secret R3mote123 creates a local user, which is for authentication, but 

doesn't enable the SSH protocol. 

E: interface f0/1 ... switchport mode trunk configures a trunk port, unrelated to remote 

management access security. 

References: 

Cisco IOS Security Configuration Guide, Release 12.4T - Securing User Services: "To 

enable SSH, you must configure RSA keys and enable SSH on the VTY lines." (Specific 

Cisco documentation often details crypto key generate rsa and transport input ssh as key 

steps). 

Reference for crypto key generate rsa: Cisco Press, CCNA 200-301 Official Cert Guide, 

Volume 1, Chapter 17, "Securing Network Devices," Section "Configuring Secure Shell 

(SSH)". "Before SSH can be enabled, the switch or router must have an RSA key pair 

configured." 

Reference for transport input ssh: Cisco Press, CCNA 200-301 Official Cert Guide, Volume 

1, Chapter 17, "Securing Network Devices," Section "Configuring Secure Shell (SSH)". "The 

next step is to enable SSH on the vty lines using the transport input ssh command." 

Cisco IOS Configuration Fundamentals Command Reference - transport input: Documents 

the transport input ssh command for specifying SSH as the protocol for inbound 

connections on a line. 

URL (General Cisco Command Reference Structure): 

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/command/sec-cr-book.html 

(Search for transport input within specific IOS versions). 
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Cisco IOS Security Command Reference - crypto key generate rsa: Details the command 

for generating RSA key pairs necessary for SSH. 

URL (General Cisco Command Reference Structure): 

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/command/sec-cr-book.html 

(Search for crypto key generate rsa within specific IOS versions). 
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Question: 45 

Which protocol is used in Software Defined Access (SDA) to provide a tunnel between two 

edge nodes in different fabrics? 

A: Generic Router Encapsulation (GRE) 

B: Virtual Local Area Network (VLAN) 

C: Virtual Extensible LAN (VXLAN) 

D: Point-to-Point Protocol 

Correct Answer: 

C 

Explanation: 

In Cisco Software Defined Access (SDA), Virtual Extensible LAN (VXLAN) is the data plane 

encapsulation protocol used to create overlay tunnels. When connecting different SDA 

fabrics (e.g., via an SDA Transit), VXLAN tunnels are established between border nodes of 

the respective fabrics to extend Layer 2 and Layer 3 connectivity across the underlying IP 

network. This allows for seamless communication between endpoints in different fabrics. 

Why Incorrect Options are Wrong: 

A: Generic Router Encapsulation (GRE): While GRE is a tunneling protocol, VXLAN is 

specifically chosen in SDA for its scalability and ability to create a large number of virtual 

networks. 

B: Virtual Local Area Network (VLAN): VLANs operate at Layer 2 for segmentation within a 

single fabric or LAN, not for tunneling between different fabrics over an IP underlay. 

D: Point-to-Point Protocol: PPP is primarily used for establishing direct links between two 

nodes, often over serial or dial-up connections, not for fabric-wide overlay tunneling. 

References: 

Cisco. (2023). Software-Defined Access Solution Design Guide (CVD). "The SDA fabric 

data plane uses Virtual Extensible LAN (VXLAN) encapsulation to enable location-

independent addressing and to segment traffic." and "SDA Transit uses standard IP routing 

for the underlay and VXLAN with BGP EVPN for the overlay to connect the separate SDA 

fabrics." (Specific section: Data Plane, SDA Transit Overview). Retrieved from Cisco Design 

Zone: https://www.cisco.com/c/en/us/td/docs/solutions/CVD/Campus/cisco-sda-design-

guide.html 

Cisco. (n.d.). Cisco SD-Access Fabric Border Node Configuration Guide, Cisco IOS XE 

Gibraltar 16.12.x. "The fabric border node connects external Layer 3 networks to the SD-
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Access fabric. The fabric border node also advertises fabric IP address space to external 

networks and learns routes from external networks and advertises them into the fabric. The 

fabric border node uses Border Gateway Protocol (BGP) to advertise fabric IP address 

space to external networks. The fabric border node also uses Virtual Extensible LAN 

(VXLAN) to encapsulate traffic from the fabric to external networks." (Specific section: 

Fabric Border Node Overview). Retrieved from: 

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-

12/configurationguide/b1612sdafabricbordernodecg/fabricbordernodeoverview.html (While 

this refers to border nodes connecting to external networks, the same VXLAN mechanism is 

fundamental for inter-fabric communication via SDA Transit). 
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Question: 46 

Refer to the exhibit. 

  

Which configuration establishes a Layer 2 LACP EtherChannel when applied to both 

switches? 

A: Interface range G1/1  1/3 switchport mode trunk channel-group 1 mode active no 

shutdown 

B: Interface range G1/1  1/3 switchport mode access channel-group 1 mode passive no 

shutdown 

C: Interface range G1/1  1/3 switchport mode trunk channel-group 1 mode desirable 

D: Interface range G1/1  1/3 switchport mode access channel-group 1 mode on no 

shutdown 

Correct Answer: 

A 

Explanation: 

To establish a Layer 2 LACP EtherChannel, both switches must be configured with 

compatible LACP modes. LACP (Link Aggregation Control Protocol, IEEE 802.3ad) uses 

active or passive modes. 

active mode: The port actively tries to negotiate an LACP channel. 

passive mode: The port waits for the peer to initiate LACP negotiation. 

An LACP EtherChannel forms if the modes are active-active or active-passive. 

Option A uses channel-group 1 mode active. If applied to both switches, the active-active 

combination will successfully establish an LACP EtherChannel. The switchport mode trunk 

command ensures it's a Layer 2 trunked EtherChannel. 

Why Incorrect Options are Wrong: 

B: mode passive on both switches (passive-passive) will not form an LACP EtherChannel, 

as neither side will initiate the negotiation. 

C: mode desirable configures PAgP (Port Aggregation Protocol), a Cisco-proprietary 

protocol, not LACP as requested. 
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D: mode on forces the EtherChannel to form without any negotiation protocol (LACP or 

PAgP). This is a static EtherChannel. 

References: 

Cisco IOS Interface and Hardware Component Command Reference - channel-group: "Use 

the channel-group interface configuration command to add the current interface to a 

channel group... active: Enables LACP unconditionally. passive: Enables LACP only if an 

LACP device is detected." 

URL: Cisco Press publications and official Cisco documentation for CCNA often cover 

EtherChannel configuration. For example, the "CCNA 200-301 Official Cert Guide, Volume 

1" by Wendell Odom, Chapter 13 "EtherChannel Concepts" and Chapter 14 "Configuring 

EtherChannel". Specifically, LACP modes are detailed. 

Cisco.com: "Understanding EtherChannel Load Balancing and Redundancy on Catalyst 

Switches" or similar documents. For LACP modes: "LACP packets are exchanged between 

switches over LACP-enabled interfaces. An LACP EtherChannel can be configured in one 

of two LACP modes: active or passive." (Search on Cisco.com for "LACP modes 

EtherChannel configuration"). 

Example from Cisco documentation: "For LACP, the modes are active and passive. If one 

side is configured as active and the other side is configured as passive, they form an 

EtherChannel. If both sides are configured as active, they also form an EtherChannel." 

(Found in various Cisco configuration guides). 

IEEE 802.3ad Standard (now part of IEEE 802.3): This standard defines LACP. Academic 

publications referencing this standard would confirm the active/passive negotiation. 

While direct links to IEEE standards are often paywalled, university courseware on 

networking (e.g., from Stanford or MIT OCW if available on this topic) would describe LACP 

behavior based on the standard. 

Cisco documentation aligns with the IEEE standard for LACP. For instance, "Configuring 

EtherChannels" section in the Cisco Catalyst Switch Configuration Guides. (e.g., Catalyst 

9300 Series Switches, Cisco IOS XE Amsterdam 17.3.x - LAN Switching Configuration 

Guide). 
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Question: 47 

Refer to the exhibit. 

 

IPv6 must be implemented on R1 to the ISP The uplink between R1 and the ISP must be 
configured with a manual assignment, and the LAN interface must be self-provisioned Both 
connections must use the applicable IPv6 networks Which two configurations must be 

applied to R1? (Choose two.) 

A: interface Gi0/0 ipv6 address 2001:db8:0F1B:FCCB:ACCE:FCED:ABCD:FA03:/127 

B: interface Gi0/0 ipv6 address 2001:db8:0:AFFF::/64 eui-64 

C: interface Gi0/1 ipv6 address 2001:db8:0F1B:FCCB:ACCE:FCED:ABCD:FA02:/127 

D: interface Gi0/0 ipv6 address 2001:db8:1:AFFF::/64 eui-64 

E: interface Gi0/1 ipv6 address 2001:db8:0F1B:FCCB:ACCE:FCED:ABCD:FA00:/127 

Correct Answer: 

[B, E] 

Explanation: 

The objective is to configure IPv6 on router R1's WAN (Gi0/1) and LAN (Gi0/0) interfaces 

based on the provided network diagram and requirements. 
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LAN Interface (Gi0/0): The requirement is for the LAN interface to be "self-provisioned" on 

the 2001:db8:0:AFFF::/64 network. In Cisco IOS, this is accomplished using the eui-64 

keyword. This command instructs the router to take the provided /64 network prefix and 

generate the 64-bit interface identifier automatically from the interface's MAC address. 

Option B correctly applies the 2001:db8:0:AFFF::/64 prefix to interface Gi0/0 with the eui-64 

parameter. 

WAN Interface (Gi0/1): The requirement is to manually assign an IPv6 address to the uplink 

on the 2001:db8:0F1B:FCCB:ACCE:FCED:ABCD:FA0/127 network. A /127 prefix is 

standard for point-to-point links, providing two addresses (...FA0 and ...FA1). Option E 

correctly assigns the address 2001:db8:0F1B:FCCB:ACCE:FCED:ABCD:FA00/127 (which 

is the same as ...:FA0) to the Gi0/1 interface. This is a valid manual assignment for one end 

of the point-to-point link. 

Incorrect Options: 

A. interface Gi0/0 ipv6 address 2001:db8:0F1B:FCCB:ACCE:FCED:ABCD:FA03:/127: This 

is incorrect because it manually assigns a WAN address to the LAN interface (Gi0/0) with 

the wrong prefix length. The LAN requires self-provisioning on a /64 network. 

C. interface Gi0/1 ipv6 address 2001:db8:0F1B:FCCB:ACCE:FCED:ABCD:FA02:/127: This 

command is incorrect. The specified address ...FA02 is not within the ...FA0/127 subnet, 

which only contains the addresses ...FA0 and ...FA1. 

D. interface Gi0/0 ipv6 address 2001:db8:1:AFFF::/64 eui-64: This command is incorrect 

because it uses the wrong network prefix. The diagram clearly shows the LAN prefix is 

2001:db8:0:AFFF::/64, not 2001:db8:1:AFFF::/64. 

References: 

1. Cisco Systems, IP Addressing: IPv6 Addressing Configuration Guide, Cisco IOS XE 

Release 3S. 

URL: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr_ipv6/configuration/15-sy/ip6-

addr-15-sy-book/ip6-addr-man-cfg.html 

Reference: In the "Configuring a Manual IPv6 Address on an Interface" section, it shows the 

command syntax ipv6 address ipv6-prefix/prefix-length eui-64. This supports option B for 

self-provisioning using EUI-64. The "Configuring a Manual IPv6 Address on an Interface" 

section also demonstrates the basic syntax ipv6 address ipv6-address/prefix-length for 

static assignment, supporting the structure of option E. 

2. IETF RFC 6164, Using 127-Bit IPv6 Prefixes on Inter-Router Links. 

URL: https://datatracker.ietf.org/doc/html/rfc6164 
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Reference: Section 4 states, "routers MUST be able to assign and forward to any address 

within a /127 prefix." It clarifies that all addresses within the /127 block, including the one 

ending in all-zeros, are valid for assignment to an interface. This supports the validity of 

assigning ...FA00/127 as done in option E. 

3. MIT OpenCourseWare, 6.829 Computer Networks, Fall 2002. Lecture 12: The New 

Internet Protocol (IPv6). 

URL: https://ocw.mit.edu/courses/6-829-computer-networks-fall-

2002/983375b5ce3d6a457199c4d92cd21c33_l12-ipv6.pdf 

Reference: Page 25 explains EUI-64 address autoconfiguration, where a 64-bit interface ID 

is created from a 48-bit MAC address. This principle is what the eui-64 keyword in Cisco's 

IOS leverages, confirming the technical correctness of the method described in option B. 
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Question: 48 

Refer to the exhibit.  

 

What is represented beginning with line 1 and ending with line 5? 

A: value 

B: object 

C: key 

D: array 

Correct Answer: 

D 

Explanation: 

The exhibit shows a data structure starting with an opening square bracket [ on line 1 and 

ending with a closing square bracket ] on line 5. Inside the brackets, there are comma-

separated string values ("GigabitEthernet0/0", "GigabitEthernet0/1", etc.). In JSON 

(JavaScript Object Notation) and many programming languages, this syntax represents an 

ordered list of values, which is defined as an array. 

Why Incorrect Options are Wrong: 

A: value: While each element within the square brackets (e.g., "GigabitEthernet0/0") is a 

value, the entire structure from line 1 to 5 represents a collection of these values, 

specifically an array. 

B: object: A JSON object is an unordered set of key/value pairs, enclosed in curly braces {}. 

The exhibit uses square brackets. 

C: key: A key is an identifier used in a key/value pair within a JSON object. The exhibit 

shows a list of values, not key/value pairs. 

References: 
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Introducing JSON (JavaScript Object Notation): "An array is an ordered collection of values. 

An array begins with [ (left bracket) and ends with ] (right bracket). Values are separated by 

, (comma)." (Source: https://www.json.org/json-en.html) 

Cisco DevNet - Learning Lab: REST API Fundamentals - JSON Data: "Arrays are ordered 

lists of values. An array can store multiple values (which can be of different types). Arrays 

are enclosed in square brackets [] and values are comma-separated." (This is a general 

concept widely covered in Cisco's own DevNet resources when discussing APIs and data 

formats like JSON). While a direct link to a specific page might change, the concept is 

fundamental in Cisco's API documentation. For example, see general JSON tutorials on 

DevNet or specific API guides. 

RFC 8259: The JavaScript Object Notation (JSON) Data Interchange Format: Section 5, 

"Arrays": "An array structure is represented as square brackets surrounding zero or more 

values (or elements)." (Source: https://datatracker.ietf.org/doc/html/rfc8259#section-5) 
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Question: 49 

Refer to the exhibit.  

 

A packet sourced from 172.16.32 254 is destined for 172.16.32.8. What is the subnet mask 

of the preferred destination route? 

A: 255.255.224.0 

B: 255.255.255.0 

C: 255.255.255.192 

D: 255.255.255.252 

Correct Answer: 

[C] 

Explanation: 

When multiple routes match the same destination, IOS selects the one with the longestÂ-

prefix (largest subnet-mask)  RFC 1812 Â§5.2.4; Cisco IOS Longest Match Routing guide. 

From the exhibit the routing table contains four candidate networks that include host 

172.16.32.8: 

• 172.16.32.0/19  (255.255.224.0) 

• 172.16.32.0/24  (255.255.255.0) 

• 172.16.32.0/26  (255.255.255.192) 

• 172.16.32.4/30  (255.255.255.252) –  route not present for .8 (network address only) 

Because 172.16.32.8 is a usable host inside 172.16.32.0/26 and no /30 route covers it, the 

/26 entry (mask 255.255.255.192) supplies the longest valid prefix. Therefore the preferred 

route uses subnet mask 255.255.255.192. 

Why Incorrect Options are Wrong: 

A: /19 (255.255.224.0) is a shorter prefix; superseded by /26. 

B: /24 (255.255.255.0) longer than /19 but still shorter than /26. 
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D: /30 (255.255.255.252) covering 172.16.32.8 would be 172.16.32.8/30 (network address), 

so IOS ignores it for host traffic; absent/invalid. 

References: 

1. Cisco IOS XE Release 17, IP Routing: Best-Path Selection— Longest Match Routing, 

docs.cisco.com, section Step 1. 

2. RFC 1812: Requirements for IP Routers, §5.2.4 Route Selection. 

3. Odom, W. CCNA R&S ICND2 Official Cert Guide, 4th ed., Pearson/Cisco Press, Ch. 8 

Choosing the Best Route. 
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Question: 50 

What are two differences between WPA2 and WPA3 wireless security? (Choose two.) 

A: WPA3 um AES for stronger protection than WPA2 which uses SAE 

B: WPA2 uses 1 M-bit key encryption and WPA3 requires 256-brt key encryption 

C: WPA3 uses AES for stronger protection than WPA2 which uses TKIP WPA3 uses 

D: SAE tor stronger protection than WPA2 which uses AES 

E: WPA2 uses 12B-M key encryption and WPA3 supports 128 bit and 192 bit key 

encryption 

Correct Answer: 

[D, E] 

Explanation: 

1. Authentication: WPA3-Personal replaces the WPA2 four-way-handshake/PSK method 

with Simultaneous Authentication of Equals (SAE), bringing forward-secrecy and much 

higher resistance to offline-dictionary attacks. 

2. Cryptographic strength: WPA2 data-protection tops out at 128-bit strength (CCMP-128). 

WPA3 adds mandatory support for 128-bit GCMP and, in Enterprise mode, an optional 192-

bit suite-B set (GCMP-256, SHA-384, 256-bit ECDH). 

These are the two fundamental, standards-defined differences between WPA2 and WPA3. 

Why Incorrect Options are Wrong: 

A. Reverses reality; WPA2 already uses AES-CCMP, and SAE is an authentication method, 

not WPA2™ s cipher. 

B. Key sizes quoted (1 M-bit, 256 brt) are fictional; WPA3 does not mandate 256-bit keys for 

all modes. 

C. WPA2™ s mandatory cipher since 2004 is AES-CCMP, not TKIP; statement therefore 

inaccurate. 

References: 

1. IEEE Std 802.11-2020, 12.7.6 Simultaneous Authentication of Equals (SAE), pp. 1682-

1697. 

https://standards.ieee.org/standard/80211-2020.html 

2. Wi-Fi Alliance, Wi-Fi CERTIFIED WPA3â„¢ Technology Overview, 2018, pp. 46 (SAE 

description; 192-bit suite). 
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https://www.wi-fi.org/file/wpa3-technology-overview 

3. Cisco Systems, WPA3 Security Overview, 2020, pp. 23 (SAE replacement of PSK; 192-

bit Enterprise suite). 

https://www.cisco.com/c/dam/en/us/products/collateral/wireless/white-paper-c11-740091.pdf 
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