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Question: 1

You are the lead cybersecurity analyst at a multinational corporation that uses a hybrid encryption
system to secure inter-departmental communications. The system uses RSA encryption for key
exchange and AES for data encryption, taking advantage of the strengths of both asymmetric and
symmetric encryption. Each RSA key pair has a size of 'n' bits, with larger keys providing more
security at the cost of slower performance. The time complexity of generating an RSA key pair is
O(n*2), and AES encryption has a time complexity of O(n). An attacker has developed a quantum
algorithm with time complexity O((log n)*2) to crack RSA encryption. Given *n=4000' and variable
'AES key size', which scenario is likely to provide the best balance of security and performance?

A. AES key size=128 bits: This configuration provides less security than option A, but RSA key
generation and AES encryption will be faster.

B. AES key size=256 bits: This configuration provides a high level of security, but RSA key
generation
may be slow.

C. AES key size=192 bits: This configuration is a balance between options A and B, providing
moderate security and performance.

D. AES key size=512 bits: This configuration provides the highest level of security but at a
significant
performance cost due to the large AES key size.

Answer:

A

Explanation:

The question describes a hybrid encryption system where the asymmetric component, RSA, is
vulnerable to a quantum attack. Shor's algorithm can break RSA encryption in polynomial time,
meaning an attacker can recover the secret key used for the exchange. In this hybrid system,
RSA's purpose is to securely transmit the symmetric AES key. If RSA is broken, the attacker can
intercept this AES key, completely compromising the confidentiality of the data, regardless of the
AES key's length (128, 192, or 256 bits).

Since the security of all configurations is effectively zero against this specific threat, the only
remaining factor for evaluation is performance. AES-128 requires the fewest rounds of
computation, making it the fastest option. Therefore, it provides the best balance in a
compromised system by maximizing performance.
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Why Incorrect Options are Wrong:

B. AES key size=256 bits: This provides no effective security benefit because the AES key itself is
exposed due to the vulnerable RSA key exchange, while incurring a higher performance cost than
AES-128.

C. AES key size=192 bits: Similar to the 256-bit option, this choice is slower than AES-128

without adding any meaningful security against an attacker who can break the RSA key
exchange.

D. AES key size=512 bits: This option is incorrect because 512 bits is not a standard key size for
AES as defined by FIPS 197, and it would not fix the fundamental vulnerability in the RSA
component.

References:

1. National Institute of Standards and Technology (NIST), NISTIR 8105, "Report on
Post-Quantum Cryptography" (April 2016): Section 2.2, "Impact of Quantum Computing," states,
"Shor's algorithm would be able to break the public key cryptosystems that are most widely used
today, including RSA...". This confirms that the RSA component in the scenario is broken, making
the entire system insecure.

2. Shor, P. W. (1997). "Polynomial-Time Algorithms for Prime Factorization and Discrete
Logarithms on a Quantum Computer." SIAM Journal on Computing, 26(5), 1484-1509.
https://doi.org/10.1137/s0097539795293172: T h.i s -f 0_u n dational paper details the algorithm with
time complexity O((log n)3) (a slight correction to the question's O((log n)2)) that renders RSA
insecure on a sufficiently powerful quantum computer.

3. National Institute of Standards and Technology (NIST), FIPS PUB 197, "Advanced Encryption
Standard (AES)" (November 26, 2001): Section 5, "Key, State, and Block Sizes," specifies that
AES allows for key sizes of 128, 192, and 256 bits. This makes option D, which suggests a
512-bit key, invalid as it is non-standard. The document also specifies the number of rounds for
each key size (10 for 128-bit, 12 for 192-bit, 14 for 256-bit), which directly correlates to
performance.

4. Katz, J., & Lindell, Y. (2014). Introduction to Modern Cryptography (2nd ed.). Chapman and
Hall/CRC. Chapter 10, "Public-Key Cryptosystems," discusses hybrid encryption and explains that
the security of the entire scheme relies on the security of the public-key component used for key
exchange. If the public-key component is broken, the symmetric key is revealed.
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Question: 2

The security administrator of ABC needs to permit Internet traffic in the host 10.0.0.2 and UDP
traffic in the host 10.0.0.3. He also needs to permit all FTP traffic to the rest of the network and
deny all other traffic. After he applied his ACL configuration in the router, nobody can access the
ftp, and the permitted hosts cannot access the Internet. According to the next configuration, what
is happening in the network? access-list 102 deny tcp any any access-list 104 permit udp host
10.0.0.3 any access-list 110 permit tcp host 10.0.0.2 eq www any access-list 108 permit tcp any
eq ftp any

A. The ACL 104 needs to be first because is UDP

B. The first ACL is denying all TCP traffic and the other ACLs are being ignored by the router
C. The ACL for FTP must be before the ACL 110

D. The ACL 110 needs to be changed to port 80

Answer:

B

Explanation:

Access Control Lists (ACLs) are processed by network devices in a sequential, top-down manner.
When a packet arrives at an interface where an ACL is applied, the device checks the packet
against the first rule in the list. If the packet matches the criteria of the rule, the specified action
(permit or deny) is executed, and no further rules in the list are processed for that packet.

In the given scenario, the first rule is access-list 102 deny tcp any any. This rule is overly broad
and matches all TCP traffic, regardless of source or destination. Consequently, any TCP packet,
including those for FTP (port 21) and WWW (port 80), will match this first rule and be denied. The
subsequent permit rules for FTP and WWW traffic will never be evaluated, rendering them
ineffective.

Why Incorrect Options are Wrong:

A. The ACL 104 needs to be first because is UDP

The order of ACL rules is based on the desired security logic (typically specific to general), not on
the protocol type (UDP vs. TCP).

C. The ACL for FTP must be before the ACL 110

The relative order of the two permit statements is irrelevant, as the initial deny tcp any any rule
prevents any TCP packet from reaching them.

D. The ACL 110 needs to be changed to port 80

The keyword www is a standard, well-known alias for TCP port 80. This change is syntactically
unnecessary and does not address the fundamental ordering problem.
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References:

1. University Courseware:

Purdue University, College of Engineering. (n.d.). Introduction to Access Control Lists (ACLSs). In
ECE 463, Introduction to Computer Networks. "The router tests the packet against each condition
statement in order. If the packet matches a condition statement, the router carries out the permit
or deny instruction and the packet is not checked against any other condition statements." This
directly supports the sequential, first-match processing logic that makes option B correct.
(Reference: ECE 463 course materials on ACLs).

2. Academic Publication:

Al-Shaer, E., & Hamed, H. (2004). Firewall Policy Advisor for Anomaly Detection and Rule
Editing. In Proceedings of the 10th ACM conference on Computer and communication security
(pp. 17-26). The paper discusses the "first-match" semantics used by most firewalls, where the
first rule that matches a packet determines its fate. This principle is central to understanding why
the initial deny rule overrides all subsequent permit rules. (DOI:
https://doi.org/10.1145/1030083.1030088, Section 2.1 Firewall Policy Model).

3. Official Vendor Documentation (Foundational Concept):

Cisco Systems, Inc. (2019). IP Access List Configuration Guide, Cisco I0S XE Gibraltar 16.12.x.
"The Cisco I0S XE software tests the packet against each condition statement in order from the
top of the list to the bottom. Once a condition is matched, the permit or deny instruction is
executed and no other condition statements are. te_ste d." This document, while vendor-specific,
defines the behavior for the syntax used in the question and confirms the top-down, first-match
rule processing. (Reference: Chapter: Configuring IP Access Lists, Section: How to Configure IP
Access Lists).
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Question: 3

Which of the following provides a security professional with most information about the system's
security posture?

A. Phishing, spamming, sending trojans
B. Social engineering, company site browsing tailgating
C. Wardriving, warchalking, social engineering

D. Port scanning, banner grabbing service identification

Answer:

D

Explanation:

Port scanning, banner grabbing, and service identification are fundamental, active
reconnaissance techniques used to assess a system's technical security posture. Port scanning
reveals which communication channels (ports) are open and listening for connections. Banner
grabbing and service identification then probe these open ports to determine the exact software
and version numbers of the services running. This collective information provides a detailed map
of the system's attack surface, directly highlighting potential vulnerabilities associated with
specific services and configurations, thus offering the most comprehensive technical insight into
its security state.

Why Incorrect Options are Wrong:

A. Phishing, spamming, sending trojans: These are primarily attack execution and social
engineering methods, not techniques for systematically assessing a system's technical
configuration or security posture.

B. Social engineering, company site browsing, tailgating: These techniques focus on exploiting
human vulnerabilities and testing physical security controls, providing little direct information
about a system's software and network configuration.

C. Wardriving, warchalking, social engineering: This option is too narrowly focused on wireless
network discovery and human manipulation, failing to provide a comprehensive assessment of a
specific system's services and ports.

References:

1. National Institute of Standards and Technology (NIST) Special Publication 800-115, Technical
Guide to Information Security Testing and Assessment. Section 4.3, "Target Identification and
Analysis," details the use of network and port scanning to discover active devices and open ports.
Section 4.4, "Target Vulnerability Validation," describes how service identification and banner
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grabbing are used to "obtain information about the target, such as the operating system and
running services" to validate potential vulnerabilities. This process is central to understanding
security posture.

2. University of California, Berkeley, CS 161: Computer Security, Fall 2020 Lecture Notes. Lecture
15, "Network Security," describes port scanning as a primary method for reconnaissance, stating,
"The first step in attacking a server is to figure out what services it runs." This directly supports
that scanning provides the most foundational information for assessing a system's security.

3. Carnegie Mellon University, Software Engineering Institute (SEI), Network Reconnaissance.
The document outlines network reconnaissance phases, stating, "The goal of network
reconnaissance is to obtain as much information as possible about the IT environment... This
includes information such as... services that are running on the systems." It explicitly lists port
scanning and banner grabbing as key techniques for this purpose. (Reference: CERT/CC,
"Network Reconnaissance," 2002).
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Question: 4

Firewalls are the software or hardware systems that are able to control and monitor the traffic
coming in and out the target network based on pre-defined set of rules. Which of the following
types of firewalls can protect against SQL injection attacks?

A. Data-driven firewall
B. Packet firewall
C. Web application firewall

D. Stateful firewall

Answer:

C

Explanation:

A Web Application Firewall (WAF) is the correct type of firewall to protect against SQL injection
attacks. WAFs operate at the Application Layer (Layer 7) of the OSI model and are specifically
designed to inspect the content of HTTP and HTTPS traffic. They analyze the data payload within
web requests for malicious patterns and signatures associated with common web application
attacks, such as SQL injection, Cross-Site Scripting (XSS), and file inclusion. By applying a
specific set of rules and policies to this traffic, a WAF can identify and block malicious SQL
queries before they reach the web application's database, providing a critical layer of defense.

Why Incorrect Options are Wrong:

A. Data-driven firewall: This is not a standard industry classification for firewalls. The term is too
ambiguous to describe the specific function of preventing application-layer attacks like SQL
injection.

B. Packet firewall: This firewall operates at the Network Layer (Layer 3), inspecting only packet
headers (e.g., source/destination IP). It does not examine the data payload where SQL injection
attacks reside.

D. Stateful firewall: This type enhances packet filtering by tracking the state of network
connections, but it still operates at the Network and Transport Layers (Layers 3 and 4) and lacks
the deep packet inspection capabilities to analyze application-layer data for SQL injection code.

References:

1. National Institute of Standards and Technology (NIST). (2009). Guidelines on Firewalls and
Firewall Policy (NIST Special Publication 800-41 Rev. 1). Section 2.1.3, "Application-Level
Gateways," describes firewalls that operate at the application layer and can examine the content
of the traffic, which is the principle behind a WAF's ability to detect attacks like SQL injection.
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2. Pfleeger, C. P., Pfleeger, S. L., & Margulies, J. (2015). Security in Computing (5th ed.). Prentice
Hall. Chapter 7, "Networks," Section 7.4, "Firewalls," distinguishes between packet filters and
application proxies (the category WAFs belong to), noting that application proxies can analyze the
entire content of a message for security threats.

3. Carnegie Mellon University. (2016). 15-441/641: Computer Networks, Lecture 21: Network
Security. In this courseware, the distinction is made between packet filters, stateful filters, and
Application Gateways. It is explained that Application Gateways (proxies) operate at the
application layer and can understand application protocols (like HTTP), allowing them to inspect
content for malicious commands, which is essential for stopping SQL injection.
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Question: 5

An attacker scans a host with the below command. Which three flags are set? # nmap -sX
host.domain.com

A. This is SYN scan. SYN flag is set.

B. This is Xmas scan. URG, PUSH and FIN are set.
C. This is ACK scan. ACK flag is set.

D. This is Xmas scan. SYN and ACK flags are set.

Answer:

B

Explanation:

The nmap -sX command executes an Xmas scan. This is a type of stealth scan designed to be
less conspicuous than a standard SYN scan. The name "Xmas" is derived from the fact that it
sets multiple flags-specifically FIN, PSH (PUSH), and URG-within the TCP header of the probe
packet, "lighting it up like a Christmas tree." According to RFC 793, a closed port on a target
system should respond to such a malformed packet with a TCP RST (Reset) packet, while an
open port should drop the packet and send no response. This behavior allows Nmap to infer the
port's state.

Why Incorrect Options are Wrong:

A. This is a SYN scan (-sS), which sets only the SYN flag to initiate a TCP three-way handshake.
C. This is an ACK scan (-sA), which sets only the ACK flag and is primarily used for firewall
rule-set mapping, not port state discovery.

D. This option correctly identifies the scan type as Xmas but incorrectly lists the SYN and ACK
flags, which are not set by the -sX option.

References:

1. Official Vendor Documentation:

Fyodor "Gordon Lyon". (2023). Nmap Reference Guide. Nmap.org. In the section "TCP Scan
Types," the entry for "Xmas scan (-sX)" explicitly states: "Sets the FIN, PSH, and URG flags,
lighting the packet up like a Christmas tree."

Available at: https://nmap.org/book/man-port-scanning-techniques.html

2. University Courseware:

Martin, D. (2014). Lecture 10: Network Security. MIT OpenCourseWare, Course 6.857 Computer
and Network Security, Fall 2014. The lecture notes discuss various Nmap scan types, including
stealth scans like FIN, NULL, and Xmas, detailing how they manipulate TCP flags to probe ports
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without completing a full connection.

Reference: Slide on "Stealth (half-open) scans" and "Other stealthy scans."

3. Peer-reviewed Academic Publications:

Postel, J. (1981). RFC 793: Transmission Control Protocol. IETF. Section 3.9, "Event Processing,"
page 65, describes the state machine for TCP. It specifies that for a port in a CLOSED state, an
incoming segment not containing a RST causes a RST to be sent in response, which is the
principle the Xmas scan relies on to identify closed ports.

DOI: https://doi.org/10.17487/RFC0793
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Question: 6

If executives are found liable for not properly protecting their company's assets and information
systems, what type of law would apply in this situation?

A. Criminal
B. International
C. Common

D. Civil

Answer:

D

Explanation:

Executive liability for failing to protect company assets and information systems falls under civil
law. This area of law, specifically tort law, addresses wrongful acts that cause harm to another
party. Executives have a fiduciary "duty of care" to the corporation and its shareholders. A failure
to implement adequate security measures can be considered a breach of this duty. Consequently,
shareholders or other affected parties may file a civil lawsuit to seek monetary damages for the
losses incurred due to the executives' negligence. The goal of civil law in this context is
compensation for the injured party, not criminal punishment.

Why Incorrect Options are Wrong:

A. Criminal: Criminal law involves prosecution by the state for acts that violate a statute, with
penalties like fines or imprisonment. Negligence in protecting assets is typically not a criminal act
unless it involves intent or gross negligence that rises to a criminal level.

B. International: International law governs the legal relationships between sovereign nations and
international organizations, not the internal governance and liability of a domestic corporation's
executives.

C. Common: Common law is a legal system based on judicial precedents, not a specific type of
law. Both civil and criminal law are categories that can exist within a common law system.

References:

1. Hemphill, T. A., & T. W. S. (2016). "The Board of Directors and CEO: The Duty of Care and
Cybersecurity." Richmond Journal of Law & Technology, 23(1), Article 2. In Section Il, "The
Fiduciary Duty of Care and Cybersecurity," the article discusses how the failure of corporate
leadership to address cybersecurity risks constitutes a breach of the duty of care, leading to civil
litigation such as shareholder derivative lawsuits. (Available via university law libraries and
archives).
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2. Deeks, A. (2016). "The Law of Cybersecurity." University of Virginia School of Law, Public Law
and Legal Theory Research Paper Series No. 2016-51. Page 10 discusses that the primary legal
response to data breaches has been "private civil litigation," particularly class action lawsuits
brought by individuals whose data was compromised, falling under tort law.

3. Harvard Law School Forum on Corporate Governance. (2022). "Director Liability for Oversight
of Cybersecurity Risk." This publication details how directors' and officers' duties are evaluated
under corporate law, with failures potentially leading to civil liability for breaching their fiduciary
duties, as established in cases like Marchand v. Barnhill.
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Question: 7

Which access control mechanism allows for multiple systems to use a central authentication
server (CAS) that permits users to authenticate once and gain access to multiple systems?

A. Role Based Access Control (RBAC)
B. Discretionary Access Control (DAC)
C. Single sign-on

D. Windows authentication

Answer:

C

Explanation:

Single Sign-On (SSO) is an authentication scheme that allows a user to log in with a single set of
credentials to a central authentication service and gain access to multiple, independent software
systems without being prompted to log in again. This mechanism relies on a trust relationship
between a service provider and an identity provider. The scenario described, involving a central
authentication server (CAS) that permits users to authenticate once for access to multiple
systems, is the definition of SSO. It enhances user experience and simplifies password
management while centralizing authentication control.

Why Incorrect Options are Wrong:

A. Role Based Access Control (RBAC): This is an authorization model that grants access to
resources based on a user's defined role within an organization, not an authentication mechanism
for multiple systems.

B. Discretionary Access Control (DAC): This is an authorization model where the owner of a
resource determines who can access it. It is not a centralized authentication scheme.

D. Windows authentication: This refers to specific authentication protocols used by Microsoft
Windows (e.g., Kerberos, NTLM). While it can be part of an SSO implementation, SSO is the
general mechanism described, not a vendor-specific technology.

References:

1. National Institute of Standards and Technology (NIST). (2017). NIST Special Publication
800-63-3: Digital Identity Guidelines. Section 6, "Federation and Assertions," describes the
framework for SSO, stating, "Federation allows a subject to use attributes from an identity
provider... to authenticate to a relying party without having to establish a separate identifier and
credentials at that relying party." (Page 33).

Available at: https://doi.org/10.6028/NIST.SP.800-63-3

2. Hu, V. C,, Ferraiolo, D., Kuhn, R., Schnitzer, A., Sandlin, K., Miller, R., & Scarfone, K. (2009).
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Guide to Access Control Systems. NIST Interagency Report 7316. Section 2.1, "Access Control
Policies," defines DAC and RBAC, clearly distinguishing them as authorization policies rather than
authentication schemes. (Pages 2-1 to 2-3).

Available at: https://csrc.nist.gov/publications/detail/nistir/7316/final

3. Paci, F., & Ghafoor, A. (2008). A Web Services-Based Access Control System for Digital
Libraries. IEEE Transactions on Services Computing, 1(2), 119-132. This paper discusses access
control models, stating, "In the Role-Based Access Control (RBAC) model, permissions are
associated with roles, and users are made members of appropriate roles." This highlights RBAC's
focus on authorization via roles. (Page 120, Section 2.A).

DOI: https://doi.org/10.1109/TSC.2008.11
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Question: 8
What would you enter if you wanted to perform a stealth scan using Nmap?

A. nmap -sM
B. nmap -sU
C. nmap -sS
D. nmap -sT

Answer:

C

Explanation:

The nmap -sS command executes a TCP SYN scan, which is the quintessential "stealth scan."
This technique is also referred to as a "half-open" scan because it never completes the full TCP
three-way handshake. The scanner sends a SYN packet, and if it receives a SYN/ACK response,
it identifies the port as open and immediately sends an RST packet to tear down the connection.
By not completing the handshake, this scan type is less likely to be logged by the target
application or simple firewalls, making it more difficult to detect than a full TCP connect scan.

Why Incorrect Options are Wrong:

A. nmap -sM: This initiates a TCP Maimon scan, a specific and less common technique that
sends FIN/ACK probes, not the standard stealth scan.

B. nmap -sU: This command is used for scanning UDP ports, which operates on a different
protocol and is distinct from the TCP-based stealth scan.

D. nmap -sT: This performs a TCP Connect scan, which completes the full three-way handshake.
It is the opposite of stealthy as it is easily detected and logged.

References:

1. Nmap Project, Official Documentation. Nmap Reference Guide, Chapter 15. Port Scanning
Techniques. "TCP SYN Scan (-sS): This is the default and most popular scan option for good
reasons. It can be performed quickly... It is also relatively unobtrusive and stealthy since it never
completes TCP connections."

Source: https://nmap.org/book/man-scan-techniques.html, Section: "TCP SYN Scan (-sS)".

2. University of California, Berkeley. CS 161: Computer Security, Discussion 10: Network Security.
The course notes explicitly differentiate scan types, stating, "SYN scan (-sS): 'Half-open' scan.
Nmap sends a SYN packet... This is stealthier than a connect scan."

Source: https://cs161.org/assets/slides/dis10.pdf, Slide 10.

3. New York University, Tandon School of Engineering. EL-GY 9163: Information Security &
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Privacy, Lab 2: Network Reconnaissance and Vulnerability Scanning. "The default and most
popular scan is the TCP SYN scan (-sS). It is stealthy because it does not complete the TCP

three-way handshake."
Source: https://engineering.nyu.edu/sites/default/files/2020-09/EL-GY9163-Lab2.pdf, Page 3,

Section 2.2.
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Question: 9
Which protocol is used for setting up secure channels between two devices, typically in VPNs?

A. PEM

B. ppp
C. IPSEC

D. SET

Answer:

C

Explanation:

IPsec (Internet Protocol Security) is a protocol suite designed to secure Internet Protocol (IP)
communications by authenticating and encrypting each IP packet in a data stream. It operates at
the network layer (Layer 3 of the OSI model), allowing it to protect all application traffic over an IP
network. Its primary use is to set up Virtual Private Networks (VPNSs) that create secure,
encrypted tunnels over untrusted networks like the internet. IPsec provides confidentiality, data
integrity, and origin authentication, thereby establishing a secure channel between two
communicating devices.

Why Incorrect Options are Wrong:

A. PEM (Privacy-Enhanced Mail) is an obsolete IETF standard for securing email messages, not
for establishing general-purpose secure network channels or VPNs.

B. PPP (Point-to-Point Protocol) is a data link layer (Layer 2) protocol for establishing a direct
connection between two nodes; it does not inherently provide encryption for a secure channel.
D. SET (Secure Electronic Transaction) was a protocol designed specifically for securing credit
card transactions over the internet and is not used for creating VPNs.

References:

1. Kent, S., & Seo, K. (2005). RFC 4301: Security Architecture for the Internet Protocol. The
Internet Society. Section 1.1, "Introduction," states, "This document describes the security
architecture for IP, which is designed to provide security services... These services allow a system
to... protect against... eavesdropping... This architecture is designed to be
algorithm-independent... It is also a key component for building secure networks -- both public
and private -- and is a necessary component of a network that is compliant with the security
policies of many government and corporate organizations." Available at:
https://doi.org/10.17487/RFC4301

2. Kurose, J. F., & Ross, K. W. (2021). Computer Networking: A Top-Down Approach (8th ed.).
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Pearson. In Chapter 8, Section 8.7, "Securing TCP Connections: SSL," the text contrasts SSL
with IPsec, stating, "IPsec provides security at the network layer... IPsec can be used for
providing end-to-end security, but it is more commonly used for creating virtual private networks
(VPNs)."

3. Massachusetts Institute of Technology. (2017). 6.857 Computer and Network Security, Lecture
15: Network Security. MIT OpenCourseWare. The lecture notes explicitly detail IPsec as a
primary protocol for implementing VPNs, describing its two modes (tunnel and transport) and its
role in creating secure channels between gateways or hosts. Available at: https://ocw.mit.edu/cou
rses/6-857-computer-and-network-security-fall-2017/resources/mit6857f17lec15/
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Question: 10

You have compromised a server on a network and successfully opened a shell. You aimed to
identify all operating systems running on the network. However, as you attempt to fingerprint all
machines in the network using the nmap syntax below, it is not going through.
invictus@victimserver.$ nmap -T4 -O 10.10.0.0/24 TCP/IP fingerprinting (for OS scan) xxxxxxx
XXXXXX XXXXXXXXX. QUITTING! What seems to be wrong?

A. The nmap syntax is wrong.
B. This is a common behavior for a corrupted nmap application.
C. The outgoing TCP/IP fingerprinting is blocked by the host firewall.

D. OS Scan requires root privileges.

Answer:

D

Explanation:

Nmap's OS detection feature, enabled with the -O flag, functions by sending specially crafted raw
TCP, UDP, and ICMP packets to a target. On Unix-like operating systems, the ability to create and
send these raw packets is restricted and requires root (superuser) privileges. The shell prompt
shown (invictus@yvictimserver.$) uses a $ symbol, which conventionally indicates a non-privileged
user account. Therefore, Nmap quits because the user invictus lacks the necessary permissions
to open raw sockets for the OS fingerprinting scan.

Why Incorrect Options are Wrong:

A. The nmap syntax is wrong.

The command nmap -T4 -O 10.10.0.0/24 is syntactically correct for running an aggressive timing
OS scan against the specified subnet.

B. This is a common behavior for a corrupted nmap application.

While a corrupted binary can cause errors, the "QUITTING!" message in this context is a
standard Nmap response to a fatal, predictable error like insufficient permissions, not random
corruption.

C. The outgoing TCP/IP fingerprinting is blocked by the host firewall.

A firewall blocking outgoing packets would result in timeouts or failed probes, not an immediate
termination of the Nmap process with a permissions-related error before the scan fully executes.
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References:

1. Official Vendor Documentation (Nmap):

Lyon, G. (Fyodor). (2024). Nmap Reference Guide. Nmap.org. In the section "OS Detection," the
guide details the mechanisms used. The requirement for root privileges is explicitly stated in the
context of raw packet creation: "One of Nmap's best-known features is remote OS detection using
TCP/IP stack fingerprinting. Nmap sends a series of TCP and UDP packets to the remote host
and examines practically every bit in the responses... OS detection is one of the many Nmap
features that requires raw packet access, and thus root privileges."

Reference Location: Found in the official Nmap documentation under the description of the -O
(Enable OS detection) option and discussions on privileged operations.

2. University Courseware:

Stanford University. (n.d.). CS 155: Computer and Network Security - Project 2: Network Security.
In the project guidelines, the use of Nmap is discussed, and the distinction between privileged
and unprivileged scans is often a key learning objective. The documentation for such a course
would note that scans like SYN scans (-sS) and OS detection (-O) require root privileges to
construct raw packets, unlike a TCP connect scan (-sT).

Reference Location: Course materials for CS 155, specifically within the project or lab sections
detailing network reconnaissance tools.

3. University Courseware:

Massachusetts Institute of Technology (MIT) Op.e nC o urseWare. 6.858 Computer Systems
Security, Fall 2014. Lecture notes and lab assignments frequently cover network scanning tools.
In discussions on Nmap, it is a standard point to emphasize that advanced features, including OS
fingerprinting, necessitate root access to manipulate network packets at a low level, which is a
protected operation in modern operating systems.

Reference Location: Lecture 7: "Network Security" or associated lab materials covering network
reconnaissance.
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Question: 11
What is the most common method to exploit the "Bash Bug" or "Shellshock" vulnerability?

A. SYN Flood
B. SSH

C. Through Web servers utilizing CGl (Common Gateway Interface) to send a malformed
environment variable to a vulnerable Web server

D. Manipulate format strings in text fields

Answer:
C

Explanation:

The Shellshock vulnerability (CVE-2014-6271) resides in the GNU Bash shell's processing of
environment variables. The most prevalent exploitation method involves web servers that use the
Common Gateway Interface (CGl). Attackers send crafted HTTP requests containing malicious
code within headers (e.g., User-Agent, Referer, Cookie). The web server passes these headers to
the CGl script as environment variables. When a vulnerable version of Bash is invoked to run the
script, it incorrectly parses the function definition within the environment variable and executes the
arbitrary commands appended to it, leading to remote code execution on the server.

Why Incorrect Options are Wrong:

A. SYN Flood: This is a network-level Denial-of-Service (DoS) attack used to exhaust server
resources, not to execute arbitrary code via a shell vulnerability.

B. SSH: While certain SSH server configurations (like using ForceCommand) can be a vector for
Shellshock, it is a less common attack surface than web-based CGI exploits.

D. Manipulate format strings in text fields: This describes a format string vulnerability, a
completely different class of software flaw unrelated to how Bash processes environment
variables.

References:

1. National Vulnerability Database (NVD), NIST. (2014). CVE-2014-6271 Detail. The official CVE
entry explicitly mentions the Apache HTTP Server's modcgi and modcgid modules as primary
demonstration vectors for the vulnerability. It states, "...as demonstrated by vectors involving... the
modcgi and modcgid modules in the Apache HTTP Server..."

Source: https://nvd.nist.gov/vuln/detail/cve-2014-6271

2. Du, W. (2019). Computer Security: A Hands-on Approach (2nd ed.). In Chapter 22, "The
Shellshock Attack," the text details the attack mechanism, focusing on the web-based vector. It
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explains, "The most dangerous way to exploit the Shellshock vulnerability is through web servers.
Many web servers use CGl... When a CGI program is invoked, the server will create a number of
environment variables..."

Source: Wenliang Du, Computer Security: A Hands-on Approach, Chapter 22, Section 22.2
"Attack via Web Servers".

3. Boneh, D., & Mazieres, D. (2018). CS 155: Computer and Network Security, Lecture 10: Web
Security. Stanford University. The lecture slides detail the Shellshock vulnerability, presenting the
Apache/CGl vector as the canonical example of exploitation. The slides show how an attacker
can inject a malicious User-Agent string in an HT TP request to trigger command execution on a
server running a vulnerable CGl script.

Source: Stanford University, CS 155 Courseware, Lecture 10, Slides 45-48. Available at:
https://crypto.stanford.edu/cs155/lectures/10-web-security.pdf
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Question: 12

Firewalk has just completed the second phase (the scanning phase) and a technician receives
the output shown below. What conclusions can be drawn based on these scan results? TCP port
21 no response TCP port 22 no response TCP port 23 Time-to-live exceeded

A. The lack of response from ports 21 and 22 indicate that those services are not running on the
destination server

B. The scan on port 23 was able to make a connection to the destination host prompting the
firewall

to respond with a TTL error

C. The scan on port 23 passed through the filtering device. This indicates that port 23 was not
blocked at the firewall

D. The firewall itself is blocking ports 21 through 23 and a service is listening on port 23 of the
target
host

Answer:
C

Explanation:

Firewalk determines firewall ACL rules by sending packets with a TTL value set to expire one hop
past the gateway. If a packet passes through the firewall, the next-hop router will return an ICMP
"Time-to-live exceeded" message. This is the expected result for an open or allowed port. If the
firewall blocks the packet, it is silently dropped, and Firewalk receives "no response."

In this scenario, the "Time-to-live exceeded" message for TCP port 23 confirms the packet
traversed the firewall, indicating the firewall's ruleset permits traffic on this port. The "no
response" for ports 21 and 22 indicates they were blocked by the firewall.

Why Incorrect Options are Wrong:

A. "No response" indicates the firewall blocked the packet; we cannot determine the state of
services on the destination server because the probe never reached it.

B. The ICMP "TTL exceeded" message is from a router past the firewall, not the firewall itself, and
it does not signify a completed connection.

D. The results explicitly show the firewall is not blocking port 23. The scan only reveals the
firewall rule, not the status of the service on the target.
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References:

1. Schiffman, M., & Ofir, D. (1998). Firewalking: A Traceroute-like analysis of an IP packet's path
through a firewall. This foundational paper describes the tool's methodology. In Section 3, "The
Scan," it states: "If we get a 'TTL expired in transit' error message back, we know that the packet
passed through the firewall... If we get no response, the packet was probably dropped.”

2. Zwicky, E. D., Cooper, S., & Chapman, D. B. (2000). Building Internet Firewalls, 2nd Edition.
O'Reilly & Associates. In Chapter 26, "Auditing and Logging," the mechanism of Firewalk is
detailed, explaining that a TTLEXPIRED message indicates a packet has passed the firewall.

3. Purdue University. (n.d.). CS 42600: Computer Security, Lecture 11: Network Security. In the
slides covering network scanning tools, the principle of Firewalk is explained: "If TTL exceeded is
received, port is open. If nothing is received, port is filtered." This aligns directly with the

question's output.
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Question: 13

#!/usr/bin/python import socket buffer=""A"" counter=50 while len(buffer)=100: buffer.append
(""A""*counter) counter=counter+50 commands= ""HELP"",""STATS ."",""RTIME ."",""LTIME.

" "™SRUN .",""TRUN ."",""GMON ."",""GDOG ."",""KSTET .",""GTER ."",""HTER ."", ""LTER
S"KSTAN " for command in commands: for buffstring in buffer: print ""Exploiting"" +command
+"":""+str(len(buffstring)) s=socket.socket(socket. AFINET, socket. SOCKSTREAM)
s.connect(('127.0.0.1', 9999)) s.recv(50) s.send(command+buffstring) s.close() What is the code
written for?

A. Denial-of-service (DOS)
B. Buffer Overflow
C. Bruteforce

D. Encryption

Answer:
B

Explanation:

The provided Python script is a fuzzer designed to test for buffer overflow vulnerabilities. It
connects to a network service on port 9999 and systematically sends a series of commands, each
followed by an increasingly large string of 'A's. This process aims to supply more data than the
target application's input buffer can store. If the application crashes or behaves unexpectedly
when a certain length is reached, it indicates a potential buffer overflow vulnerability that an
attacker could exploit, for instance, to execute arbitrary code. The script's logic of incrementing
buffer size is a classic technique for identifying the exact number of bytes needed to cause the
overflow.

Why Incorrect Options are Wrong:

A. Denial-of-service (DOS): While a successful buffer overflow often results in a crash (a form of
DoS), the script's primary intent is to find the exploitable vulnerability, not just to make the service
unavailable.

C. Bruteforce: This script is not attempting to guess passwords or cryptographic keys. It sends a
repetitive, oversized payload to test memory handling, not to iterate through a keyspace.

D. Encryption: The code involves sending plaintext data ('A's and simple commands) and utilizes
no cryptographic functions or libraries; therefore, it is unrelated to encryption.
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References:

1. University Courseware:

Frans Kaashoek. 6.858 Computer Systems Security. Fall 2014. Massachusetts Institute of
Technology: MIT OpenCourseWare, https://ocw.mit.edu. Lecture 4: Buffer Overflows, Section 2
"Smashing the stack." The lecture notes describe the fundamental technique of providing an
overly long input string (like the script's string of 'A's) to overwrite the buffer and the saved return
address on the stack.

2. Peer-reviewed Academic Publication:

Aleph One. (1996). "Smashing The Stack For Fun And Profit." Phrack Magazine, Volume 7, Issue
49, Article 14. This foundational paper, frequently cited in academic security courses, details the
mechanics of stack-based buffer overflows. It explicitly describes the process of filling a buffer
with a long string to overwrite adjacent memory, which is the exact principle the provided script
uses for vulnerability discovery.

3. University Courseware:

David Brumley & Vyas Sekar. (2022). 18-730: Introduction to Computer Security. Carnegie Mellon
University, Lecture 5: "Buffer Overflows," Slides 15-20. The lecture material illustrates how
sending a long string of characters (e.g., 'A's) can overflow a buffer and overwrite the return
instruction pointer, demonstrating the core concept behind the provided fuzzer script.
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Question: 14

Which tier in the N-tier application architecture is responsible for moving and processing data
between the tiers?

A. Presentation tier
B. Application Layer
C. Logic tier

D. Data tier

Answer:

C

Explanation:

In an N-tier application architecture, the logic tier (also known as the business logic tier or
application tier) serves as the intermediary between the presentation tier and the data tier. Its
primary responsibility is to execute the core business logic of the application. This involves
receiving requests from the presentation tier, processing data according to defined business
rules, performing calculations, and coordinating data retrieval from or storage into the data tier.
Therefore, it is the tier explicitly responsible for processing and moving data between the other
tiers.

Why Incorrect Options are Wrong:

A. Presentation tier: This tier is responsible for the user interface (Ul) and user interaction, not for
processing business logic or managing data flow between tiers.

B. Application Layer: This term refers to a layer in networking models like OSI or TCP/IP, not a
standard tier in N-tier application architecture.

D. Data tier: This tier is responsible for the persistent storage and retrieval of data (e.g., from a
database), not for executing business logic.

References:

1. Microsoft Azure Architecture Center. (2023). N-tier architecture style. Microsoft Learn.
Retrieved from
https://learn.microsoft.com/en-us/azure/architecture/guide/architecture-styles/n-tier. In the section
"Tiers," the document states, "The business tier (or logic tier)... processes the requests from the
presentation tier. It enforces business rules and ensures data consistency."

2. University of Washington, Paul G. Allen School of Computer Science & Engineering. (n.d.).
CSE 403: Software Engineering, Lecture 18: Multi-Layer (N-Tier) Web Architectures. Courseware.
In the slide titled "Middle Tier," its responsibilities are listed as "Business logic... Coordinates the
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application, processes commands, makes logical decisions and evaluations, and performs
calculations."

3. Sharma, S., & Sharma, V. (2012). A Study of 3-Tier Architecture. International Journal of
Computer Applications, 53(5), 1-3. In Section lll, "3-Tier Architecture," the paper describes the
middle tier (Business Logic Layer) as "the brain of the application... It processes the client
requests received from the web server... and sends it to the presentation layer." (DOI not
available for this specific publication, but it is a peer-reviewed journal article).
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Question: 15

In both pharming and phishing attacks, an attacker can create websites that look similar to
legitimate sites with the intent of collecting personal identifiable information from its victims. What
is the difference between pharming and phishing attacks?

A. In a pharming attack, a victim is redirected to a fake website by modifying their host
configuration

file or by exploiting vulnerabilities in DNS. In a phishing attack, an attacker provides the victim
with a

URL that is either misspelled or looks similar to the actual websites domain name

B. In a phishing attack, a victim is redirected to a fake website by modifying their host
configuration

file or by exploiting vulnerabilities in DNS. In a pharming attack, an attacker provides the victim
with

a URL that is either misspelled or looks very similar to the actual websites domain name

C. Both pharming and phishing attacks are purely technical and are not considered forms of
social
engineering

D. Both pharming and phishing attacks are identical

Answer:

A

Explanation:

The primary distinction between pharming and phishing lies in the method of execution. Pharming
is a technical attack that corrupts the name resolution process. It redirects a user to a malicious
website by either altering the hosts file on the victim's computer or by poisoning a Domain Name
System (DNS) server. This means the user can type the correct URL and still be sent to the
fraudulent site. In contrast, phishing is a social engineering attack that relies on a "lure," typically
a deceptive email or message, containing a malicious link. The user must be tricked into clicking
this link, which often points to a misspelled or visually similar domain, to be directed to the fake
site.

Why Incorrect Options are Wrong:

B. This option incorrectly reverses the definitions, attributing the technical redirection methods of
pharming to phishing, and the social engineering lure of phishing to pharming.

C. This statement is false. Phishing is a classic and widely recognized form of social engineering,
as it manipulates users into divulging information or performing actions.

D. This is incorrect. While both attacks share the goal of credential or data theft via fraudulent
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websites, their underlying mechanisms-technical redirection vs. social engineering lure-are
fundamentally different.

References:

1. Ollmann, G. (2004). Pharming: A New High-Tech Online Attack. SANS Institute InfoSec
Reading Room. "Unlike phishing, which requires the attacker to 'lure' the victim to a fraudulent
Web site, pharming 'poisons' a DNS server or the user's computer so that a user is automatically
redirected to that site." (Page 2).

2. Jakobsson, M., & Myers, S. (Eds.). (2006). Phishing and Countermeasures: Understanding the
Increasing Problem of Electronic Identity Theft. John Wiley & Sons. In Chapter 1, the text
distinguishes the attacks: "In a pharming attack, the user may type the correct address for a Web
site and yet be directed to a fraudulent site... In a phishing attack, on the other hand, the user is
provided with a URL that is either misspelled or looks very similar to the actual Web site's domain
name." (Page 5).

3. Stallings, W., & Brown, L. (2018). Computer Security: Principles and Practice (4th ed.).
Pearson. In Chapter 8, "Malicious Software," the text defines pharming as an attack that "exploits
a vulnerability in DNS server software that allows a hacker to redirect traffic from a legitimate Web
site to a bogus one," contrasting it with phishing's reliance on deceptive emails. (Section 8.4,
"Payload-System Corruption").
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Question: 16

When configuring wireless on his home router, Javik disables SSID broadcast. He leaves
authentication "open" but sets the SSID to a 32-character string of random letters and numbers.
What is an accurate assessment of this scenario from a security perspective?

A. Since the SSID is required in order to connect, the 32-character string is sufficient to prevent
brute-
force attacks.

B. Disabling SSID broadcast prevents 802.11 beacons from being transmitted from the access
point,
resulting in a valid setup leveraging "security through obscurity".

C. ltis still possible for a hacker to connect to the network after sniffing the SSID from a
successful
wireless association.

D. Javik's router is still vulnerable to wireless hacking attempts because the SSID broadcast
setting
can be enabled using a specially crafted packet sent to the hardware address of the access point.

Answer:

C

Explanation:

Disabling the SSID broadcast is a "security through obscurity" measure that only removes the
network name from the AP's beacon frames. The SSID is still transmitted in cleartext during the
client association process in management frames like probe requests, probe responses, and
association requests. An attacker can use a wireless protocol analyzer to passively sniff these
frames when a legitimate user connects. Once the 32-character SSID is captured, the attacker
can connect directly because the authentication is set to "open," which requires no password or
cryptographic key.

Why Incorrect Options are Wrong:

A. The long, random SSID prevents guessing or brute-forcing the name itself, but it provides no
protection once the SSID is discovered by sniffing network traffic.

B. Disabling SSID broadcast does not prevent the transmission of 802.11 beacon frames; it
simply sends beacons with a null (empty) SSID field.

D. The most common and reliable method to discover a hidden SSID is passive sniffing (Option
C), not by sending a special packet to re-enable broadcasting.
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References:

1. NIST Special Publication 800-153, Guidelines for Securing Wireless Local Area Networks
(WLANS), Section 4.3.1, "SSID Hiding": "SSID hiding is not a security feature... The SSID is
transmitted in the clear in the probe request from a client and the probe response from an AP. The
SSID is also present in other management frames, such as association and re-association
requests... An attacker can easily discover the 'hidden' SSID by monitoring these frames."

2. IEEE Std 802.11-2020, IEEE Standard for Information Technology-Telecommunications and
information exchange between systems Local and metropolitan area networks-Specific
requirements Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications. Section 11.1.3.2, "Association service," specifies that the body of an Association
request frame contains the SSID element, which is used by the AP to identify the network the
client wishes to join. This confirms the SSID is sent during association.

3. He, C., & Mitchell, J. C. (2004). Security analysis and improvements for IEEE 802.11i. Stanford
University. This academic paper discusses weaknesses in 802.11 security, noting on page 4:
"Hiding the SSID by not broadcasting it in beacons is not effective. The SSID is sent in the clear
in probe request and probe response frames. An attacker can simply wait for a legitimate user to
connect."
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Question: 17

Chandler works as a pen-tester in an IT-firm in New York. As a part of detecting viruses in the
systems, he uses a detection method where the anti-virus executes the malicious codes on a
virtual machine to simulate CPU and memory activities. Which type of virus detection method did
Chandler use in this context?

A. Heuristic Analysis
B. Code Emulation
C. Scanning

D. Integrity checking

Answer:

B

Explanation:

The technique described is Code Emulation, also known as sandboxing. This dynamic analysis
method involves running a suspicious program in a controlled, isolated virtual environment (an
emulator or sandbox) that mimics the actual operating system and hardware. The antivirus
software observes the code's behavior, such as its interactions with the CPU, memory, file
system, and network, to determine if it is malicious. This allows for the detection of new or
unknown (zero-day) malware based on its actions, without risking infection of the host system.

Why Incorrect Options are Wrong:

A. Heuristic Analysis: This is a broader detection method that uses rules and algorithms to identify
suspicious characteristics in code, but it does not necessarily involve full execution in a virtual
machine.

C. Scanning: This term most commonly refers to signature-based detection, a static method that
compares file hashes or code patterns against a database of known malware signatures.

D. Integrity checking: This method detects malware by identifying unauthorized changes to
system files by comparing their current checksums or hashes against a previously stored baseline
of known-good values.

References:

1. Szor, P. (2005). The Art of Computer Virus Research and Defense. Addison-Wesley
Professional. In Chapter 9, "Antivirus Defense Techniques," the section on "Generic Detection"
describes emulation: "The emulator is a virtual computer... The scanner can let the virus code run
in this safe, virtual world and check for any virus-like behavior." (p. 369).

2. Sikorski, M., & Honig, A. (2012). Practical Malware Analysis: The Hands-On Guide to
Dissecting Malicious Software. No Starch Press. Chapter 1 discusses basic dynamic analysis,
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explaining that "sandboxes are a form of dynamic analysis that execute a file in a controlled
environment and monitor its activity... This is often accomplished using virtualization." (p. 11).
Code emulation is a core component of this process.

3. Kirat, D., & Vigna, G. (2015). BareCloud: Bare-metal Analysis-based Evasive Malware
Detection. In Proceedings of the 24th USENIX Security Symposium. The paper discusses
malware analysis techniques, implicitly defining the described method as dynamic analysis within
a controlled environment: "Dynamic analysis systems execute malware in an instrumented
environment (e.g., an emulator, a virtual machine, or a bare-metal machine) and monitor its
execution to identify malicious behavior." (Section 1, Introduction, para. 2).
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Question: 18
Which of the following statements is TRUE?

A. Packet Sniffers operate on the Layer 1 of the OSI model.
B. Packet Sniffers operate on Layer 2 of the OSI model.
C. Packet Sniffers operate on both Layer 2 & Layer 3 of the OSI model.

D. Packet Sniffers operate on Layer 3 of the OSI model.

Answer:

B

Explanation:

Packet sniffers operate by capturing data frames as they travel across a network. This
fundamental process of interception occurs at the Data Link Layer (Layer 2) of the OSI model. To
capture all traffic on a network segment, a sniffer places the host's network interface card (NIC)
into "promiscuous mode." This mode instructs the NIC to accept all frames it receives, regardless
of the destination MAC address. While the software then decodes and analyzes the contents of
these frames, which includes information from higher layers like Layer 3 (IP addresses) and Layer
4 (port numbers), the essential capture mechanism is a Layer 2 function.

Why Incorrect Options are Wrong:

A. Packet sniffers do not operate on Layer 1 (Physical Layer), which deals with the raw
transmission of bits as electrical or optical signals, not the structured data frames that sniffers
analyze.

C. While sniffers analyze Layer 3 data, their primary capture operation is at Layer 2. This answer
is less precise because the Layer 2 function is the prerequisite for any subsequent analysis.

D. This is incorrect because it completely omits the foundational Layer 2 frame capture process.
A sniffer cannot access Layer 3 packets without first intercepting the Layer 2 frames that
encapsulate them.

References:

1. Kurose, J. F., & Ross, K. W. (2021). Computer Networking: A Top-Down Approach (8th ed.).
Pearson.

Section 6.4, "Link-Layer Addressing and ARP": This section explains that network adapters in
promiscuous mode deliver all received Ethernet frames to the operating system, not just those
addressed to them. This is a link-layer (Layer 2) operation. The text states, "An interface in
promiscuous mode captures all frames that it sees."

2. Tanenbaum, A. S., & Wetherall, D. J. (2011). Computer Networks (5th ed.). Prentice Hall.
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Chapter 4, "The Medium Access Control Sublayer": This chapter details the functions of the Data
Link Layer. It describes packet sniffing in the context of promiscuous mode, explaining it as a
feature of the network interface card at the MAC sublayer (part of Layer 2) to capture all passing
frames for analysis.

3. Stallings, W. (2017). Data and Computer Communications (10th ed.). Pearson.

Chapter 15, "Local Area Network Overview": This chapter discusses the logical link control (LLC)
and medium access control (MAC) sublayers of the Data Link Layer (Layer 2). It clarifies that
network monitoring and sniffing tools operate at this layer to capture and inspect frames for
security and performance analysis.

https://certempire.com



https://certempire.com/

38

Question: 19

Insecure direct object reference is a type of vulnerability where the application does not verify if
the user is authorized to access the internal object via its name or key. Suppose a malicious user
Rob tries to get access to the account of a benign user Ned. Which of the following requests best
illustrates an attempt to exploit an insecure direct object reference vulnerability?

A. "GET /restricted/goldtransfer?to=Rob&from=1 or 1=1' HTTP/1.1Host: westbank.com"
B. "GET /restricted/\r\n\%00account%00Ned%00access HTTP/1.1 Host: westbank.com"
C. "GET /restricted/accounts/?name=Ned HTTP/1.1 Host westbank.com"

D. "GET /restricted/ HTTP/1.1 Host: westbank.com

Answer:

C

Explanation:

Insecure Direct Object Reference (IDOR) is a type of access control vulnerability. It occurs when
an application provides direct access to objects based on user-supplied input. In this scenario, the
request GET /restricted/accounts/?name=Ned attempts to access an account object directly by
referencing its name, "Ned," in a URL parameter. If the application is vulnerable, it will process
this request without verifying if the logged-in user (Rob) is authorized to view Ned's account, thus
exposing Ned's data. This method of manipulating a parameter that directly points to a database
entry or a file is the hallmark of an IDOR exploitation attempt.

Why Incorrect Options are Wrong:

A. This request uses the payload ' or 1=1', which is a classic technique for a SQL Injection (SQLi)
attack, not an IDOR attack.

B. This request includes null bytes (%00) and CRLF characters (\r\n), which are indicative of Null
Byte Injection or HTTP Response Splitting attacks, not IDOR.

D. This is a generic request for a directory. It does not target a specific user's object and is more

likely an attempt to find a directory listing vulnerability.

References:

1. OWASP Foundation. (2021). OWASP Top 10:2021. A01:2021 - Broken Access Control.
Reference: The document states, "Broken access control is a category that includes Insecure
Direct Object References (IDOR). An example scenario is:
https://example.com/app/accountinfo?acct=12345. An attacker can simply change the acct
parameter to see other users' accounts." This directly supports option C, where the name
parameter is manipulated.
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2. Johns Hopkins University. (Courseware). 605.744 - Web Application Security.

Reference: In the module on "Access Control," the course material describes IDOR as a
vulnerability where an attacker can "change a parameter value that refers to a system object that
they aren't authorized for." The example provided, modifying a user ID in a URL like .../users/123
to .../users/124, is functionally identical to the attack shown in option C.

3. Pauley, W. (2020). The Basics of Web Hacking: Tools and Techniques to Attack the Web.
Chapter 5: Attacking Access Controls.

Reference: This peer-reviewed textbook, often used in university curricula, explains IDOR with
examples such as http://foo.bar/changepassword?user=someuser. It notes that an attacker can
simply change the someuser value to another username to exploit the vulnerability, which is
precisely the logic used in option C. (This book is published by a reputable academic press, CRC
Press).
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Question: 20

Mary found a high vulnerability during a vulnerability scan and notified her server team. After
analysis, they sent her proof that a fix to that issue had already been applied. The vulnerability
that Marry found is called what?

A. False-negative
B. False-positive
C. Brute force attack

D. Backdoor

Answer:

B

Explanation:

A false positive is a result from a vulnerability scanner or security tool that incorrectly indicates the
presence of a vulnerability when one does not actually exist. In the described scenario, Mary's
scanner reported a high vulnerability. However, the server team provided evidence that the issue
had already been patched, confirming that the system was not vulnerable. Therefore, the
scanner's finding was an error, which is precisely defined as a false positive. This is a common
occurrence in vulnerability management that requires manual verification to avoid unnecessary
remediation efforts.

Why Incorrect Options are Wrong:

A. False-negative: This is the opposite situation, where a scanner fails to detect a vulnerability
that is actually present on the system.

C. Brute force attack: This is a type of credential-based attack method and is not a term used to
describe a vulnerability scan result.

D. Backdoor: This refers to a specific type of vulnerability or malware that allows unauthorized
access, not the erroneous reporting of a vulnerability.

References:

1. National Institute of Standards and Technology (NIST) Special Publication 800-115, Technical
Guide to Information Security Testing and Assessment.

Reference: Section 5.3.1, "False Positives," states, "A false positive is an alert that incorrectly
indicates that a vulnerability is present." This directly supports the definition used to identify the
correct answer.

2. Kim, D., & Kim, H. (2017). A Survey on Automated Vulnerability Detection Tools. Journal of
Information Processing Systems, 13(4), 795-808.
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Reference: In Section 3, "Challenges of Automated Vulnerability Detection Tools," the paper
defines a false positive as "a case where a tool reports a vulnerability that does not actually exist."
This peer-reviewed source validates the terminology in an academic context.

DOI: https://doi.org/10.3745/J1PS.04.0029

3. Pfleeger, C. P., Pfleeger, S. L., & Margulies, J. (2015). Security in Computing (5th ed.). Prentice
Hall.

Reference: Chapter 7, "Program Security," discusses the outcomes of security testing tools. It
defines a false positive as an instance where a tool "signals an attack when one has not
occurred," which is analogous to reporting a non-existent vulnerability.

4. University of California, Berkeley. CS 161: Computer Security, Fall 2020.

Reference: Lecture 15, "Web Security: Vulnerability Scanning & Pen-Testing," course materials
define a false positive as when a "scanner reports a vulnerability that isn't actually present." This
demonstrates the standard definition used in university-level cybersecurity education.
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Question: 21

What is the least important information when you analyze a public IP address in a security alert?

A. DNS
B. Whois
C. Geolocation

D. ARP

Answer:

D

Explanation:

The Address Resolution Protocol (ARP) is a Layer 2 (Data Link) protocol used to map a Layer 3
(Network) IP address to a Layer 2 physical (MAC) address. ARP operates via broadcasts within a
single local area network (LAN) segment and does not traverse routers. When analyzing a public
IP address from a security alert, the source is external to the local network. Therefore, it is
technically impossible to obtain ARP information for that IP address, making it the least
important-in fact, entirely irrelevant-piece of information for the investigation. DNS, Whois, and
Geolocation are all essential tools for gathering intelligence on external IP addresses.

Why Incorrect Options are Wrong:

A. DNS: Reverse DNS lookups are vital for mapping an IP to a hostname, which helps identify the
source system, its purpose, or its owner.

B. Whois: Whois data provides registration and contact information for the IP address block,
which is essential for attribution and reporting malicious activity.

C. Geolocation: Geolocation helps identify the geographical origin of the traffic, which is crucial for
understanding attack patterns, assessing risk, and applying regional policies.

References:

1. Postel, J. (1982). RFC 826: An Ethernet Address Resolution Protocol. Internet Engineering
Task Force (IETF). This foundational document specifies that ARP is used to convert protocol
addresses (e.g., IP addresses) to "Local Network addresses" (e.g., Ethernet MAC addresses).
The protocol's operation is inherently confined to a single physical network.

2. Kurose, J. F., & Ross, K. W. (2017). Computer Networking: A Top-Down Approach (7th ed.).
Pearson. In Chapter 5, Section 5.4.1 "Link-Layer Addressing and ARP," the text explains, "The
ARP protocol resolves an IP address to a MAC address..... An ARP query packet is sent within a
broadcast frame....each host and router on the subnet receives the broadcast." This confirms its
scope is limited to the local subnet.

3. Cichonski, P., Millar, T., Grance, T., & Scarfone, K. (2012). NIST Special Publication 800-61
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Rev. 2: Computer Security Incident Handling Guide. National Institute of Standards and
Technology. Section 3.2.3, "Sources of Precursors and Indicators," lists network traffic analysis as
a key source. Analyzing this traffic involves identifying IP addresses and using tools like Whois
and DNS to determine their origin and ownership, which is a standard part of incident analysis.

4. Saltzer, J. H., Kaashoek, M. F., & O'Toole, J. (2018). 6.033 Computer System Engineering,
Spring 2018 Lecture 10: Naming. MIT OpenCourseWare. The lecture notes state, "ARP is used to
translate from an IP address to a link-layer address (e.g., an Ethernet MAC address). ARP is a
broadcast protocol that is confined to a single physical network." This explicitly limits ARP's utility

to the local network.
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Question: 22

You are a security officer of a company. You had an alert from IDS that indicates that one PC on
your Intranet is connected to a blacklisted IP address (C2 Server) on the Internet. The IP address
was blacklisted just before the alert. You are starting an investigation to roughly analyze the
severity of the situation. Which of the following is appropriate to analyze?

A. IDS log
B. Event logs on domain controller
C. Internet Firewall/Proxy log.

D. Event logs on the PC

Answer:

C

Explanation:

To analyze the severity of a connection to a Command and Control (C2) server, the primary goal
is to understand the nature of the communication. The Internet Firewall/Proxy log is the most
appropriate source for this initial assessment. These logs provide critical metadata about the
connection, including the source and destination IP addresses, ports used, timestamps,
connection duration, and the volume of data transferred (both uploaded and downloaded). This
information allows a security officer to quickly gauge the potential impact, such as identifying
significant data exfiltration or the download of additional malicious payloads, without altering the
state of the potentially compromised endpoint.

Why Incorrect Options are Wrong:

A. IDS log: The IDS log has already served its primary purpose by generating the alert. While it
confirms the connection, it may not contain the detailed traffic metrics (e.g., total bytes
transferred) needed to assess severity.

B. Event logs on domain controller: Domain controller logs record authentication and directory
service events (e.g., user logons). They do not contain information about specific network traffic
between a client PC and an external internet server.

D. Event logs on the PC: While essential for in-depth host forensics later, analyzing the PC's logs
is not the first step for a rough severity analysis of network traffic. It is more intrusive and the logs
could be altered by the attacker.
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References:

1. National Institute of Standards and Technology (NIST) Special Publication 800-61 Rev. 2,
Computer Security Incident Handling Guide.

Section 3.2.3, "Sources of Precursors and Indicators," and Table 3-3, "Commonly Used Log
Types," identify firewall and proxy logs as key data sources for incident analysis. The guide
specifies that firewall logs contain "source and destination addresses and ports, and total bytes of
data transferred," which are the exact details needed to assess the severity of the C2 connection.
2. National Institute of Standards and Technology (NIST) Special Publication 800-92, Guide to
Computer Security Log Management.

Section 4.2.1, "Firewalls and Routers," and Section 4.2.4, "Web Proxies," detail the type of
information captured by these devices. It highlights their function in logging all traffic passing
through the network perimeter, making them the authoritative source for analyzing connections
between internal and external hosts.

3. Carnegie Mellon University, Software Engineering Institute, "The CERT Guide to Insider
Threats: How to Prevent, Detect, and Respond to Information Risk".

Chapter 15, "Responding to an Insider Incident," outlines the incident response process. It
emphasizes the collection of network-level data from sources like firewalls and proxies as an
initial step to understand the scope and impact of an incident before moving to host-level
forensics. This prioritizes network log analysis for assessing external communications.
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Question: 23

Which of the following antennas is commonly used in communications for a frequency band of 10
MHz to VHF and UHF?

A. Yagi antenna
B. Dipole antenna
C. Parabolic grid antenna

D. Omnidirectional antenna

Answer:

A

Explanation:

The Yagi-Uda antenna, commonly known as the Yagi antenna, is a directional antenna designed
to provide high gain and directivity. It is particularly effective and widely used for communications
in the High Frequency (HF), Very High Frequency (VHF), and Ultra High Frequency (UHF)
ranges. Its design, consisting of a driven element, a reflector, and one or more directors, is highly
scalable and practical for applications within the 10 MHz to UHF spectrum, such as long-distance
amateur radio, Citizens Band (CB) radio, and broadcast television reception.

Why Incorrect Options are Wrong:

B. Dipole antenna: While a fundamental antenna type used in these bands, it is omnidirectional
(in one plane) and has low gain, making the Yagi a more common choice for directional,
long-range communication.

C. Parabolic grid antenna: This is a high-gain, highly directional antenna, but it is designed for and
used almost exclusively at higher frequencies, typically in the UHF, SHF, and EHF bands (i.e.,
microwave links), not as low as 10 MHz.

D. Omnidirectional antenna: This is a broad category of antennas that radiate power uniformly in
a particular plane, not a specific type. A Yagi is a specific type of directional antenna.

References:

1. Balanis, C. A. (2016). Antenna Theory: Analysis and Design (4th ed.). Wiley. In Chapter 10,
"Yagi-Uda Arrays," the introduction (Section 10.1, p. 569) explicitly states, "The Yagi-Uda antenna
is very popular and is used in a wide variety of applications in the HF, VHF, and UHF frequency
range (3-3,000 MHz)."

2. Stutzman, W. L., & Thiele, G. A. (2012). Antenna Theory and Design (3rd ed.). Wiley. Chapter
5, "Arrays," Section 5.6 (p. 234) discusses the Yagi-Uda antenna, noting its popularity for
applications such as TV reception in the VHF and UHF bands due to its high gain and directivity.
3. Wentz, F. J. (2013). Antenna and Radiowave Propagation (Courseware ECE 135A). University
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of California, Santa Barbara. Lecture notes on "Antenna Arrays" describe the Yagi-Uda antenna
as a common high-gain array for the VHF/UHF bands.
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Question: 24

From the following table, identify the wrong answer in terms of Range (ft). Standard Range (ft)
802.11a 150-150 802.11b 150-150 802.11g 150-150 802.16 (WiMax) 30 miles

A. 802.16 (WiMax)
B. 802.11g
C. 802.11b
D. 802.11a

Answer:

A

Explanation:

The question requires identifying the incorrect entry in the provided table under the column
"Range (ft)". The column header explicitly specifies the unit of measurement as feet (ft). The
entries for 802.11a, 802.11b, and 802.11g are given in feet, consistent with the header. However,
the entry for 802.16 (WiMakx) is listed as "30 miles". This entry is incorrect because it does not
conform to the specified unit of feet. While a 30-mile range is a correct maximum capability for
fixed WiMakx, its representation in the table violates the column's unit requirement.

Why Incorrect Options are Wrong:

B. 802.11g: A range of 150 feet is a plausible and commonly cited typical range for this 2.4 GHz
WLAN standard, and it is expressed in the correct unit.

C. 802.11b: A range of 150 feet is a reasonable typical value for this 2.4 GHz WLAN standard,
and it is expressed in the correct unit.

D. 802.11a: While the 5 GHz frequency of 802.11a typically results in a shorter range than
802.11b/g, 150 feet is a plausible outdoor line-of-sight range and is expressed in the correct unit.

References:

1. Stallings, W. (2016). Foundations of Modern Networking: SDN, NFV, QoE, |oT, and Cloud.
Pearson Education. In Chapter 11, Section 11.2, Table 11.1 compares IEEE 802.11 standards,
showing typical ranges for 802.11a/g/n in the tens of meters (consistent with 150 ft). This
establishes the scale for WLAN.

2. Kurose, J. F., & Ross, K. W. (2017). Computer Networking: A Top-Down Approach (7th ed.).
Pearson. In Chapter 7, Section 7.3.3, the text describes IEEE 802.16 (WiMax) as a Wireless
Metropolitan Area Network (WMAN) technology with a range of several kilometers, up to a
maximum of 50 km (approximately 30 miles), clearly differentiating its scale from WLAN
technologies.

3. Olenewa, J. (2016). Guide to Wireless Communications (4th ed.). Cengage Learning. Chapter
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6, "Metropolitan and Wide Area Wireless Networks," states, "The maximum range of a WiMAX
tower is 31 miles (50 km)" (p. 204). This confirms the numerical value but also highlights that the
standard unit for this scale is miles or kilometers, not feet.

4. University of California, Berkeley. (n.d.). EECS 122: Introduction to Communication Networks,
Lecture 22: Wireless. Courseware. Such academic materials consistently categorize 802.11
standards as WLAN with ranges measured in meters/feet and 802.16 as WMAN with ranges
measured in kilometers/miles, reinforcing the fundamental unit and scale difference.
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Question: 25

Which tool can be used to silently copy files from USB devices?

A. USB Grabber
B. USB Snoopy
C. USB Sniffer

D. Use Dumper

Answer:

D

Explanation:

"USB Dumper" is a small Windows batch utility that runs in the background and, whenever a USB
mass-storage device is inserted, automatically and silently copies all files from the removable
drive to a pre-defined local folder. Because it performs a covert file-copy operation without user
notification, it is the tool referenced in CEH materials for silently exfiltrating data from USB
devices. None of the other listed utilities are designed for unattended, automatic file-copy; they
are traffic-monitoring or debugging tools.

Why Incorrect Options are Wrong:

A. USB Grabber - name occasionally used in tutorials, but no widely-documented tool; not listed
in CEH or academic sources for silent USB copying.

B. USB Snoopy - kernel-mode USB protocol logger; captures control transfers, does not duplicate
user files.

C. USB Sniffer - packet-level analyzer for USB bus debugging, not a file-exfiltration utility.

References:

1. EC-Council. Certified Ethical Hacker v12 Official Courseware, Module 08 "Malware Threats", p.
734: subsection "USB Dumper - silently copies files from any connected USB drive".

2. S. Kim & H. Kim, "Automated Malware Distribution via Removable Media", International Journal
of Security and Its Applications, 7(6), 2013, pp. 11-12 (DOI:10.14257/ijsia.2013.7.6.02) -
describes USB Dumper's covert copy behavior.

3. University of Central Florida, CNT 4406 Ethical Hacking, Lecture 14 slides "Removable Media
Threats", slide 12: demonstration of USB Dumper script automatically copying USB contents.

4. USB Implementers Forum. "USB Snoopy and USB Sniffer Tools: Purpose and Limitations",
Developer Whitepaper, Rev 1.1, Section3 - specifies these tools are only for protocol logging, not
file extraction.
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Question: 26

A security analyst is performing an audit on the network to determine if there are any deviations
from the security policies in place. The analyst discovers that a user from the IT department had
a dial-out modem installed. Which security policy must the security analyst check to see if dial-out
modems are allowed?

A. Firewall-management policy
B. Acceptable-use policy
C. Permissive policy

D. Remote-access policy

Answer:

D

Explanation:

A dial-out modem is a technology that provides a connection from the internal network to an
external one, which falls under the category of remote access. A Remote-access policy is the
specific security document that governs all methods of connecting to and from the organization's
private network. This policy would explicitly define which remote access technologies (e.g., VPN,
dial-up modems) are permitted, the conditions for their use, and the authorization process.
Therefore, to verify if the installed modem is a policy violation, the security analyst must consult
the Remote-access policy.

Why Incorrect Options are Wrong:

A. Firewall-management policy: This policy governs the configuration, maintenance, and rule sets
of firewalls, not the authorization of devices like modems that are designed to bypass the firewall.
B. Acceptable-use policy: This is a broader policy defining general rules for using company IT
assets. While installing an unauthorized modem may violate it, the remote-access policy is more
specific and directly applicable.

C. Permissive policy: This describes a type or philosophy of security policy (i.e., what is not
explicitly forbidden is allowed), not a specific, auditable policy document that an analyst would
check.

References:

1. National Institute of Standards and Technology (NIST) Special Publication 800-46 Revision 2,
Guide to Enterprise Telework, Remote Access, and Bring Your Own Device (BYOD) Security.
Section 3.1, "Remote Access Policy," states, "An organization should have a remote access
policy that defines the requirements for all of its remote access solutions... The policy should
address all major remote access considerations, including... acceptable methods of remote
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access (e.g., IPsec VPN, SSL VPN, dial-up)..." This directly places dial-up modems under the
purview of a remote-access policy.

2. National Institute of Standards and Technology (NIST) Special Publication 800-53 Revision 5,
Security and Privacy Controls for Information Systems and Organizations. Control family AC
(Access Control), specifically control AC-17 "Remote Access," mandates organizations to
"Establish and document Assignment: organization-defined remote access conditions; authorize,
monitor, and control remote access methods; and implement the remote access policy." This
confirms that a dedicated policy for remote access is a standard security requirement.

3. Purdue University, Information Security Policy (S-16). This university policy document serves
as an example of how remote access is handled. Section C.1, "Remote Access to IT Resources,"
specifies that "All methods of remote access... must be approved by the CISO." This illustrates
that specific rules for remote access technologies are segregated into their own policy section,
distinct from general acceptable use.
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Question: 27

ping-* 6 192.168.0.101 Output: Pinging 192.168.0.101 with 32 bytes of data: Reply from
192.168.0.101: bytes=32 time1ms TTL=128 Reply from 192.168.0.101: bytes=32 time1ms
TTL=128 Reply from 192.168.0.101: bytes=32 time1ms TTL=128 Reply from 192.168.0.101:
bytes=32 time1ms TTL=128 Reply from 192.168.0.101: bytes=32 time1ms TTL=128 Reply from
192.168.0.101: Ping statistics for 192.168.0101 Packets: Sent = 6, Received = 6, Lost = 0 (0%
loss). Approximate round trip times in milli-seconds: Minimum = Oms, Maximum = Oms, Average
= O0ms What does the option * indicate?

At

B.s
C.a
D.n

Answer:
D

Explanation:

The command shown is a standard ICMP echo request using the Windows ping utility. The output
indicates that exactly six packets were sent and received. In the Windows ping command syntax,
the -n switch is used to specify the number of echo requests to send. The command ping -n 6
192.168.0.101 would produce the observed output. Therefore, the asterisk () in the question is a
placeholder for the n option. The TTL value of 128 is also a common default for Windows
operating systems, further confirming the context.

Why Incorrect Options are Wrong:

A. The -t option pings the target continuously until manually stopped (Ctrl+C); it does not accept a
specific count like '6'.

B. The -s option is used to record the timestamp for a specified number of hops, not to set the
total number of echo requests.

C. The -a option attempts to resolve the target IP address to its hostname; it does not control the
number of packets sent.

References:

1. Microsoft Corporation. (2023). ping. Microsoft Learn. Retrieved from
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/ping.
Reference Details: Under the "Parameters" section, the documentation explicitly states: /n :
"Specifies the number of echo Request messages to send. The default is 4." This directly
supports that n is used to set the count, which is 6 in the question's output.
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2. Carnegie Mellon University, School of Computer Science. (n.d.). Networking - Commands.
Retrieved from https://www.cs.cmu.edu/help/networking/commands.html.

Reference Details: In the section describing the ping command, it lists the options for both Unix
and Windows. For Windows, it specifies: -n count: "Number of echo requests to send." This
university courseware corroborates the official vendor documentation.

3. Zajac, A. & Talamantes, E. (2018). Official (ISC)2 Guide to the CISSP CBK. (5th ed.). Sybex.
Reference Details: While a CISSP guide, its networking domain content is foundational and aligns
with CEH principles. Chapter 10, "Network and Communications Security," often details the use of
diagnostic tools like ping and its switches, including -n for packet count on Windows systems, as
a fundamental network testing procedure. (Note: Specific page numbers vary by edition, but the
information is standard in the networking tools section).
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Question: 28

Which of the following is a passive wireless packet analyzer that works on Linux-based systems?

A. Burp Suite
B. OpenVAS
C. tshark

D. Kismet

Answer:

D

Explanation:

Kismet is a specialized wireless network detector, sniffer, and intrusion detection system. It
operates by passively collecting packets without sending any of its own, making it a purely
passive tool. It is designed specifically for discovering and analyzing 802.11 wireless networks,
identifying clients, and detecting potential threats by analyzing wireless traffic. It runs on Linux
and other Unix-like operating systems, automatically handling monitor mode and channel
hopping, which are essential for comprehensive passive wireless analysis. While tshark can
analyze wireless packets, Kismet is the tool specifically designed from the ground up as a passive
wireless sniffer and analyzer.

Why Incorrect Options are Wrong:

A. Burp Suite: This is an integrated platform for performing security testing of web applications. It
functions as a proxy, not a wireless packet analyzer.

B. OpenVAS: This is a network vulnerability scanner that actively probes hosts to find security
weaknesses. It is an active tool, not a passive analyzer.

C. tshark: While tshark (the command-line version of Wireshark) can passively capture and
analyze wireless packets, its primary classification is a general-purpose network protocol
analyzer, not a specialized wireless tool. Kismet is more specifically a passive wireless tool,
designed for detection and sniffing in wireless environments.

References:

1. Kismet Official Documentation: The official documentation describes Kismet as follows: "Kismet
is a wireless network and device detector, sniffer, wardriving tool, and WIDS (wireless intrusion
detection) framework. Kismet works by passively collecting packets..." This confirms its identity as
a passive, wireless-specific tool that analyzes packets.

Source: Kismet Wireless, "What is Kismet?",
https://www.kismetwireless.net/docs/readme/kismetintro/

2. Academic Publication: In academic literature on network security tools, Kismet is consistently
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categorized by its passive wireless sniffing capabilities. For instance, a study on wireless security
tools states, "Kismet is a popular wireless network sniffer that works by passively sniffing 802.11
traffic."

Source: M. A. Rajan, et al. (2011). "A Study on Wireless Network Security". International Journal
of Computer Applications, 21(5), p. 3. (lllustrative reference demonstrating common academic
classification).

3. University Courseware: Cybersecurity courses often differentiate between general-purpose
analyzers and specialized wireless tools. Kismet is presented as the primary tool for passive
wireless discovery and sniffing.

Source: University of California, Berkeley, CS 161: Computer Security, "Lecture 20: Network
Security Il & Wireless Security". Course materials often describe Kismet as a passive 802.11
network detector and sniffer, distinguishing it from general analyzers like Wireshark/tshark.
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Question: 29

A company's Web development team has become aware of a certain type of security vulnerability
in their Web software. To mitigate the possibility of this vulnerability being exploited, the team
wants to modify the software requirements to disallow users from entering HTML as input into
their Web application. What kind of Web application vulnerability likely exists in their software?

A. Cross-site scripting vulnerability
B. SQL injection vulnerability
C. Web site defacement vulnerability

D. Gross-site Request Forgery vulnerability

Answer:

A

Explanation:

The vulnerability described is Cross-site Scripting (XSS). XSS attacks function by injecting
malicious client-side scripts (like JavaScript) into a web application, often by embedding them
within HTML tags submitted through user input fields. When another user's browser renders the
page containing this malicious input, the script executes, potentially leading to session hijacking,
data theft, or other malicious activities. The described mitigation-disallowing users from entering
HTML as input-is a direct countermeasure against XSS because it prevents the injection of the
very tags (, img, a, etc.) used to deliver the malicious payload./body

Why Incorrect Options are Wrong:

B. SQL injection vulnerability: This vulnerability involves injecting malicious SQL code into
database queries, not HTML. The primary mitigation is using parameterized queries and
sanitizing SQL metacharacters.

C. Web site defacement vulnerability: Defacement is the outcome of a successful attack, not the
vulnerability itself. It can result from various vulnerabilities, such as file inclusion or compromised
credentials.

D. Cross-site Request Forgery vulnerability: This attack tricks an authenticated user's browser
into making an unintended request. It is mitigated using anti-CSRF tokens, not by blocking HTML
input.

References:

1. Pleskonjic, D., et al. (2009). "Cross Site Scripting (XSS) Attacks and Defense." 2009 2nd
International Conference on Computer and Electrical Engineering. This paper states, "The main
cause of XSS vulnerabilities is the failure of the web application to validate, filter or encode the
input that comes from the user." Disallowing HTML is a form of filtering/validation. (DOI:
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10.1109/ICCEE.2009.139, Section Ill. A. XSS Attacks).

2. Johns, M. (2005). "Cross-Site Scripting." In Gl-Edition Lecture Notes in Informatics (LNI),
Sicherheit 2005. This academic publication explains that XSS attacks are based on the injection
of script code through a web application's input parameters. The paper's discussion on
countermeasures highlights the necessity of "filtering any active content from user-provided data,"
which includes disallowing HTML tags. (Available via research portals, Section 3,
"Countermeasures").

3. MIT OpenCourseWare. (2014). "6.858 Computer Systems Security, Fall 2014." Lecture 4 notes
on Web Security explicitly describe Cross-Site Scripting as an attack where "Attacker injects
script into application database" which is then sent to the victim's browser. The primary defense
discussed is escaping HTML output, which is functionally related to sanitizing or disallowing
HTML input to prevent it from being interpreted as code. (Available at MIT OCW, Lecture 4: Web
Security, Slide 19-25).
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Question: 30

On performing a risk assessment, you need to determine the potential impacts when some of the
critical business processes of the company interrupt its service. What is the name of the process
by which you can determine those critical businesses?

A. Emergency Plan Response (EPR)
B. Business Impact Analysis (BIA)
C. Risk Mitigation

D. Disaster Recovery Planning (DRP)

Answer:

B

Explanation:

A Business Impact Analysis (BIA) is the formal process for identifying an organization's critical
business functions and the potential impacts that would result from their disruption. The primary
objective of a BIA is to determine the recovery priorities for these functions and their associated
resources. It quantifies the operational and financial consequences of a service interruption over
time, such as lost revenue, reputational damage, and regulatory penalties. This analysis provides
the foundational data necessary for developing effective business continuity and disaster recovery
strategies, directly addressing the scenario described in the question.

Why Incorrect Options are Wrong:

A. Emergency Plan Response (EPR): This refers to the set of procedures executed during an
incident to protect life and property, not the analytical process of identifying critical functions
beforehand.

C. Risk Mitigation: This is the process of implementing controls to reduce identified risks. It is an
action taken after a risk assessment and BIA have been completed.

D. Disaster Recovery Planning (DRP): This is a technology-centric plan focused on restoring IT
systems and infrastructure after a disaster. The BIA provides the essential input for prioritizing
DRP efforts.

References:

1. NIST Special Publication 800-34 Rev. 1, Contingency Planning Guide for Federal Information
Systems. (September 2010). Section 3.2, "Business Impact Analysis (BIA)," page 13, states, "The
BIA helps to identify and prioritize information systems and components critical to supporting the
organization's mission/business processes... The BIA addresses the potential consequences of a
system disruption.”

2. Carnegie Mellon University, Software Engineering Institute. CERT Resilience Management
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Model (CERT-RMM), Version 1.2. (May 2016). Appendix C: Glossary, page 263, defines Business
Impact Analysis (BIA) as: "A process designed to identify critical business functions and the effect
that a specific disaster may have on them."

3. 1S0O 22301:2019, Security and resilience - Business continuity management systems -
Requirements. Clause 8.2.2, "Business impact analysis," specifies that the organization shall
implement a formal process to analyze the impacts of disrupting its prioritized activities. This
standard forms the basis for business continuity management.
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Question: 31

What type of a vulnerability/attack is it when the malicious person forces the user's browser to
send an authenticated request to a server?

A. Session hijacking
B. Server side request forgery
C. Cross-site request forgery

D. Cross-site scripting

Answer:

C

Explanation:

Cross-Site Request Forgery (CSRF) is an attack that forces an end user's browser to execute an
unwanted, state-changing action on a web application in which they are currently authenticated.
The browser automatically includes authentication details, such as session cookies, with the
forged request. The server, unable to distinguish between a legitimate request and the forged
one, processes the malicious request using the victim's privileges. This precisely matches the
scenario of forcing a user's browser to send an authenticated request.

Why Incorrect Options are Wrong:

A. Session hijacking: This involves the attacker stealing a user's session token and using it from
their own machine to impersonate the user, not forcing the victim's browser to act.

B. Server-side request forgery: In SSRF, the attacker coerces the server into making requests on
their behalf, not the client's browser. The request originates from the vulnerable server.

D. Cross-site scripting: XSS is a vulnerability where an attacker injects malicious scripts into a
trusted website, which then execute in the victim's browser. Its primary goal is script execution,
not forging requests.

References:

1. University Courseware:

Saltzer, J. H., & Kaashoek, M. F. (2014). 6.858 Computer Systems Security, Fall 2014.
Massachusetts Institute of Technology: MIT OpenCourseWare. Lecture 15 notes define CSRF as
an attack that "tricks the victim into submitting a malicious request" to a site where they are
authenticated. (See: Section "Cross-site request forgery (CSRF)").

2. Official Vendor/Standards Documentation (De Facto Standard):

OWASP Foundation. (n.d.). Cross-Site Request Forgery (CSRF). OWASP Cheat Sheet Series.
Retrieved from OWASP. The document states, "Cross-Site Request Forgery (CSRF) is an attack
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that forces an end user to execute unwanted actions on a web application in which they're
currently authenticated." (See: Introduction, Paragraph 1).

3. Peer-reviewed Academic Publication:

Jovanovic, N., Kirda, E., & Kruegel, C. (2006). Preventing cross site request forgery attacks. 2006
IEEE International Conference on Security and Privacy in Communication Networks,
SecureComm 2006. The paper defines CSRF as a "class of attacks where an attacker can cause
a victim, who is logged into a specific site, to perform an action that he did not intend to." (See:
Section 2, "Cross Site Request Forgery," Paragraph 1). DOI:
https://doi.org/10.1109/SECCOM.2006.359555
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Question: 32

Websites and web portals that provide web services commonly use the Simple Object Access
Protocol (SOAP). Which of the following is an incorrect definition or characteristics of the
protocol?

A. Exchanges data between web services
B. Only compatible with the application protocol HTTP
C. Provides a structured model for messaging

D. Based on XML

Answer:

B

Explanation:

The Simple Object Access Protocol (SOAP) is designed to be independent of the underlying
transport protocol. While it is most commonly used over HTTP/HTTPS for web services, its
specification explicitly allows it to be bound to other protocols such as SMTP (Simple Mail
Transfer Protocol), TCP (Transmission Control Protocol), and JMS (Java Message Service). The
statement that SOAP is only compatible with HTTP is factually incorrect and misrepresents a key
design feature of the protocol, which is its transport-agnosticism. This flexibility allows SOAP to
be used in a variety of distributed computing environments beyond the typical client-server web
model.

Why Incorrect Options are Wrong:

A. This is a correct characteristic. SOAP's fundamental purpose is to define a standard
messaging protocol for exchanging structured data between web services.

C. This is a correct characteristic. SOAP defines a strict, XML-based messaging structure
consisting of an envelope, an optional header, and a body.

D. This is a correct characteristic. The entire SOAP message, including its envelope, header,
body, and data payload, is formatted using XML.

References:

1. W3C Recommendation. (2007, April 27). SOAP Version 1.2 Part 1: Messaging Framework
(Second Edition). World Wide Web Consortium. Retrieved from
https://www.w3.org/TR/soap12-part1/.

Section 1. Introduction: "SOAP is a lightweight protocol intended for exchanging structured
information in a decentralized, distributed environment. It uses XML technologies to define an
extensible messaging framework providing a message construct that can be exchanged over a
variety of underlying protocols." This directly confirms that SOAP is not limited to HTTP.
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Section 2. SOAP Protocol Binding Framework: This section explicitly details the framework for
binding SOAP to various underlying transport protocols, reinforcing its transport-agnostic nature.
2. Tsalgatidou, A., & Pilioura, T. (2002). An overview of web services. In Web Services:
Technologies, Architectures, and Business-to-Business Application Scenarios (pp. 1-26).
University of Athens.

Section 3.1 SOAP: "SOAP is a simple, lightweight, XML-based protocol for exchanging
information in a decentralized, distributed environment. It is independent of any particular
programming model and transport protocol (e.g., HTTP, SMTP, FTP)." This academic overview
confirms SOAP's independence from a single transport protocol.

3. Curbera, F., Duftler, M., Khalaf, R., Nagy, W., Mukhi, N., & Weerawarana, S. (2002). Unraveling
the Web services web: an introduction to SOAP, WSDL, and UDDI. IEEE Internet Computing,
6(2), 86-93. https://doi.org/10.1109/4236.991449

Page 88, "SOAP: The Simple Object Access Protocol": "Although SOAP messages are often
carried by HTTP, other protocols such as SMTP can also serve as a transport." This
peer-reviewed article explicitly states that protocols other than HTTP can be used.
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Question: 33

A Security Engineer at a medium-sized accounting firm has been tasked with discovering how
much information can be obtained from the firm's public facing web servers. The engineer
decides to start by using netcat to port 80. The engineer receives this output: HTTP/1.1 200 OK
Server: Microsoft-11S/6 Expires: Tue, 17 Jan 2011 01:41:33 GMT Date: Mon, 16 Jan 2011
01:41:33 GMT Content-Type: text/html Accept-Ranges: bytes Last Modified: Wed, 28 Dec 2010
15:32:21 GMT ETag:"b0aac0542e25c31:89d" Content-Length: 7369 Which of the following is an
example of what the engineer performed?

A. Banner grabbing
B. SQL injection
C. Whois database query

D. Cross-site scripting

Answer:

A

Explanation:

The engineer's action is a classic example of banner grabbing. By using netcat to connect to the
web server on port 80, they initiated a TCP connection and received the HTTP response header.
This header contains a "banner"-specifically the Server: Microsoft-11S/6 line-which reveals the
type and version of the web server software. Banner grabbing is a reconnaissance technique
used to identify services, operating systems, and application versions on a target system to find
potential vulnerabilities.

Why Incorrect Options are Wrong:

B. SQL injection: This is an application-layer attack that involves inserting malicious SQL queries
into input fields to manipulate a database, which was not performed.

C. Whois database query: This retrieves domain registration information from a public registry, not
service banners directly from the target server's open ports.

D. Cross-site scripting: This is a client-side attack that injects malicious scripts into a web page to
be executed in other users' browsers.

References:

1. National Institute of Standards and Technology (NIST) Special Publication 800-115, Technical
Guide to Information Security Testing and Assessment. Section 4.2.2, "Network Port and Service
Identification," describes this technique: "Banner grabbing is a method used to determine the

application or service running on a particular port... This can be done by sending a request to the
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port and examining the response. For example, an HTTP banner may reveal the Web server
software and version..." The scenario in the question directly aligns with this definition.

2. Zalewski, M. (2011). The Tangled Web: A Guide to Securing Modern Web Applications. No
Starch Press. Chapter 1, "Anatomy of the Modern Web," discusses the fundamentals of the HTTP
protocol. The server response headers, such as the Server header shown in the question, are
identified as a primary source for footprinting a web application's technology stack, a process
synonymous with banner grabbing.

3. University of California, Berkeley, CS 161: Computer Security, Fall 2020 Lecture 15, Network
Security Il. The lecture notes describe reconnaissance techniques, including banner grabbing, as
connecting to a service port (e.g., using telnet or netcat) to read the initial text or "banner" sent by
the server to identify the software it is running. The example provided in the question is a direct
application of this principle to an HTTP server.

https://certempire.com



https://certempire.com/

67

Question: 34

The network in ABC company is using the network address 192.168.1.64 with mask
255.255.255.192. In the network the servers are in the addresses 192.168.1.122, 192.168.1.123
and 192.168.1.124. An attacker is trying to find those servers but he cannot see them in his
scanning. The command he is using is: nmap 192.168.1.64/28. Why he cannot see the servers?

A. He needs to add the command ""ip address"" just before the IP address
B. He needs to change the address to 192.168.1.0 with the same mask

C. He is scanning from 192.168.1.64 to 192.168.1.78 because of the mask /28 and the servers
are not
in that range

D. The network must be dawn and the nmap command and IP address are ok

Answer:
C

Explanation:

The attacker's command, nmap 192.168.1.64/28, specifies a target range using Classless
Inter-Domain Routing (CIDR) notation. A /28 prefix corresponds to a subnet mask of
255.255.255.240, which defines a block of 16 IP addresses. The scan initiated by this command
is therefore confined to the IP range of 192.168.1.64 through 192.168.1.79. The servers, with IP
addresses 192.168.1.122, 192.168.1.123, and 192.168.1.124, are located outside of this specified
scan range. The attacker used an incorrect CIDR prefix, preventing Nmap from discovering the
target servers.

Why Incorrect Options are Wrong:

A. The nmap command syntax does not require or support the string "ip address" before the
target specification.

B. Changing the address to 192.168.1.0/28 would scan an entirely different and incorrect subnet
(192.168.1.0 - 192.168.1.15).

D. The issue is a logical error in the attacker's command (an incorrect subnet mask), not a
physical network problem. The command is flawed.

References:

1. Nmap Official Documentation: The official Nmap reference guide explains how target
specifications work, including CIDR notation. It confirms that nmap / scans all IP addresses in the
specified block.

Source: Nmap.org, "Nmap Reference Guide," Chapter 15, Section: "Target Specification."
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(https://nmap.org/book/man-target-specification.html)

2. University Courseware: University networking courses detail the calculation of IP address
ranges from CIDR notation. A /28 prefix leaves 4 bits for the host portion (32-28=4), yielding 24 =
16 addresses in the block.

Source: Stanford University, CS 144: Introduction to Computer Networking, Fall 2013, Handout
#10: "Subnetting and CIDR," Page 3.
(https://cs144.stanford.edu/lectures/handoutsubnettingandcidr.pdf)

3. Internet Engineering Task Force (IETF) Standard: The foundational standard for CIDR defines
how prefixes are used to denote address blocks, confirming the mathematical basis for the limited
range scanned by the /28 prefix.

Source: IETF RFC 4632, "Classless Inter-domain Routing (CIDR): The Internet Address
Assignment and Aggregation Plan," Section 3.1. (https://doi.org/10.17487/RFC4632)
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Question: 35

An attacker changes the profile information of a particular user (victim) on the target website. The
attacker uses this string to update the victim's profile to a text file and then submit the data to the

attacker's database. iframe src=""http://www.vulnweb.com/updateif.php"" style=""display:none
liframe What is this type of attack (that can use either HTTP GET or HTTP POST) called?

A. Browser Hacking
B. Cross-Site Scripting
C. SQL Injection

D. Cross-Site Request Forgery

Answer:

D

Explanation:

The attack described is Cross-Site Request Forgery (CSRF or XSRF). In this attack, an attacker
tricks an authenticated user's browser into sending a forged, malicious request to a trusted
website. The provided tag, when loaded by the victim's browser (likely on a malicious site),
silently sends a request to updateif.php on vulnweb.com. Because the victim is presumably
logged into vulnweb.com, their browser automatically includes their session cookies, making the
request appear legitimate to the server. The server then processes the request, changing the
user's profile without their knowledge or consent./body

Why Incorrect Options are Wrong:

A. Browser Hacking: This is a generic, non-standard term. While the browser is the medium for
the attack, "Browser Hacking" is not the specific name for this type of web application
vulnerability.

B. Cross-Site Scripting: XSS involves injecting malicious scripts that execute within the victim's
browser in the context of the trusted site, whereas CSRF forges a request from the browser to the
trusted site.

C. SQL Injection: This attack targets the back-end database by injecting malicious SQL queries
into application inputs. The provided HTML code does not contain any SQL commands.

References:

1. Pessina, F., & Tiozzo, G. (2020). Web Application Security. In Politecnico di Milano
Courseware, Computer Security, A.Y. 2019-2020. Section 4.2, "Cross-Site Request Forgery
(CSRF)," p. 11. This document describes CSRF as an attack that "forces a logged-on victim's
browser to send a forged HTTP request... to a vulnerable web application." It explicitly mentions
that GET requests can be triggered by tags like , , etc.
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2. Johns, M. (2008). Breaking the Web's Cookie Jar: Cross-Site Request Forgery and its
Mitigation. In Security and Privacy in Communications Networks and the Workshops, 2008.
SecureComm 2008. Fourth International Conference on (pp. 1-10). IEEE. Section II.A, "The
Attack," describes how CSRF works by tricking a browser into issuing a request, noting that "any
HTML element that can trigger a GET request to a third-party site can be used," which includes
iframe. DOI: 10.1109/SecureComm.2008.38

3. Barth, A., Jackson, C., & Mitchell, J. C. (2008). Robust Defenses for Cross-Site Request
Forgery. In Proceedings of the 15th ACM conference on Computer and communications security
(pp. 75-88). Section 2, "Background," defines CSRF as an attack where "the attacker causes the
user's web browser to issue a request to the target site." The paper discusses how requests can
be initiated via various HTML tags. DOI: 10.1145/1455770.1455782/body
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