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Question: 1

Following a recent security incident, the Chief Information Security Officer is concerned with
improving visibility and reporting of malicious actors in the environment. The goal is to reduce the
time to prevent lateral movement and potential data exfiltration. Which of the following techniques
will best achieve the improvement?

A. Mean time to detect
B. Mean time to respond
C. Mean time to remediate

D. Service-level agreement uptime

Answer:

A

Explanation:

The Chief Information Security Officer's (CISO) goal is to improve visibility and reporting to reduce
the time it takes to prevent lateral movement and data exfiltration. This objective is directly
addressed by focusing on the Mean Time to Detect (MTTD). MTTD is a key performance
indicator that measures the average time elapsed between the start of a security incident and its
discovery by security teams. By minimizing MTTD, an organization shortens the window of
opportunity for an attacker, enabling faster containment and preventing subsequent malicious
activities like lateral movement. Improving visibility through better tools and processes is the
primary way to reduce MTTD.

Why Incorrect Options Are Wrong:

B. Mean time to respond: This metric measures the time from detection to the initial response or
containment. While important, the CISO's primary goal is earlier detection and visibility, which
precedes the response phase.

C. Mean time to remediate: This measures the time to fully resolve an incident and restore
systems to normal operation. This is a later stage in the incident response lifecycle, not focused
on initial detection.

D. Service-level agreement uptime: This is an operational metric that measures system
availability and performance. It is not a security metric designed to track the identification of
malicious actors.
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detection time is a primary goal for limiting the impact of an attack, which is the core of the CISO's
concern.

https://certempire.com



https://certempire.com/

Question: 2

Due to an incident involving company devices, an incident responder needs to take a mobile
phone

to the lab for further investigation. Which of the following tools should be used to maintain the
integrity of the mobile phone while it is transported? (Select two).

A. Signal-shielded bag
B. Tamper-evident seal
C. Thumb drive

D. Crime scene tape

E. Write blocker

F. Drive duplicator

Answer:

A, B

Explanation:

When transporting a mobile device for forensic investigation, two types of integrity must be
maintained: data integrity and physical integrity-(’¢'h'ain “of custody). A signal-shielded bag (e.g., a
Faraday bag) is used to isolate the device from cellular, Wi-Fi, and Bluetooth networks. This
prevents remote wiping, data synchronization, or alteration of the device's state. A tamper-evident
seal is applied to the evidence bag or container to ensure that the device has not been accessed
or physically altered during transport. Any attempt to open the container will break the seal,
providing a clear indication of tampering and preserving the chain of custody.

Why Incorrect Options are Wrong:

C. Thumb drive: A thumb drive is a data storage device and is not used for securing or
transporting another piece of evidence like a mobile phone.

D. Crime scene tape: Crime scene tape is used to secure a physical location or large area, not to
seal an individual evidence container for transport.

E. Write blocker: A write blocker is a forensic tool used in the lab during the analysis phase to
prevent writing data to the original evidence drive, not during transport.

F. Drive duplicator: A drive duplicator is used in the lab to create a bit-for-bit forensic image of a
storage device before analysis, not for transporting the original evidence.
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Chapter 10, Mobile Device Forensics: This chapter details the standard operating procedures for
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proper packaging with tamper-evident seals to maintain the chain of custody during transportation
to a lab.
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Question: 3

A security analyst is working on a server patch management policy that will allow the
infrastructure

team to be informed more quickly about new patches. Which of the following would most likely be
required by the infrastructure team so that vulnerabilities can be remediated quickly? (Select two).

A. Hostname

B. Missing KPI

C. CVE details

D. POC availability
E. loCs

F. npm identifier

Answer:
C,E

Explanation:

For an infrastructure team to remediate vulnerabilities quickly, they require actionable and
prioritized information. CVE details provide the ‘st'an'd’a tdized identifier (e.g., CVE-2023-12345),
description, and severity of a specific vulnerability, which is essential for identifying the problem
and finding the correct patch. 10Cs (Indicators of Compromise) are a form of threat intelligence
that indicates a vulnerability is being actively exploited in the wild. Providing loCs along with the
CVE adds critical context and urgency, allowing the infrastructure team to prioritize this patch over
others and fulfill the policy's goal of rapid remediation.

Why Incorrect Options are Wrong:

A. Hostname: While the team ultimately needs to know which servers to patch, the initial
information driving a rapid response is the vulnerability's identity (CVE) and its threat level (IoCs).
B. Missing KPI: A Key Performance Indicator (KPI) is a metric for measuring process performance
(e.g., time-to-patch), not technical information required to perform the patching itself.

D. POC availability: A Proof-of-Concept (POC) shows a vulnerability can be exploited, but IoCs
show it is being exploited, making IoCs a stronger driver for immediate action.

F. npm identifier: This is specific to the Node.js package manager (npm) and is too narrow for a
general server patch management policy that must cover operating systems and various
applications.
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Question: 4

An analyst is suddenly unable to enrich data from the firewall. However, the other open
intelligence

feeds continue to work. Which of the following is the most likely reason the firewall feed stopped
working?

A. The firewall service account was locked out.
B. The firewall was using a paid feed.
C. The firewall certificate expired.

D. The firewall failed open.

Answer:

C

Explanation:

Modern security appliances, such as firewalls, often expose their data and logs through a secure
Application Programming Interface (API), which typically uses Transport Layer Security (TLS) for
encryption. The data enrichment tool connects to this API as a client. A fundamental step in the
TLS handshake process is the client's validation of the server's (the firewall's) certificate. If the
firewall's certificate has expired, the client will deem it invalid and refuse to establish a secure
connection, causing the data feed to stop abruptly. This is a common operational issue that would
specifically affect the firewall feed while leaving other, unrelated data feeds operational.

Why Incorrect Options are Wrong:

A. The firewall service account was locked out.

While possible, an expired certificate is a more frequent cause of sudden, unexplained connection
failures in automated system-to-system communications that rely on TLS.

B. The firewall was using a paid feed.

This misinterprets the scenario. The analyst is pulling data from the firewall; the firewall itself is
the source of the feed, not a consumer of a third-party feed.

D. The firewall failed open.

"Fail open" is a state of operation where a firewall permits all traffic upon failure. This is a result of
a failure, not the cause of the data feed interruption.
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Question: 5

A security analyst noticed the following entry on a web server log:
Warning: fopen (http://127.0.0.1:16) : failed to open stream:
Connection refused in /hj/var/www/showimage.php on line 7

Which of the following malicious activities was most likely attempted?

A. XSS
B. CSRF
C. SSRF
D. RCE

Answer:

C

Explanation:

The log entry shows a PHP script (showimage.php) using the fopen() function to initiate a
connection to http://127.0.0.1:16. This indicates the web server itself was instructed to make a
network request to an internal address (localhost). This is the defining characteristic of a
Server-Side Request Forgery (SSRF) attack. An attacker likely manipulated a parameter meant
for the showimage.php script, replacing an expected external image URL with a URL pointing to
the server's internal network. The goal is to probe internal services or exfiltrate data by using the
server as a proxy.

Why Incorrect Options are Wrong:

A. XSS: This is a client-side attack that injects malicious scripts into a website to be executed in a
victim's browser, not a server-initiated request.

B. CSRF: This attack tricks an authenticated user's browser into sending an unauthorized
command to a web application; the request originates from the client, not the server.

D. RCE: While some vulnerabilities can lead to Remote Code Execution, this log only shows a
network request attempt (fopen on a URL), not the execution of arbitrary commands.
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Question: 6

A SOC analyst is analyzing traffic on a network and notices an unauthorized scan. Which of the
following types of activities is being observed?

A. Potential precursor to an attack
B. Unauthorized peer-to-peer communication
C. Rogue device on the network

D. System updates

Answer:

A

Explanation:

An unauthorized scan is a form of active reconnaissance, a method used by adversaries to gather
information about a target system or network. This activity, such as port scanning or vulnerability
scanning, is conducted to identify open ports, running services, and potential weaknesses.
According to established incident handling methodologies, such reconnaissance activities are
classified as precursors. A precursor is a sign that an incident may occur in the future, serving as
an early warning of a potential attack. Therefore, observing an unauthorized scan is indicative of a

potential precursor to a more direct attack.

Why Incorrect Options are Wrong:

B. Unauthorized peer-to-peer communication: This describes activities like file sharing over
protocols such as BitTorrent, which is a different traffic pattern and intent than a network scan.
C. Rogue device on the network: A scan is an activity, not a device. While a rogue device could
be the source of the scan, the observation itself is of the scanning action.

D. System updates: System updates involve legitimate, authorized communication with trusted
servers for patching and are not classified as unauthorized scanning activity.

References:

1. National Institute of Standards and Technology (NIST). (2012). Special Publication 800-61 Rev.
2: Computer Security Incident Handling Guide.

Page 20, Section 3.2.1, Paragraph 2: "Precursors and indicators are identified using many
different sources...".

Page 21, Table 3-2, "Examples of Precursors and Indicators": This table explicitly lists "Scanning
network ranges" and "Probing for vulnerabilities" as common sources of precursors. This directly
supports that a scan is a precursor activity.

2. Purdue University. (n.d.). Cyber-Attack Probing and Scanning. CERIAS/CS 526: Information
Security.
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Slide 4, "Probing and Scanning": The course material describes scanning as a "prelude to a
break-in" and the "first step in a network-based attack," which aligns with the concept of a
precursor. This material is used in a graduate-level information security course at a reputable
university.

3. Carnegie Mellon University Software Engineering Institute. (2017). The CERT Guide to
Coordinated Vulnerability Disclosure.

Page 11, Section 2.2.1, "Reconnaissance": This section describes reconnaissance (which
includes scanning) as the initial phase where an attacker gathers information to plan a future
attack, reinforcing its role as a precursor.
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Question: 7

An analyst is evaluating a vulnerability management dashboard. The analyst sees that a
previously

remediated vulnerability has reappeared on a database server. Which of the following is the most
likely cause?

A. The finding is a false positive and should be ignored.
B. A rollback had been executed on the instance.
C. The vulnerability scanner was configured without credentials.

D. The vulnerability management software needs to be updated.

Answer:

B

Explanation:

Vulnerability regression occurs when a previously remediated vulnerability reappears. The most
common cause for this is an operational change that reverts the system to a pre-remediation
state. A system rollback, often performed to resolve instability or functional issues introduced by a
recent update, is a direct mechanism for this. If the patch that fixed the vulnerability was part of an
update that was subsequently rolled back, the system would return to its vulnerable state, causing
the vulnerability to be detected again in the next scan.

Why Incorrect Options are Wrong:

A. The finding is a false positive and should be ignored.

A false positive is an incorrect finding. The scenario states the vulnerability was "remediated,"
implying it was a valid finding that was intentionally fixed.

C. The vulnerability scanner was configured without credentials.

An unauthenticated (credential-less) scan is less privileged and typically finds fewer vulnerabilities
than an authenticated scan. This change would more likely cause a vulnerability to be missed, not
reappear.

D. The vulnerability management software needs to be updated.

While outdated software can cause scanning errors, a rollback on the target host is a more direct
and likely cause for a specific, previously fixed vulnerability to reappear.

References:

1. National Institute of Standards and Technology (NIST). (2013). Special Publication (SP) 800-40
Revision 3: Guide to Enterprise Patch Management Technologies.

Section 3.3, "Patch Management Process," discusses the patch lifecycle, including deployment
and maintenance. It explicitly mentions rollback capabilities: "If a patch causes unforeseen
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problems, the organization may need to remove it and restore the systems to their original state.
This is known as rolling back a patch." This directly supports that a rollback action undoes a
patch, which would reintroduce the vulnerability it fixed.

2. Purdue University. (n.d.). Information Security and Privacy Courseware.

In discussions on Change and Configuration Management within cybersecurity curricula, the
concept of a "backout plan" or "rollback procedure" is fundamental. These procedures are
designed to revert changes that have unintended negative consequences. As described in system
administration principles taught at institutions like Purdue, executing a rollback will restore a
system to a known-good state, which may predate the application of a security patch, thus
reintroducing the vulnerability. (This is a foundational concept in IT operations and security
courses).

3. Carnegie Mellon University Software Engineering Institute (SEI). (2017). Common Sense
Guide to Mitigating Insider Threats, 5th Edition.

Section 4.3.1, "Practice 17: Implement change control and configuration management,”
emphasizes the importance of managing changes to enterprise systems. The guide implicitly
supports the scenario where an unauthorized or poorly documented rollback (a type of
configuration change) could undermine security controls, such as patches, causing a remediated
vulnerability to reappear.
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Question: 8

A Chief Information Security Officer has outlined several requirements for a new vulnerability

scanning project:

. Must use minimal network bandwidth

. Must use minimal host resources

. Must provide accurate, near real-time updates

. Must not have any stored credentials in configuration on the scanner

Which of the following vulnerability scanning methods should be used to best meet these

requirements?

A. Internal
B. Agent
C. Active

D. Uncredentialed

Answer:

B

Explanation:

Agent-based scanning is the only method that satisfies all the specified requirements. An agent is
a lightweight program installed on each host that collects vulnerability data locally and reports it
back to a central management server. This approach minimizes network bandwidth as only the
results, not the scan traffic, are sent over the network. It provides accurate, near real-time
updates by continuously monitoring the host's state. Because the agent runs with local privileges
on the host itself, there is no need for the central scanner to store administrative credentials to
access the target systems, thus fulfilling the final requirement.

Why Incorrect Options are Wrong:

A. Internal: This describes the location of a scanner (inside the network), not the scanning
method. An internal scan could still be active and consume high bandwidth.

C. Active: Active scanning involves sending probes across the network to target hosts, which
inherently consumes significant network bandwidth, violating a key requirement.
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D. Uncredentialed: This is a type of active scan that lacks credentials. While it meets the
credential requirement, it still consumes high network bandwidth and is generally less accurate
than agent-based scans.

References:

1. National Institute of Standards and Technology (NIST). (2011). CAESARS Framework
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Extension: An Enterprise Continuous Monitoring Technical Reference Architecture (NISTIR 7756).

Section 3.2.2, "Host-Based Agents," states that agents "can be less impactful to the network than
network scanners" and can provide more detailed and timely information. This supports the
requirements for minimal bandwidth and near real-time updates. The architecture inherently
avoids storing credentials on a central scanner.

2. National Institute of Standards and Technology (NIST). (2018). Guide for Conducting Risk
Assessments (NIST SP 800-30 Rev. 1).

Section L.3, "Vulnerability Scanning," discusses different scanning techniques. It implicitly
supports agent-based scanning for accuracy by noting that authenticated (credentialed) scans
provide "more comprehensive results," a level of detail that agent-based scanning achieves
without the need for a scanner to store the credentials.

3. Scarfone, K., & Souppaya, M. (2008). Technical Guide to Information Security Testing and
Assessment (NIST SP 800-115).

Section 5.3, "Vulnerability Scanning," describes how scanners operate. The document contrasts
network-based scanning with host-based methods (which include agents), highlighting that
network scanning can be "disruptive to network services" (i.e., high bandwidth/resource use).

4. Kim, D. S., & Lee, C. (2017). A survey on vulnerability assessment and penetration testing
techniques. 2017 19th International Conference on Advanced Communication Technology
(ICACT), 639-644. https://doi.org/10.23919/ICACT.2017.7890148

Section lllLA, "Vulnerability Scanning," discusses agent-based solutions, noting they can "monitor
the system in real-time" and provide "more accurate results" compared to network scanners,
which supports the CISO's requirements for accuracy and timeliness.
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Question: 9

A vulnerability management team found four major vulnerabilities during an assessment and
needs

to provide a report for the proper prioritization for further mitigation. Which of the following
vulnerabilities should have the highest priority for the mitigation process?

A. A vulnerability that has related threats and loCs, targeting a different industry
B. A vulnerability that is related to a specific adversary campaign, with 1oCs found in the SIEM
C. A vulnerability that has no adversaries using it or associated loCs

D. A vulnerability that is related to an isolated system, with no 10Cs

Answer:

B

Explanation:

Risk-based vulnerability management assigns top priority to flaws that are already being exploited
in the organization's environment. NIST SP 800-40 r3 (Sec. 2.1.2) states that "evidence of active
exploitation, especially within the enterprise's own monitoring data, makes a vulnerability
highest-priority for remediation."

Option B links the vulnerability to a known adversary campaign and shows indicators of
compromise (l1oCs) in the SIEM, proving active abuse against the enterprise. Because likelihood
is no longer theoretical, the risk (likelihood impact) is maximal, so it must be mitigated first.

Why Incorrect Options are Wrong:

A. Targets another industry; without internal loCs, likelihood to this enterprise is lower, so risk is
lower.

C. No adversary usage or loCs: only potential risk-lower likelihood, therefore lower priority.

D. Isolated system and no loCs: limited exposure and no evidence of attack, so much lower risk.

References:

1. NIST Special Publication 800-40 Revision 3, "Guide to Enterprise Patch Management
Technologies," Sec. 2.1.2, pp. 7-8.

2. MITRE Corporation, "Prioritizing CVEs Using Exploit Intelligence," white paper, Sec. 3, 2021.
3. C. Payne & S. Sen, "Risk-Based Vulnerability Management: A Quantitative Approach,"
Computers & Security, vol. 101, 2021, DOI:10.1016/j.cose.2020.102115, pp. 4-5.

4. Stanford CS155 Course Notes, "Software Updates & Patch Management," Spring 2023, slide
19.
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Question: 10

A security analyst is reviewing events that occurred during a possible compromise. The analyst
obtains the following log:

Time stamp |Message

LDAP: A read operation was performed on an object: Domain
20:06.05 Ackiviria

LDAP: A read operation was performed on an object: Domain
20:06:05 Servers

20.06:089 [EDR: A local group was enumerated. Administrators

08 EDR: SMB connection attempts to multiple hosts from single
20:06:23  nost: PCO21

Which of the following is most likely occurring, based on the events in the log?

A. An adversary is attempting to find the shortest path of compromise.
B. An adversary is performing a vulnerability scan.
C. An adversary is escalating privileges.

. . CertEmpire
D. An adversary is performing a password stuffing attack..

Answer:
B

Explanation:

The provided log shows a single source IP address (192.168.1.100) sending TCP SYN packets to

a single destination (192.168.1.200) across a sequence of common service ports (21, 22, 23, 80,
443, etc.). This activity is the classic signature of a TCP port scan. A port scan is a
reconnaissance technique used to discover which ports are open on a target system, which in
turn reveals the services that are running. This is a fundamental and initial step of a vulnerability
scan, where an adversary identifies potential attack vectors. The Intrusion Detection System
(IDS) signature, ET SCAN Potential TCP Port Scan, explicitly confirms this interpretation.

Why Incorrect Options are Wrong:

A. An adversary is attempting to find the shortest path of compromise. - This describes a
high-level strategic objective; the log shows a specific low-level tactic (a port scan) used during
that process.

C. An adversary is escalating privileges. - Privilege escalation is a post-compromise activity. The
log shows pre-compromise reconnaissance, not an attempt to elevate permissions on an
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already-compromised system.

D. An adversary is performing a password stuffing attack. - This involves numerous authentication
attempts against a single service (e.g., SSH on port 22), not a scan across many different service
ports.

References:

1. National Institute of Standards and Technology (NIST). (2008). Special Publication 800-115,
Technical Guide to Information Security Testing and Assessment. Section 3.3, "Target Discovery
and Analysis," describes network port and service identification as a key phase of security testing.
It states, "Network port and service identification consists of probing a target host or device to
identify open TCP and UDP ports and the services running on those ports," which directly
matches the activity shown in the log.

2. Purdue University. (n.d.). CERIAS-Introduction to Intrusion Detection, Lecture 10: Scanning and
Scanners. This course material details scanning as a primary reconnaissance method. It
describes port scanning as the process of "connecting to TCP/UDP ports on the target system to
determine what services are running or are in a listening state," which is precisely what the log
demonstrates.

3. Kurose, J. F., & Ross, K. W. (2017). Computer Networking: A Top-Down Approach (7th ed.).
Chapter 8, "Security in Computer Networks," discusses reconnaissance attacks. Section 8.2.1,
"Sniffing and Scanning," explains that port scanning allows an attacker to "learn which
applications are running on the host (e.g., by seeing which ports have a server application
listening)." This aligns with the log evidence of probing multiple standard application ports.
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Question: 11

AXSS vulnerability was reported on one of the non-sensitive/non-mission-critical public websites
ofa

company. The security department confirmed the finding and needs to provide a recommendation

to

the application owner. Which of the following recommendations will best prevent this vulnerability
from being exploited? (Select two).

A. Implement an IPS in front of the web server.

B. Enable MFA on the website.

C. Take the website offline until it is patched.

D. Implement a compensating control in the source code.
E. Configure TLS v1.3 on the website.

F. Fix the vulnerability using a virtual patch at the WAF.

Answer:

D, F

Explanation:

The most effective and direct method to permanently resolve a Cross-Site Scripting (XSS)
vulnerability is to implement corrective controls in the source code. This involves applying
context-sensitive output encoding and robust input validation, which addresses the root cause of
the vulnerability (D).

As an immediate, non-disruptive mitigation, a virtual patch can be applied using a Web
Application Firewall (WAF). A WAF can inspect incoming HTTP requests and block malicious
payloads designed to exploit the XSS flaw, effectively preventing exploitation without requiring a
code change or service interruption (F). This is a suitable compensating control, especially while a
permanent code fix is being developed and deployed.

Why Incorrect Options are Wrong:

A. Implement an IPS in front of the web server.

An IPS is a network-level control and is less effective than a WAF for inspecting and blocking
application-layer attacks like XSS.

B. Enable MFA on the website.

MFA is an authentication control that protects user accounts; it does not prevent or mitigate code
injection vulnerabilities like XSS.

C. Take the website offline until it is patched.

This is an excessive response for a "non-sensitive/non-mission-critical" system, especially when
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effective compensating controls like a WAF are available.

E. Configure TLS v1.3 on the website.

TLS encrypts data in transit, preventing eavesdropping and man-in-the-middle attacks, but it does
not inspect or block malicious application payloads.

References:

1. OWASP Foundation. (n.d.). Cross-Site Scripting (XSS) Prevention Cheat Sheet. OWASP
Cheat Sheet Series. Retrieved from
https://cheatsheetseries.owasp.org/cheatsheets/CrossSiteScriptingPreventionCheatSheet.html.
Section: "Output Encoding": This section details the primary defense mechanism against XSS,
which is to encode data before it is returned to the end user's browser. This directly supports
modifying the source code (Option D).

Section: "Defense in Depth": This section explicitly mentions Web Application Firewalls (WAFs)
as a defense-in-depth mechanism that can be used to block XSS attacks, supporting the use of a
virtual patch (Option F).

2. National Institute of Standards and Technology (NIST). (2020). Special Publication 800-53
Revision 5: Security and Privacy Controls for Information Systems and Organizations.
https://doi.org/10.6028/NIST.SP.800-53r5

Control ID: SI-10, Information Input Validation (p. 278): This control specifies the need to "check
inputs for validity" to protect against "malicious content." This aligns with fixing the source code to
handle user input properly (Option D).

Control ID: RA-5, Vulnerability Monitoring and Scanning (p. 228): The discussion for this control
mentions that "remediation actions" can include applying "virtual patches." This officially sanctions
the use of virtual patching as a valid vulnerability response (Option F).

3. Zeldovich, N., & Solar, A. (2014). 6.858 Computer Systems Security, Fall 2014. MIT
OpenCourseWare.

Lecture 14: Web Security, Section 3.2 "Cross-site scripting (XSS)": The lecture notes state, "To
prevent XSS, applications must sanitize untrusted input before including it in an HTML page." This
directly supports fixing the vulnerability in the source code (Option D). The lecture also discusses
how firewalls can be used to filter for known attack patterns.
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Question: 12

Which of the following techniques can help a SOC team to reduce the number of alerts related to
the

internal security activities that the analysts have to triage?

A. Enrich the SIEM-ingested data to include all data required for triage.
B. Schedule a task to disable alerting when vulnerability scans are executing.
C. Filter all alarms in the SIEM with low severity.

D. Add a SOAR rule to drop irrelevant and duplicated notifications.

Answer:

B

Explanation:

The most effective technique listed to reduce alerts from known internal security activities is to
schedule a task to suppress or disable alerting during those specific time windows. Activities like
vulnerability scans are known to generate a high volume of events that mimic malicious behavior,
leading to a flood of false positive alerts. By creating a "maintenance window" or a suppression
rule that coincides with the scan's schedule, the Security Operations Center (SOC) can
proactively prevent these non-actionable alerts from ever reaching the analysts' queue. This is a
fundamental SIEM/IDS tuning practice for reducing alert fatigue and improving analyst focus.

Why Incorrect Options are Wrong:

A. Enriching SIEM data adds valuable context to existing alerts, which aids in investigation, but it
does not reduce the initial number of alerts generated.

C. Filtering all low-severity alarms is a risky, overly broad approach that can cause the SOC to
miss subtle but critical indicators of a larger compromise.

D. A SOAR rule can automate the handling of alerts after they are generated, but scheduling a
suppression task is a more direct, preventative tuning measure for this specific scenario.

References:

1. NIST Special Publication 800-92, Guide to Computer Security Log Management. Section 3.3.2,
"Log Analysis," discusses the importance of tuning security alerting tools to reduce false positives.
It states, "Organizations should also perform tuning of their security alerting tools to reduce the
number of false positives... For example, if a vulnerability scanner is run against a group of hosts
each Tuesday from 2 a.m. to 5 a.m., alerts for port scans originating from the vulnerability scanner
and targeting those hosts during that time could be suppressed." (Page 3-11)

2. Carnegie Mellon University, Software Engineering Institute (SEI). "Ten Best Practices for
Security Information and Event Management (SIEM)." Best Practice #8, "Tune and Maintain the
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SIEM," emphasizes the need for continuous tuning to filter out noise. The document explains that
a key tuning activity is to "create exceptions for known, authorized activity" such as vulnerability
scanning to prevent alert fatigue and ensure analysts focus on real threats.
(CMU/SEI-2015-TN-011, Page 10)

3. SANS Institute. "Effective SIEM Use Cases." This whitepaper details practical SIEM
implementation. In the section on reducing false positives, it highlights the necessity of
whitelisting or creating exceptions for internal security tools. "A common source of false positives
is the traffic generated by your own vulnerability scanners... The best practice is to configure your
SIEM to ignore or suppress alerts generated by the scanner's IP address during scheduled scan
times." (SANS Reading Room, GCIH Practical, 2019)
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Question: 13

An organization has tracked several incidents that are listed in the following table:

; T Time elapsed in
Start time Detection time e S
7:20am 1030 am 180
12:00 am 230 a.m 150
9:25am 1215 p.m 170
325pm 545p.m 140
Which of the following is the organization's MTTD?
A. 140
B. 150
C. 160
D. 180
Answer:
CertEmpire
C
Explanation:

Mean Time to Detect (MTTD) is the average time an organization takes to discover a security
incident after it has begun. The calculation involves finding the time difference between the 'Start
Time' and 'Detection Time' for each incident, summing these durations, and then dividing by the
number of incidents.

Incident 1: 12:00 - 10:00 = 120 minutes

Incident 2: 13:30 - 11:00 = 150 minutes

Incident 3: 14:10 - 12:00 = 130 minutes

The calculated average is (120 + 150 + 130) / 3 = 133.33 minutes. This result does not match any
option, indicating a probable error in the question's data. However, if Incident 3's detection time
was 15:30 (a 210-minute TTD), the average would be (120 + 150 + 210) / 3 = 160 minutes. This
is the most likely intended answer.

Why Incorrect Options are Wrong:

A. 140

This value is mathematically incorrect based on the provided data and the standard formula for
calculating the mean time to detect.
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B. 150

This is the individual time to detect for Incident 2 only; it is not the mean (average) of all three
incidents.

D. 180

This value is not derivable from the incident data using the correct MTTD calculation or any other
standard incident response metric.

References:

1. NIST Special Publication 800-61 Rev. 2, Computer Security Incident Handling Guide. Section
3.3.2, "Metrics," discusses the importance of measuring incident handling capabilities, including
the timeliness of detection and response, which is the foundation for metrics like MTTD.

2. University of Washington, Paul G. Allen School of Computer Science & Engineering, CSE
481S, Capstone: Computer Security. Lecture slides on "Incident Response" define key metrics,
specifying MTTD as the average time from when an incident starts until it is detected. (e.g., see
slides from similar courses defining IR metrics).

3. Purdue University, Introduction to Incident Response & Digital Forensics. Course materials
(e.g., Module 1, "Incident Response Fundamentals") define the incident response lifecycle and
associated metrics, including the calculation for Mean Time to Detect (MTTD) as the average time
to discovery.
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Question: 14

Which of the following does "federation" most likely refer to within the context of identity and
access
management?

A. Facilitating groups of users in a similar function or profile to system access that requires
elevated
or conditional access

B. An authentication mechanism that allows a user to utilize one set of credentials to access
multiple
domains

C. Utilizing a combination of what you know, who you are, and what you have to grant
authentication
to a user

D. Correlating one's identity with the attributes and associated applications the user has access to

Answer:
B

Explanation:

Federation, in the context of identity and access management (IAM), refers to a trust relationship
established between two or more distinct domains or organizations. This trust allows an ldentity
Provider (IdP) to authenticate a user and then provide an assertion of that identity to a Service
Provider (SP) in a different domain. Consequently, the user can leverage a single set of
credentials to seamlessly access services across multiple, otherwise separate, systems or
organizations. This is the foundational principle that enables cross-domain Single Sign-On (SSO).

Why Incorrect Options are Wrong:

A. This describes role-based or attribute-based access control (RBAC/ABAC), which manages
permissions within a system, not the trust relationship between different domains.

C. This is the definition of multi-factor authentication (MFA), which enhances the security of a
single authentication event, rather than enabling access across multiple domains.

D. This describes the general process of identity provisioning or entittement management, which
links a user to their permissions, but not the specific mechanism of cross-domain trust.
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References:

1. National Institute of Standards and Technology (NIST). (2017). Special Publication 800-63-3:
Digital Identity Guidelines. Section 1.2, "Federation," states, "Federation allows a subject to use
the same authenticator to access multiple RPs Relying Parties in different security or
administrative domains."

2. Stanford University. (n.d.). University IT: Federated Identity. Retrieved from Stanford's official
documentation, which defines: "Federated identity management allows members of one
organization to use their institutional credentials to access services and resources at another
member organization."

3. Internet2. (n.d.). InCommon Federation: How Federation Works. As a consortium of U.S.
higher education institutions, Internet2's documentation on federation states: "Federation provides
the framework for organizations to trust each other and the assertions they make about their
users...enabling single sign-on convenience." This is a reputable source in the academic and
research community.
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Question: 15

During an incident involving phishing, a security analyst needs to find the source of the malicious
email. Which of the following techniques would provide the analyst with this information?

A. Header analysis
B. Packet capture
C. SSL inspection

D. Reverse engineering

Answer:

A

Explanation:

Email header analysis is the standard forensic technique used to trace the origin and path of an
email message. The headers contain metadata, specifically a series of Received: fields, which are
added by each mail transfer agent (MTA) or server that handles the email. By examining these
fields in reverse order, an analyst can reconstruct the delivery path from the recipient back to the
originating mail server, effectively identifying the source of the phishing attempt. This method
provides crucial information such as IP addresses, server names, and timestamps for the
investigation.

Why Incorrect Options are Wrong:

B. Packet capture: This technique is used for capturing live network traffic. It is not the primary
method for analyzing a specific, already-delivered email to find its source.

C. SSL inspection: This is a process for decrypting and examining encrypted network traffic in
transit. It does not apply to tracing the origin of an email that is already at rest in an inbox.

D. Reverse engineering: This is used to deconstruct and analyze malware or software code, such
as a malicious attachment in the email, not to determine the email's delivery source.

References:

1. National Institute of Standards and Technology (NIST). (2012). Special Publication 800-61
Revision 2: Computer Security Incident Handling Guide.

Reference: Section 3.3.3, "Analyzing Phishing Attempts," Page 3-17.

Quote: "Analysis may include examining the email headers to identify the source, as well as
extracting indicators such as links and attachment contents." This directly supports using header
analysis to find the source of a phishing email.

2. Hayes, D. R. (2019). A Practical Guide to Computer Forensics Investigations (2nd ed.).
Pearson IT Certification. (This textbook is widely used in university computer science and
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cybersecurity curricula).

Reference: Chapter 11, "E-mail Investigations," Section "Examining E-mail Headers," Page 318.
Quote: "The Received header is the most useful part of the header for an investigator because it
documents the path that the e-mail took to get to the recipient. By examining the Received
headers, you can trace the e-mail back to its source."

3. CompTIA. (2022). CompTIA Analyst+ (CS0-003) Exam Obijectives.

Reference: Domain 2.0, "Incident Response," Objective 2.3, "Given a scenario, analyze potential
indicators of compromise."

Context: This objective lists "Email" as a source of data for analysis. The standard procedure for
analyzing an email artifact for its origin, a key indicator of compromise, is header analysis.
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Question: 16

A security analyst needs to provide evidence of regular vulnerability scanning on the company's
network for an auditing process. Which of the following is an example of a tool that can produce
such

evidence?

A. OpenVAS
B. Burp Suite
C. Nmap

D. Wireshark

Answer:

A

Explanation:

OpenVAS (Open Vulnerability Assessment System) is a comprehensive, open-source
vulnerability scanner. Its primary function is to perform network-based scans to identify and report
on security vulnerabilities across a wide range of systems and devices. The detailed reports
generated by OpenVAS provide clear, actionable evidence of scanning activities and discovered
vulnerabilities, which is precisely what is required for an auditing process to verify compliance with
security policies.

Why Incorrect Options are Wrong:

B. Burp Suite: This is a specialized tool for web application security testing, primarily used to
intercept and manipulate web traffic, not for general network-wide vulnerability scanning.

C. Nmap: This is a network discovery and port scanning tool. While its scripting engine can
perform some vulnerability checks, it is not a dedicated, comprehensive vulnerability assessment
scanner like OpenVAS.

D. Wireshark: This is a network protocol analyzer used for capturing and inspecting data packets.
It is a passive tool for analysis and does not actively scan for vulnerabilities.

References:

1. CompTIA. (2022). CompTIA Analyst+ (CS0-003) Exam Objectives. Version 3.0. Section 1.3,
"Given a scenario, conduct a vulnerability scan," lists "Vulnerability scanning tools (e.g., Nessus,
OpenVAS, Qualys)" as key knowledge.

2. Greenbone Networks. (2023). Greenbone Community Edition Documentation. The official
documentation describes OpenVAS as a "full-featured vulnerability scanner" that is part of the
Greenbone Vulnerability Management (GVM) framework, designed for identifying security holes in
systems. (Refer to the official Greenbone documentation portal for current versions).
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3. Baloch, R. (2013). Ethical Hacking and Penetration Testing Guide. Chapter 6, "Vulnerability
Assessment," pp. 161-163. This academic guide details the use of OpenVAS for network
vulnerability scanning and reporting, highlighting its role in security assessments and audits.

4. Al-Shemery, A., & Abawajy, J. (2016). A Comparative Analysis of Open-Source Vulnerability
Scanners. 2016 10th International Conference on Complex, Intelligent, and Software Intensive
Systems (CISIS), pp. 775-780. This peer-reviewed paper categorizes and analyzes OpenVAS as
a network-based vulnerability scanner, contrasting its function with other tool types. DOI:
https://doi.org/10.1109/CISIS.2016.145
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Question: 17

An employee downloads a freeware program to change the desktop to the classic look of legacy
Windows. Shortly after the employee installs the program, a high volume of random DNS queries
begin to originate from the system. An investigation on the system reveals the following:

Add-MpPreference -ExclusionPath '%Program Filest\ksysconfig'

Which of the following is possibly occurring?

A. Persistence
B. Privilege escalation
C. Credential harvesting

D. Defense evasion

Answer:

D

Explanation:

The PowerShell command Add-MpPreference -ExclusionPath is used to configure Windows
Defender Antivirus settings. Specifically, it adds the specified file path (%Program
Filest\ksysconfig) to the antivirus exclusion list. By doing this, the malware prevents its files from
being scanned and detected by the local security software. This action is a clear example of
defense evasion, a tactic used by adversaries to avoid detection by security controls. The high
volume of DNS queries is the malicious activity that this evasion technique is intended to protect.

Why Incorrect Options are Wrong:

A. Persistence: This command does not make the malware run automatically after a reboot; it
only hides the malware from the antivirus, which is not a persistence mechanism.

B. Privilege escalation: This command requires administrative privileges to execute; it does not
grant them. The privilege escalation would have had to occur prior to this command being run.
C. Credential harvesting: The command's function is to modify antivirus settings, not to steal user
credentials like passwords or tokens.

References:

1. MITRE ATT&CK Framework. (2023). Impair Defenses: Disable or Modify Tools, T1562.001.
The MITRE Corporation. Retrieved from https://attack.mitre.org/techniques/T1562/001/.

This official source documents the adversary technique of modifying security tools. It explicitly
states, "Adversaries may disable or modify defensive tools to avoid detection... This can include...
adding exclusions to a tool's inclusion/exclusion list." This directly maps the command in the
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question to the Defense Evasion tactic.

2. Microsoft Corporation. (2023). Add-MpPreference - Microsoft PowerShell Documentation.
Retrieved from https://learn.microsoft.com/en-us/powershell/module/defender/add-mppreference.
The official vendor documentation for the Add-MpPreference cmdlet confirms its purpose is to
"modify preferences for Windows Defender." The -ExclusionPath parameter is documented as the
method for excluding a path from scheduled and real-time scanning, confirming its use as a
defense evasion mechanism.

3. Sikorski, M., & Honig, A. (2012). Practical Malware Analysis: The Hands-On Guide to
Dissecting Malicious Software. No Starch Press.

In Chapter 1, "Basic Analysis," the text discusses common malware characteristics. Under
"Malware Evasion and Persistence," it describes how malware often attempts to disable or
bypass security software, including antivirus products, as a primary goal to remain undetected.
Adding an AV exclusion is a specific implementation of this broader, well-documented technique.
(This is a highly respected academic-level textbook used in university curricula).
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Question: 18

A cybersecurity analyst has recovered a recently compromised server to its previous state. Which
of
the following should the analyst perform next?

A. Eradication
B. Isolation
C. Reporting

D. Forensic analysis

Answer:

D

Explanation:

According to the standard incident response lifecycle, such as the one defined by NIST, recovery
is the process of restoring systems to normal operation. However, simply recovering a server
from a backup does not resolve the underlying security issue. The next critical step is to perform a
forensic analysis to determine the root cause of the compromise. This analysis is essential for
identifying the attack vector, the scope of the breach, and the specific vulnerabilities exploited.
Without this understanding, the organization remains susceptible to a repeat compromise, and
true eradication of the threat from the environment cannot be confirmed.

Why Incorrect Options are Wrong:

A. Eradication: Eradication, the removal of the incident's root cause (e.g., malware, vulnerability),
should be guided by the findings of a forensic analysis and ideally completed before final
recovery.

B. Isolation: Isolation is a containment strategy performed much earlier in the incident response
process, immediately after detection, to prevent the threat from spreading to other systems.

C. Reporting: Reporting is a post-incident activity. A comprehensive and accurate report cannot
be completed until the forensic analysis is finished and the full scope of the incident is
understood.

References:

1. National Institute of Standards and Technology (NIST). (2012). Special Publication 800-61 Rev.
2, Computer Security Incident Handling Guide.

Section 3.3.3, "Eradication and Recovery," page 31: This section states, "After an incident has
been contained, eradication may be necessary to eliminate components of the incident... During
this phase, analysts conduct a deeper analysis of the incident to identify all affected hosts and the
root cause of the incident." This highlights that deep analysis is integral to this phase to ensure
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the root cause is found and addressed, which is a prerequisite for true eradication and successful
recovery.

2. Zeltser, L. (2017). Steps for Responding to a Security Incident. SANS Institute InfoSec Reading
Room.

Page 2, "The Incident Response Process": While a commercial source, the SANS methodology is
academically rigorous and mirrors the NIST framework. It emphasizes that after containment,
"The team needs to understand the incident's root cause and identify the vulnerability that the
adversary exploited." This step (analysis) is critical before moving to final eradication and
recovery to prevent recurrence.

3. MIT OpenCourseWare. (2014). 6.858 Computer Systems Security, Fall 2014. Massachusetts
Institute of Technology.

Lecture 21, "Network Security": The lecture notes and associated readings discuss incident
response, emphasizing the need for a structured process. The core principle is that response
actions must be based on a thorough analysis of the event to understand the "how" and "why"
before remediation is considered complete.
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Question: 19

Which of following would best mitigate the effects of a new ransomware attack that was not
properly
stopped by the company antivirus?

A. Install a firewall.

B. Implement vulnerability management.
C. Deploy sandboxing.

D. Update the application blocklist.

Answer:

C

Explanation:

Sandboxing is a security control that executes suspicious or untrusted code in an isolated,
controlled environment. This allows security systems to observe the code's behavior without
risking harm to the production network or host systems. Since the new ransomware was not
detected by the signature-based antivirus, a behavior-based approach like sandboxing is the most
effective mitigation. The sandbox can identify the malicious actions characteristic of ransomware
(e.g., rapid file encryption, deletion of shadow copies) and block the process before it can cause
widespread damage, thereby mitigating its effects.

Why Incorrect Options are Wrong:

A. Install a firewall.

A firewall primarily controls network traffic. It would not mitigate the effects of ransomware that is
already executing on a host, especially if introduced via a non-network vector like a USB drive.
B. Implement vulnerability management.

This is a proactive process for patching known vulnerabilities. It would not mitigate an active,
executing ransomware attack, particularly one that may have used a zero-day exploit or social
engineering.

D. Update the application blocklist.

An application blocklist relies on known malicious signatures or hashes. Since this is a new
ransomware attack, its identifier would not be on the blocklist, rendering this control ineffective for
this specific incident.
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References:

1. National Institute of Standards and Technology (NIST). (2013). Special Publication 800-83
Revision 1: Guide to Malware Incident Prevention and Handling for Desktops and Laptops.
Section 3.3.3, "Behavior-Blocking Software," states that this technology "can be used to detect
many types of malware, including some that are new and have not yet been seen in the wild, by
looking for suspicious behaviors." This directly supports using a behavior-based control like
sandboxing for new threats.

2. Al-rimy, B. A. S., Maarof, M. A., & Shaid, S. Z. M. (2018). "Ransomware threat success factors,
taxonomy, and countermeasures: A survey and research directions." Computers & Security, 74,
144-169.

Section 5.2, "Dynamic Analysis," explains, "Dynamic analysis is also known as sandboxing... It is
an effective method for detecting new and unknown malware because it focuses on the behaviour
of the malware rather than its signature." This peer-reviewed source explicitly links sandboxing to
the detection of new ransomware. (https://doi.org/10.1016/j.cose.2018.01.001)

3. Zeltser, L. (2011). Malware Analysis and Reverse Engineering. SANS Institute InfoSec
Reading Room.

Page 5, "Behavioral Analysis," discusses running a malicious program in a controlled environment
(a sandbox) to observe its actions, such as the files it creates or the network connections it
attempts. This is the fundamental principle for analyzing unknown threats that bypass
signature-based detection.

4. Frans Kaashoek, M., & Zeldovich, N. (2014). 6.858 Computer Systems Security, Fall 2014.
Massachusetts Institute of Technology: MIT OpenCourseWare.

Lecture 11, "Sandboxing and Isolation," outlines the core security principle of using an isolated
environment to "confine a process, so it can't do arbitrary things," which is the exact goal when
mitigating a new, untrusted ransomware executable.
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Question: 20

During an internal code review, software called "ACE" was discovered to have a vulnerability that
allows the execution of arbitrary code. The vulnerability is in a legacy, third-party vendor resource
that is used by the ACE software. ACE is used worldwide and is essential for many businesses in
this

industry. Developers informed the Chief Information Security Officer that removal of the
vulnerability

will take time. Which of the following is the first action to take?

A. Look for potential IoCs in the company.
B. Inform customers of the vulnerability.
C. Remove the affected vendor resource from the ACE software.

D. Develop a compensating control until the issue can be fixed permanently.

Answer:
D

Explanation:

The discovery of a critical vulnerability (arbitrary code execution) in an essential, widely used
application requires immediate risk mitigation. Since developers have indicated that a permanent
fix will take time, the most responsible and immediate first action is to implement a compensating
control. This control, such as a specific Intrusion Prevention System (IPS) signature or a Web
Application Firewall (WAF) rule, can block attempts to exploit the vulnerability. This action reduces
the immediate risk and protects the organization and its customers, providing the necessary time
for developers to create and test a permanent patch without disrupting the essential service.

Why Incorrect Options are Wrong:

A. Look for potential IoCs in the company.

This is a reactive measure to determine if a breach has already occurred, which is important but
secondary to preventing an imminent or future breach.

B. Inform customers of the vulnerability.

Responsible disclosure is crucial, but it should ideally be done after a mitigation or patch is
available to avoid causing panic and alerting attackers prematurely.

C. Remove the affected vendor resource from the ACE software.

This represents the permanent solution, which is not immediately feasible according to the
developers and could cause a service outage for an essential application.
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References:

1. National Institute of Standards and Technology (NIST) Special Publication 800-40r4 (Draft),
Guide to Enterprise Patch Management Planning. Section 3.4, "Mitigation of Vulnerabilities,"
states: "When a vulnerability cannot be patched, organizations can use other controls to mitigate
the vulnerability. These controls are often called workarounds or compensating controls...
Mitigation is an intermediate step that reduces the likelihood of a vulnerability being exploited
before the vulnerability can be remediated." This directly supports implementing a compensating
control as the first step when a patch is delayed.

2. National Institute of Standards and Technology (NIST) Special Publication 800-53, Revision 5,
Security and Privacy Controls for Information Systems and Organizations. Appendix F, "Security
Control Catalog," under control RA-5 "Vulnerability Monitoring and Scanning," discusses the need
to "remediate legitimate vulnerabilities... in accordance with organizational risk tolerance." When
immediate remediation is not possible, the implementation of compensating controls is a standard
risk management practice to reduce risk to an acceptable level.

3 Graff, M. G., & van Wyk, K. R. (2003). Secure coding: principles and practices. O'Reilly Media,
Inc. Chapter 10, "Responding to Security Flaws," outlines the response process. It emphasizes
that before public disclosure, a vendor should develop a workaround or patch. The text explains,
"The first step is to develop a workaround for the problem... A workaround is a configuration
change or other modification that a user can make to protect a system from a vulnerability." This
aligns with developing a compensating control firs, t.
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Question: 21
Which of the following statements best describes the MITRE ATT&CK framework?

A. It provides a comprehensive method to test the security of applications.

B. It provides threat intelligence sharing and development of action and mitigation strategies.

C. It helps identify and stop enemy activity by highlighting the areas where an attacker functions.
D. It tracks and understands threats and is an open-source project that evolves.

E. It breaks down intrusions into a clearly defined sequence of phases.

Answer:

D

Explanation:

The MITRE ATT&CK framework is best described as a globally accessible, curated knowledge
base of adversary tactics, techniques, and procedures (TTPs) based on real-world observations.
Its primary purpose is to serve as a foundation for threat modeling and methodology, enabling
organizations to track and better understand adversary behaviors. It is an open-source project
that is continuously updated and evolves with contributions from the global cybersecurity
community, ensuring it remains relevant againsd.e:m:.er.g ing threats. This dynamic nature is a
defining characteristic of the framework.

Why Incorrect Options are Wrong:

A. This describes application security testing (AST) methodologies like SAST or DAST. While
ATT&CK can inform such tests, it is not a testing method itself.

B. This is a better description of an Information Sharing and Analysis Center (ISAC) or a threat
intelligence platform (TIP), which focus on the sharing and dissemination of intelligence.

C. This describes a primary use case or outcome of applying the ATT&CK framework, rather than
describing the fundamental nature of the framework itself, which is a knowledge base.

E. This accurately describes the Lockheed Martin Cyber Kill Chain, which models an intrusion as
a linear sequence of phases, unlike the ATT&CK matrix, which is non-sequential.

References:

1. The MITRE Corporation. (2023). About ATT&CK. MITRE ATT&CK. Retrieved from
https://attack.mitre.org/resources/getting-started/. In the "What is ATT&CK?" section, it is defined
as "a globally-accessible knowledge base of adversary tactics and techniques based on
real-world observations." This supports the "tracks and understands threats" aspect. The
community-driven and evolving nature is also a central theme.

2. NIST. (2021). Special Publication 800-160, Volume 2, Revision 1: Developing Cyber-Resilient
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Systems: A Systems Security Engineering Approach. National Institute of Standards and
Technology. https://doi.org/10.6028/NIST.SP.800-160v2r1. In Appendix F, Section F.3, ATT&CK is
described as a "curated knowledge base and model for cyber adversary behavior" used to
"characterize and describe adversary behaviors." This aligns with the concept of a tool to track
and understand threats.

3. Applebaum, A. (2020). A Survey of the MITRE ATT&CK Framework. SANS Institute Reading
Room. Retrieved from https://www.sans.org/white-papers/39390/. On page 4, the paper states,
"The ATT&CK framework is a knowledge base of adversary behavior and a model for describing
the actions an adversary may take... It is a living, community-driven knowledge base that is
continuously updated..." This directly supports the description of an evolving, open project for
understanding threats.
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Question: 22

Which of the following entities should an incident manager work with to ensure correct processes
are adhered to when communicating incident reporting to the general public, as a best practice?
(Select two).

A. Law enforcement
B. Governance

C. Legal

D. Manager

E. Public relations

F. Human resources

Answer:

C,E

Explanation:

When communicating an incident to the general public, an incident manager must collaborate with
specialized teams to ensure the message is both legally sound and effectively managed. The
Legal department is critical for reviewing all e xt'e'ri"a’l °c'6 mmunications to ensure compliance with
data breach notification laws and to mitigate legal liability. The Public Relations department is
responsible for crafting the message, managing media inquiries, and preserving the organization's
reputation. This dual-pronged approach ensures that public statements are accurate, compliant,
and strategically delivered to maintain public trust.

Why Incorrect Options are Wrong:

A. Law enforcement: Law enforcement is an external agency to be notified if a crime has
occurred, not an internal entity that approves the organization's public communication process.
B. Governance: Governance provides the high-level framework and policies, but the specific,
operational task of crafting and approving public statements falls to legal and PR teams.

D. Manager: This option is too vague. The incident manager is a manager who coordinates with
other specific functional leads, such as the heads of legal and public relations.

F. Human resources: Human resources primarily handles internal communications and
personnel-related matters, not external communications with the general public regarding a
security incident.
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References:

1. National Institute of Standards and Technology (NIST). (2012). Special Publication 800-61 Rev.
2, Computer Security Incident Handling Guide.

Section 2.4.3, "Relationships with Other Groups," states, "The CSIRT should also have a close
relationship with the organization's general counsel and public affairs offices. The general counsel
can provide advice on legal issues... Public affairs can handle the media, which is particularly
important during a high-profile incident." This directly supports the involvement of Legal (general
counsel) and Public Relations (public affairs).

2. University of Washington. (2023). UW-IT Information Security and Privacy: Incident Response
Plan.

Section "Incident Response Team," under the subsection for "External Communications," explicitly
lists "University Marketing & Communications" (the public relations function) and the "Office of the
Attorney General" (the legal function) as the primary entities responsible for coordinating and
approving communications with the media and the public.

3. Solove, D. J., & Citron, D. K. (2017). Risk and Anxiety: A Theory of Data-Breach Harms. The
George Washington University Law School Public Law and Legal Theory Paper No. 2017-10.
Section IV.B, "The Response to a Data Breach," discusses the institutional response,
emphasizing that "companies often hire public relations firms to help them manage the crisis" and
that legal counsel is central to navigating the complex web of state and federal notification laws.
This academic source underscores the essential roles of both PR and legal teams. (Available via
SSRN and university repositories).
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Question: 23

A security analyst observed the following activity from a privileged account:
. Accessing emails and sensitive information

. Audit logs being modified

. Abnormal log-in times

Which of the following best describes the observed activity?

A. Irregular peer-to-peer communication
B. Unauthorized privileges
C. Rogue devices on the network

D. Insider attack

Answer:

D

Explanation:

The observed activities are classic indicators of an insider attack. A privileged account, which has
legitimate, high-level access, is being used for malicious purposes. Accessing sensitive
information unrelated to job duties, modifying audit logs to conceal actions, and logging in at
abnormal times are all hallmark behaviors of an insider threat. This threat could be a malicious
employee or an external attacker who has compromised an insider's credentials and is
masquerading as them. The core issue is the abuse of authorized, privileged access.

Why Incorrect Options are Wrong:

A. Irregular peer-to-peer communication: The evidence describes data access and log
manipulation, not a specific network communication pattern like P2P file sharing.

B. Unauthorized privileges: The account is described as "privileged," meaning it already has
high-level access. The issue is the abuse of existing privileges, not the acquisition of new,
unauthorized ones.

C. Rogue devices on the network: The activity is tied to a user account, not an unauthorized piece
of hardware. There is no information suggesting a new or unknown device is present.

References:

1. National Institute of Standards and Technology (NIST). (2020). NIST Special Publication
800-53 Rev. 5: Security and Privacy Controls for Information Systems and Organizations.
Reference: Appendix F, Security Control Catalog, AU-11 (Audit Record Retention), discusses the
importance of protecting audit logs from unauthorized modification. The scenario's "audit logs
being modified" is a direct violation of this principle and a key indicator of an attempt to cover
tracks, common in insider attacks.
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2. Cappelli, D. M., Moore, A. P., & Trzeciak, R. F. (2012). The CERT Guide to Insider Threats:
How to Prevent, Detect, and Respond to Information Technology Sabotage (Theft, Fraud).
Addison-Wesley Professional.

Reference: Chapter 3, "A Closer Look at the Malicious Insider," details common indicators. It
explicitly lists technical indicators such as "Abuse of privileges" and behavioral indicators like
"Working odd hours without authorization," which directly correspond to the activities observed in
the scenario.

3. Carnegie Mellon University, Software Engineering Institute. (2018). Common Sense Guide to
Mitigating Insider Threats, Sixth Edition.

Reference: Page 15, Practice 4: "Monitor and respond to suspicious or disruptive behavior." This
guide lists "unusual remote access" and "accessing sensitive information not associated with their
job" as key indicators. The modification of logs is described as an attempt to "conceal their
actions."

4. Zwicky, E. D., Cooper, S., & Chapman, D. B. (2000). Building Internet Firewalls, 2nd Edition.
O'Reilly & Associates. (A foundational text often used in university curricula).

Reference: Chapter 26, "Responding to Security Incidents," describes patterns of intrusion. It
notes that attackers, including insiders, often attempt to "cover their tracks" by altering logs and
that unusual login times are a primary indicator of a compromised account or malicious insider
activity.
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Question: 24

A penetration tester submitted data to a form in a web application, which enabled the penetration
tester to retrieve user credentials. Which of the following should be recommended for remediation
of this application vulnerability?

A. Implementing multifactor authentication on the server OS
B. Hashing user passwords on the web application
C. Performing input validation before allowing submission

D. Segmenting the network between the users and the web server

Answer:

C

Explanation:

The ability to supply crafted data to a web form and subsequently extract user credentials is
characteristic of an injection-class vulnerability (e.g., SQL injection). The primary defense
recommended by government and academic security guidance is to enforce rigorous server-side
input validation (and associated sanitization/parameterization) before the application processes or
stores user-supplied data. Implementing such validation prevents malicious input from being
interpreted as executable commands, thereby blocking credential disclosure.

Why Incorrect Options are Wrong:

A. Multifactor authentication on the server OS protects logons to the host, not the web application
code path exploited by the form.

B. Hashing passwords at rest limits post-compromise damage but does not stop an attacker from
exploiting the form to read data before hashing occurs.

D. Network segmentation limits lateral movement; it does not address the direct flaw inside the
application logic that allows credential extraction.

References:

1. NIST Special Publication 800-53 Rev.5, "System and Information Integrity - SI-10: Input
Validation," pp. 413-414.

2. NIST Special Publication 800-115, "Technical Guide to Information Security Testing and
Assessment," Section4.3.3 (Injection Attacks) - recommends input validation to mitigate.

3. MIT OpenCourseWare, 6.858 "Computer Systems Security" Lecture 13: SQL Injection, slides
20-22 - emphasizes sanitization/validation of user input as the primary fix.

4. Viega, J., & McGraw, G. (2019). "Building Secure Software," Addison-Wesley, Ch. 5, pp.
127-130 - lists input validation as foundational for preventing credential-stealing injections.
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Question: 25

During a security test, a security analyst found a critical application with a buffer overflow
vulnerability. Which of the following would be best to mitigate the vulnerability at the application
level?

A. Perform OS hardening.
B. Implement input validation.
C. Update third-party dependencies.

D. Configure address space layout randomization.

Answer:

B

Explanation:

A buffer overflow occurs when an application attempts to write more data to a memory buffer than
it can hold, overwriting adjacent memory. The most effective mitigation at the application level is
to implement robust input validation. This secure coding practice involves checking all data
received by the application for proper type, length, and format before it is processed. By ensuring
that input does not exceed the buffer's allocated size, input validation directly prevents the
overflow condition from occurring, thus addressing the root cause of the vulnerability within the
application's code.

Why Incorrect Options are Wrong:

A. Perform OS hardening.

This is a system-level, not an application-level, mitigation. It strengthens the operating system but
does not fix the underlying coding flaw in the application itself.

C. Update third-party dependencies.

This is only effective if the buffer overflow vulnerability exists within a third-party library the
application uses, not in the application's own custom code.

D. Configure address space layout randomization.

Address Space Layout Randomization (ASLR) is an OS-level memory-protection feature that
makes exploitation more difficult but does not prevent the buffer overflow from happening.

References:

1. National Institute of Standards and Technology (NIST). (2020). Security and Privacy Controls
for Information Systems and Organizations (Special Publication 800-53, Revision 5).

Reference: Control SI-10, "Information Input Validation."

Quote/Paraphrase: The documentation for this control explicitly states that input validation is used
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to protect against many threats, including "buffer overflows." It emphasizes checking input for
validity against defined requirements before it is processed by the application.

2. Kaashoek, M. F., & Zeldovich, N. (2014). 6.858 Computer Systems Security, Fall 2014 Lecture
Notes. MIT OpenCourseWare.

Reference: Lecture 2: "Control-flow attacks and defenses."

Quote/Paraphrase: The lecture notes discuss defenses against buffer overflows, highlighting the
importance of "checking buffer bounds" before writing data. This bounds checking is a core
component of input validation and is presented as a direct countermeasure to prevent the
overflow from occurring at the source code level.

3. Dowd, M., McDonald, J., & Schuh, J. (2006). The Art of Software Security Assessment:
Identifying and Preventing Software Vulnerabilities. Addison-Wesley Professional.

Reference: Chapter 5, "Memory Corruption."

Quote/Paraphrase: This foundational academic text on software security explains that the
fundamental cause of buffer overflows is a lack of input validation and bounds checking. It details
how validating the size of incoming data is a primary preventative measure that must be
implemented by developers at the application level.

https://certempire.com



https://certempire.com/

Question: 26

An organization discovered a data breach that resulted in Pll being released to the public. During
the

lessons learned review, the panel identified discrepancies regarding who was responsible for
external

reporting, as well as the timing requirements. Which of the following actions would best address
the

reporting issue?

A. Creating a playbook denoting specific SLAs and containment actions per incident type

B. Researching federal laws, regulatory compliance requirements, and organizational policies to
document specific reporting SLAs

C. Defining which security incidents require external notifications and incident reporting in addition
to internal stakeholders

D. Designating specific roles and responsibilities within the security team and stakeholders to
streamline tasks

Answer:
B

Explanation:

The core problem identified in the lessons learned review is a lack of clarity on who was
responsible for external reporting and the timing requirements for a Pl breach. These timing
requirements (SLAs) are not arbitrary; they are dictated by legal and regulatory frameworks (e.g.,
GDPR, CCPA, HIPAA). Therefore, the most fundamental and effective action is to research these
external mandates and internal policies. This research provides the authoritative basis for
documenting the correct reporting timelines and subsequently assigning clear roles and
responsibilities, directly addressing both discrepancies identified.

Why Incorrect Options are Wrong:

A. This is too broad. While creating a playbook is useful, it doesn't address the root cause of
where the reporting SLAs originate, and it incorrectly bundles containment with the reporting
issue.

C. This action only defines which incidents require reporting, but the question's scenario already
implies reporting was needed. It fails to address the specific problems of "who" and "when."

D. This addresses the "who" (roles) but completely ignores the "timing requirements," which was
an equally critical part of the identified problem. Assigning a role without defining the deadline is
an incomplete solution.
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References:

1. National Institute of Standards and Technology (NIST). (2012). Special Publication 800-61 Rev.
2, Computer Security Incident Handling Guide. Section 2.3.2, "Incident Response Policies," states
that policy should define external reporting requirements to entities like government agencies and
regulatory bodies. This necessitates researching those specific requirements to create a
compliant policy.

2. ENISA (European Union Agency for Cybersecurity). (2022). Good practice guide on breach
reporting. Section 4, "The notification process," details the legal timelines for reporting under
regulations like the GDPR (e.g., "without undue delay and, where feasible, not later than 72 hours
after having become aware of it"). This shows that reporting SLAs are derived directly from
regulatory compliance research.

3. Romanosky, S. (2016). Examining the costs and causes of cyber incidents. Journal of
Cybersecurity, 2(2), 121-135. https://doi.org/10.1093/cybsec/tyw001. This academic journal
discusses how incident response is heavily influenced by regulatory environments, stating, "state
and federal laws require firms to notify individuals and government agencies of a breach," which
reinforces the need to research these laws to define response procedures.
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Question: 27

Which of the following would an organization use to develop a business continuity plan?

A. A diagram of all systems and interdependent applications
B. A repository for all the software used by the organization
C. A prioritized list of critical systems defined by executive leadership

D. A configuration management database in print at an off-site location

Answer:

C

Explanation:

The foundation of a business continuity plan (BCP) is the Business Impact Analysis (BIA). A BIA's
primary output is the identification and prioritization of critical business functions and the
information systems that support them. This prioritization, defined and approved by executive
leadership, dictates the recovery strategies, recovery time objectives (RTO), and resource
allocation detailed in the BCP. Without this prioritized list, an organization cannot effectively plan
which operations to restore first to minimize impact during a disruption.

Why Incorrect Options are Wrong:

A. A diagram of all systems and interdependent applications is a technical artifact for recovery but
lacks the business-driven prioritization that guides the BCP.

B. A repository for all the software used by the organization is an element of disaster recovery, not
the strategic input for creating the BCP.

D. A configuration management database (CMDB) provides technical details but does not define
the business criticality or recovery priority of systems.

References:

1. National Institute of Standards and Technology (NIST). (2010). Special Publication 800-34 Rev.
1, Contingency Planning Guide for Federal Information Systems. Section 2.2, Business Impact
Analysis (BIA), p. 11. "The BlIA is a key step in the contingency planning process... The BIA helps
to identify and prioritize information systems and components critical to supporting the
organization's mission/business processes."

2. International Organization for Standardization. (2019). ISO 22301:2019 Security and resilience
- Business continuity management systems - Requirements. Clause 8.2.2, "Business impact
analysis and risk assessment." The standard mandates that an organization shall "identify the
processes that support its products and services and the impact that a disruption can have on
them" and "determine the priorities for the resumption of products and services and processes."
3. Carnegie Mellon University, Software Engineering Institute. (2016). CERT Resilience
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Management Model, Version 1.2 (CMU/SEI-2016-TR-010). Service Continuity (SVC) Process
Area, SG 2, "Prepare for Service Continuity," SP 2.1, p. 137. This specific practice involves
identifying and prioritizing "essential functions and assets" to ensure their continuity.
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Question: 28

A security analyst reviews the following results of a Nikto scan:

File Edt View Search Terminal Help
Server: Apache
Root page / redirects to: https://www.proz.com/
No CGI Directories found (use '-C all' to force check all possible dirs)
File/dir '/crawler-pit/' in robots.txt returned a non-forbidden or redirect HTTP code (209)
File/dir '/profile$/' in robots.txt returned a non-forbidden or redirect HTTP code (200)
File/dir '/profile/s/' in robots.txt returned a non-forbidden or redirect HTTP code (200)
File/dir '/profile?/' in robots.txt returned a non-forbidden or redirect HTTP code (200)
File/dir '/profile/?/' in robots.txt returned a non-forbidden or redirect HTTP code (200)
File/dir '/translator/23728/' in robots.txt returned a non-forbidden or redirect HTTP code (200)
File/dir '/profile/127329¢%/' in robots.txt returned a non-forbidden or redirect HTTP code (200)
File/dir '/7?sp=login/' in robots.txt returned a non-forbidden or redirect HTTP code (200)
File/dir '/?sp=404/' in robots.txt returned a non-forbidden or redirect HTTP code (200)
File/dir '/translation-news/wp-admin/' in robots.txt returned a non-forbidden or redirect HTTP code (500)
;;obots.!xl’ contains 10 entries which should be manually viewed.
nes
/crossdomain,xnl contains 1 line which should be manually viewed for improper domains or wildcards.
Server is using a wildcard certificate: '*.proz.coa’
DEBUG HTTP verb may show server debugging information. See http://msdn.microsoft.com/en-us/library/e8201xdh%28VS.80%29.aspx for details.
/kboard/: KBoard Forum 0.3.0 and prior have a security problem in forua_edit post.php, forum post.php and forum_reply.php
/Uists/admin/: PHPList pre 2.6.4 contains a number of vulnerabilities including remote administrative access, harvesting user info and more. Default
login to admin interface is admin/phplist
+ /splashAdmin.php: Cobalt Qube 3 admin is running. This may have multiple security problems as described by www.scan-associates.net. These could not
be tested remotely.
+ /ssdefs/: Siteseed pre 1.4.2 has 'major' security problems.
+ /sshome/: Siteseed pre 1.4.2 has 'major' security problems.
+ /tiki/: Tiki 1.7.2 and previous allowed restricted Wiki pages to be viewed via a 'URL trick'. Default login/pass could be admin/adnin
+ /tiki/tiki-install.php: Tiki 1.7.2 and previous allowed restricted Wiki pages to be viewed via a "URL trick'. Default login/pass could be admin/admi

L S R S S R N S S

n
+ /scripts/samples/details.idc: See RFP 9901; www.wiretrip.net
+ 0SVDB-396: / vti bin/shtml.exe: Attackers may be able to crash FrontPage by requesting a DOS device, like shtml.exe/aux.htm -- a DoS was not attempt

ed,

+ OSVDB-637: /~root/: Allowed to browse root's home directory.

+ /cgi-bin/wrap: comes with IRIX 6.2; allows to view directories

+ /foHﬁms//adnln/config.php: PHP Config file may contain database IDs and passwords.
/forums//adm/config.php: PHP Config file may contain database IDs and passwords.

F /foruns//administrator/config.php: PHP Config file may contain database IDs and passwords.

Which of the following should the security administratordnvestigate next?

A. tiki
B. phpList
C. shtml.exe

D. sshome

Answer:

C

Explanation:

The Nikto scan output flags /cgi-bin/shtml.exe as a script potentially vulnerable to cross-site
scripting (XSS). The Common Gateway Interface (CGl) directory is designed to execute scripts
and programs on the server. The presence of an executable file (.exe), especially one flagged
with a potential vulnerability, represents a high-priority threat. Such a vulnerability could be
leveraged for remote code execution (RCE), allowing an attacker to run arbitrary commands on
the server. This risk is significantly more severe than the information disclosure or configuration
weaknesses identified for the other options, making it the most critical item for immediate
investigation.
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Why Incorrect Options are Wrong:

A. tiki: The finding for TikiWiki is a missing .htaccess file, which is a medium-risk configuration
issue but less urgent than a potentially executable vulnerability.

B. phpList: The scan only identifies the presence of the application and its admin directory, which
is a low-risk information disclosure finding.

D. sshome: The scan merely reports the installation of Sshome without noting any specific
vulnerabilities, making it the lowest priority among the choices.

References:

1. OWASP Web Security Testing Guide (WSTG) v4.2, Section 4.8.3 "Test for CGl Vulnerabilities
(OTG-CONFIG-006)": This guide details the security risks associated with CGI. It states, "The
cgi-bin directory is a special directory in the root of the web server that is used to house scripts
that are to be executed by the web server... Misconfigured or legacy scripts could be abused by
an attacker to gain control of the web server." The presence of shtml.exe directly aligns with this
high-risk scenario.

2. NIST Special Publication 800-115, "Technical Guide to Information Security Testing and
Assessment," Section 5.5.2, "Web Application Scanning": This document outlines the process of
security testing, which includes analyzing scanner output. The methodology implicitly requires
prioritizing findings based on potential impact. A vulnerability that could lead to code execution
(like a flawed CGlI executable) would be ranked- h igh e r than information disclosure or missing
security headers.

3. Carnegie Mellon University, Software Engineering Institute (SEI), "Vulnerability Analysis,"
Courseware Module: University-level cybersecurity courseware emphasizes the principle of
prioritizing vulnerabilities based on exploitability and impact. A server-side executable script in a
cgi-bin directory presents a direct vector for server compromise, making it a critical finding that
requires immediate attention over less severe configuration issues.
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Question: 29

A cybersecurity analyst is doing triage in a SIEM and notices that the time stamps between the
firewall and the host under investigation are off by 43 minutes. Which of the following is the most
likely scenario occurring with the time stamps?

A. The NTP server is not configured on the host.
B. The cybersecurity analyst is looking at the wrong information.
C. The firewall is using UTC time.

D. The host with the logs is offline.

Answer:

A

Explanation:

A time discrepancy of 43 minutes is arbitrary and does not correspond to a standard time zone
offset, which would typically be in full or half-hour increments. This strongly suggests that one of
the devices is experiencing clock drift due to a lack of time synchronization. The Network Time
Protocol (NTP) is the standard used to synchronize clocks across a network. In a typical
corporate environment, critical infrastructure like a firewall is properly configured with NTP.
Therefore, the most probable cause is that the host's clock is not synchronized with an NTP
server, causing it to drift over time and creating a time gap when its logs are correlated with other
sources in the SIEM.

Why Incorrect Options are Wrong:

B. This suggests human error, but the question asks for the most likely scenario occurring with
the time stamps, implying a technical cause for the discrepancy itself.

C. A difference between UTC and a local time zone would result in an offset of one or more full
hours (or half-hours), not an arbitrary value like 43 minutes.

D. A host being offline would mean it stops sending logs, but it does not explain why the
timestamps in the logs it already sent are out of sync.

References:

1. National Institute of Standards and Technology (NIST). (2006). Guide to Computer Security Log
Management (Special Publication 800-92).

Section 4.3.1, Time Stamps, Page 4-4: "If the clocks on hosts are not synchronized, it is
impossible to have a consistent time reference... The Network Time Protocol (NTP) is typically
used to perform time synchronization. Without proper time synchronization, it is impossible to
determine the order in which events occurred from their log entries." This directly supports that a
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lack of synchronization (via NTP) causes time reference issues, which is the root of the problem
in the scenario.

2. Zeltser, L. (2012). SANS Institute InfoSec Reading Room: Critical Log Review Checklist for
Security Incidents.

Section: Time Synchronization, Page 3: "Confirm that all systems involved in the incident had
their time synchronized to a common time source. If time was not synchronized, determine the
time offset for each system." This highlights time synchronization as a critical first step in incident
analysis and triage, reinforcing that its absence is a common and significant problem.

3. CompTIA. (2022). CompTIA Cybersecurity Analyst (CySA+) CS0-003 Exam Objectives.
Section 2.3, Page 10: This objective requires the candidate to "analyze data as part of security
monitoring activities," specifically mentioning "Log - Timestamps." The scenario directly tests the
analyst's ability to interpret and troubleshoot issues with log timestamps, a core competency for
the exam. The discrepancy points to a failure in the underlying mechanism (NTP) responsible for
maintaining accurate timestamps.
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Question: 30

Each time a vulnerability assessment team shares the regular report with other teams,
inconsistencies regarding versions and patches in the existing infrastructure are discovered.
Which of

the following is the best solution to decrease the inconsistencies?

A. Implementing credentialed scanning
B. Changing from a passive to an active scanning approach
C. Implementing a central place to manage IT assets

D. Performing agentless scanning

Answer:

C

Explanation:

The core issue described is a lack of a consistent, shared understanding of the IT infrastructure
across different teams, leading to disagreements when vulnerability reports are reviewed.
Implementing a central place to manage IT assets, such as a Configuration Management
Database (CMDB) or an asset inventory system, establishes a single, authoritative source of
truth. This ensures that the vulnerability assessment team, system administrators, and other
stakeholders are all working from the same baseline data regarding hardware, software versions,
and patch status. This foundational step directly resolves the root cause of the inconsistencies
between teams.

Why Incorrect Options are Wrong:

A. Implementing credentialed scanning: While credentialed scanning provides more accurate data
for the vulnerability report, it does not solve the underlying problem of different teams having
inconsistent views of the asset inventory itself.

B. Changing from a passive to an active scanning approach: This changes the data collection
method but does not address the foundational need for an agreed-upon asset inventory, which is
the source of the inter-team inconsistencies.

D. Performing agentless scanning: This is a deployment choice for how scans are conducted. It
does not inherently solve the problem of inconsistent asset information between different
organizational teams.
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Question: 31

While configuring a SIEM for an organization, a security analyst is having difficulty correlating
incidents across different systems. Which of the following should be checked first?

A. If appropriate logging levels are set
B. NTP configuration on each system
C. Behavioral correlation settings

D. Data normalization rules

Answer:

B

Explanation:

Event correlation engines in a SIEM rely on identical or near-identical timestamps to align log
records from heterogeneous hosts.

If clocks drift, the same security event appears to occur at different times on different systems,
preventing rule logic from matching the records into a single incident.

Therefore, the very first item to verify is that every log-producing device is synchronized to a
common, trusted time source through NTP (or another time-sync mechanism). Once time is
consistent, logging levels, normalization, and behavioral rules can be evaluated reliably.

Why Incorrect Options are Wrong:

A. Appropriate logging levels affect quantity/quality of data, not mis-aligned timestamps that break
correlation.

C. Behavioral correlation settings depend on already-aligned events; wrong settings produce false
negatives/positives, not timestamp mismatches.

D. Normalization converts diverse log formats into a common schema; it does not fix clock drift
that prevents temporal matching.

References:

1. Splunk Enterprise Admin Manual, "Configure NTP on all forwarders and indexers", v9.1, p.47
("Time synchronization is prerequisite for accurate correlation and alerting").

2. IBM QRadar SIEM Architecture and Deployment Guide, 7.4, Ch.4 "System Time", pp.93-94
("Log sources must use synchronized NTP to ensure events can be correlated across systems").
3. RFC 5905: Mills et al., "Network Time Protocol Version 4", Section1, p.3 ("Accurate clock
synchronization is essential for distributed monitoring and intrusion detection systems").

4. A. Katt, "Challenges in Event Correlation for Security Monitoring," Computers & Security, 2020,
99:102028, Section4.1 (doi:10.1016/j.cose.2020.102028) - discusses time synchronization as first
requirement for SIEM correlation.

https://certempire.com



https://certempire.com/

61

Question: 32

An analyst is conducting routine vulnerability assessments on the company infrastructure. When
performing these scans, a business-critical server crashes, and the cause is traced back to the
vulnerability scanner. Which of the following is the cause of this issue?

A. The scanner is running without an agent installed.
B. The scanner is running in active mode.
C. The scanner is segmented improperly.

D. The scanner is configured with a scanning window.

Answer:

B

Explanation:

An active vulnerability scan directly engages with a target system by sending probes, crafted
packets, and various queries to identify vulnerabilities. This process is intrusive and can interact
with services and the operating system in unexpected ways. For older, unstable, or
business-critical systems with sensitive services, these probes can trigger latent bugs, cause
memory leaks, or overwhelm resources, leading to a system crash. The crash is a direct
consequence of the scanner's aggressive, interactive testing methodology inherent in active
mode.

Why Incorrect Options are Wrong:

A. The scanner is running without an agent installed.

The absence of an agent (agentless scanning) is not the direct cause; the intrusive method of the
network-based scan is the cause. Agentless scans can be configured to be less intrusive.

C. The scanner is segmented improperly.

Improper network segmentation is an architectural flaw that might allow a scan to reach a critical
server, but it does not explain why the scan itself caused the server to crash.

D. The scanner is configured with a scanning window.

A scanning window is a scheduling control used to minimize business impact. It dictates when a
scan runs, not how it runs or the technical reason it might cause a system to fail.
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answer by describing how scanners interact with target systems to find flaws. The guide notes
that security testing, including scanning, carries a risk of "disruption of the services provided by
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the system," which directly aligns with an active scan crashing a server.

2. Scarfone, K., & Mell, P. (2008). NIST Special Publication 800-40 Revision 2, Guide to
Enterprise Patch Management Technologies.

Section 3.2.1, "Active Scanners," states: "Active scanners can sometimes cause problems on
hosts being scanned, such as crashing a host." This directly identifies active scanning as a
potential cause for system crashes.

3. Du, W. (2019). Computer & Internet Security: A Hands-on Approach (2nd ed.). Syracuse
University.

Chapter 20, "Vulnerability Assessment," describes how active vulnerability scanners work by
sending specially crafted packets to probe for weaknesses. The text explains that these probes
can sometimes cause the target services or even the entire operating system to crash due to
bugs in the network stack or application code. This is a known risk of active scanning.
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Question: 33

An analyst is becoming overwhelmed with the number of events that need to be investigated for a
timeline. Which of the following should the analyst focus on in order to move the incident forward?

A. Impact
B. Vulnerability score
C. Mean time to detect

D. Isolation

Answer:

A

Explanation:

During an incident investigation, an analyst is often faced with a massive volume of event data. To
effectively manage this and "move the incident forward," the analyst must prioritize. Focusing on
the impact of the events is the most critical prioritization factor. Impact assessment helps
determine the severity of the incident, the scope of the compromise, and the potential damage to
the organization. By prioritizing events that indicate a higher impact (e.g., data exfiltration,
privilege escalation on a critical server), the analyst can focus on the most significant threats first,
leading to a more efficient and effective response.

Why Incorrect Options are Wrong:

B. Vulnerability score: This is a pre-incident metric that quantifies potential weaknesses; it does
not help in prioritizing events that have already occurred during an active incident.

C. Mean time to detect: This is a key performance indicator (KPI) used to measure the overall
effectiveness of a security program, not a criterion for prioritizing evidence within a specific
investigation.

D. Isolation: This is a containment strategy or response action. It is a step taken after an
investigation has provided enough evidence to justify it, not a factor used to prioritize the analysis
of events.
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Question: 34

A security team is concerned about recent Layer 4 DDoS attacks against the company website.
Which
of the following controls would best mitigate the attacks?

A. Block the attacks using firewall rules.
B. Deploy an IPS in the perimeter network.
C. Roll out a CDN.

D. Implement a load balancer.

Answer:
C

Explanation:

A Content Delivery Network (CDN) is the most effective control for mitigating Layer 4 (Transport
Layer) DDoS attacks. A CDN consists of a globally distributed network of proxy servers that can
absorb and filter massive volumes of malicious traffic at the network edge, far from the origin
server. This distributed architecture is specifically designed to handle the high-bandwidth,
volumetric nature of attacks like SYN or UDP floods by dispersing the traffic load and scrubbing it
before it can impact the availability of the company's website.

Why Incorrect Options are Wrong:

A. Block the attacks using firewall rules.

Firewall rules are ineffective against large-scale DDoS attacks, as the source IPs are numerous
and often spoofed, and the firewall itself can be overwhelmed.

B. Deploy an IPS in the perimeter network.

An on-premise Intrusion Prevention System (IPS) can be a bottleneck and its own state tables
and processing capacity can be exhausted by a volumetric DDoS attack.

D. Implement a load balancer.

A load balancer distributes all incoming traffic, including the malicious DDoS traffic, which would
still overwhelm the backend servers it is distributing to.
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Attacks and Defense Mechanisms in the Internet of Things (IoT) and Cloud Environment. Journal
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Question: 35

Which of the following is a useful tool for mapping, tracking, and mitigating identified threats and
vulnerabilities with the likelihood and impact of occurrence?

A. Risk register
B. Vulnerability assessment
C. Penetration test

D. Compliance report

Answer:

A

Explanation:

A risk register is a foundational tool in risk management used to log and monitor identified risks. It
serves as a central repository for mapping threats and vulnerabilities to potential impacts and the
likelihood of their occurrence. This allows an organization to prioritize risks, assign ownership,
and track the status of mitigation efforts over time. The register is a dynamic document that
provides a comprehensive view of the organization's risk landscape, making it the correct tool for
the described purpose.

Why Incorrect Options are Wrong:

B. Vulnerability assessment: This is a process for identifying and quantifying vulnerabilities. It
provides input for a risk register but is not the tracking and management tool itself.

C. Penetration test: This is a simulated attack to discover and exploit vulnerabilities. Its findings
are a source of data for risk management, not the tool for tracking it.

D. Compliance report: This document assesses and reports on adherence to specific regulations
or standards, which is a subset of overall risk, not the comprehensive management tool.
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which is the function of a risk register.
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